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INVESTIGATION OF MANAGEMENT PROBLEMS 
AT LOS ALAMOS NATIONAL LABORATORY 


WEDNESDAY, FEBRUARY 26, 2003 

House of Representatives, 

Committee on Energy and Commerce, 
Subcommittee on Oversight and Investigations, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 1 p.m., in room 
2322, Rayburn House Office Building, Hon. James C. Greenwood 
(chairman) presiding. 

Members present: Representatives Greenwood, Walden, Fer- 
guson, Rogers, Tauzin (ex officio), Deutsch, and Schakowsky. 

Also present: Representatives Wilson, Radanovich, Markey, 
Eshoo, Tauscher, and Tom Udall. 

Staff present: Ann Washington, majority counsel; Dwight Cates, 
majority staff; Michael Geffroy, majority counsel; Young Choe, leg- 
islative clerk; and Edith Holleman, minority counsel. 

Mr. Greenwood. Good afternoon. I apologize for the delay. This 
hearing of the Oversight and Investigations Subcommittee will 
come to order. 

Without objection, the subcommittee will proceed pursuant to 
committee rule 4(e). Is there objection to proceeding pursuant to 
rule 4(e)? What is it? We need to know that. Committee rule 4(e) 
is the new rule that allows that those members who are present 
at the time the hearing is gaveled to order who wish to forgo an 
opening statement will have an extra 3 minutes accorded to them 
for questions. Without objection, we will pursue according to rule 
4(e). 

This afternoon we hold the first day of our hearing to examine 
allegations of mismanagement and theft of government funds and 
property at Los Alamos National Laboratory. The focus of today’s 
hearing will be on the evidence and allegations of what went 
wrong. 

We will hear from the people who first discovered these problems 
and first investigated the situation at Los Alamos, as well as others 
brought in to investigate as matters quickly spun out of control. 

The situation we begin to confront today is not your run of the 
mill theft and misuse of taxpayer property, as much as that de- 
mands our urgent attention in its own right. We also must examine 
what our committee investigators have learned is a disturbing 
breakdown in management controls and oversight at, of all places, 
an institution that pursues research critical to the Nation’s secu- 
rity. 


( 1 ) 
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At our next hearing, which we will hold within the next couple 
of weeks, we will be able to raise these serious questions directly 
with the management at the lab, those people charged with ensur- 
ing that things like don’t happen. But today we turn to the people 
who identified the problems and their experiences in doing so. 

By way of background, as many of you know, the committee has 
been involved in an ongoing investigation of fraud, waste and 
abuse in government procurement through the purchase card pro- 
gram since July 2001. In fact, we had the Department of Energy 
before us just last April. 

At that hearing, DOE testified that they had little or no idea how 
the purchase card programs are operated at their contractor run fa- 
cilities such as Los Alamos. Unfortunately, soon thereafter, we all 
got a close look at what DOE didn’t know. 

The committee quickly became involved in the situation at Los 
Alamos in November of 2002 when press reports began to surface 
that several laboratory employees were under investigation by the 
FBI for misusing a government supply contract to buy goods for 
personal use. Our investigation soon discovered that was just the 
tip of the iceberg. 

We have learned that the property theft and mismanagement 
problems at Los Alamos extend far beyond the misuse of this one 
government supply contract by two lab employees. We have learned 
of a lab employee who allegedly attempted to use her government 
purchase card to buy a $30,000 Ford Mustang, another employee 
who used her purchase card at a local casino, and another em- 
ployee who altered a travel voucher to obtain additional funds. 

We have learned of hundreds of thousands of dollars in un- 
checked theft of government property, including scores, if not hun- 
dreds, of lab computers and hundreds of other lost items, simply 
written off the lab’s books each year. 

This property management system is surely in need of an over- 
haul. I find it astonishing that a laboratory that can develop the 
most advanced nuclear weapons systems on the face of the earth 
and technologies to rapidly detect radiological, biological or chem- 
ical attacks by terrorists cannot develop a system to simply keep 
track of its sensitive property and prevent theft of government 
property by its own employees. 

Our other key finding is a lack of accountability among both the 
lab’s officers and employees with respect to poor inventory and fis- 
cal controls. Simply put, cases of theft, misuse or loss of govern- 
ment property are not aggressively investigated, and usually no 
one is held accountable when it occurs. 

Indeed, the most decisive action taken by the lab to deal with 
this issue was its decision to unceremoniously fire the two security 
officials who were aggressively investigating these instances of mis- 
management, misuse and theft. 

These two gentlemen, Mr. Glenn Walp and Mr. Steve Doran, 
both of whom are very experienced law enforcement officers, are 
here with us today. I very much look forward to hearing their testi- 
mony about their experiences at the lab when attempting to look 
into allegations of wrongdoing, and their suspicions as to why they 
were terminated from their positions. 
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Also with us today on the first panel is Mr. Jaret McDonald, who 
works for a Los Alamos facilities management subcontractor and 
who was the first person to raise with Los Alamos management the 
concerns about theft. The determination to see these concerns ad- 
dressed ultimately led to the current FBI investigation into the 
misuse of a government supply contract to buy personal camping 
and hunting equipment, among other things. He will describe his 
lengthy, until recently, unsuccessful efforts to get anyone at the lab 
to take his concerns seriously, and why he ultimately decided to 
contact the FBI directly in June of 2002. 

We will also hear today from the Honorable Greg Friedman, In- 
spector General for the Department of Energy. Mr. Friedman’s of- 
fice opened an inquiry in November into the allegations of manage- 
ment coverup of property and procurement problems and the termi- 
nations of Mr. Walp and Mr. Doran. 

Its initial report, issued last month, clearly expresses strong res- 
ervations about the manner in which senior laboratory manage- 
ment responded to these problems, including the terminations. I 
am pleased to have Mr. Friedman with us today and look forward 
to a more detailed discussion of his office’s findings and rec- 
ommendations. 

We are also joined today by Mr. Bruce Darling, the Interim Vice- 
President of Laboratory Management for the University of Cali- 
fornia, which operates Los Alamos under contract with the Depart- 
ment of Energy. 

Mr. Darling also became intimately involved in the matter before 
us when he traveled to the lab in November at the request of Uni- 
versity of California President Richard Atkinson to review manage- 
ment concerns at the lab. We should note that, since UC’s direct 
involvement in this matter began under Mr. Darling, UC has taken 
a series of personnel administrative actions in an attempt to begin 
reforming the lab management and systems, including replacing 
the lab’s director and deputy director and the lab’s director and 
deputy director of security. 

UC has also rehired Mr. Walp and Mr. Doran to advise the Office 
of the UC President as it continues its investigation into manage- 
ment problems at the laboratory. I am pleased to have Mr. Darling 
here today to add his insight into what exactly happened at the lab 
and what further plans UC has to correct these problems in the fu- 
ture. 

I thank all of the witnesses for attending. I now recognize the 
ranking member of the committee, Mr. Deutsch, for his opening 
statement. 

Mr. Deutsch. Thank you, Mr. Chairman. For many years this 
committee has been investigating the management at the Los Ala- 
mos National Laboratory by the University of California. The Uni- 
versity and the laboratory’s attempt to cover up management fail- 
ures and its treatment of loyal employees who try to bring prob- 
lems to management’s attention and get them fixed has been a con- 
tinuing theme of those hearings. 

Two years ago, the University promised that many changes 
would be made. It set up a special laboratory management council 
and committed to making changes in the Security Division. Our 
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first two witnesses, Glenn Walp and Steve Doran, were hired to 
professionalize the criminal investigations and to make changes. 

What they found is that the laboratory did not want change. As 
a senior lab manager warned Mr. Walp a few months before he was 
fired, the laboratory is famous for eating its own children. Mr. 
Walp was told that he would be leveled with both barrels if he did 
not keep management happy and protect the lab’s contract with the 
Department of Energy and, as we will hear later, he was leveled 
with both barrels. 

Today, however, we are looking at an unprecedented situation. 
Mr. Walp and Mr. Doran were actually rehired by the University, 
while the laboratory’s director, deputy director, the director and 
deputy director of security and the head of audits and assessments 
were removed from their positions because of their management in- 
competence in controlling procurement and property and their fail- 
ure to address the problems brought to their attention. 

This incompetence was only exacerbated when they tried to con- 
trol Mr. Walp’s and Mr. Doran’s investigation into what was basi- 
cally relatively routine criminal activity. The laboratory did not 
want any of this known, especially by this committee. 

What we are going to hear today is that in less than 2 years 
these systems allowed three people in just one division, by using 
numerous suppliers and procurement vehicles, to buy all kinds of 
camping and hunting gear, including 251 knives, 18 pair of bin- 
oculars, sleeping bags, Arctic jackets, hiking boots, Coleman lan- 
terns, battery operated ice chests, and global positioning systems. 

They were not cheap. The binoculars cost up to $3,300 each, 
some of the knives $266 each. There were helmets and boxes of 
gloves for all-terrain vehicles, floor sanding equipment for facilities 
that had no wood floors, auto supplies when vehicles were main- 
tained by the GAS, railroad ties for retaining walls that weren’t 
built, welding tools for people who weren’t supposed to weld, and 
over $5,000 of lock picking equipment, plus a CD containing in- 
structions on how to pick locks, enough hand and shop tools to 
maintain an army. The perpetrators couldn’t even figure out how 
to use it all. 

In addition, Mr. Chairman, our Federal dollars were going to pay 
these lab employees — actually, there is a receipt that actually went 
through the procurement process for Oakley sunglasses that, obvi- 
ously, as you see from the copy, were approved, directly approved. 
Thank you. 

These were all ordered by a small group of people whose main 
job was to supervise a subcontractor that did the actual mainte- 
nance work and brought its own tools and supplies. Shockingly, the 
manager of this group was given high marks during these years for 
his ability to control costs. 

Even more shockingly, these purchases were rarely questioned 
by any of the contract administrators, even though the purchase of 
knives, for example, is not allowed in the laboratory, and what con- 
ceivable reason could they have for lock picking equipment. 

Where did all these purchases go? It is difficult to tell, since the 
majority of them do not appear to have gone through the regular 
inventory delivery system to be marked, and most of them did not 
require inventory controls, because they cost less than $5,000. But 
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some of them were found in the houses of the implicated managers 
when the FBI raided them. 

How did the lab handle this? When Jaret McDonald, who is one 
of our witnesses today, went to the Security Division to ask for an 
investigation, the investigator, who remains on the lab’s payroll 
today, received a list of all these purchases, agreed that they were 
suspicious, made a call to the FBI. But they did no serious follow- 
up for 7 months until Mr. McDonald went directly to the FBI. 

The FBI has focused on one contract, but our investigation shows 
that these same types of purchases were also made under several 
other contractors and vendor agreements. This is not the only in- 
stance in which procurement and financial controls were weak or 
nonexistent. 

Another employee working directly for the head of procurement 
used her credit card to get cash advances, as has been mentioned 
by the chairman, at various casinos. Why wasn’t this picked up im- 
mediately, because like several other employees, she was both the 
buyer and the approver of purchases on her credit card. The same 
situation has been mentioned regarding purchase of a Mustang ve- 
hicle. 

Yet another employee was able to convert $1,800 to her own per- 
sonal use by simply sending electronically a bogus travel plan and 
asking for an advance check. No supervisory approval was re- 
quired. However, instead of allowing these instances to be handled 
by the appropriate law enforcement agencies, Mr. Walp and Mr. 
Doran, Joe Salgado, the lab’s principal deputy director, and Frank 
Dickson, the lab’s counsel, quickly and personally took over the 
management of the investigation. 

When Mr. Walp and Mr. Doran tried to do their job and work 
with outside law enforcement agencies to prosecute, Mr. Salgado 
and Mr. Dickson had them fired based on a flimsy justifications, 
some of which they knew were false. The real reason was that they 
were not protecting the laboratory and its contract with the DOE. 

Mr. Chairman, the procurement and property systems, but more 
importantly, the entire management of Los Alamos National Lab- 
oratory needs a complete overhaul. It is not enough to say that 
there is a great science at the lab. Employees have to remember 
that they are public servants with public trust, and those individ- 
uals who bring fraud, waste, abuse and mismanagement to the 
lab’s attention should be honored, not pursued and ostracized in 
their community. 

I hope this hearing will be the beginning of such a process. 
Thank you. 

Mr. Greenwood. The Chair thanks the gentleman and 
recognizes 

Mr. Deutsch. Mr. Chairman, may I also just mention, the rank- 
ing Democrat on the full committee, Mr. Dingell, probably will not 
be here, and if I could submit his statement for the record. 

Mr. Greenwood. Without objection, the statement will be made 
a part of the record. 

[The prepared statement of Hon. John D. Dingell follows:] 
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Prepared Statement of Hon. John D. Dingell, a Representative in Congress 
from the State of Michigan 

Thank you, Mr. Chairman, for holding this hearing, which I understand is the 
first of three hearings on the University of California’s and the Department of Ener- 
gy’s management of the Los Alamos National Laboratory. We have been holding 
hearings on the lab for many years, with many promises of reform, mostly 
unfulfilled. Today, we will hear more promises. The question that everyone, includ- 
ing the Department, must answer is whether they are too little, too late. 

Over two years ago, the University promised the Congress and this Committee 
that it would make major changes in its management of its Laboratories, particu- 
larly in the area of property control. Appendix O was added to the University’s con- 
tract. A senior laboratory management council was established that was going to 
shape up the management. Security and safeguard efforts were going to be strength- 
ened. 

This management council did put the National Ignition Facility at Lawrence 
Livermore National Laboratory back on track, but the day-to-day management of 
Los Alamos — a billion-dollar business — appears to be worse than ever. There are 
still no basic controls. It is still operating with its “unique” procurement systems 
left over from the Manhattan Project days and outside of standard University oper- 
ating practices. 

I am particularly pleased that Glenn Walp, Steven Doran, and Jaret McDonald 
are testifying today. They each have compelling stories. For example, Mr. Walp was 
told when he went to Los Alamos that he was there to change things in security, 
particularly in the investigation of property theft. But when he tried to make 
changes that would hold Laboratory employees responsible for their criminal behav- 
ior, he was fired because his “customers” — the top management of the Laboratory — 
didn’t want the FBI or any other law enforcement agencies on its premises. This 
management tried to run the investigations themselves, and when the FBI said they 
had “screwed up,” they blamed Mr. Walp, firing him and his colleague Mr. Doran. 
That was an outrage. 

So now there is yet another management council and more promises that we will 
hear about today. Two management consulting firms are at Los Alamos as we 
speak. They will recommend more changes. But, once again, we cannot know if 
these are only promises to make us go away, or if they have real meaning and will 
actually be implemented. 

And will people who in good faith try to make these changes be held in high re- 
pute in the Los Alamos community, or will they be seen as troublemakers and ostra- 
cized when the lights of the press fade? Already, one of our witnesses has been told 
that his actions may not be good for his career. This reactionary attitude must be 
rooted out. People who bring environmental, safety, procurement and property man- 
agement, and fraud, waste and abuse to their managers’ attention should be re- 
warded. 

The University of California must do better, or we must find someone who can. 
There are many universities, government agencies and businesses that can do re- 
search without letting their property management, procurement, travel and other 
systems be run like the proverbial cookie jar. 

One last thing, Mr. Chairman. When Bill Richardson was Secretary of Energy, he 
was pilloried mercilessly, and very often unfairly, by some on this Committee and 
others for security and property control shortcomings at Los Alamos. The lab and 
the University were, frankly, largely let off the hook in Congressional hearings. The 
Department of Energy is ultimately responsible for what happens at Los Alamos, 
but I also hope everyone now understands the University of California and the lah 
management played the key role in these chronic management shortcomings. Now 
the University has one last chance to fix things. 

Mr. Greenwood. The gentleman from Louisiana, chairman of 
the full committee, Mr. Tauzin. 

Chairman. Tauzin Thank you, Chairman Greenwood. 

Let me first point out, as we’ve done very often, one of the most 
essential functions of this subcommittee is to cast the bright light 
of sunshine upon areas within our full committee’s jurisdiction that 
are susceptible to waste, abuse of taxpayer dollars, and outright 
fraud and theft, as this case may be. 

The serious and disturbing problems with management and theft 
of government property at Los Alamos National Laboratories dem- 
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onstrate very clearly why this investigative function is so impor- 
tant to this committee, to the Congress, and to the public at large. 

The facts that this committee and its investigation have uncov- 
ered, which we will begin to explore today, reveal a troubling story 
of looting at the lab. They also reveal what appears to be an utter 
lack of interest by senior laboratory managers to do anything the 
theft and fraud that was apparently going on right under their 
noses. 

In fact, we will hear today that the lab’s management not only 
ignored this malfeasance, but in some cases actually tried to pre- 
vent others from exposing this malfeasance. Management actually 
turned its back on the good guys trying to make matters right. 

I won’t repeat the chairman’s discussion of the committee’s find- 
ings in detail except to say there appears to have been inadequate 
inventory controls and oversight at Los Alamos. 

Now I do have two other questions. How long has this gone on 
at the facility, and what other gaps in property management and, 
by extension, what other gaps in security exist at this vital lab? 

What I found most astonishing in this investigation is that this 
theft, this fraud, this abuse, takes place in such a vital facility for 
this Nation. It is a facility this country, this Nation, puts an awful 
lot of trust in with some of the most sensitive information that our 
government and our people are entrusted with. 

Mr. Chairman, we will begin the examination today, as you sug- 
gested, and give this our most close — our closest scrutiny, but we 
must understand as best we can what happened and why, and then 
do everything in our power to fix it. 

Now we have some serious matters, obviously, before us, but I 
am confident that you as chairman of this important sub- 
committee — I’ve seen your work before. We are going to get to the 
bottom of this, and we will have some recommendations about how 
to make sure this doesn’t happen anymore. But I want to extend 
my personal welcome to the witnesses before us. 

I want you to know how much the committee appreciates the fact 
that some of you had to go through an awful lot in recent months 
as you’ve tried to do what was right, and particularly to Mr. Walp 
and Mr. Doran, I want to thank you for being here and for doing 
your job. 

I was pleased that our committee — our committee letter insisting 
that you be rehired and put back on the job was honored and that 
you’ve had a chance to follow through on your investigation. 

I am particularly pleased to welcome Mr. McDonald. Like 
Sherron Watkins before us in the Enron investigations, we learned 
the importance of whistleblowers, of people who put themselves in 
the terrible, awkward position we know you feel yourself in today, 
Mr. McDonald, who went not once, but twice, to management try- 
ing to tell them what was going on and, frustrated with the lack 
of response you got, eventually had to go to the authorities, as you 
have to the FBI. 

I realize you are here under friendly subpoena, and that is kind 
of interesting that we had to do this to facilitate your attendance 
here, and the information you bring us also had to be delivered by 
subpoena. 
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I note that for the record, but I most of all want to say thank 
you to you and emphasize again, Mr. Chairman, and to all the 
members of this most important committee of our full committee 
how critical it is that this country protect whistleblowers who try 
to do the right thing and who come forward, as you have, Mr. 
McDonald, and try to protect investigators such as the other two, 
to make sure that we honor and respect the role you play in this 
most awkward circumstance. 

I want to say one more time that we will not tolerate any ill 
treatment of any DOE, Los Alamos or subcontract employee who 
is willing to assist this committee as we move forward with this in- 
vestigation. We will not tolerate it. We will insist that you be treat- 
ed fairly and that anyone else who wants to assist us is not harmed 
in any way by their willingness to assist this committee in its 
work, and this country in solving the problems that are presented 
to us in this awful mess. 

Again, Mr. McDonald, you are to be commended, as we com- 
mended Sherron Watkins, and I notice that Time magazine com- 
mended whistleblowers like yourself. You are critical to this coun- 
try and to the taxpayers of this country, and we honor and respect 
you for being here today. Thank you. 

[The prepared statement of Hon. W. J. “Billy” Tauzin follows:] 

Prepared Statement of Hon. W. J. “Billy” Tauzin, Chairman, Committee on 
Energy and Commerce 

Thank you, Chairman Greenwood. You know that I’ve pointed out before that one 
of the essential functions of this Subcommittee is to cast a bright light on areas 
within the Full Committee’s jurisdiction that are susceptible to waste and abuse of 
taxpayer dollars — and outright fraud and theft, as this case may be. 

The serious and disturbing problems with mismanagement and theft of govern- 
ment property at Los Alamos National Laboratory demonstrate very clearly why 
this investigative function is so important to the Committee and to the public. 

The facts that this Committee’s investigation has uncovered, which we will begin 
to explore today, reveal a troubling story of looting at the lab. They also reveal what 
appears to be an utter lack of interest by senior laboratory managers to do anything 
about the theft and fraud going on right under their noses. 

In fact, we’ll hear today that the lab’s management not only ignored this malfea- 
sance, but in some cases actually tried to prevent others from exposing this malfea- 
sance. Management actually turned its back on the good guys trying to make mat- 
ters right. 

I won’t repeat the Chairman’s discussion of the Committee’s findings in detail, ex- 
cept to say that there appears to be very inadequate inventory controls and over- 
sight at Los Alamos. But I do have two other questions: How long has this gone 
on at this facility? And what other gaps in property management and — by exten- 
sion — security exist here? 

What I find most astounding about this management and oversight mess, this 
fraud and theft and abuse, is that it takes place at such a vital facility. It takes 
place at a facility that our Nation trusts with some of our most sensitive informa- 
tion. 

Mr. Chairman, what we begin to examine today, as you suggested, requires our 
closest scrutiny. We must understand as best we can what has happened and why — 
and then do everything within our power to ensure that it is fixed. 

We have serious matters before us. But I am confident that, with the help of 
Members on both sides of the aisle, this Committee will pursue them and help fix 
them. 

Let me extend my welcome to the witnesses. And let me also add that the Com- 
mittee appreciates very much that some of you have gone through quite a lot in re- 
cent months as you tried to do what was right. Sometimes it does just take a few 
good men (and women, of course) to set things right. We commend you for that. And 
let me assure you that this Committee will not tolerate any ill treatment of any 
DOE, Los Alamos or subcontractor employee who assists this Committee and this 
Nation in getting to the bottom of this mess at Los Alamos. 
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Thank you again, Mr. Chairman. I look forward to the testimony and the ques- 
tions, and yield back the remainder of my time. 

Mr. Greenwood. But we can’t guaranty you to be on the cover 
of Time magazine. 

The gentlelady from Illinois, Ms. Schakowsky. Do you wish to 
make an opening statement or have 3 extra minutes? 

Ms. Schakowsky. I would like to. 

Mr. Greenwood. The gentlelady is recognized for an opening 
statement. 

Ms. Schakowsky. Thank you, Mr. Chairman and ranking mem- 
ber Deutsch, for convening today’s hearing and for your leadership 
on this important subject. 

In my previous role as the ranking Democrat on the Government 
Reform Subcommittee on Government Efficiency and Financial 
Management, I had the opportunity, along with my chairman, 
Steve Horn, to look at government procurement practices and, un- 
fortunately, the numerous cases of abuse that exist. We were par- 
ticularly focusing on the Department of Defense, but it suggested 
that this may be occurring throughout the U.S. Government. 

The committee today will review findings that are even more 
concerning, because it suggests a lack of attention to critical infor- 
mation at one of the Nation’s most critical national security instal- 
lations, the Los Alamos National Laboratory. 

We will hear about illegal use of taxpayer funds, theft of govern- 
ment property, lax to nonexistent inventory controls, and a culture 
of denial and deceit at Los Alamos. What is most troubling to me, 
though, is the fact that management at the Los Alamos National 
Laboratory knew about the problems and were more concerned 
with self-preservation and the image of the lab than with their re- 
sponsibility to the American public. 

One would think that news of individuals using government 
funds to procure items such as lockpicking sets, hunting knives, 
golf equipment, and numerous other illegitimate purchases would 
immediately raise flags and touch off disciplinary and other ac- 
tions. 

What little we have seen at Los Alamos in that regard came only 
after inquiries by this committee, the press, and the Department 
of Energy’s Inspector General. Energy and Commerce Committee 
staff uncovered serious problems. The staff investigation brought to 
light the fact that Los Alamos National Laboratory has no system 
in place to conduct inventory review for items that are either not 
sensitive, computers and the like, or cost less than $5,000. 

In fact, the Department of Energy does not require inventory 
controls for such items. According to committee documents, as of 
February 2002 items that were either sensitive or worth more than 
$5,000 went unaccounted for to the tune of $723,000, and millions 
of dollars worth of very expensive equipment were stolen as well. 

This leads me to the question whether the problems we are see- 
ing at Los Alamos extend to the broader Energy Department, and 
Mr. Chairman, I hope you will consider calling Secretary Abraham 
and Acting National Nuclear Security Administration Adminis- 
trator Brooks to come to discuss these issues with the sub- 
committee. 
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Beyond the staff mismanagement and illegal procurement issues, 
what troubles me most is the retaliation against Los Alamos per- 
sonnel who tried to investigate allegations of abuse of taxpayer 
funds, and it sounds like from the opening statements so far that 
this is a major concern to the committee and its leadership. 

These individuals were doing their patriotic duty by raising con- 
cerns over Los Alamos’ serious management failures, and instead 
of being commended and encouraged, they were fired. 

Mr. Chairman, I want to thank you again for convening this im- 
portant hearing. Improving homeland security and taking care of 
our struggling economy are top priorities for my constituents and 
those around the country. What went on at Los Alamos under- 
mines both of those important efforts, and I look forward to work- 
ing with you to improve the situation. 

If we cannot at least root out theft and mismanagement at Los 
Alamos, how can we confidently guaranty the security of the Na- 
tion’s nuclear weapons stockpile to the American people? I welcome 
our witness and look forward to their testimony. 

Mr. Greenwood. The Chair thanks the gentlelady. The gen- 
tleman from Oregon, the vice chairman of the subcommittee, Mr. 
Walden, do you wish to make an opening statement? 

Mr. Walden. Thank you, Mr. Chairman. I am going to waive my 
opening statement under our rules to give my time at Q&A. 

Mr. Greenwood. Very well. Mr. Ferguson has come and gone. 
Mr. Rogers? 

Mr. Rogers. I will waive my statement, Mr. Chair. 

Mr. Greenwood. All righty. Now we are joined by other mem- 
bers of the full committee who are not members of the sub- 
committee, Mr. Radanovich, Ms. Wilson, Ms. Eshoo. Mr. Markey is 
expected. We are also joined by Ms. Tauscher of California and Mr. 
Udall of New Mexico who will be observing. Glad to have their 
presence as well. 

[Additional statements submitted for the record follow:] 

Prepared Statement of Hon. George Radanovich, a Representative in 
Congress from the State of California 

Mr. Chairman, today’s hearing is a vital step in restoring and maintaining con- 
fidence in the national security of our nation. I strongly believe in the outstanding 
work of Los Alamos and in its employees. 

The most unfortunate aspect of the issue before us today is that the apparent 
wrongdoing by a few employees has reflected badly on the exceptional work by so 
many others who devote themselves to the nation’s security. 

I continue to have confidence in the high quality of the weapons program and the 
scientific and technical work of Los Alamos. By taking many corrective steps, I be- 
lieve the lab recognizes that the business and administrative practices of the labora- 
tory need to be revamped so that they will rise to a level of quality similar to the 
quality of the science at the lab. 

In order to restore the confidence of the nation, the lab has implemented numer- 
ous oversight changes involving administrative and business operations: 

• The University has made sweeping management changes at Los Alamos, and sen- 

ior University administrators have taken on direct, personal responsibility for 
managing Los Alamos functions; 

• President Atkinson has established an interim Oversight Board of University Re- 

gents and scientific experts to guide the Interim Director; 

• All administrative and business operations will report to the University of Cali- 

fornia Office of the President, for the purpose of ensuring that the recommended 
changes to laboratory business practices are implemented in a timely and effec- 
tive manner; 
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• the University has directed an External Review Team to expand its recently com- 

pleted review of the Lab’s purchase card system; 

• As soon as the expanded work is done, the Lab will report the results to the Com- 

mittee and to the public and will immediately address any deficiencies identi- 
fied by the External Review Team. 

These changes reflect the University’s deep concern about the allegations that 
have been made about Los Alamos business practices and their absolute and stead- 
fast commitment to addressing them in a timely manner. 

I trust the Lab will continue to cooperate fully with the legislative bodies and 
agencies investigating these matters, and to support the thousands of dedicated em- 
ployees at Los Alamos so that they can remain focused on their valuable work on 
behalf of the American people in a time of war. 

Mr. Chairman, I look forward to working with you to ensure that Congress and 
this committee are satisfied that the University of California lives up to its long his- 
tory of exceptional service to this nation. 


Prepared Statement of Hon. Mike Ferguson, a Representative in Congress 
from the State of New Jersey 

I would like to thank the Chairman for holding this important hearing and for 
his ongoing work investigating fraud and the abuse of government procurement pro- 
cedures. 

My constituents expect their tax dollars to be managed properly, and I know they 
appreciate the Chairman’s scrutiny of matters where the public’s trust is broken. 

We are here today to investigate possible wrongdoing at a vital national institu- 
tion, where order, secrecy and adherence to regulation are essential. 

Last fall, word of procurement improprieties at the Los Alamos National Labora- 
tory came to the Committee’s attention, prompting swift and necessary action. 

The allegations surfacing from Los Alamos are startling. It is reported that audits 
have revealed that the lab has lost $2.7 million in computers and other technical 
equipment. In addition, a lab-sponsored audit has uncovered millions of dollars in 
unsubstantiated procurement credit card purchases, allegedly ranging from camping 
equipment to a Ford Mustang. 

Mr. Chairman, Homeland Security must be one of our highest priorities, and it 
goes without saying that security at our nation’s nuclear institutions is essential. 
I look forward to hearing from the witnesses today, identifying the problems at the 
lab and working to continue the process of securing the Los Alamos facility. 

It is crucial that corruption and wrongdoing are rooted out from our most sen- 
sitive facilities, and I believe that this hearing is a step toward that goal. Thank 
you again, Mr. Chairman for you continued scrutiny of this matter. 


Prepared Statement of Hon. Anna G. Eshoo, a Representative in Congress 
from the State of California 

I’d like to thank Chairman Greenwood and Ranking Member Deutsch as well as 
the Chairman and Ranking Member of the full Committee Mr. Tauzin and Mr. Din- 
gell for allowing me to participate in this important hearing. 

The accusations of fraud, mismanagement, and reprisals against whistleblowers 
at the labs managed by the University of California, both Los Alamos and Lawrence 
Livermore Labs, are extremely serious and sobering. 

Clearly, there have been errors that the University of California must take full 
responsibility for. 

Systemic changes must be instituted to ensure that whistleblowers are protected, 
respected and never against. 

The University of California must also resolve these serious abuses in a way that 
provides the Members of this Committee, the full Congress and the American people 
a certainty that they will not occur again. 

This hearing offers the University of California the opportunity to tell the Con- 
gress and the American people what it has found and what they are doing to rem- 
edy the serious problems at Los Alamos. 

It is important for this hearing to be followed by six-month progress reports for 
the foreseeable future. 

It is critical that the University of California demonstrably reaffirm that the pro- 
tection of our national security is its highest priority and that it has not been com- 
promised. 

The work done by the labs includes some of our nation’s most guarded secrets. 
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We must be confident that these secrets and the work of the labs has not and 
will not be compromised. 

As we examine the management problems that have been uncovered by this Com- 
mittee, the Inspector General, and through the University of California’s own inter- 
nal investigation, we must also keep the important work done at the labs in proper 
perspective. 

This important work and the research that the labs conduct are critical to pro- 
tecting America from hostile regimes and terrorist organizations. 

Recent events have illuminated this work. 

For example, shortly after the September 11th terrorist attacks, Lawrence Liver- 
more National Laboratory reported that North Korea was resuming its nuclear 
weapons program. 

The International Atomic Energy Agency weapon’s inspectors who are currently 
in Iraq were trained at Los Alamos. 

We’ve recently read about a new weapon developed jointly at Lawrence Livermore 
and Los Alamos that could knock out a region’s electric circuitry without harming 
civilians. 

The work the Labs is ongoing and critically important to our collective homeland 
security. 

Finally, the University of California must demonstrate their commitment to 
changing the culture of mismanagement that has existed at the Labs over the years. 
This is indisputable. 

I encourage this Committee to continue its important role in overseeing this com- 
mitment, affording the University of California the opportunity to see them through. 

Mr. Greenwood. With that, I would ask unanimous consent. 
One of the witnesses, Mr. Jaret, has photographs that supplement 
his testimony, and without objection — well, I would ask for unani- 
mous consent that he be permitted to show the photographs. See- 
ing no objections, that will be in order. 

At this time, I would advise our witnesses that, pursuant to the 
rules of this subcommittee and the rules of this House, you are en- 
titled — well, we take our testimony under oath here. Do you have 
any objections to giving your testimony under oath? Okay. 

You are also entitled to be represented by counsel. Do any of you 
wish to be represented by counsel this afternoon? In that case, if 
you would stand and raise your right hands, I will swear you in. 

[Witnesses sworn.] 

Mr. Greenwood. So saying, you are all under oath, and we will 
recognize Mr. Walp first for your opening statement, sir. Welcome. 

TESTIMONY OF GLENN A. WALP, CONSULTANT, OFFICE OF 

THE PRESIDENT, UNIVERSITY OF CALIFORNIA; ACCOM- 
PANIED BY STEVEN L. DORAN, CONSULTANT, OFFICE OF 

THE PRESIDENT, UNIVERSITY OF CALIFORNIA; AND JARET 
McDonald. 

Mr. Walp Thank you. Honorable Chairman Greenwood and Hon- 
orable Members of the subcommittee, ladies and gentlemen, good 
afternoon. My name is Glenn Walp. I was Director of the Office of 
Security Inquiries (OSI) at the Los Alamos National Laboratory 
from January 22, 2002, until Laboratory officials terminated my 
employment on November 25, 2002. 

I hold a bachelor’s and a master’s degree in criminal justice, and 
I am in the proposal stage of my doctorate in criminal justice. I am 
graduate of the FBI National Academy, the FBI National Executive 
Institute. Among the many law enforcement positions I have held, 
I was Commissioner of the Pennsylvania State Police, the largest 
State police organization in America, a member of the Governor’s 
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cabinet, and responsible for administering a budget of over $400 
million. 

When I first came to Los Alamos, Mr. Stanley Busboom, my sec- 
ond level manager, and Mr. John Tucker, my immediate super- 
visor, told me that I was hired because of my expertise in law en- 
forcement. They told me to professionalize all OSI operations, and 
candidly acknowledged to me that much of the OSI staff was in- 
competent, and their work product was severely deficient. 

They told me to bring in new staff, which I did. In the first few 
months, I improved the OSI reporting system, which was in dis- 
array, ensured training of OSI personnel in good investigative prac- 
tices, and initiated investigations on major security and safeguards 
issues. 

Although many lab employees told me that they were delighted 
to see my office address the serious and pervasive problems of theft 
and gross waste of government funds, it was not long before my su- 
pervisors began to obstruct my efforts and those of other OSI em- 
ployees. 

With the encouragement of senior management, on March 26, 
2002, I completed a report that identified the total failure of lab- 
oratory management to do anything about massive theft at the lab- 
oratory. I later proposed to Mr. Tucker a plan to have the FBI get 
involved in investigating these problems. Mr. Tucker adamantly re- 
jected my proposal on the ground that the lab did not want the FBI 
back at the lab after the Wen Ho Lee case and missing hard driver 
computer case — or missing hard drive incident. 

Mr. Tucker also told me, in what became a very common refrain, 
that if I pursued the theft problems, it could not be good for upper 
management or the laboratory’s image. When I found that much of 
the stolen property at the lab was deliberately mischaracterized as 
lost, salvaged or dismantled, my findings were ignored. 

When Mr. Steve Doran, working under my supervision, corrobo- 
rated that two facility managers had purchased almost $400,000 in 
questionable goods through the laboratory’s purchase order system, 
Mr. Frank Dickson, the lab’s chief counsel, told me that Mr. Joseph 
Salgado, the Deputy Director, and he were concerned that my in- 
vestigation could bring negative publicity to the lab and adversely 
affect the University of California’s contract with the Department 
of Energy. 

When I continued to pursue the issue, Mr. Dickson obstructed 
my office and the FBI’s efforts to obtain necessary documents. 
When we persevered in our efforts, Mr. Busboom told Mr. Doran 
and me directly that Mr. Dickson would level me with both barrels 
and would fire Mr. Doran if we interfered with Mr. Dickson’s rela- 
tionship with the FBI, the DOE IG or the U.S. Attorney. 

It was the same with all of our other investigations. That is, in- 
quiries into problems with local vendors, the credit card system, 
and the purchase order system. Mr. Salgado, Mr. Dickson, Mr. 
Tucker and Mr. Busboom obstructed our investigations, adminis- 
tratively resolved matters so as to cover up Federal felonies, and 
ultimately fired Mr. Doran and me. The reasons the managers gave 
for their actions were always the same: Our job was to protect UC 
and UC’s contract, not the United States taxpayer. 
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What we know now is that Mr. Salgado and other lab managers 
believed that Mr. Doran and I were the source of documents leaked 
to the press that revealed massive fraud by lab employees, and in 
order to prevent us from talking to DOE Inspector General inves- 
tigators which came to investigate the fraud allegations, they will- 
fully fired Mr. Doran and I. The only reason they gave later was 
that we did not fit. 

They were accurate about that. We did not fit. We were intent 
on doing our jobs with integrity and stopping the massive fraud 
and mismanagement at the lab. Even today, despite all the pub- 
licity, the Congressional interest, and the DOE investigations, the 
lab has not changed. 

Many of the same lab managers responsible for obstructing us 
and the FBI are still at the lab, drawing their same salaries. Al- 
though administrative regulations and laws have been violated, no 
action has been taken against these individuals. 

It is time for Congress, the DOE, and the American public to call 
a halt to the lab’s activities and make a long overdue change. 

A written statement is attached to my opening statement, clari- 
fying the details of the obstruction and the mismanagement, and 
I will gladly respond to any questions that you may have in this 
matter, and I thank you for inviting me here today to this assem- 
bly. 

[The prepared statement of Glenn A. Walp follows:] 

Prepared Statement of Glenn A. Walp, Consultant, Office of the President, 
University of California 

In mid-2001 I applied for a nationally advertised position as Office Leader of the 
Office of Security Inquiries (OSI) at the Los Alamos National Laboratory (LANL). 
Publicized responsibilities included conducting investigations into thefts, protecting 
property, and being responsible for the strategic and tactical planning of all OSI op- 
erations. 

I was selected for the position with a $10,000.00 bonus if I could arrive by mid- 
January, 2002; I was hired on January 22, 2002. I learned that one of the reasons 
I was hired, and with specificity prior to the end of January, was because my em- 
ployment fulfilled a standard within the Department of Energy (DOE) Appendix O 
mandate, ensuring the Lab would receive supplemental funding (multi-million dol- 
lars) from DOE. 

I was advised by my Division Leader, Stanley Busboom and my Deputy Division 
Leader, John (Gene) Tucker that the reason I was hired was because of my exten- 
sive law enforcement experience and expertise, especially in criminal investigations. 
I was told by Busboom and Tucker to professionalize all OSI functions as I deemed 
appropriate, and they would support me in my efforts. 

I fulfilled all job requirements and supervisory directions in totality, receiving a 
100%-plus rating for my performance of duty on October 2, 2002. Statements within 
that rating included: “Mr. Walp has not faltered”; . . . “applied . . . hands-on leadership 
and management”. “A pro-active and caring leader ... a strong and professional man- 
ager . . . very effective performer”. 

Shortly after my arrival I was contacted by the Office Leader of the Office of In- 
ternal Security, Ken Schiffer, who proposed there was significant theft occurring at 
the Lab. Tucker agreed with Schiffer’s postulation, stating theft has been so ramp- 
ant at the Lab “it has been making the valley green for years”. Subsequently I was 
ordered by Busboom to conduct research and submit a written report on the theft 
issue. 

Preliminary data disclosed that OSI inquiry reports were severely lacking in in- 
vestigatory analysis; property was inappropriately handled as lost, salvaged or dis- 
mantled when in fact it was stolen; major theft occurred at unsecured drop points; 
and most importantly, there was a severe problem with lost property. That is, al- 
though it was the spring of 2002, the Business Division did not have accountability 
of over 700 pieces of property that was identified as lost in 1999 through 2001, 
amounting to approximately $2.7 million. Lost items included: nearly 260 com- 
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outers; 124 printers; 48 radios; 37 cameras; a $25,000.00 thermal analyzer; 
$25,000.00 control milling machine; $35,000.00 2-ton magnet; $32,000.00 magnet 
lifting unit; $33,000.00 wire brush; $23,000 water tank; $27,000 remote terminal; 
$11,000 copier; $20,000 spectometer; $20,000.00 module oscillator; 2 work stations 
worth $47,000.00; $11,000.00 cryogenic refrigerator; 2 trailer vans worth $19,000.00; 
and a $6,000.00 forklift. It was investigatory speculation that many of the items re- 
ported as lost were actually stolen. 

The requested theft report was submitted to Busboom on March 26. 

After submitting the March theft report I learned that theft was occurring within 
the purchase card and purchase order programs, but the most egregious area was 
most likely in the Local Vendor Agreement (LVA) and Just In Time (JIT) systems. 
The LVA and JIT systems allows a Lab employee to use their personal identification 
badge as a credit card, with little to no audit controls. Lab personnel proposed that 
the LVA and JIT systems were so flagrant that any employee, for example, could 
have a computer installed in their residence and no one would ever know. These 
same personnel advised me that they had been telling their supervisors and admin- 
istrators about this theft for years, but these Lab officials would not take any action 
to resolve the problems. 

Memorandums had been prepared by Business Division personnel in the fall of 
2001, warning of the problems associated with the purchase card system, yet their 
supervisors failed to take any action. Other BUS Division memorandums were pre- 
pared after the release of the March theft report, confirming the severity of the 
theft, and the egregious mismanagement of Lab auditing and property control sys- 
tems. 

I asked Tucker to allow me to work with the FBI to address this blatant theft. 
Tucker rejected my request, stating that because of the Wen Ho Lee and hard drive 
cases the Lab did not like the FBI coming into their domain. Tucker also proposed 
that if I continued in my efforts I am liable to determine that high level Lab man- 
agement are involved in these thefts and that would not be good for the Lab’s 
image. 


CRIMINAL INCIDENTS UNCOVERED 

Between June and September, 2002, five major criminal incidents were disclosed. 
NIS Incident 

Unbeknownst to me, during 2001, major theft was occurring in the Nonprolifera- 
tion International Security (NIS) area. Information on this criminal activity had 
been given to Lab authorities Bill Sprouse, Tucker, Katherine Brittian, and Scott 
Gibbs, by certain Lab employees, but these authorities failed to take any sub- 
stantive action. The employees became disenchanted with the cavalier approach of 
these Lab officials, consequently making a complaint with the FBI on June 24, 2002. 
On July 1, 2002, the FBI assumed the NIS investigation in conjunction with OSI. 

The major method of theft used by the NIS suspects was the purchase order sys- 
tem. A review of purchase order transactions by the suspects in the last 18 months 
revealed over $400,000.00 in questionable purchases. Purchases included: 

Ninety-two hunting knives; 72 hunting-type jackets and shirts; 26 GPS systems; 
32 pairs of fishing/hunting-type boots; 22 cameras; 6 Rototillers; and 56 different 
types of lock pick and glass cutting devices. Other items included a go-cart; motor- 
cycle helmets (2 children); model airplanes; sleeping bags; plumbing fixtures; truck 
beds; and shock absorbers. 

The FBI apprehended two suspects in this case on October 31, 2002. 

Mustang Incident 

Lab employee Lillian Anaya was suspected of attempting to purchase a Ford Mus- 
tang with parts, amounting to nearly $30,000.00, using a government credit card. 
Stanley Hettich, a Business Division administrator willfully failed to report this 
crime to OSI, indicating he had not reported any similar type situations to OSI in 
the last three years. Hettich suggested that the ESA Division had gone native, and 
the whole system of property purchase was out of control. Hettich blamed Mr. Rich- 
ard Marquez and Mr. Joseph Salgado for this failing, because they ordered him to 
give Lab employees anything they wanted; customer satisfaction was the key. 

Casino Credit Card Incident 

Lab employee Mary Wood used a government credit card to purchase personal 
items, and secure cash at local casinos. Salgado directed that Wood should not be 
interviewed and she should just be fired. Tucker recommended that she not be inter- 
viewed because she would not confess and it would be a waste of time. Security Spe- 
cialist Steven Doran, OSI, interviewed the subject at which time she confessed. Im- 
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mediately after the confession Dickson ordered that all the reports be submitted to 
him and he would determine what would happen to the case. 

Tool Incident 

Lab employee Orlando Smith was suspected of improperly purchasing tools 
amounting to approximately $1.2 million in 12 months, from an unauthorized ven- 
dor, while misusing a government vehicle. 

Forged Voucher Incident 

Lab employee Clarissa Rodriguez forged a government voucher for $1,800.00. 

The aforesaid investigations were initiated in accordance with professional inves- 
tigatory processes, but were quickly tainted by persistent interference and obstruc- 
tion by multiple Lab officials. This interference and obstruction included: 

OVERALL INTERFERENCE AND OBSTRUCTION 

Contrary to an original agreement between the FBI and the Lab, all documentary 
reports needed by OSI or the FBI had to be reviewed and approved by Frank 
Dickson, the Lab Chief Counsel prior to distribution. This system severely hampered 
investigative processes, and in one case the FBI waited for approximately six weeks 
to receive a much-needed report because Dickson failed to act on the request. 

Dickson verbally oppressed Doran and me to reveal all confidential FBI investiga- 
tive information to individuals who had no need to know and should not have 
known. Dickson had been previously warned by the FBI not to tell anyone about 
this information especially anyone in the Audits and Assessments Division because 
there was suspect in that division. Notwithstanding, Dickson forcefully ensured con- 
fidential information was given to a member of the Audits and Assessments Divi- 
sion, placing multiple OSI/FBI investigations in jeopardy. 

Ms. Chris Chandler, an employee of Dickson, attempted to forcefully secure con- 
fidential FBI investigative notes from me, through verbal intimidation; she was re- 
fused access to the notes. During the discourse she stated that she did not care 
about anyone’s constitutional rights or the successful prosecution of an FBI inves- 
tigation. If Chandler would have obtained these notes it could have jeopardized mul- 
tiple OSI/FBI investigations. 

Dickson attempted to force the FBI to take premature investigative action against 
multiple suspects, threatening he would place the suspects on investigative leave 
unless the FBI acquiesced to his demands. The threatening action of Dickson, if 
brought to fruition, would have placed the NIS and Mustang cases in jeopardy. 

NIS INCIDENT 

Dickson attempted to gain entry into an area that contained suspected NIS stolen 
property placing an FBI investigation in jeopardy. After being refused by the FBI, 
Dickson became irate at Doran and Walp because they failed to cajole the FBI into 
allowing him access. 

Salgado and Dickson directed, through Busboom and Tucker, to remove Doran 
and Walp from the NIS investigation two days before culmination of that investiga- 
tion. Despite the pleas of the FBI to allow Walp and Doran to remain on the case 
because they were integral to the success of that investigation, Busboom adamantly 
refused. The only reason given by Busboom for this action was that it was 
“Dickson’s payback against Walp” for Walp challenging Dickson’s improprieties in 
the forged voucher incident. 


MUSTANG 

Dickson directed that potential FBI criminal evidence held in official OSI inves- 
tigatory control, be taken from OSI, thereby breaking the chain of evidence and 
jeopardizing an FBI investigation. 

Chandler conducted a dual inquiry on this case that had the potential of obstruct- 
ing the FBI investigation. 


FORGED VOUCHER 

Dickson, Tucker and Phillip Kruger of the Laboratory Human Resources Division, 
conspired to cover up this federal felony by failing to immediately notify an appro- 
priate criminal justice authority, and handled the case administratively. Although 
Tucker originally agreed this was a federal felony that must be investigated by a 
federal law enforcement agency, he then recanted, explicating to me, since the prop- 
erty did not belong to the United States taxpayers, but rather the University of 
California (UC), there was no crime. Hence, that is why Dickson has the authority 
to do anything he wants with any crime that occurs on Lab property. Tucker also 
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said that all property and monies in control of the Los Alamos National Lab does 
not belong to United States taxpayers because it is UC property and monies. 

WALP AND DORAN WARNED TO COMPLY WITH LANL’S CORPORATE PHILOSOPHY/CULTURE 

Doran and I were consistently warned that our major job was not inquiry into 
crime, but rather, protection of the Lab, its image, and ultimately the UC contract. 
Concerning this issue paraphrased comments included: 

Dickson stated to Walp — 

Salgado is concerned about the NIS case bringing negative PR to the Lab, which 
may negatively affect the UC contract, therefore I (Dickson) will keep a pulse 
on all FBI activity. 

While preparing a news release on the Anaya and Wood cases, Dickson wanted 
to keep information out of the release concerning the total amount of thefts com- 
mitted by Wood, stating “what we’re looking at is protecting the Lab here”. 

Dickson stated to Walp and Doran — 

We need to remember who we work for, who is our boss and that is the Lab, 
not the FBI. That is the way it is, we must look out for the Lab and its image 
first, not the FBI investigation. 

Salgado stated to Walp — 

I am concerned that the Mustang and tool cases may generate bad PR for the 
Lab, which may negatively affect the Lab’s contract. 

The critical aspect of the Mustang case is the bad PR for the Lab, not the illegal 
attempt to purchase the vehicle. 

Chandler stated to Walp — 

I am not concerned about violating anyone’s constitutional rights or interfering 
with an FBI prosecution; my job and your job is to protect our employer, the 
Lab. 

Busboom stated to Walp and Doran — 

Of critical importance is protecting the UC contract, and it should be the pri- 
mary concern of you as you perform your OSI functions; your major job is not 
law enforcement or helping tbe FBI, but to protect the Lab and its contract. 

Tucker stated to Walp — 

If you continue your efforts in ferreting out Lab theft you may find that high 
management personnel are implicated and that would not be good for the Lab’s 
image. 

Dickson doesn’t want UC to be embarrassed concerning the Mustang case, so they 
are going to take action that forces the FBI to move on the case, because Lab offi- 
cials must look out for the Lab first, its image, and not the FBI investigation. 

Your main job and that of OSI is to protect the Lab, Lab people, the Lab contract 
and the Lab image above anything else; Tucker identified this concept as “corporate 
philosophy” and/or “corporate rules”. The corporate rules must be followed by you 
and other OSI members if they are to be successful as Lab employees. 

Tucker states to Walp and Doran — 

You need to know tbat your major responsibility is to your employer, the people 
who pay your checks, therefore you must ensure that you protect them, their image, 
and the UC contract. 


REASON FOR TERMINATIONS 

Lab officials have progressively espoused multiple reasons for the terminations of 
Doran and Walp, to include: (a) They didn’t fit (contained in their termination pa- 
pers); yet Busboom refused to elaborate on what that meant; (b) Doran and Walp 
didn’t get along with certain groups and/or individuals at the Lab. The groups and/ 
or individuals identified in a Lab press release as the groups and/or individuals they 
did not get along with, were groups or individuals who were either suspects in 
crimes, or were interfering or obstructing OSI/FBI investigations; (c) Salgado pro- 
posed that the reason was that a chronology of the Mustang case contained incorrect 
telephone data obtained from OSI. This insignificant issue was an inadvertent error 
of an OSI employee, not Walp or Doran. The issue was quickly corrected, and had 
no significance to tbe relevant factors associated with the case; (d) Salgado said it 
had to do with FBI investigatory issues concerning the wearing of a body wire, and 
the number of suspects involved in the NIS case. All data on these matters were 
accurately and completely forwarded to Salgado in a timely manner, with the clari- 
fication that these issues were under the control of the FBI, not OSI; and (e) 
Dickson proposed the reason was because Doran and Walp had a poor relationship 
with the FBI. Recent investigation into this allegation by a federal investigator 
found this accusation to be totally erroneous. 
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In January of 2003, it was disclosed by a UC official that the actual reason for 
our terminations was, as originally proposed by Doran and Walp, a willful attempt 
by Lab officials to prevent Doran and Walp from talking to DOE Inspector General 
Investigators. The reason, according to the official, was because they were fearful 
of what we would reveal to these investigators concerning the crime, mismanage- 
ment and corruption at the Los Alamos National Lab. 

THREATS 

During the course of our employment Doran and I were consistently threatened 
that our efforts to approach our responsibilities from a point of integrity, without 
regard for the Lab contract, would cause us problems. For example: 

1. Tucker stated to Doran and me, that we must be careful in challenging the ethics 

of Lab officials because the Lab is famous for sacrificing its children for the sake 
of its image. 

2. Busboom told Doran and me, Dickson would level me with both barrels and would 

fire Doran if we interfered with Dickson’s relationship with the FBI, the DOE 
IG, or the U.S. Attorney. 

3. Busboom, Tucker and John Tapia told Doran and me they believed Dickson was 

attempting to make us scapegoats; that Dickson was trying to blame Walp and 
OSI for his own shortcomings; and Dickson was conspiring to get people to 
falsely accuse Walp of being uncooperative. 

ISSUES THAT STILL NEED TO BE ADDRESSED 

Although much has been accomplished in addressing the theft, mismanagement 
and corruption of the Lab, there is still much to do. For example: 

1. All lost reports for the last decade need to be reviewed item-by-item, to ascertain, 

with specificity, their locations. The Lab uses a classification system that identi- 
fies property as salvaged, dismantled and retired. It is hypothesized that these 
classifications have been used to cover up for lost and stolen items. It is specu- 
lated that if these classification reports were reviewed, the microscope would re- 
veal significant fresh ink. 

2. Since Johnson Control of Northern New Mexico never reported any item of theft 

under $5,000, the details of this unknown needs to be analyzed. 

3. A November 7 Price-Waterhouse-Coopers (PWC) perfunctory report, illustrated 

$153 million dollars of questionable “purchase card” transactions, while a re- 
view of questionable “purchase order” transactions by NIS personnel amounted 
to approximately $400,000. 

Thus, all Lab “purchase card” and “purchase order” transactions need to be 
analyzed item-by-item, purchaser-by-purchaser, for at least the last decade. It 
is theorized that the attempted Mustang purchase and the illegal purchase or- 
ders within NIS were not the first situations of this type effectuated by these 
illegal processes. 

4. All voucher transactions for the last decade should be reviewed for illegalities. 

5. It is proposed that the most egregious area of theft is contained within the LVA 

and JIT systems. A comprehensive analyses of these purchases for the last dec- 
ade needs to be completed. 

Doran and I had multiple cases we had no opportunity to investigate, but need 
to be addressed. They include: 

1. Significant theft of gasoline. 

2. Two cases of potential fraud that may involve kickbacks to present and former 

employees of the Lab. 

3. Steve and I were recently contacted by multiple individuals, proposing that they 

were aware of major fraud and theft that had occurred at the Lab in previous 
years, amounting to multiple millions of dollars in theft and fraud. 

4. There are outstanding issues concerning criminal matters. Such as: (a) theft of 

FBI evidence from an OSI office; (b) the possibility of federal/state crimes being 
committed by Lab officials; and (c) that crimes although known by Lab officials, 
were never reported to an appropriate authority. As of this date, Security Spe- 
cialists James Mullins and Doran, and I, have never been contacted by any law 
enforcement agency for official interviews, notwithstanding we are critical wit- 
nesses to these matters. 

I attempted to effectuate a Federal Bureau of Investigation (FBI) investigative 
task force to address these blatant failings, but the plan was soundly rejected by 
my immediate supervisor. 

Between June 24th and September 20th five major criminal investigations were 
unraveled. 
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Although these investigations commenced in accordance with professional inves- 
tigatory processes, by August these systems began to be tainted by interference and 
obstruction by certain Lab officials. Namely: 

1. Contrary to an original agreement between the FBI and the Lab, Frank Dickson, 

the Lab Chief Counsel, ordered that all documentary evidence had to be person- 
ally approved by him prior to distribution; he attempted to force the FBI to take 
premature investigative actions; he verbally oppressed Steven Doran and I to 
reveal confidential FBI investigative information to people who should have not 
known; he directed that potential FBI criminal evidence held in official OSI in- 
vestigatory control be forcefully taken from the custody of OSI, thereby break- 
ing the chain of evidence control; and he ineptly attempted to gain access into 
an area where suspected stolen property was stored. These acts either ham- 
pered or had the potential of obstructing FBI investigations. 

2. Chris Chandler, an employee of Dickson, through verbal intimidation, attempted 

to secure confidential FBI written notes from me, indicating within that dis- 
course that she was not concerned about a person’s constitutional rights or a 
successful FBI prosecution; and, she conducted a dual inquiry that had the po- 
tential of obstructing an FBI investigation. 

3. Stanley Hettich, a Business Division administrator, willfully failed to report 

criminal activity occurring within his area of responsibility, admitting he had 
not reported any similar situations in the last three years. 

4. John (Gene) Tucker, my immediate supervisor inappropriately forced Doran and 

me to remove certain “spy type” information from an official OSI inquiry report; 
and, advised Doran and me that we would be sacrificed as children of the Lab 
for the sake of the Lab’s image, if we challenged the ethics of Lab officials. 

5. Dickson, Tucker, and Phillip Kruger of the Laboratory Human Resources Divi- 

sion, willfully failed to immediately notify an appropriate criminal justice au- 
thority, as it pertained to the crime of forgery of a federal voucher. 

6. Stan Busboom, my Division Leader, and Tucker, removed Doran and myself from 

an official FBI investigation two days before culmination of that investigation, 
and to the potential detriment of that investigation. 

7. Busboom stated to Doran and me that unless we ensured there was a positive 

relationship between Dickson and the U.S. Attorney and the FBI, Dickson 
would level me with both barrels and Doran would be fired. 

8. Busboom and Tucker opined that Salgado and Dickson were attempting to make 

Doran and me scapegoats. 

9. Doran and I were warned by a Lab official that Dickson was attempting to fab- 

ricate negative information against Doran and me and that Tucker was involved 
in this conspiracy. 

Doran and I were consistently advised by multiple Lab officials that our major 
role was not inquiry into crime, but the protection of the Lab and its image, for the 
purpose of protecting the University of California contract. 

Although much has been accomplished in addressing the theft, mismanagement 
and corruption of the Lab, there is still much to do. For example: 

1. All lost reports for the last decade need to be reviewed item-by-item, to ascertain, 

with specificity, their locations. The Lab uses a classification system that identi- 
fies property as salvaged, dismantled and retired. It is hypothesized that these 
classifications have been used to cover up for lost and stolen items. It is specu- 
lated that if these classification reports were reviewed, the microscope would re- 
veal significant fresh ink. 

2. Since Johnson Control of Northern New Mexico never reported any item of theft 

under $5,000, the details of this unknown needs to be analyzed. 

3. A November 7 Price-Waterhouse-Coopers (PWC) perfunctory report, illustrated 

$153 million dollars of questionable “purchase card” transactions, while a re- 
view of questionable “purchase order” transactions by NIS personnel amounted 
to approximately $400,000. 

Thus, all Lab “purchase card” and “purchase order” transactions need to be 
analyzed item-by-item, purchaser-by-purchaser, for at least the last decade. It 
is theorized that the attempted Mustang purchase and the illegal purchase or- 
ders within NIS were not the first situations of this type effectuated by these 
illegal processes. 

4. All voucher transactions for the last decade should be reviewed for illegalities. 

5. It is proposed that the most egregious area of theft is contained within the LVA 

and JIT systems. A comprehensive analyses of these purchases for the last dec- 
ade needs to be completed. 

Doran and I had multiple cases we had no opportunity to investigate, but need 
to be addressed. They include: 
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1. Significant theft of gasoline. 

2. Two cases of potential fraud that may involve kickbacks to present and former 

employees of the Lab. 

3. Steve and I were recently contacted by multiple individuals, proposing that they 

were aware of major fraud and theft that had occurred at the Lab in previous 
years, amounting to multiple millions of dollars in theft and fraud. 

4. There are outstanding issues concerning criminal matters. Such as: (a) theft of 

FBI evidence from an OSI office; (b) the possibility of federal/state crimes being 
committed by Lab officials; and (c) that crimes although known by Lab officials, 
were never reported to an appropriate authority. As of this date, Security Spe- 
cialists James Mullins and Doran, and I, have never been contacted by any law 
enforcement agency for official interviews, notwithstanding we are critical wit- 
nesses to these matters. 

Most recently Steve and I, and our attorney were informed by a top administrator 
of the University of California that he has direct evidence that we were wrongfully 
terminated because Lab officials did not want us speaking to DOE Inspector Gen- 
eral Investigators. 

The aforesaid is an overview of the issues I encountered when employed by the 
Lab. 

I am prepared to answer any questions that you may have concerning these and 
associated matters. 

Thank you. 

Mr. Greenwood. Thank you, Mr. Walp. 

Mr. Doran. 


TESTIMONY OF STEVEN L. DORAN 

Mr. Doran. Good afternoon, Chairman Greenwood, members of 
the subcommittee, ladies and gentlemen. Thank you for inviting me 
here to testify. My name is Steven Doran. 

Los Alamos Laboratory recruited me to work as an investigator 
in the Safeguards and Security Division in the spring of 2002. The 
recruiter who approached me told me the lab was having serious 
problems with national security and theft and needed people like 
me to come in and help them clean it up. 

The lab recruiter encouraged me to take the job, because working 
at the lab would be a service not only to the laboratory but to my 
country as well. I went to Los Alamos with the hope that I could 
be part of a broad effort to stop the rampant theft at the lab and 
protect the security of the country’s most important nuclear se- 
crets. 

I started work on July 15, 2002. A few days later I began work 
with the FBI on the Bussolini and Alexander case where the two 
managers at the lab had misused the government purchase order 
system to steal hundreds of thousands of dollars in property. 

In the following days and months, I saw the FBI and my success- 
ful investigative efforts in this case and all other cases I was work- 
ing on thwarted by the lab’s upper level management, Joseph 
Salgado, Frank Dickson, Gene Tucker and Stan Busboom. Lab 
managers from other departments including Richard Marquez, 
Stan Hettich, Dick Stickler, Vernon Brown and John Tapia at- 
tempted to cover up, change and conceal information from our of- 
fice. 

These lab managers and lab counsel Dickson continue to make 
innuendos and threats to Mr. Walp, and my employment could be 
in jeopardy if we continued investigating the rampant misuse of 
government credit cards and the purchase order system. 

Because of the productive working relationship that I developed 
with the FBI, Special Agent Jeffrey Campbell, Mr. Busboom told 
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me specifically I had to protect the lab’s relationship with the FBI 
and the United States Attorney or I would be fired. He made it 
clear that he wanted me to participate in the cover-up of major 
crimes at the lab and use my good relationship with the FBI to pre- 
vent them from investigating these matters on their own. 

Although I always followed orders given to my by my superiors, 
I refused to cooperate in their cover-up. My upper level managers 
refused to provide me and the FBI with documents we needed for 
our investigations, discouraged me from interviewing key wit- 
nesses, disseminated information about our investigation to the 
targets of those investigations, and administratively settled cases 
so that the United States government could not criminally pros- 
ecute the wrongdoers. 

By October, almost all of my investigations had been stopped or 
bottlenecked in Mr. Dickson’s office. Less than 3 months after I 
started work at Los Alamos, I spent most of my day defending my 
position that we were working to protect the taxpayer funds and 
national security rather than the University of California contract. 

This meant I had to do my real work at night and on the week- 
end. Despite the FBI’s repeated requests that the laboratory man- 
agement reconsider and assign us to help them, the managers re- 
fused to let us help the FBI. Dedicated former and current employ- 
ees at the laboratory supported us and kept on reporting things to 
us, even after management began to retaliate against us. 

I received a call about a possible espionage matter which I 
passed on to the Counterintelligence Division. When the division 
did nothing, I called and e-mailed again. As far as I know, the lab- 
oratory never followed up on this matter. 

After I was terminated I got calls from former employees who 
had documented millions of dollars in frauds but were ignored by 
lab management. All of these people responsible for management 
of the lab, all but one, still have a job at Los Alamos. A number 
of the managers who thwarted our investigations remain in posi- 
tions of authority, and are working actively to conceal the enormity 
of the problem of theft and misuse of government monies. 

Just before I left New Mexico to come to this hearing, a number 
of Los Alamos employees brought me new documentation that they 
believe demonstrate that these same managers are giving false in- 
formation to UC and the Department of Energy about expenses 
charged on purchase cards as late as January of 2003. 

To me, this demonstrates why UC needs to take these managers 
out of their positions of responsibility at the lab. It is unfortunate 
that it took the current crisis of competence to put the lab’s prob- 
lems on the national agenda. By now Congress and DOE are ac- 
tively exercising oversight and requiring accountability. 

It looks as though the University of California is trying to do 
something about these problems. Another step in UC’s account- 
ability to the lab has to be to take these managers out of their cur- 
rent jobs and put in fully reliable and honest employees. 

I hope that Mr. Walp and my termination has a silver lining. It 
brought Los Alamos to its senses about putting some order into its 
house so that it can go about doing important work in the way that 
best serves the citizens of the United States. 

Thank you. 
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[The prepared statement of Steven L. Doran follows: 

Prepared Statement of Steven L. Doran, Consultant, Office of the 
President, University of California 

Good afternoon. Chairman Greenwood, members of the Subcommittee, ladies and 
gentlemen: 

Thank you for inviting me here to testify. My name is Steven Doran. Los Alamos 
Laboratory recruited me to work as an investigator in the Safeguards and Security 
Division in the Spring of 2002. The recruiter who approached me told me that the 
Lab was having serious problems with national security and theft, and needed peo- 
ple like me to come in and help them clean it up. 

After interviewing with Mr. Walp, Mr. Michael Wismer and Ms. Nina Epperson, 
the Lab offered me the job. The Lab recruiter encouraged me to take the job, be- 
cause working at the Lab would be a service to the Laboratory as well as the coun- 
try. I went to Los Alamos with the hope that I could be part of a broad effort to 
stop the rampant theft at the Lab, and protect the security of the country’s most 
important nuclear secrets. 

I started work on July 15, 2002. A few days later, I began to work with the FBI 
on the Bussolini and Alexander case, where two managers at the Lab had misused 
the government purchase order system to steal hundreds of thousands of dollars in 
property. In the following days and months, I saw the FBI’s and my successful in- 
vestigative efforts in this case and all the other cases I was working on thwarted 
by the Lab’s upper level management — Joseph Salgado, Frank Dickson, Gene Tuck- 
er, and Stan Busboom. Lab Managers from other departments, including Richard 
Marquez, Stan Hettich, Dick Stickler, Vernon Brown, and John Tapia attempted to 
cover up and change and conceal information from our office. 

These managers and Lab counsel Dickson continued to make innuendos and 
threats that Mr. Walp’s and my employment could be in jeopardy if we continued 
investigating the rampant misuse of government credit cards and the purchase 
order system. Because of the productive working relationship that I developed with 
FBI special agent Jeff Campbell, Mr. Busboom told me specifically that I had to pro- 
tect Lab counsel’s relationship with the FBI and the United States Attorney, or I 
would be fired. What he meant was that I should participate in the cover-up of 
major crimes at the Lab, and use my good relationship with the FBI to prevent 
them from investigating these matters on their own. 

Although I always followed the orders given me by my superiors, I refused to co- 
operate in their cover-up. My upper level managers refused to provide me and the 
FBI with documents we needed for our investigations, discouraged me from inter- 
viewing key witnesses, disseminated information about our investigations to the tar- 
gets of those investigations, and administratively settled cases so that the United 
States government could not criminally prosecute the wrongdoers. By October, al- 
most all of my investigations had been stopped, or bottlenecked in Mr. Dickson’s of- 
fice. Less than three months after I started work at Los Alamos, I spent most of 
my workday defending my position that we were working to protect taxpayer funds 
and the national security, rather than the University of California contract. This 
meant that I had to do my “real work” at nights and on the weekend. Despite the 
FBI’s repeated requests that Lab management reconsider and assign us to help 
them, the managers refused to let us help the FBI. 

Dedicated former and current employees at the Laboratory supported us, and kept 
on reporting things to us, even after management began to retaliate against us. I 
received a call about a possible espionage matter, which I passed on the Counter- 
intelligence Division. When the Division did nothing, I called and e-mailed again. 
As far as I know, the Laboratory never followed up on this matter. After I was ter- 
minated, I got calls from former employees who had documented millions of dollars 
in fraud, but were ignored by Lab management. 

It is unfortunate that it took the current crisis of confidence in the University of 
California to put these problems on the national agenda. But now that Congress and 
the DOE are actively exercising oversight and requiring accountability, it looks as 
though the University of California is trying to do something about these problems. 
I hope that Mr. Walp’s and my termination has a silver lining — it brought Los Ala- 
mos to its senses about putting some order in its house so that it can go about doing 
its important work in a way that best serves the citizens of the United States. 

Mr. Greenwood. Thank you, Mr. Doran. 

Mr. McDonald. 



23 


TESTIMONY OF JARET McDONALD 

Mr. McDonald. Thank you. Mr. Chairman and members of the 
committee, my name is Jaret McDonald, and I am an employee of 
KSL at Los Alamos National Laboratory. KSL is a joint venture be- 
tween the following companies: Halliburton, Kellogg, Brown & 
Root; Shaw, and Los Alamos Technical Associates. 

KSL holds the support service subcontract for the maintenance 
and construction operations of LANL facilities. My current job du- 
ties include oversight of more than 70 maintenance and construc- 
tion employees. I have been an employee of KSL since January 
2003. 

Prior to my employment with KSL, I was an employee of John- 
son Controls Northern New Mexico, a subsidiary of Johnson Con- 
trols, Incorporated. JCNNM held the support services subcontract 
prior to KSL. Prior to my current work assignment as Zone Man- 
ager for Zone 13, I worked at TA-35 and Technical Area 33. My du- 
ties were very similar to my job responsibilities. 

While working at TA-35 and TA-33, I became suspicious of pur- 
chases made by University of California employees that did not ap- 
pear to be related to facility maintenance tasks or general LANL 
business, as it related to the operations and maintenance of the fa- 
cilities under their oversight. 

I suspected that these purchases were made using blanket pur- 
chase orders, BPOs. The items I saw being purchased struck me as 
highly unusual. In approximately January 2002, I brought my sus- 
picions to the attention of my Johnson Controls supervisor, who in- 
structed me to contacted an individual at Safeguard and Securities 
Division at the University of California, which I did do. 

After a couple of months and several communications with au- 
thorities at the University of California, it did not appear that ac- 
tion was being taken to address the situation. Consequently, in 
March 2002, I contacted the FBI through the agency’s anonymous 
online tip. Subsequently, I was contacted by the FBI and a rep- 
resentative from the University of California’s Security and Safe- 
guards Division. 

I was instructed by the University of California and Johnson 
Controls to cooperate with the FBI in their ensuing investigation 
into the suspicious purchases. The FBI asked me to provide infor- 
mation and documentation accordingly, as that information related 
to the suspicious purchases, which I did. Mr. Chairman, members 
of the committee, this concludes my statement. I would be happy 
to answer any questions. 

[The prepared statement of Jaret McDonald follows:] 

Prepared Statement of Jaret McDonald 

Mr. Chairman and Members of the Committee, my name is Jaret McDonald and 
I am an employee of KSL at Los Alamos National Laboratory (LANL). KSL is a joint 
venture between the following companies: Halliburton, Kellogg, Brown & Root; 
Shaw, and Los Alamos Technical Associates. KSL holds the support services sub- 
contract for the maintenance and construction operations of the LANL facilities. My 
current job duties include oversight of more 70 maintenance and construction em- 
ployees. I have been an employee of KSL since January 2003. Prior to my employ- 
ment with KSL, I was an employee of Johnson Controls Northern New Mexico 
(JCNNM), a subsidiary of Johnson Controls Incorporated (JCI). JCNNM held the 
support services subcontract prior to KSL. Prior to my current work assignment as 
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Zone Manager for Zone 13, I worked at Technical Area 35 and Technical Area 33 
and my duties were similar to my current job responsibilities. 

While working at TA-35 and TA-33, I became suspicious of purchases made by 
University of California employees and that did not appear to be related to facility 
maintenance tasks or general LANL business as it related to the operations and 
maintenance of the facilities under their oversight. I suspected these purchases were 
made using blanket purchase orders (BPO). The items I saw being purchased struck 
me as highly unusual. In January 2002 (approximate date), I brought my suspicions 
to the attention of my JCNNM supervisor who instructed me to contact Safeguard 
and Securities Division at the University of California, which I did. After a couple 
of months and several communications with authorities at the University of Cali- 
fornia, it did not appear that action was being taken to address the situation. Con- 
sequently, in March 2002 (approximate date), I contacted the Federal Bureau of In- 
vestigation (FBI) through the agency’s anonymous on-online tip/hotline. Subse- 
quently, I was contacted by the FBI and a representative from the University of 
California’s Security and Safeguards Division. I was instructed by the University of 
California and JCNNM officials to cooperate with the FBI in their ensuing inves- 
tigation into the suspicious purchases. The FBI asked me to provide information 
and documentation accordingly, as that information related to the suspicious pur- 
chases — which I did. Mr. Chairman, Members of the Committee, this concludes my 
statement. I would be happy to answer questions. 

Mr. Greenwood. Thank you, Mr. McDonald. I appreciate that. 

You have provided us with photographs of items purchased by 
lab employees using one of the several available procurement tools 
at the lab, such as purchase order, Just-in-Time contract, blanket 
purchase agreement or government purchase card. I would like to 
look at these items now and ask you to explain what each of them 
is and why someone might need or not need this item for work pur- 
poses at the laboratory, particularly interested in knowing why 
they needed fly rods. 

Mr. McDonald. Mr. Chairman, would you like to ask me ques- 
tions or would you like to narrate? 

Mr. Greenwood. Why don’t you just go right ahead and narrate 
what you see in the pictures there. 

Mr. McDonald. Okay. Mr. Chairman, members, basically what 
we are looking at here is some of the questionable items concerned. 
As an example, if you look, you can see a Ramsey winch on the 
back of this John Deere mower and John Deere trailer. To the left, 
you see some snowblowers and perhaps another tractor around be- 
hind some Craftsman boxes. 

As far as what this could be used for at the laboratory, I think 
it would be difficult to make a judgment what a person could use 
this for at the laboratory in a work related environment. 

Mr. Greenwood. Let me understand that. Did the gentleman 
who purchased these items and who had them placed in this stor- 
age facility have responsibilities that would include mowing the 
lawn or blowing snow? 

Mr. McDonald. No, sir. 

Mr. Greenwood. Okay. Why don’t you proceed? 

Mr. McDonald. I guess that’s about all I really have to say 
about this picture. 

Mr. Greenwood. Okay. 

Mr. McDonald. Moving on to picture number 2, one of the items 
that struck my eye as I was taking these pictures was a sleeping 
bag. I am pretty sure that most laboratory folks do not need a 
sleeping bag. 

Mr. Greenwood. They sleep on the job without a sleeping bag? 

Mr. McDonald. Yes, sir. 
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Mr. Greenwood. Do you have any idea what the cost of that 
sleeping bag was? 

Mr. McDonald. I do not, sir. 

Mr. Greenwood. What is this facility? If you could also name 
the facility, the buildings, if you could explain what they are. 

Mr. McDonald. Sure. This facility that we took pictures of is 
Technical Area 33. This is, I believe, Bunker 23. 

Mr. Greenwood. What is it used for? 

Mr. McDonald. This particular bunker is used for a shop for the 
University of California employees and storage area. 

Some of the other items that I thought were questionable was — 
I believe that’s a cooler, an Igloo cooler, and a Coleman heater. 

Mr. Greenwood. Okay, next slide. 

Mr. McDonald. Once again, sir, more coolers that I found ques- 
tionable, automatic plug-in coolers. 

Mr. Greenwood. Go back. That toolbox on wheels there, is that 
an item that you suspected was purchased improperly, or not? 

Mr. McDonald. I don’t have an opinion, sir. 

I guess you can read from the box here, American Angler fishing 
type equipment. 

Mr. Greenwood. Okay. 

Mr. McDonald. Lawn mowers — you know, KSL or Johnson Con- 
trols, we do perform, you know, facility maintenance and such at 
the laboratory, and we do use lawn mowers. However, I took this 
picture because I didn’t understand why laboratory folks would 
need a lawn mower. 

Mr. Greenwood. Okay. 

Mr. McDonald. We are looking at some Rancho shocks and 
some DeWalt tools. The Rancho shocks 

Mr. Greenwood. These are shock absorbers for a motor vehicle? 

Mr. McDonald. Yes, sir, would be used, you know, obviously, on 
a motor vehicle, and since the facility — vehicle maintenance was 
done by GSA. It didn’t really make sense that somebody would 
have shocks. 

Mr. Greenwood. Were those the same shock absorbers that were 
found on Mr. Alexander’s car? Do you know? 

Mr. McDonald. I do not know that. This picture — I found it 
ironic that laboratory folks would need CDs on how to instruct 
lockpicking. 

Mr. Greenwood. How to instruct lockpicking? 

Mr. McDonald. This picture was taken. I questioned the volume 
of gloves in the drawer, and I couldn’t imagine. We didn’t have 
nearly that many people working out there. So I took this picture, 
really, with trying to get some sort of understanding why you 
would need so many pairs of gloves. 

This might be self-explanatory. I felt that this was questionable 
as well. 

Mr. Greenwood. It’s a tool for breaking into an automobile? 

Mr. McDonald. Yes, sir. 

Mr. Greenwood. In case you couldn’t pick a lock. 

Mr. McDonald, automatic gate opener — I don’t know of an area 
where we could have used one of these. 

Mr. Greenwood. All right. 
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Mr. McDonald. Some miscellaneous Honda engines. I don’t want 
to speculate, but anyway, the Honda engines could be used for any 
number of things. Like I said, the majority of the facility and main- 
tenance work my people actually performed, and we didn’t have 
any Honda generators. So 

Here is another picture of a Warren winch. I believe these are 
all-terrain vehicle or four-wheeler winches that you are seeing 
there. There’s two of them stacked on top of each other. Then off 
to the left, of course, there is a Big Cot. 

Mr. Greenwood. Your big sleeping bag? 

Mr. McDonald. Yes, sir. Inside this bunker, I believe this is 
Bunker 22 — housed some TVs and VCRs, questionable items. Cole- 
man equipment, Cabela’s equipment, more coolers. Looks like an 
air conditioning unit. I took some pictures of the internal, and here 
are some Cabela’s armchairs, which struck me as unusual. 

Mr. Greenwood. Deluxe armchairs? 

Mr. McDonald. Yes, sir. Motorola two-way radios, not something 
that we can typically use at the laboratory. 

Mr. Greenwood. Why? I’ve been at the laboratory. I can imag- 
ine — I’m sure that security personnel, for instance, may have had 
need for portable radios. Explain why the responsibilities of the 
gentleman in question would not — could not be presumed to in- 
clude the need for these kinds of radios. 

Mr. McDonald. I believe that all the Federal communications 
there at University of California is regulated, and we are not al- 
lowed to just use any type of two-way radio in order to commu- 
nicate. The facility that I was with, we actually did have, you 
know, very expensive radios which to use to communicate with 
each other. 

Mr. Greenwood. Okay. Is that the last slide? Okay. Thank you. 

We understand that you wished to appear here voluntarily and 
offered to provide this committee with these photographs, the prop- 
erty being observed being purchased with government funds, but 
kept for personal use by lab employees. Yet the committee had to 
issue you a subpoena both for your personal appearance and also 
for the photographs that you brought with you, and that was at the 
request of your current employer. 

What exactly did your employer advise you regarding your ap- 
pearance here, and what did he advise you regarding your photo- 
graphs? 

Mr. McDonald. Sir, my employer didn’t especially advise me at 
all on this particular matter. Part of the reason why I needed a 
subpoena to get here, I guess, is I wanted to make sure that I was 
friendly to the committee and the members. But I also did not 
want to appear to be too familiar or — sorry — too friendly. So 

Mr. Greenwood. Okay. In your statement to the committee, you 
stated that you approximated your first contact with lab security 
personnel regarding the Bussolini and Alexander situation as 
around January 2002. Through staff interviews, we have been told 
that the Office of Security Inquiries, OSI, was first contacted by 
you in September of 2001. Do you believe that to be correct? 

Mr. McDonald. Yes, sir, that could very well be correct. 

Mr. Greenwood. What did you tell the OSI inquirer? 
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Mr. McDonald. The individual — I met with him, and originally 
it was via e-mail, and then we met a number of times after in per- 
son. But the first time we met in person, I mentioned to him what 
was going on in my particular area as far as what I thought was 
waste, fraud and abuse, theft. 

He said people have turned these people in before, and I didn’t 
believe it. 

Mr. Greenwood. Okay. All right. During the course of our inves- 
tigation, staff were told in interview with Robert Garcia, who is the 
Mesa Equipment representative for the lab, that Bussolini and Al- 
exander advised him they were setting up a secret and anti-ter- 
rorism center out at TA-33 or TA-35. This was the reason for their 
excessive purchases and the reason that some of the items’ descrip- 
tions on invoices had to be changed. 

Do you know anything about this anti-terrorism center, and were 
Bussolini and Alexander ever given that kind of direction from 
management? 

Mr. McDonald. I did not know anything about that, sir. As far 
as I know, they did not get direction from the laboratory to do any- 
thing like that. 

Mr. Greenwood. Mr. Walp, according to your statement, you 
were told that when you were hired at LANL, you were selected 
because of your expertise in law enforcement. What did your man- 
agement team, Mr. Busboom and Mr. Tucker, advise you would be 
your daily role? 

Mr. Walp. They told me that, as indicated, they hired me be- 
cause of my background and my expertise, made comments that 
one of the reasons I was hired, because they didn’t have that 
knowledge in that area, told me to basically go over into OSI, if you 
will, and professionalize and bring expertise to it, do whatever you 
feel is necessary to bring it under appropriate professionalism, and 
that they would support me in that effort. Not really definitive as 
to specifics other than saying that the current individuals that 
were there doing an investigation didn’t really have the back- 
grounds or the expertise to do the jobs the way they wanted them 
done, and there were problems with reporting systems, and just ba- 
sically go over there and do the job that was necessary to profes- 
sionalize it. 

Mr. Greenwood. What kind of problems did they identify? 

Mr. Walp. They identified, again, the weaknesses in the current 
investigators. They touched on the reporting system to a degree, 
but had also told me — In my posting, it was indicated that part of 
my job would be the investigation of theft, the protection of prop- 
erty, but didn’t go anything with specificity as to exactly what I 
should do in that arena. 

Mr. Greenwood. What is your understanding of the reasons you 
were asked to resign and you were subsequently terminated? What 
did they say to you? 

Mr. Walp. Well, through the course of the multiple months they 
said a lot to me. I guess I could couch it in the terms that, when 
I began to — when I first arrived there, I was approached within a 
few days by a gentleman, Mr. Ken Shiffer, who indicated — former 
FBI agent — that he felt there was a lot of theft going on. He ar- 
ranged a meeting between Mr. Tucker and myself, at which time 
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he talked about theft of a whole truckload of lumber and many 
other ideas. 

Mr. Tucker agreed, and made the statement to me that he 
agreed there was rampant theft, that it had been making the val- 
ley green for years. Therefore, they were knowledgeable, and then 
asked me to go on my way of trying to find out and get a grasp 
on what was going on there. 

Later on, Mr. Busboom asked me actually to make an official re- 
port on that. Then when I found out through my efforts as to the 
degree of the theft and the mischaracterization of actually lost 
property, missing property, dismantled, salvaged or whatever, was 
actually stolen, I attempted to approach it from an FBI investiga- 
tive perspective. 

In fact, Mr. Shiffer and I — Mr. Shiffer felt there may — wanted to 
approach it from a RICO perspective, felt that it may tied in with 
the drug trade in that area, and asked me to approach Mr. Tucker, 
which I did, because I knew at that point, having experience in 
white collar crime, that my evidence would be buried in the bowels 
of the reports. 

It took me a while to find out where those reports were, because 
in law enforcement you have the uniformed crime reports which 
are easy to go to, to get a profile, but I finally found out after some 
consternation that it was buried in BUS 6 and BUS 5, the Business 
Division, and that’s where I got my report then when I submitted 
a report on March 26. 

When that happened and I approached Mr. Tucker, because I 
knew I had to have enough personnel, I needed quality personnel 
that would do investigative audit, not just audit but investigative 
audit, and the FBI certainly has that expertise, I was soundly re- 
jected at that time. 

The first inclination that there were some problems there, be- 
cause I’m beginning to unravel things, and the more I unraveled, 
the more disturbance it caused by higher command like Mr. 
Dickson and Mr. Salgado, that if this stuff is revealed — constantly, 
from the time we were there before Steve got there and then, of 
course, while Steve was there, we were constantly reminded that 
our job, even though you help the FBI, your main job is to protect 
the lab, its image, its PR, and ultimately the protection of the con- 
tract. That was our main job. 

We were told that on multiple occasions. We were warned on Au- 
gust 14 that, if I — Steve and I were in a meeting — that if we con- 
tinued to pursue this, that the lab is famous for sacrificing its chil- 
dren for the sake of its image. When I tried to get the FBI task 
force, Tucker, the caveat to that was — and he said, Glenn, if you 
continue in these efforts of trying to find the theft, you are liable 
to find that high management is involved, and that is not good for 
the lab’s image. 

So we ultimately ended up in, oh, around the month of Sep- 
tember where Mr. Tucker explained to me in detail what corporate 
philosophy meant there, and again very distinct said it was pro- 
tecting the lab, its image, its PR and ultimately the contract. 

Of course, as we unraveled these things, we had interference 
from Dickson, Busboom and Tucker. I’ll just give you a few exam- 
ples what I felt led up to this termination then. 
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For example, the first problem we encountered was the reporting. 
When we first established the system would work with the NIS 
case — that is the Bussolini and Alexander case — we had a plan set 
up where the FBI could easily get reports, and that worked well 
for about 2 weeks, and then Dickson passed an order down that be- 
fore we could get those reports, he had to personally review them 
before they would pass down. 

In one case, the FBI was waiting over 6 weeks for a report and 
never did get it until they made a complaint to Mr. Salgado, be- 
cause Mr. Dickson was sitting on it, refused to pass that informa- 
tion down. 

Mr. Dickson wanted personally to get in one of these bunkers, to 
go down one night and get into the bunkers, and the FBI did not 
want him to, in fact refused to allow him, because he said all they 
need is to see the lab counsel down there looking at this stolen 
property, and it would jeopardize the case. 

We collected evidence on the Mustang case. I personally went in 
with my people and collected evidence out of Lillian Anaya’s office. 
Immediately upon collecting that evidence — and at that time they 
didn’t have an evidence control system; they had evidence in lock- 
ers and in drawers and under desks and whatever. So I set up a 
specific law enforcement type structured system. 

Immediately Dickson wanted to get into those evidence boxes, 
and I told him that the FBI needs to review them first, because 
there may be prosecutorial evidence in those boxes. Ultimately, the 
FBI was going to serve a search warrant, and their comment to me 
was they had become so frustrated with Dickson interfering with 
it that, if we could do it in OSI, look and see what’s in those boxes 
and pass it on to them. 

The day I appointed two investigators to look into it, Mr. Tucker 
called me and said they are coming over and grabbing all those 
boxes and taking them from my official investigatory control, which 
they did that day. The FBI was not pleased with that, even though 
I warned Tucker that they may be ordering an obstruction of jus- 
tice, because the FBI had just sent Dickson a letter indicating that, 
before they would go into the boxes or interview anybody, they 
would need to get together with them to make sure they weren’t 
interfering with their cases. 

We had Chris Chandler, who works for Mr. Dickson. She came 
to me 1 day, and the FBI in the beginning said that they would 
give me their official notes, because of my law enforcement experi- 
ence that I may be able to help them tell them where to go in this 
direction. 

She came into my office 1 day and demanded to have those notes 
so she could take them back to her office, and I refused her, I said, 
because they can’t — that wasn’t the deal, and I can’t let them out 
of my possession. At that time she became argumentative with me 
and said that she did not care about anybody’s constitutional rights 
or that it would interfere with an FBI prosecution. 

She began to do an investigation behind the back of Steven 
Doran — this was on the Mustang case — and the FBI, interviewing 
people that she shouldn’t have interviewed. She may have inter- 
fered, totally obstructed with that case. 
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One of the most egregious things that Mr. Dickson did 1 day, 
even though he was previously warned by the FBI, once we got into 
these investigations, that he was not to reveal any information to 
anybody, especially anybody in Assessments and Audits, because 
there was a suspect that was connected to the NIS case in there, 
Mr. Dickson arranged a meeting which Steve and I attended, and 
he verbally intimidated us, that we tell everybody in that room ev- 
erything we know about every case we have, including all FBI con- 
fidential information. 

I challenged him at that time again that they may be bordering 
on obstruction of justice, this is an FBI case. His comment was to 
me — and I’ll paraphrase, but it is in my batch notes — was — the way 
he quoted was this way. He says don’t go there, boys. He says you 
need to know who you work for, who pays your check, and that’s 
the University of California. Your job is to protect the lab, its con- 
tract, and not the FBI investigation. He made it very clear at that 
time. 

Obviously, we were given threats that, again, we would be lev- 
eled or fired. The FBI — Mr. Dickson gave them an ultimatum on 
the Mustang case with Lillian Anaya that either they interview her 
by August 19 or they were going to put her on investigative leave. 
They were going to seal her office and, if you will, blow the case 
before they had the opportunity of interviewing her. 

On the Bus solini- Alexander case, they gave them another 48 
hour ultimatum. Either they bring this case to a conclusion within 
that 48 hours or they were going to put them on investigative leave 
before they even had the opportunity. 

The FBI was extremely upset about that, that they were inter- 
fering with their case, because their timetable wasn’t ready at that 
point. So all these things culminating together ultimately ended in 
the Clarissa Rodriguez case where it was a forged voucher. 

On September 20, we 

Mr. Greenwood. I’m going to cut you off here, because there are 
other members that need to ask questions. Just one question, and 
I ask you to answer it just very briefly, because my time has long 
expired. 

There was mention of early on being told that this lab, this theft 
at the lab had been making the valley green for a long time. Do 
you have any sense as to how — we talked about specific cases, but 
how rampant this problem is? 

Mr. Walp. The theft? To me, my observation, sir, was the lab 
was riddled with theft. I believe it still is riddled with theft. You 
have yet to uncover the real theft, and I believe that is in the LVA 
systems and the just-in-time systems. I think that is going to be 
hundreds and hundreds of thousands of dollars of theft when you 
finally get into it. But most egregious of all was management knew 
about it. Tucker — I was only there a few days. It’s been going on 
for years. Shiffer says it’s been going on for years. 

Tucker never said it wasn’t going on. Mr. Tapia agreed it was 
going on for years. They knew about it, but they did nothing about 
it. Then when I tried to do something about it, that’s when they 
tried to shut us down and stop us. 

Mr. Greenwood. Okay, thank you. The gentleman from Florida, 
Mr. Deutsch. 
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Mr. Deutsch. Mr. Walp, really just to continue exactly on that 
line of questioning, when you say they knew about, did they know 
specifics or just — I mean, it was so flagrant that it was obvious it 
was going on? 

Mr. Walp. I think the one thing — you need to go back to Mr. 
McDonald’s statement. In the fall of 2001, this information was re- 
ported to Bill Sprouse who worked in OSI at that time before me 
getting there. He said — I have a memo from him — he told Tucker. 
They were aware of it. 

There also was information given to a Mr. Scott Gibbs who works 
in the Associate Director’s office under Mr. Holt who was given an 
e-mail on it. He did nothing about it. They gave it to Katherine 
Brittian in Assessments and Audits, and they did nothing about it. 

So they were very well aware of the NIS case in 2001. Mr. 
Sprouse told me that he told the FBI. The FBI says they never told 
us anything. So as it deals with NSI, to me they definitely knew 
about that. 

There is no doubt, because the property manager regarding a re- 
port with the lost property, was identified as lost, the 2.7 between 
1999 and 2001 — the property manager in S Division when I ques- 
tioned him trying to get a background on this, his comment was, 
well, the way they take are of that is there is a form you fill out, 
and you can either put dismantled, salvaged, missing. They even 
have one called retired. 

He says, the way you take care of it is, if you are doing an audit 
and you can’t find it, you just fill out a form, and that takes care 
of it. It just goes away. 

As it dealt with the LVA systems and the JIT systems 

Mr. Greenwood. Explain what LVA is. 

Mr. Walp. Yes. Local Vendor Agreements, and the JIT is the 
just-in-time where, if you need something in a hurry, you can buy 
computers or clothing, shoes or whatever. 

In my meeting in July with Mr. Tapia and his crew, when I ex- 
plained to him what we were going to do to try to correct this prob- 
lem, there was about 12 people in that room from the Business 6 
unit, and they almost stood up and cheered. They said, finally, fi- 
nally someone is interested in this. We’ve been telling our super- 
visors and administrators for years. They won’t help us, and they 
gave me a sample of how bad it is. 

They said, Glenn, we can take you down to Santa Fe today. We 
can have a whole computer system in your house this afternoon, 
and no one will know, and no one will ever know, because of the 
system that is set up and the controls that are not there. 

Paul Mirey, financial area, attempted to send a memo out after 
my report in March to try to get people to comply with the way it 
should be done, and that was rescinded. I attempted to get a young 
lady by the name of Meredith Brown to put out this information 
in a — it’s a LANL pamphlet to tell people to report thefts. I went 
to Tucker, and Tucker said, no. He said, that’s not good to dis- 
tribute that information lab-wide; you shouldn’t have that informa- 
tion. 

A Ms. Roybal and a Mr. Martinez in the fall of 2001 identified 
severe problems with the purchase card system, made three 
memos, sent it to their bosses, and their bosses rejected it: Basi- 
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cally, thank you, but no, thank you, we don’t want to know about 
it. 

When I interviewed Mr. Stanley Hettich, who is currently work- 
ing in the same position in Procurement in BUS 5, when Steve and 
I went to interview him regarding the Mustang case, because he 
had no intentions of telling me — Mr. Tapia had called me, and he 
asked me, he said, did Mr. Hettich call you yet about that Mustang 
case. I said, no. He said, well, he doesn’t want to; he doesn’t want 
to tell you anything, but he said, I told him, because he was a high- 
er authority. 

So I went to interview him 

Mr. Deutsch. Again, I was focusing — I’m convinced. Okay? I’m 
convinced. 

Mr. Doran, I understand that you were in a little convenience 
store recently where a Los Alamos employee was using his credit 
card to buy a bunch of little flashlights. Can you describe that 
interaction? 

Mr. Doran. Actually, he was using his ID card to buy flashlights. 
They have a system set up at the laboratory where you use your 
employee identification number, known as a Z-number, your identi- 
fication card, and they have what they call cost codes and program 
codes to make purchases. 

He had a basket full of the little Mini-Mag flashlights and, when 
he approached the register, the girl behind the counter said to him, 
you better purchase everything that you need or want, because this 
program will probably be ending very soon, and they just laughed. 

Mr. Deutsch. You have settled your case the University and 
going to be the Director of Security work out at the President’s of- 
fice. In that new position, what do you hope to accomplish, and do 
you think you can actually fix what is going on? 

Mr. Doran. Well, I hope with this new position that I will be 
very instrumental in fixing these problems. As I’ve said from the 
beginning, I don’t care who does it, as long as it gets done. 

Mr. Deutsch. Mr. Salgado, then the lab’s deputy director, and 
Mr. Frank Dickson, the legal counsel, said several times that you 
and Mr. Walp gave them incorrect information. One of the often re- 
peated allegations is that you said there were three suspects in the 
TA-33 case, and there were only two. Who told you that there were 
three? 

Mr. Doran. From the beginning, sir, there were three individuals 
identified as prime suspects, Mr. Bussolini — sorry. 

Mr. Deutsch. Oh, okay. Actually, apparently, you are not sup- 
posed to identify those people. 

Mr. Doran. Okay. 

Mr. Deutsch. Not the third person. 

Mr. Doran. Okay. There were three suspects identified initially. 
One of those suspects actually is now a witness for the government. 

Mr. Deutsch. There was some discussion about that witness 
wearing a wire. Is that correct? 

Mr. Doran. There was a discussion early on that, if we were able 
to turn that suspect into a witness, that we would ask him to wear 
a wire as part of an investigative technique. However, that never 
occurred. 

Mr. Deutsch. And it never occurred, because? 
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Mr. Doran. There was no need to have him do that. 

Mr. Deutsch. You’ve spent a great deal of time learning about 
the control system at the lab. Is that correct? 

Mr. Doran. Yes, sir. 

Mr. Deutsch. Can you explain to us the bar coded inventory con- 
trol system? 

Mr. Doran. The bar coded inventory control? Basically, bar codes 
are placed on items that are considered either sensitive and/or over 
the $5,000 dollar amount. 

Mr. Deutsch. Okay. And is that in a central location or how 
does it actually function? 

Mr. Doran. Once the items are bar coded, they are placed on 
what they call an accountability statement, so that they can be 
tracked throughout the system, and those items can be anywhere 
within the laboratory and even off of laboratory property, depend- 
ing on what their use is. 

Mr. Deutsch. Okay. Now Mr. Alexander and another employee 
purchased several cameras and pairs of binoculars. Should they 
have been bar coded as attractive items for the supplier who deliv- 
ered them not to the central receiving point but directly to Mr. Al- 
exander, or were they bought by local vendors in an attempt to 
avoid the bar coding system? 

Mr. Doran. Okay. You know, that brings us to a whole ’nother 
set of problems, because Mr. Bussolini and Alexander were pur- 
chasing items through Mesa, Mesa Contracting, which was not an 
approved vendor to sell those types of items, like the high speed 
digital cameras and what-not. Those items were able — they were 
able to sneak those items through without having them bar coded. 

Mr. Deutsch. The tractors and the asphalt pavers, would they 
be bar coded as well? 

Mr. Doran. If they were over $5,000, yes, they should have been. 

Mr. Deutsch. Okay. And when property is bar coded, is it as- 
signed to a certain person? 

Mr. Doran. Typically, it is. Whenever — they have what they call 
accountability statements, and whatever is issued to you for your 
own use is assigned to you. If it is something that is used like with- 
in an office like a copy machine as an example, it is assigned to 
that office. 

Mr. Deutsch. Now Mr. Alexander — we have actually — our staff 
has looked at his assigned property list, and it doesn’t include the 
asphalt paver and the cameras. What would make you believe it 
is outside of the lab’s inventory system? He did not have that, obvi- 
ously, through the system. Again, it’s a conscious effort to keep it 
out of the system? 

Mr. Doran. Okay. In a lot of cases, you know, like Glenn has 
mentioned and Mr. McDonald has mentioned, it just — because the 
system is so archaic and in such disarray, just about anything can 
slip through the system at any one time, and it doesn’t take a 
whole lot of effort to do that. 

Mr. Deutsch. I guess also, Mr. Alexander had a Rototiller. What 
is a Rototiller? I mean, how would you use that? 

Mr. Doran. A gardening tool. 

Mr. Deutsch. I mean, is there any use that you can envision it 
being in the 
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Mr. Doran. No, not in his division. Again, as Mr. McDonald 
mentioned, JCNNM is the contractor who provides those services, 
and they provide their own tools and equipment. So there would be 
no need for Mr. Bussolini and/or Alexander to have any of those 
items. 

Mr. Deutsch. Mr. McDonald, would you want to respond to that 
as well? I mean, why would Mr. Alexander have a Rototiller? 

Mr. McDonald. To me, it doesn’t make sense. 

Mr. Deutsch. Okay. And why is that? 

Mr. McDonald. Well, just the fact that, as far as Johnson Con- 
trols or KSL that I currently work for, if there was going to be 
some need for that type of work to be done, we would do it. It 
would not be a University issue. So for having Rototillers, it would 
be pretty difficult to be able to use. 

Mr. Deutsch. What about the type of grounds? I mean, is there 
an issue about the grounds themselves being toxic or radioactive? 
Apparently, my understanding is that an actual environmental 
plan would have to be implemented before the use of that type of 
equipment? 

Mr. McDonald. That is correct. 

Mr. Deutsch. Did you ever see anyone use a Rototiller at the 
lab? 

Mr. McDonald. No, never have. 

Mr. Deutsch. Last night you showed the staff a picture of sev- 
eral fire extinguishers just lying on the ground. What would be the 
environmental issues of that? 

Mr. McDonald. Certainly not good. I believe that, if the New 
Mexico Environmental Department could get hold of that, there 
could be some serious issues, since the fire extinguishers were 
Halon. 

Mr. Greenwood. The time of the gentleman has expired. The 
gentleman from Oregon, Mr. Walden. 

Mr. Walden. Thank you very much, Mr. Chairman. Gentlemen, 
thank you for being here today. 

Mr. McDonald, I want to ask you what you are feeling right now 
about being here. Are you concerned that — given what I’ve heard 
already about retribution and all and all the threats, intimidation, 
are you concerned about being here today and what it may mean 
to the company for whom you work? 

Mr. McDonald. I am, but not to the point, I guess, where I 
would lose my job. I am still concerned. 

Mr. Walden. All right. Mr. Doran, I want to ask you a little bit 
about what you do now for the system, but especially as a result 
of the meeting with UC officials, you and Mr. Walp were rehired, 
I understand, by the University? 

Mr. Doran. Yes, sir. 

Mr. Walden. As consultants to the Office of the President? 

Mr. Doran. Yes, sir. 

Mr. Walden. And are you dealing with the current problems at 
the lab? 

Mr. Doran. To be perfectly honest with you, sir, I just accepted 
the Director of Security for the President’s office yesterday. So I 
haven’t been assigned any files at this time. Prior to that, Mr. 
Walp and myself have been generating reports based on our pre- 
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vious investigations at the laboratory and meeting with the UC in- 
vestigatory team and providing them with information to move for- 
ward. 

Mr. Walden. One the reasons that was cited for your firings was 
perhaps the way the Mustang was handled. 

Mr. Doran. Yes, sir. 

Mr. Walden. Or some would say mishandled, and that that hurt 
the lab’s relationship with the FBI. Mr. Doran, how would you de- 
scribe the relationship you had with the FBI? 

Mr. Doran. I have a wonderful relationship with the FBI. It has 
been stated by all of the agents that we’ve worked with that the 
relationship that they had with Glenn and myself was the best re- 
lationship that the FBI has ever had with the laboratory in its his- 
tory. 

Mr. Walden. I was reading through your report dated February 
14, the Los Alamos National Laboratory investigative summary. 
You make some comments at the beginning of it about how it is 
mainly written from memory, that you haven’t had access to per- 
sonnel records. You don’t know what’s been destroyed or not. 

Mr. Doran. Right. 

Mr. Walden. Will you have access to personnel and records 
under your current hiring arrangement? 

Mr. Doran. I can’t answer that question, sir, because it hasn’t 
been discussed. 

Mr. Walden. One of the incidents that you discuss here is the 
G&G Industrial Supply. 

Mr. Doran. Yes, sir. 

Mr. Walden. Now I’ve been in small business 17 years nearly. 
If I were the only employee in my company, as apparently Mr. 
George is in his 

Mr. Doran. Yes, sir. 

Mr. Walden, [continuing] I think I would know that a lab had 
spent $800,000 with my company. 

Mr. Doran. I think you would, too, sir. 

Mr. Walden. Yet you indicate he didn’t seem to know that. 

Mr. Doran. He claimed not to. 

Mr. Walden. Can you describe — I mean, I understand some of 
these tools were allegedly just basically bought from K-Mart or 
other local vendors and then he was the middle man, basically. 

Mr. Doran. Yes, sir. 

Mr. Walden. Because of his, “tremendous customer service.” 
That is what is reported. 

Mr. Doran. I was hoping he would take me on as a partner, sir, 
but 

Mr. Walden. Does he have a profit sharing plan? That’s a seri- 
ous question. 

Mr. Doran. Well, I guess when you are the sole owner, you do. 

Mr. Walden. Is this something that is going to be investigated 
as to — what was the 800,000 in tools for? What was purchased? 
Where did they go? 

Mr. Doran. We have no idea sir. None. 

Mr. Walden. Is that something the FBI is looking into? 

Mr. Doran. I believe, at the point we were terminated, the In- 
spector General’s Office had that file. 
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Mr. Walden. This is so outrageous, it’s hard to know where to 
start, frankly, as a taxpayer. 

Mr. McDonald, have you in your other work — have you worked 
with other labs or other Federal facilities over time? 

Mr. McDonald. No. Los Alamos National Laboratories are the 
first one I’ve worked with. 

Mr. Walden. And at what point — these photos that we saw here, 
at what point in your work there at the lab did you decide to start 
taking photos? Had you witnessed other things that raised alarm 
bells first? 

Mr. McDonald. Yes, sir. Initially, the first thing that raised an 
alarm for me was having one of these people that you guys referred 
to before had taken me out to one of these bunkers for the first 
time to see what was sort of out there, and that struck me odd as 
some of the materials, tools and equipment that were inside or 
housed within this bunker. 

One of the things that really caught my eye was some aluminum 
tubing, because we just hardly have a use for aluminum tubing, 
you know. Electricians use steel conduit and so on and so forth. 

I asked somebody what it was used for. A man told me that it 
was used to build a go-cart for his nephews. 

Mr. Walden. A go-cart for his nephews? 

Mr. McDonald. Yes, sir. 

Mr. Walden. What about — there’s some reference in the mate- 
rials about some organization approaching the lab for donations of 
used equipment or things that they were going to get rid of, and 
it is reported that, well, they already donated it to a nonprofit or 
they have a specific nonprofit or Pueblo that they donate to. 

Mr. McDonald. I believe that was the State of New Mexico had 
approached the laboratory for donations. 

Mr. Walden. Okay. And can you describe more fully what you 
have witnessed, either — any of you, in terms of that relationship 
and where equipment went? Mr. Walp? 

Mr. Walp. Right before our terminations, a gentleman came for- 
ward to us. I had spoken at a national property managers meeting 
in Albuquerque. After I gave my presentation, he came forward to 
Steve and explained it to him. Quite frankly, we never had the op- 
portunity to investigate it. It is still sitting on the table at Los Ala- 
mos to be investigated. Never had the opportunity. 

Mr. Walden. Speaking of Los Alamos, you add in your testimony 
that part of what you were encouraged to do when you got there 
was to hire new people as inspectors, according to Mr. Doran. Cor- 
rect? I mean, you brought him in as associate. 

Mr. Walp. Yes. 

Mr. Walden. How many new people did you hire? 

Mr. Walp. They originally gave me the authority to hire one. I 
had two individuals who were extremely qualified, and I convinced 
Mr. Busboom to allow me to hire the two, which I did, Mr. Doran 
and a Mr. Mullins. Then we brought in an entry level individual, 
Mr. Thanh Nguyen, who was helping me. Then I also brought in 
some secretarial help. So probably about four or five in all. 

Mr. Walden, what is their status today? 

Mr. Walp. Mr. Mullins left. 

Mr. Walden. Why? 



37 


Mr. Walp. He was not satisfied. He was only there a few short 
weeks and got involved in these situations. In fact, he was the in- 
vestigator in the Clarissa Rodriguez case, the voucher case, and he 
got so disgusted, he said I’m out of here. 

Mr. Walden. When did he leave? 

Mr. Walp. He left about a week after we were terminated. 

Mr. Walden. So last fall or last winter? 

Mr. Walp. Yes, and Mr. Thanh Nguyen — I spoke to him, and he 
may be leaving. 

Mr. Walden. Why? 

Mr. Walp. Same thing. He felt there was corruption. 

Mr. Walden. Still? 

Mr. Walp. That’s what he told me. Yes. 

Mr. Walden. Mr. Doran, you are at work for the President now, 
but you don’t know what your authority is going to be? 

Mr. Doran. The agreement was just made yesterday, sir, actu- 
ally late yesterday evening. So in preparing for this session today, 
we haven’t had an opportunity to discuss it. 

Mr. Walden. So you agreed to take the job without really know- 
ing what the responsibilities are? 

Mr. Doran. I have a basic knowledge of what the responsibilities 
will be. 

Mr. Walden. Does the timing of that agreement have anything 
to do with the date of this hearing? 

Mr. Doran. No, sir. 

Mr. Walden. Okay. I guess I have heard so much about how 
things have been suppressed over time, allegedly, and I am hearing 
today that there are still employees perhaps still working there 
today doing these same investigations you two gentlemen were 
doing and then subsequently got fired for after you talked to the 
Inspector General, and those individuals now are concerned they 
are not getting anywhere. 

Why should the University of California continue to have this 
contract? Maybe you are not the ones to ask that question, espe- 
cially you, Mr. Doran, since you are working for the big President. 

Mr. Walp. I can answer it, if you want me to. 

Mr. Walden. You bet. Are you working for UC? 

Mr. Walp. No, just as a consultant to the President. 

Mr. Walden. You’re working for UC then. 

Mr. Walp. I’m working for UC, but I’ll certainly answer that 
question. 

Mr. Walden. All right. Give me your answer. 

Mr. Walp. Okay. I would preface my statement by saying with 
specificity, Mr. Darling, I met him and I think he is a very honor- 
able man. 

Mr. Walden. And he is? 

Mr. Walp. And he works for the University of California directly 
under the President, and I think he is attempting to correct prob- 
lems there. I never met Mr. Nanos, but he appears to be attempt- 
ing to make some changes there, but my personal opinion is I think 
it’s time to gut the place. I think it is so infected, it’s a culture that 
has been ingrained in that place for decades, and I think it’s a time 
for change. 
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Again, I would say as I said before that, if they are truly serious 
about changing this, then they need to get rid of the people that 
are there. These are the same people who interfered and ob- 
structed. 

Mr. Walden. I couldn’t agree more. Are any of the people who 
have been removed from their positions being personally held ac- 
countable for what walked away from facility at taxpayer expense? 

Mr. Walp. Not to my knowledge. In fact, I think there’s Federal 
crimes that have been committed that need to be investigated. 

Mr. Walden. Well, Mr. Doran, I hope when you go to meet with 
whoever is going to tell you what your authorities are that you will 
press the limits and get back into the case you know well. 

Mr. Doran. Yes, sir. Just to answer your question, since the be- 
ginning of this entire situation, you know, I have been upright and 
honest. I was in the process of losing my home over this entire or- 
deal. I have said this time and time again. My accepting this posi- 
tion has nothing to do with the situation that has occurred or any 
situation that will occur in the future. 

Mr. Walden. Have they made up your salary from the past, and 
have they paid you any kind of lump sum to come back? 

Mr. Doran. Yes, and they did recover my home. But it has — 
there was no agreement that I would, you know, not continue 
to 

Mr. Walden. Right. I’m not questioning your ethics on this at 
all. I’m just curious. 

Mr. Doran. Yes, they did. 

Mr. Greenwood. The Chair thanks the gentleman. 

Mr. Walden. Thank you, Mr. Chairman. 

Mr. Greenwood. The gentlelady from Illinois is recognized. 

Ms. Schakowsky. First of all, let me reiterate my great thanks 
to you for having the courage to pursue this and to bring this to 
the public light. I think that the notion that you work for the 
American taxpayers, first and foremost, is so important, and it is 
so unacceptable that you would get punished for doing just that. 
So let me express my personal thanks, and on behalf of my con- 
stituents as well. 

Knives, 451 knives costing $19,127, were purchased. In 1 week, 
27 boning knives were purchased. Is there any use for boning 
knives at the lab? 

Mr. Doran. Not to our knowledge, no. 

Ms. Schakowsky. When you discovered these things and you 
brought — what exactly was said to you? What was the response? I 
mean, there clearly is no excuse for it. So what was the response? 

Mr. Walp. The response was, as we encounter from the very be- 
ginning, they took a very cavalier approach. I was in a meeting one 
time. It was a supervisory meeting, and they talked about an indi- 
vidual who every year bought a full set of hunting clothes and 
boots and knives through the JIT and the LVA systems, and I was 
just young there at that time, and I ask him. I said, do you ever 
approach this. Actually, there was laughter in the room: Oh, he 
does this every year. 

There was that type of approach, a very, very cavalier approach. 
When we began to check the items these people were purchasing, 
the people in the 



39 


Ms. Schakowsky. But let me just ask you this. This is in the 
context of some sort of a management meeting. I’m trying to pic- 
ture a room where people are laughing at these inappropriate ex- 
penditures. What was the context and the setting for that kind of 
conversation? 

Mr. Walp. That specific conversation was in a training room, 
probably contained about 40 to 50 people and a presenter who was 
actually in charge of the audit system, and it was brought up. 
Again, I’m a new kid in the block, and to me, I mean, I was aston- 
ished that they were even laughing about this. But it was a comical 
approach. It was a cavalier, comic one. 

When I brought to Mr. Tucker’s attention how serious the prob- 
lem in NIS, and understand, the FBI through the U.S. Attorney 
had identified $50,000 just to reach that standard. I said, you 
know, this is a major crime. His response to me was, Glenn, that’s 
not a major crime. He said, it’s only $50,000. I said, well, any law 
enforcement environment I worked, $50,000 is a big theft. But it 
was the cavalier approach to — and quite frankly, comical, that 
that’s the price of doing business here. 

Ms. Schakowsky. To me, it’s reflective of a culture — we dealt 
with this at the Department of Defense, too — a culture that would 
allow this. You are saying that there are 40 people in the room. 
They are all involved in some way or another with auditing? 

Mr. Walp. No. No, the subject dealt with auditing, but the other 
people represented a multiplicity, scientists, you know, S Division, 
whatever. It was a multiplicity within that room, but that was the 
attitude that was taken. It was not a serious issue. 

To those, as I indicated, that were involved in it — it’s like when 
I had another meeting with BUS 6 people and I told them what 
my plan was to begin to develop evidence to try to prosecute these 
people and bring a halt to it, those people cheered me, if you will, 
and indicated finally someone is interested in taking care of these 
thefts, because nobody cares about it. We’ve been telling our super- 
visors for years, and no one cares, because they just didn’t care. It’s 
an ingrained culture. It’s ingrained within the philosophy of the 
people there. It wasn’t a big issue. 

Ms. Schakowsky. And so explicit that people felt free to talk 
about it in any setting, really, that it wasn’t something that just 
some managers would get together and whisper about. But you 
could say in a public setting, ha, ha, ha, what’s the big deal. 

Mr. Walp. Yes. In fact, as I indicated, my property manager 
when I began to look into this, his comment was, well, this is how 
you take care of it; you just make up a dismantled report or sal- 
vage report, and I would get a lot of them, and I would go back 
to the people and say, well, show me the salvage report; because 
there is supposed to be, by the rule, a salvage report. We don’t 
have any. 

We had people who are scientists who are retired, and all their 
computer equipment went with them. I said, well, you know, that’s 
Federal taxpayer money. Said, no, he’s retired, he’s retired. Retired 
with him. Goes with him. That’s just the attitude here. 

Ms. Schakowsky. So as a consequence, we are — let’s go back to 
these 40 people. How did they react to you then, too? Were you just 
kind of this odd man out, and that was not the way we do things 
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around here? Did they scorn you? How were you treated by those 
individuals? 

Mr. Walp. I wasn’t scorned, but I knew I was a loner. It just 
jumped from that when I brought my philosophy to the fore. It was 
like, you know, okay, but we’re moving on. It was just the way it 
was. 

Ms. Schakowsky. Two hundred twenty-five pairs of gloves cost- 
ing over $7,000. Were 255 pairs of the most expensive gloves really 
needed in any way? 

Mr. Doran. Part of the information that came out of this inves- 
tigation was the theft, but the waste as well. We found garbage 
cans full of those expensive gloves with just minimal amounts of 
dirt on the fingertips. They were just almost used like 

Ms. Schakowsky. They were being tossed? 

Mr. Doran. Yes. Basically, almost being used like disposable 
latex gloves. We found garbage cans full of them. We found them 
still sealed in their packages, scattered around the different work 
sites and things of that nature. 

Ms. Schakowsky. So what were they purchased for originally? 

Mr. Doran. Well, again it was just, because they had this budget 
that was almost a bottomless pit, a lot of things that they were 
purchasing were just misused and abused. I mean, we found air 
conditioning units that were worth thousands of dollars just rotting 
in the boxes, and power washers. They just had such a free hand 
with purchases and equipment, a lot of it was just wasted. 

Ms. Schakowsky. And did you talk to — in addition to the people 
who were — I’m trying to get at this culture question, how deep it 
goes, how embedded it is. When you would have conversations 
about this, what was just the general tone? 

Mr. Doran. Well, the general tone, at least in my case, not with 
Glenn, of course, but with most of the employees that I spoke with, 
was you know, Steve, you make good money; you got an easy job, 
if you want it to be an easy job. Just keep your mouth shut, and 
come into work, spend the day, you know, play on the Internet and 
go home and don’t worry about it. It’s the way it’s always been, and 
nobody cares. 

Ms. Schakowsky. So this was a tone that was pretty pervasive 
throughout? 

Mr. Doran. Pretty much. We were constantly being thwarted, 
you know, by saying, well, you know, you are not a policeman any- 
more, which we understood. You have no law enforcement author- 
ity anymore, which we understood. But the main issue was, even 
though we didn’t take the crime to the prosecutorial stage, we did 
report crime, and what we were seeing was a tremendous amount 
of crime, a tremendous amount of waste, and it was our duty to 
report it, and we told them we were going to report it. 

Ms. Schakowsky. Mr. McDonald, how did Mr. Alexander and 
Bussolini buy so much stuff they didn’t use at the lab? Didn’t they 
ever run out of money? 

Mr. McDonald. It did not appear so. They would use these blan- 
ket purchase orders. These people had always been commended in 
the past for having such a great budget. So 

Ms. Schakowsky. So don’t you think we ought to be taking a 
closer look at that budget? 
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Mr. McDonald. Yes, ma’am. 

Ms. Schakowsky. I wondered if you wanted to comment at all 
on this question of a pervasive culture. 

Mr. McDonald. Other than that I would agree with these gen- 
tlemen, that is correct. I would see that throughout the hill, even 
at a support service subcontract level. 

Ms. Schakowsky. And does anyone want to comment? What do 
we need to do first? Do we need to change the leadership at the 
top, just wholesale, in order to improve this situation? 

Mr. Walp. Quick answer, yes. That is my opinion. I think it even 
goes further than that as it deals with property. I know we are ze- 
roing in on property, but to me, it is also a security incident, and 
I will not go into any specifics. That wouldn’t be appropriate for 
this forum, but an extreme concern of Steve and I dealt with the 
NIS case, Bussolini and Alexander. Here we people who changed 
the light bulbs, who had keys to the kingdom of the blackest area. 

They had items in their possession such as GPS systems, GPS 
locator systems. If you lose something, you can find it. The high 
tech night vision binoculars, high tech cameras, RF detectors which 
means that you can — you identify if someone is in the room with 
you that has a bug on, it would be identified. 

I know the lab has come out and attempted to defend that and, 
as we hear, gee, this can be — this is hunting stuff. That may be 
true for certain items, but my question is when is the last time, 
because they bought over 56 different type of lock-pick items and 
glass cutting — you know, when is the last time a hunter needs a 
lock-pick to get into a national forest, and when is the last time 
a hunter needs an RF detector to find out if an elk is wearing a 
bug? 

So we are concerned from a security perspective. So we asked 
ourselves this question: How can the premier lab in the world allow 
this to happen for almost 2 years where anything was purchased, 
and without reservation, and the people doing the auditing — we 
had to show it to them, that they didn’t even know they bought 
model airplanes, and they said, you know, what’s the big deal? And 
you say, well, what about this, and what about this, and what 
about this? They said, well, you know — they never challenged it. 

So I have great concern that that lab that was supposed to be 
producing — you know, it deals with national defense, and there are 
many people there doing an outstanding job, but yet the unit, the 
Security and Safeguards Division that are supposed to be the 
guardians of the gates to make sure that those types of evidence 
does not get out to the enemy, and that high tech accomplishments 
that they make, they are the same ones that were involved in the 
cover-up, self-preservation and protectionism. They were the ones 
that are there. 

It is our position, and I think Steve will confirm this, that we 
wholeheartedly believe, just as — when the 1978 Inspector General 
Act was passed, in Chapter 5 it states words to this effect. It makes 
no sense to have the people who are doing the auditing and inves- 
tigating report to and be supervised by people you are auditing and 
investigating. That’s exactly what is happening when you deal with 
safeguards and securities under the umbrella of a contractor. 

It is time to take — I’m sorry, sir. 
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Mr. Walden [presiding]. Yes. We have gone over a couple of min- 
utes. So now we will need to go to Mr. Rogers. 

Mr. Rogers. Thank you, Mr. Chairman. I just want to follow up 
on that thought that you are having there. My concern is, if you 
are willing to steal, you are willing to sell information as well. How 
close are they to the information? Well, let me back up. 

You did not have a security clearance when you arrived, but I 
understand you have attained one. 

Mr. Walp. I did, yes. 

Mr. Rogers. So you would understand which individuals in- 
volved in this would have security clearances and those who would 
not? 

Mr. Walp. Yes. 

Mr. Rogers. To the best of your knowledge, which individuals — 
not by name, but give me a number of individuals who had security 
clearances that may have in some way been involved in this? Is it 
pervasive? 

Mr. Walp. I would say this. I’ll take — I will couch it in these 
terms. There were seven that I knew of. However, it is down to 
these two individuals that Mr. McDonald was speaking about, and 
the other ones may be used as state’s evidence, but yet you had 
that arena of seven. 

Also important to me, in addition to the equipment, was the vul- 
nerability. These people had the highest clearance you can get, and 
one of the factors when you do background is to make sure people 
are not involved in gambling, prostitution, because they are vulner- 
able. 

Here are individuals who are walking away with the farm and, 
if you had someone from the outside walk up to them and say, look, 
I know what you are doing and you either give me what I want 
or we are going to report you to the police, it placed these individ- 
uals in an extremely high vulnerability. 

Did anything like that happen? Probably not. Could have? Yes, 
it could have happened. How can you let that happen in the pre- 
mier lab in the world, to let that go on without anybody knowing 
about it? 

Mr. Rogers. Well, you say probably didn’t happen, but you don’t 
know for sure if it did or did not. 

Mr. Walp. I do not know. I do not know. 

Mr. Rogers. How does a clerk in the store know when a program 
is coming to an end? 

Mr. Doran. Since our termination, a lot of program changes have 
been made, and one of the things that we have noticed around 
town — I live in Los Alamos — is that, where before you could pretty 
much purchase whatever you wanted using the ID card system — 
I’ll put it in those terms — now they have like lists of what you can 
buy and what you can’t buy. So they see that the noose is tight- 
ening and that, more than likely, that program will come to an end 
relatively soon. 

Mr. Rogers. To the best of any of your knowledge, is any of the 
security clearances been on hold? Is anyone getting rechecked at 
this time, given any information that’s been provided? 

Mr. Doran. Not that I am aware of, sir. 
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Mr. Rogers. So anybody that was close to this still continues to 
hold and enjoy the privileges of a security clearance with sensitive 
information? 

Mr. Doran. As far as I know. 

Mr. Rogers. That concerns me greatly, Mr. Chairman. That gets 
my blood going. I used to be an FBI agent. So I know what you 
do. 

Second, if you would, Mr. Doran, you worked on the Mary 
Frances Wood case. 

Mr. Doran. Yes, I did. 

Mr. Rogers. This is the individual who used the card at a ca- 
sino. 

Mr. Doran. Yes. 

Mr. Rogers. You were given some direction on that case from 
your management. Is that correct? 

Mr. Doran. Yes, sir, I was. 

Mr. Rogers. Can you tell me what direction that was? 

Mr. Doran. Originally when that information was brought to our 
attention that the credit card was being used at casinos for cash 
advances, I was basically given a green light to do whatever nec- 
essary to bring that case to fruition. 

Once I started gathering information that proved she was guilty 
of those crimes, I was advised through Mr. Tucker — or Mr. Tucker 
advised me that Mr. Salgado had advised him that I was not to go 
through with an interview of Mrs. Wood. 

Mr. Rogers. So you conducted that interview anyway, as I un- 
derstand it. 

Mr. Doran. Well, basically, what happened is I conducted the 
interview of Ms. Anaya with the FBI agent, Jeff Campbell, and at 
that time she refused to give us any information. I called Mr. Tuck- 
er, gave him a brief of what had occurred during that interview, 
and he said, well, go ahead and interview Ms. Wood, because, you 
know, she probably won’t tell you anything either. When I brought 
her in for the interview, she gave us a full confession of what she 
had done. So I think it kind of backfired on them. 

Mr. Rogers. Interesting. Is she still employed? 

Mr. Doran. No. She worked for a contractor. She didn’t work for 
the University of California, and the day that they asked me to 
take her credit card, keys, ID card, and then they just told her or 
had me tell her not to report to work the following day. So as far 
as I know, she could still be working for that contractor. 

Mr. Rogers. To the best of your knowledge, does she have access 
to any confidential, secret or elevated material? 

Mr. Doran. No, sir. 

Mr. Rogers. What is the status — well, before I do that, I know 
we’ve got a vote here, and I want to get this on the record. You 
were also investigating the fact that some of the vehicles that be- 
longed to the lab were being fueled twice, in some cases three times 
every day. 

Mr. Doran. Yes, sir. I just got the peripheral information on 
that. We were terminated just as we began that investigation. Sup- 
posedly, the P-cards were being used to purchase large quantities 
of fuel for like fuel tanker type trucks. You know, they were using 
the credit cards to purchase that. 
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Also, we were told that the GSA cards were being misused. Vehi- 
cles were being filled two and three times a day. Fuel purchases 
exceeded the amount of fuel that the vehicle could hold, and that 
type of thing. But I have no — again, we never started that inves- 
tigation. So I have no hard copy documentation to prove any of 
that. 

Mr. Rogers. But on the face of what you were told and on the 
basis of that information that you received in the receipts of those, 
it indicated to you that there was probably some misuse of those 
gas cards, in your estimation? 

Mr. Doran. If the statements that were given to me by the indi- 
viduals who gave them to me were true, yes. But we never — we 
continued to request the hard copy documentation. We wanted re- 
ceipts. We wanted to know which — we wanted them to identify the 
vehicles, identify the vendors, and we never got any of that. 

Mr. Rogers. Mr. McDonald, to your knowledge, what is the sta- 
tus of the equipment that you showed us here in the slides? 

Mr. McDonald. After — I have actually met with some of the peo- 
ple who are still in kind of control of the equipment, and the equip- 
ment that we’ve seen in the pictures, for the most part, are still 
there where it is being inventoried and so on and so forth, and de- 
termined in some means of property redistribution. 

Mr. Rogers. At this point, do you think it is being handled prop- 
erly? When you say redistribution is being handled, sent to another 
institution that may be able to use that equipment in its proper 
use? 

Mr. McDonald. Correct. 

Mr. Rogers. Someone, I think, mentioned, and forgive me — you 
said it is easy to sneak through on the bar code. Maybe it was you, 
Mr. Doran. 

Mr. Doran. Yes. 

Mr. Rogers. When you say that, did you identify any process 
that they were using that was consistent throughout the lab to 
avoid getting on the accountability statement? 

Mr. Doran. Basically, what Bussolini and Alexander used is they 
had the equipment delivered to an unauthorized location so that it 
didn’t go through the central warehouse and, therefore, it wasn’t 
accounted for. 

Mr. Rogers. So, obviously, they had other individuals involved 
who were receiving that as well. 

Mr. Doran. The salesman at Mesa was definitely helping them 
to purchase items, changing invoices, you know, using part num- 
bers versus what the actual item was, and delivering it to offsite 
locations. 

Mr. Rogers. Now was there any investigation? Do you have any 
information on where this material went after it left the lab? Was 
it in people’s homes? Could you determine if it was resold? 

Mr. Doran. Well, the only thing I can give you is just hearsay. 
After Glenn and I were ordered not to deal with the FBI, some of 
the individuals who were then assigned to deal with the FBI said 
a good deal of those items were found in the homes of Bussolini, 
Alexander, Mr. Bussolini’s girlfriend, and other offsite locations. 

Mr. Rogers. Thank you for being here today. Mr. Chairman, I 
will yield back the time. 
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Mr. Walden. The gentleman yields back his time. For the wit- 
nesses, the audience, and the members, we have two votes on the 
floor. We have about 10 minutes to go. 

So we will recess for approximately 30 minutes to accommodate 
those two votes and time to get back to resume. If there are no 
other subcommittee members who haven’t already done a round of 
questioning, we will go to full committee members, and Ms. Eshoo 
will be the first member. 

[Brief recess.] 

Mr. Walden. Ladies and gentlemen, why don’t we resume the 
hearing. Before we give Ms. Eshoo an opportunity to ask questions, 
I understand Mr. Doran wanted to make a clarifying comment re- 
garding a question that Mr. Rogers raised. So I would like to give 
you the opportunity to do that, and then we will go to Ms. Eshoo, 
who is a member of the full committee. 

I would remind you all that you are still under oath. Mr. Doran, 
if you would like to go ahead and clarify for the record. 

Mr. Doran. Okay. So far as the gas purchases were concerned, 
it was an issue where my last contact on that issue was with Mr. 
Jay — I am drawing a blank on his last name. 

Mr. Walden. Johnson? 

Mr. Doran. Jay Johnson, thank you. We were told by Mr. John- 
son that Mr. Marquez had shut down that investigation for the 
time being, that they had pretty much bigger fish to fry and that 
they would be gathering the documents at a later date to give to 
us to begin our investigation. 

Mr. Walden. It’s my understanding Mr. Johnson was fired a 
week — no, you were fired a week 

Mr. Doran. I was fired a week — or actually, 2 weeks later. 

Mr. Walden. Thank you. Ms. Eshoo, for your round of ques- 
tioning, the full committee, 10 minutes. 

Ms. Eshoo. Thank you, Mr. Chairman. Let me begin by thanking 
you, the chairman of the full committee and the ranking member 
of the full committee as well as the subcommittee chairman and 
ranking person of the committee for extending the legislative cour- 
tesy to me to join you in the very important investigation in over- 
sight committee hearing today. I appreciate it, and I believe that 
my constituents do as well. So my thanks to you. 

To the panelists, thank you to you. Since I didn’t get to make an 
opening statement, let me just make a couple of observations about 
where we are and what has brought us here today. 

As a Californian, I think I speak for many, not only in California 
but across the country and around the world, that the University 
of California is one of the great public universities of the world. 
This hearing today is not a source of pride to us. 

The mismanagement that has been spoken, the evidence of 
abuse, of neglect, of fraud — these are not things that we value. 
This is not a source of pride to us. So I commend you for coming 
forward. It is important that we have brave citizens, I think, that 
are willing to stand up publicly and say we are here to protect the 
investment of the American people through their tax dollars, and 
that is what this contract represents. 

So I salute you for doing it. I think that you have paid a price 
for it, but I think that at the end of this, what I hope and, I be- 
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lieve, will be or is the case is that we will come through this better, 
because we can weed this out. 

So my questions to you are in that arena. In your testimony you 
have done, I think, an excellent job of informing the subcommittee 
of the mismanagement, of the abuse, all of the things that have 
been part of your testimony. I am not going to repeat it. I think 
it just sounds in many ways that the wheels have come off. I mean, 
I don’t know all of this equipment and whatever — this just doesn’t 
belong anywhere. 

In your work at the lab, can you establish any kind of nexus be- 
tween what you uncovered, what you blew your whistle about, with 
great legitimacy, with the issue of anything that impinges on our 
national security? Either Mr. Walp or Mr. Doran? 

Mr. Walp. Okay. From my position 

Ms. Eshoo. And I have some more questions. So if you could just 
be as brief as possible. 

Mr. Walp. I’ll be brief, and perhaps I won’t go into it. As I ex- 
plained, I believe, to Mr. Rogers, our extreme concern as it dealt 
with security was the NIS, the spy type of equipment, these people 
having the keys to the kingdom, and just very quickly, it happened 
about the end of October where Mr. Bussolini was taken on a tour 
and was not allowed into a certain area. He immediately goes back 
and attempts to get keys to get in there, making the statement I 
need to know what’s behind that door. 

Putting all that together, this whole situation, how it was let to 
happen, has extreme concern to us as it deals with national secu- 
rity, with the caveat that the people in charge, Safeguards and Se- 
curities, who are supposed to protect us from our secrets getting 
out, allowed this to happen, if you will. They knew about it in 2001 
and did nothing about it, and then after we bring it to the fore, ac- 
cept it. 

Ms. Eshoo. I’m going to ask — because I have some follow-up 
questions — Mr. Doran, if you would like to add anything to it. 

Mr. Doran. No. I mean, basically, it is just the — it’s a situation 
where it is more of a campus environment than a national labora- 
tory environment, and that is, in fact, a major problem. 

Ms. Eshoo. Do you find this to be the case in all departments 
or in specific areas? I know that you used some acronyms to de- 
scribe different parts of the organization in your testimony. I am 
not so sure if you are referring to the entire lab or the business/ 
bookkeeping/supervisorial oversight of employees. What is it that 
you — I mean, is it all of it? Is it some of it? 

Mr. Walp. As it deals with the theft and mismanagement, you 
are talking about? 

Ms. Eshoo. Well, all the things that you have testified about. 

Mr. Walp. Yes. The theft and mismanagement, to me, covers the 
whole spectrum of the lab as it deals with all the different systems, 
purchase cards, purchase orders. 

Ms. Eshoo. But is it throughout the lab or is it in that pur- 
chasing area? 

Mr. Walp. No, because the people who are doing the illegalities 
are beyond the purchasing area or the procurement area. It’s just 
that 
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Ms. Eshoo. Which leads me to my next question. Of the people 
that have been relieved or fired to date, I think that your testi- 
mony, both of you, said that you still believe that there are some 
or many others that still have to go. Do you want to comment on 
that? Is it a whole layer of management? Are they rank and file? 

I hope that a lot of people from the lab are tuned in today, most 
frankly, and I’m glad the cameras are here, because I think every- 
one at that place needs to know how seriously we are taking this 
and that we are committed to cleaning it up. 

So is it certain departments or is it pervasive to the entire lab? 
Is it purchasing? 

Mr. Walp. Okay. To me, it deals with the top layer. I’ll give you 
one specific example. Mr. Stanley Hettich, the individual we had 
the Mustang case on, told Steve and I very emphatically he had no 
intentions of telling us about that Federal crime. In fact, he has not 
told us 

Ms. Eshoo. Mr. Walp, what I am looking for is I want to just — 
it’s very important to give the specifics, and I appreciate that, but 
because of the time constraints, I want your big picture thinking 
about — and advice to the Congress. That is, do you, either one of 
you, see that all of this has been taken care of in terms of the peo- 
ple that have been fired or put on leave or are there many more 
to go? 

The point that I am trying to get at is how much do we need to 
do to cut the cancer out of the organization? 

Mr. Walp. Two quick things from my end: You need to get rid 
of the whole top layer in order to 

Ms. Eshoo. And how many does that represent? 

Mr. Walp. It might be 15 to 20, and then change the culture. 

Ms. Eshoo. Do you agree, Mr. Doran? 

Mr. Doran. Yes. I believe everybody in the upper echelons of the 
financial area should be removed. They were there before the prob- 
lems started. They were there during the problem, and they con- 
tinue to hold their positions today. 

Ms. Eshoo. Do you believe, with your considerable knowledge 
and investigation and experience to date at the lab, that if this 
were the case, what you just stated to us — do you believe that that 
would cleanse the culture that one of the members, or more than 
one member, touched on, to cut this out of the organization so that 
it can move on under leadership that is committed to not only re- 
forms but also to sustain the reforms? 

Mr. Walp. If you’ve got it, and bring in leadership, you need 
leadership who will change that culture. If you bring in the same 
type of thinking, it is going to go back to exactly where it was be- 
fore. 

Mr. Doran. And I would concur with Glenn. I mean, basically, 
they need strong financial leadership, people who are concerned 
about the taxpayer dollar, who know how to manage money on a 
grand scale. 

Ms. Eshoo. Again, I want to go back to this, because the labs 
do the critical, important work. They provide the research. They 
are critical to protecting our country. So I want this to be as clear 
as possible, and I know that you don’t have knowledge about every 
single thing. 
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I understand, and I know that you said for the record that you 
have an anxiety and concerns about the national security area 
based on what you observed, and I think that that is legitimate. 
Is there anything else that you need to add to that, because if you 
don’t, I think that is a consideration in this as well. 

Mr. Doran. Well my only comment would be is that the entire 
system needs to be looked at from top to bottom. Some very com- 
mon sense, basic security procedures can be added and changed to 
make it tremendously more effective than what it is today. 

Ms. Eshoo. See, I think that when you look at an organization 
and they have trouble keeping their books, you can’t help but raise 
the question, and the American people would legitimately raise the 
question, well, why would we have confidence on this other side. 
But I do think, given this mismanagement and all of the other 
things that are a part of it that are not pretty, that are not good 
and that we have to clean out and get rid of, should not impinge 
on the whole national security area. So I appreciate that. 

I also want to, for the record, state today that there are recent 
events that have illuminated the critical work that the lab does. 
One of them is that, shortly after September 11 and the attacks on 
our country, the Lawrence Livermore national Laboratory was the 
one that reported that North Korea was resuming its nuclear 
weapons program. 

Many of the International Atomic Energy Agency weapons in- 
spectors were trained at Los Alamos and are in Iraq today. So I 
think that, as we seek to root this out, we’ve got to appreciate the 
larger picture and the larger stage that we set this up. 

Again, I want to thank the chairman, and I hope that someone 
is going to ask some questions about the whistleblowers and if 
what the University of California has put into place is satisfactory, 
but that will have to wait. Thank you, Mr. Chairman, and thank 
you to the courageous witnesses that are here today. 

Mr. Greenwood. The Chair thanks the gentlelady and recog- 
nizes for 10 minutes the gentleman from Massachusetts, Mr. Mar- 
key. 

Mr. Markey. I thank you, Mr. Chairman, very much, and I 
thank you so much for the courtesy in allowing us to ask questions. 

They are courageous. I agree with the gentlelady from California. 
I think everyone here admires the courage of Mr. Walp and Mr. 
Doran and what they have gone through to bring this information 
to us. You are like latter day Paul Reveres, bringing the warning. 
You are whistleblowers. It is a very difficult position to place your- 
self and your families in. 

With apologies, Mr. Chairman, to Henry Wadsworth Longfellow, 
I would like to offer the following brief remarks. Listen, my chil- 
dren, and you shall hear tales of two latter day Paul Reveres, who 
were asked by Los Alamos to expose fraud and security weaknesses 
and dangerous flaws, and to blow the whistle when danger ap- 
peared. 

Today Paul Revere is a hero for all, and those here today have 
echoed his call. They’ve risen up to warn of dangers that prey on 
the nuclear lab near Santa Fe. They warned DOE of problems ga- 
lore. Yet at first their warnings were largely ignored. They warned 
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of theft, lost computers, and more, and instead of rewarding these 
brave two, they were fired. Their careers were through. 

Through day and night ride these Paul Reveres, and we must 
protect their right to sound the alarm, instead of causing them per- 
sonal harm. A cry of warning when trouble is near. They are a 
voice in the darkness, a warning at the door, and their rights 
should be protected forevermore. But borne on the night wind of 
the past through all of our history to the last. 

In the hour of darkness and peril and need, the people will 
waken and listen to hear warnings of waste, wrongdoing and greed 
to protect our modern day Paul Reveres. And you can be assured 
that from this day forward, this committee will be monitoring any- 
thing and everything that does happen to you. 

Now let me ask this. In your opinion, has the University of Cali- 
fornia accepted the reality that national security may have been 
compromised, in your opinion? Do you think they now accept that? 

Mr. Walp. Of course, I can’t speak for them, sir, but I would say 
in the meetings that I had, I believe there is extreme, grave con- 
cern on the part of Mr. Darling and his staff as to the functions 
that were effectuated at Los Alamos. Quite frankly, I would couch 
it in these terms. I believe they would say that, in many senses, 
it was a rogue aspect of their whole operation. 

Mr. Markey. But they do accept it? 

Mr. Walp. I believe they do. 

Mr. Markey. Do you agree with that, Mr. Doran? 

Mr. Doran. I would have to agree. And I would just like to make 
one quick comment. Glenn and myself have never insinuated that 
the people at the laboratory — that everyone at the laboratory is 
corrupt and, you know, that they do not love their country, that 
they do not do their jobs. There are a lot of tremendous employees 
at that laboratory who have helped us tremendously in doing our 
job and in bringing this thing to you. 

So I would never want anyone to think that the people — that the 
majority of the people at that laboratory do not work to the better 
ends of their country. 

Mr. Markey. Do you believe that any criminal laws have been 
broken? 

Mr. Walp. There is no doubt, absolutely. From a Federal end, 
Title 18, Section 641, as it deals with theft, obviously; Title 18, 
Chapter 1.4, misprison of a felony, not reporting a felony, abso- 
lutely. 

Mr. Markey. How about in the national security area? 

Mr. Walp. I would say this, that those laws that were violated — 
you know, it may not deal with specificity with an issue that deals 
with security, but holistically I believe it does, because these are 
crimes that occurred at the premier lab in the world. Therefore, I 
think, holistically, it certainly has an umbrella effect over all secu- 
rity. 

Mr. Markey. Do you agree with that, Mr. Doran? 

Mr. Doran. Yes, I would agree. 

Mr. Markey. My understanding is that seven desktop computers, 
three laptop computers, and other equipment was reported stolen. 
Other computers were reported lost. Could there have been any 
classified information on any of those computers or other devices? 
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Mr. Doran. There’s always a possibility that that information 
was contained on those computers. 

Mr. Markey. Mr. Walp? 

Mr. Walp. And I would agree with Mr. Doran. We don’t have any 
specific case saying this case had classified information on it, but 
if there are computers out there, which there are, that they have 
no idea where they are at, that possibility certainly exists, that it 
could occur. 

Mr. Markey. Mr. Walp, the University of California has an- 
nounced that they are reorganizing the division which you worked 
in, to report elsewhere in the lab. Is that a good idea? 

Mr. Walp. No. It is my very adamant position that, if the United 
States citizens want true security of their labs as it deals with na- 
tional security, they must take action to take that division out of 
the umbrella of a contractor. Absolutely imperative, because it was 
infested with self-preservation and protectionism for the bottom 
line of their salaries and their retirements. You must take it out 
of that environment. That’s my opinion. 

Mr. Markey. I want to thank both of you. You are each patriots, 
and I very much appreciate the courage it took to do what you have 
done. Thank you, Mr. Chairman. 

Mr. Greenwood. The Chair thanks the gentleman. Someday you 
will tell me how long you tried to find a word that rhymed with 
Los Alamos before you gave up. You know you did. 

We thank all three of our witnesses for your time and for your 
service to your country. It is appreciated. It will enable — and only 
because of your cooperation will we be enabled to do our job and 
make sure that this doesn’t happen in the future at Los Alamos, 
at any other lab or, in fact, at any other Federal facility or pro- 
gram. 

So thank you again, and you are excused. 

We will now call the Honorable Gregory H. Friedman, Inspector 
General, U.S. Department of Energy. Mr. Friedman, thank you for 
joining us. I believe you are aware that the Oversight and Inves- 
tigations Subcommittee takes testimony from witnesses under 
oath. Do you object to giving your testimony under oath? 

Mr. Friedman. I do not. 

Mr. Greenwood. Pursuant to the rules of the committee, you are 
entitled to be represented by counsel. Do you choose to be rep- 
resented by counsel? 

Mr. Friedman. I do not. 

Mr. Greenwood. If you would raise your right hand. 

[Witness sworn.] 

Mr. Greenwood. You are under oath, and we look forward to 
your opening statement, and you are recognized. 

TESTIMONY OF GREGORY H. FRIEDMAN, INSPECTOR 
GENERAL, U.S. DEPARTMENT OF ENERGY 

Mr. Friedman. Thank you very much, Mr. Chairman, and mem- 
bers of the subcommittee. Thank you for the opportunity to appear 
today to testify on the Office of Inspector General’s recent inquiry 
concerning Los Alamos National Laboratory. 

In February 2002, my office issued a report entitled “U.S. De- 
partment of Energy’s Purchase Card Programs — Lessons Learned.” 
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In May 2002, I testified before this subcommittee regarding the re- 
sults of that effort. Specifically, we identified a number of concerns 
with respect to the Department’s management of purchasing activi- 
ties. In recent months, of course, our focus has turned to Los Ala- 
mos in light of allegations about potential abuses at that facility. 

On November 5, 2002, the Acting Administrator of the National 
Nuclear Security Administration requested that the Office of In- 
spector General review allegations that management of the labora- 
tory was engaged in a deliberate cover-up of illegal activity and se- 
curity concerns. We interviewed over 60 laboratory officials and 
other parties, and reviewed thousands of pages of pertinent 
records. 

One of our first steps was to interview two laboratory security of- 
ficials, Glenn Walp and Steve Doran, who testified just a few min- 
utes ago. Both men are former law enforcement officers and had 
been hired by the laboratory in 2002 to help address an acknowl- 
edged deficiency in Los Alamos’ handling of property loss and theft. 
Both men were vocal in their criticisms of the laboratory’s manage- 
ment of these issues. 

Approximately 1 week after we interviewed the two security offi- 
cials, the laboratory terminated their employment. This raised the 
specter that the terminations could have been retaliatory. Con- 
sequently, we incorporated these actions into our inquiry. 

Our recently issued report disclosed a series of actions by labora- 
tory officials that obscured serious property and procurement man- 
agement problems and weakened relevant internal controls. These 
actions created an environment in which Los Alamos employees 
were discouraged from, or had reason to believe they were discour- 
aged from, raising concerns to appropriate authorities. 

In short, management’s actions resulted in delayed identification 
and resolution of underlying property and procurement weaknesses 
and related security concerns. 

For example, we found that laboratory management published 
materials distributed to laboratory employees in advance of a 2002 
Department of Energy cyber security review. These materials con- 
tained such phrases as “resist the temptation to spill your guts;” 
“Handwritten notes can be especially damaging; they are not easily 
disavowed;” and “Finger pointing will just make the program look 
bad.” 

Our inquiry also corroborated a number of the concerns ex- 
pressed by the two terminated security officials. The laboratory’s 
decision to terminate the employment of the two security officials 
during ongoing external reviews that were addressing some of the 
very same issues raised by these officials was an incomprehensible 
action on the part of the University of California. 

In our view, these events raised doubts about Los Alamos’ com- 
mitment to solving noted problems, and fostered a chilling effect on 
employees who may have been willing to speak out on matters of 
concern. 

Our inquiry also disclosed that, even after considering recent 
events at Los Alamos, in December 2002 the NNSA rated Los Ala- 
mos excellent in both procurement and property management. Al- 
though we did not review the particular process by which NNSA 
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arrived at such a rating, we believe the process should be reevalu- 
ated in light of events. 

Our report of inquiry contained specific recommendations for cor- 
rective action. We feel it is especially important that Department 
of Energy officials ensure that the University of California and the 
laboratory’s management are held accountable for implementing 
and executing corrective actions resulting from the situation at the 
laboratory. 

In addition to this special inquiry, we have a number of ongoing 
efforts at the laboratory. Our most recent report issued on Feb- 
ruary 21, 2003, examined internal controls over firearms at Los Al- 
amos. We found weaknesses in the administration of the firearms 
inventory, which included over 1600 guns. We noted, for example, 
that 12 firearms received in 1999 were not entered into the labora- 
tory’s inventory. Also, separate firearms inventories maintained by 
Los Alamos and the security subcontractor were inconsistent and 
had not been reconciled. In addition, all firearms were not proc- 
essed through a central receiving point, resulting in delays in en- 
tering some firearms into the Los Alamos property management 
data base. In fact, some firearms never made it into the data base. 
Management asserted that the problems we encountered concerned 
receipt of firearms and not accountability of firearms. However, in 
our judgment, the failure of Los Alamos to provide an accurate fire- 
arms inventory, the lack of reconciliation of the Los Alamos inven- 
tory with the security force inventory, and the acknowledged prob- 
lems in the process for receipt of firearms and their inclusion in the 
official laboratory inventory raised doubt about the property control 
system at Los Alamos. In response to our report, management indi- 
cated that corrective actions would be taken. 

Other ongoing Office of Inspector General reviews and investiga- 
tions, as well as matters under the purview of the Federal Bureau 
of Investigation, are continuing to address a number of the related 
concerns. These efforts include: A review of laboratory controls over 
laptop and desktop computers; a review of allowability of costs 
claimed by the University of California under its contract to man- 
age the laboratory for the Department of Energy; and a number of 
criminal investigations regarding misuse of purchase authority. 

The criminal investigations are being closely coordinated with 
the United States Attorney’s Office in New Mexico. Due to the sen- 
sitive nature of the ongoing investigations, we will be unable to 
provide specific information on individual cases. 

Mr. Chairman, as I indicated previously, our work at Los Alamos 
continues. Our objective is to address the concerns that have been 
raised regarding laboratory operations. 

This concludes my statement, and I would be pleased to answer 
any questions. One apology at the outset, if you will. I am suffering 
from a chest cold and a head cold. So if my voice is especially unap- 
pealing, I trust you will understand why. 

Mr. Greenwood. No, it’s just normally unappealing. 

Mr. Friedman. You must have been speaking to my wife, Mr. 
Chairman. 

[The prepared statement of Gregory H. Friedman follows:] 



53 


Prepared Statement of Hon. Gregory Friedman, Inspector General, U.S. 

Department of Energy 

Mr. Chairman and Members of the Subcommittee. Thank you for the opportunity 
to appear today to testify on the Office of Inspector General’s recent inquiry con- 
cerning Los Alamos National Laboratory. 

INTRODUCTION 

For 60 years, the University of California (University) has operated the Los Ala- 
mos National Laboratory (Los Alamos) for the Department of Energy (Department) 
and its predecessor agencies. Among its many important missions and functions, 
Los Alamos has critical national security responsibilities, including helping to en- 
sure the safety, security, and reliability of the nation’s nuclear weapons stockpile. 

In recent years, Los Alamos has been the subject of intense scrutiny during a 
number of controversies regarding allegations of espionage, lax security, and related 
internal control failures. The Department and Los Alamos initiated actions intended 
to ensure that the Laboratory was carrying out its missions with a heightened em- 
phasis on protecting national security interests. Realignment of Los Alamos’ secu- 
rity function, or “S” Division, was one such action. On a broader scale, Congress and 
the President created the National Nuclear Security Administration (NNSA) as a 
semi-autonomous agency within the Department. 

In 2001, Los Alamos undertook a nationwide search to recruit an experienced 
leader for the Office of Security Inquiries within the “S” Division. In addition to var- 
ious security responsibilities, the job announcement for this position provided that 
the person hired would conduct investigations into theft and property protection. 
Given the sensitive nature of much of the work at Los Alamos, imbuing this position 
with a sense of urgency for the protection of property — especially computers and 
other technology that may store classified and other national security information — 
was consistent with the Laboratory’s stated goal to heighten national security 
awareness. The nationwide search culminated with the hiring of a new Security In- 
quiries Team Leader (Security Inquiries Leader) in January 2002. 

In February 2002, my office issued a report entitled, “U.S. Department of Energy’s 
Purchase Card Programs — Lessons Learned.” In May 2002, I testified before tbis 
Subcommittee regarding the results of that effort. Specifically, we identified a num- 
ber of concerns with respect to the Department’s management of purchasing activi- 
ties. In recent months our focus has turned to Los Alamos in light of allegations 
about potential abuses at that facility. 

On November 5, 2002, the NNSA Acting Administrator requested that the Office 
of Inspector General review allegations that management of the Laboratory was en- 
gaged in a deliberate cover up of illegal activity and security concerns. We inter- 
viewed over 60 Laboratory officials and other parties, and reviewed thousands of 
pages of pertinent records. One of our first steps was to interview two Laboratory 
security officials, Glenn Walp, the Security Inquiries Leader, and Steven Doran. 
Both men are former law enforcement officers, and had been hired by the Labora- 
tory in 2002 to help address an acknowledged deficiency in Los Alamos’ handling 
of property loss and theft. Both men were vocal in their criticisms of Laboratory 
management’s handling of these issues. 

Approximately one week after we interviewed the two security officials, the Lab- 
oratory terminated their employment. This raised the specter that the terminations 
could have been retaliatory. Consequently, we incorporated these actions into our 
inquiry. 


SUMMARY OF INQUIRY FINDINGS 

Our recently-issued report of inquiry disclosed a series of actions by Laboratory 
officials that obscured serious property and procurement management problems and 
weakened relevant internal controls. These actions created an atmosphere in which 
Los Alamos employees were discouraged from, or had reason to believe they were 
discouraged from, raising concerns to appropriate authorities. In short, manage- 
ment’s actions resulted in delayed identification and resolution of the underlying 
property and procurement weaknesses, and related security concerns. Specifically, 
we found that Laboratory management: 

• Failed to take appropriate or timely action with respect to a number of identified 
property control weaknesses. There was: 

(1) inadequate or untimely analysis of, and inquiry into, property loss or theft and 

security issues; 

(2) lack of personal accountability for property; 
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(3) a substantial degree of dysfunction in the Laboratory’s communication and as- 

signment of responsibilities for the handling of property loss and theft con- 
cerns; and 

(4) inadequate controls over procurement and property systems. 

We also found that Laboratory management: 

• Had inadequate policies governing when and under what circumstances activities 

must be reported to law enforcement. 

• Issued, then immediately rescinded without adequate explanation, a memo- 

randum requiring corrective actions to address “disturbing negative trends re- 
garding Laboratory management of Government property.” Another memo- 
randum was later reissued in modified form, but a number of the corrective ac- 
tion mandates were never fully effectuated. 

We found, as well, that the Laboratory: 

• Published certain materials distributed to Laboratory employees, in advance of a 

2002, Department cyber security review, containing such phrases as 

1. “Resist the temptation to ‘spill your guts’”; 

2. “Handwritten notes can be especially damaging . . . They are not easily disavowed”; 

and 

3. “Finger pointing will just make the program look bad.” 

Our inquiry corroborated a number of the concerns expressed by the two termi- 
nated security officials. The Laboratory’s decision to terminate the employment of 
the two security officials during ongoing external reviews that were addressing some 
of the very same issues raised by these officials, was, in our judgment, an incompre- 
hensible action on the part of the University of California. These events: 

• Raised doubts, in our judgment, about Los Alamos’ commitment to solving noted 

problems; 

• Fostered a chilling effect on employees who may have been willing to speak out 

on matters of concern; and 

• Were inconsistent with Laboratory and University of California obligations under 

its contract with the Department of Energy. 

As you know, the University recently announced that the two security officials 
had been re-hired, albeit on a temporary basis, as a part of the Office of the Presi- 
dent. 

Our report of inquiry contained specific recommendations for corrective action. In 
particular, responsible Department officials must ensure that the University of Cali- 
fornia and the Laboratory’s management is held accountable for implementing and 
executing corrective actions resulting from the current situation at the Laboratory. 

DETAILS OF INQUIRY FINDINGS 

A. Allegations of Cover-up/Questionable Management Actions 

Laboratory officials took a number of actions that, in our judgment, obscured seri- 
ous property management and security problems. These actions created an atmos- 
phere in which Los Alamos employees were discouraged from, or had reason to be- 
lieve they were discouraged from, raising concerns about property loss and theft, or 
other concerns, to the appropriate authorities. 

In short, management’s actions made successful identification and resolution of 
the underlying property, procurement, and security weaknesses problematic. The 
most overt action taken by Los Alamos was the firing of the two security officials. 
This action, taken amidst ongoing reviews of allegations of lax security controls, was 
clearly and predictably controversial. Moreover, the officials were fired soon after 
they spoke with the Office of Inspector General. It is impossible to imagine that this 
action would not have had a chilling effect on other employees who might have con- 
templated speaking out about problems at the Laboratory. In our judgment, the ter- 
minations undermined management’s actions to address the core issue: identifying 
and correcting weaknesses in controls over national security assets. 

In addition to the firings, our inquiry disclosed that Laboratory management: 

• Issued, then immediately rescinded, a memorandum requiring corrective actions 

to address problems regarding the management of Government property. 

• Published Laboratory documents that could be interpreted as discouraging Los Al- 

amos employees from reporting on the extent or severity of control weaknesses. 

Rescinded Memorandum 

In an April 2002, memorandum, addressed to all Laboratory “Leaders,” the Lab- 
oratory’s Office of the Chief Financial Officer (CFO Office) cited the need to “call 
your attention to disturbing negative trends regarding Laboratory management of 
Government property and to engage your support in taking corrective action.” Ac- 
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cording to the CFO Office, the concerns were that the amount of property missing 
during the Fiscal Year 2001 inventory had nearly tripled from the previous year, 
to $723,000; and, that substantial amounts of property, valued at $533,000, had 
been reported lost or stolen during Fiscal Year 2001. 

The CFO Office’s memorandum further stated that neither Los Alamos nor the 
Department could accept $1.3 million (the approximate total of the two categories 
listed previously) in unaccounted property. The CFO Office noted that the issue 
would negatively impact the Laboratory’s rating in property management. Attached 
to this memorandum was organization-specific listings reflecting property losses. 

To address these concerns, the CFO Office described four new quarterly tracking 
and trend reports that this office would be responsible for issuing. The memo- 
randum requested that each Los Alamos division develop a corrective action plan 
to raise awareness of property accountability and safeguards. The memorandum 
also suggested the initiation of a root cause analysis and planned training, and rec- 
ommended review of instances of multiple losses or lack of accountability by the 
same individual. On December 18, 2002, we asked the CFO Office to provide us cop- 
ies of each of these reports, including copies of each division’s corrective action plan. 

In a memorandum dated December 19, 2002, we were informed that the April 10, 
2002, memorandum had actually been rescinded the day after it was distributed. 
We were told that Los Alamos management decided that it would be more appro- 
priate to provide each division leader only the information relevant to his or her di- 
vision and that it served no purpose and was insensitive to people’s privacy to pub- 
lish the entire list. Thus, an e-mail was sent asking division leaders to disregard 
the memo of the previous day. Although a version of this memorandum was subse- 
quently reissued a number of the corrective action mandates were never fully effec- 
tuated. 

This chain of events raised doubts as to management’s commitment to address 
identified control weaknesses. 


Laboratory Documents 

During our inquiry, two other significant documents came to our attention that 
could be interpreted as discouraging Los Alamos employees from reporting on the 
extent or severity of control weaknesses. 

We reviewed briefing materials for a training course to be attended by Los Alamos 
employees in anticipation of a November/December 2002 Department of Energy In- 
spection & Evaluation (I&E) review on Laboratory cyber security. The briefing ma- 
terials, which were prepared by the Laboratory’s Office of Chief Information Officer 
(CIO Office), were titled, “Surviving the [I&E1 Audit,” and included the following 
suggestions: 

• “Resist the temptation to ‘spill your guts’.” 

• “Handwritten notes can be especially damaging. . . They are not easily disavowed.” 

• “Finger pointing will just make the program look bad.” 

When shown these materials, a senior Los Alamos management official said that 
he had not previously seen them and that they were “stupid.” Subsequently, on De- 
cember 16, 2002, a memorandum was sent to certain employees clarifying the pur- 
pose of these materials in light of their “potential for misinterpretation.” 

A second document was a Code of Ethical Conduct statement. The document was 
based on the Institute of Internal Auditors (IIA) Code of Ethics, but departed from 
the IIA code by requiring auditors not to use information in a manner that could 
be perceived as “. . . detrimental to the University of California, the Los Alamos Na- 
tional Laboratory, or the Audits and Assessments Office.” While it may not have 
been the intent of the document, reporting erroneous payments or surfacing other 
internal control weaknesses — traditional responsibilities of internal auditors — could 
be perceived as “detrimental” to Los Alamos. Los Alamos auditors were also asked 
to “exhibit loyalty in all matters pertaining to the affairs of the University of Cali- 
fornia, the Los Alamos National Laboratory, and the Audits and Assessments Of- 
fice . . .” The conduct statement created, in our opinion, the appearance of a lack of 
independence for Los Alamos auditors. 

B. Security Officials’ Terminations 

We endeavored to evaluate the Laboratory’s decision to terminate the employment 
of the two security officials consistent with the Department’s standards for pro- 
tecting contractor employees from retaliatory actions. Based on our evaluation, we 
believe it will be difficult for the University of California to sustain its burden under 
the prevailing standard for adjudicating these matters. 

Specifically, under the Department’s procedures, once an initial case of retaliatory 
termination is established, the burden shifts to the contractor entity to demonstrate, 
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by clear and convincing evidence, that the contractor entity would have taken the 
same action without the contractor employee’s disclosure or other protected activity. 
In this regard, our inquiry disclosed that: 

• The two security officials were vocal in their criticisms of the Laboratory’s man- 

agement of property loss and theft concerns. 

• Laboratory management acknowledged that prior to the arrival of the Security In- 

quiries Leader, Laboratory efforts to inquire into these matters were inad- 
equate. 

• Recent external reviews, including this inquiry, corroborated a number of the fun- 

damental concerns previously expressed by the two terminated security officials 
relating to property and management systems. 

• As late as October 2002, the Security Inquiries Leader had received a favorable 

performance evaluation. 

The timing of the terminations was, itself, suspect. A memorandum documenting 
the Laboratory’s stated rationale for the terminations is dated the same day (No- 
vember 20, 2002) as the Office of Inspector General’s interview of one of the two 
security officials. We were advised by the Security Inquiries Leader, and Laboratory 
documentation confirmed, that he had informed his management, in advance, that 
he and his staff were to be interviewed by the Office of Inspector General inquiry 
team. 

In the November 20, 2002, memorandum cited above, a senior Los Alamos official 
documented what he believed to be valid reasons for the terminations. We evaluated 
these reasons, and concluded that a substantial number of them do not withstand 
scrutiny. 

C. Internal Control Weaknesses 

In a March 26, 2002, memorandum to Los Alamos management, the Security In- 
quiries Leader expressed significant concern with the manner in which Los Alamos 
addressed property loss and potential theft. Our inquiry corroborated a number of 
those concerns. Specifically, we found: 

(1) inadequate or untimely analysis of, and inquiry into, property loss or theft and 

security issues; 

(2) lack of personal accountability for property; 

(3) a substantial degree of dysfunction in the Laboratory’s communication and as- 
signment of responsibilities for the handling of property loss and theft concerns; 
and 

(4) inadequate controls over procurement and property systems. 

Property and Security Issues 

We noted that property loss and theft issues, and related security considerations, 
were not subject to thorough and consistent analysis. For example, in 2001, a report 
documenting the loss of a security radio was inadequate. It did not provide informa- 
tion concerning what frequencies might have been compromised. 

The Security Inquiries Leader expressed this and related concerns in his March 
2002 memorandum, including those with respect to the entry into a law enforcement 
tracking system of Laboratory property theft reports. Although he noted that such 
reports were being provided to the Los Alamos Police Department and the FBI, the 
Security Inquiries Leader asserted that those agencies were not entering the prop- 
erty information into the National Crime Information Center records because the re- 
ports were of poor quality. 

As noted by a counterintelligence official, the theft of Laboratory property can 
have national security implications. In this vein, with respect to previous Labora- 
tory property reports he reviewed, the Security Inquiries Leader observed: 

“The reports indicate that no questions were asked pertaining to the type of 
data that may have been on stolen computers, laptops, PDAs, 1 and digital cam- 
eras. It is possible that they may have had sensitive or proprietary materials 
on those systems, but inquiry personnel failed to explore that potential; at least 
one can assume this view based on the data contained in the inquiry reports.” 
Based on these concerns, we requested that Los Alamos explain the steps taken 
to account for lost computers and other sensitive equipment. We also inquired as 
to any efforts made to evaluate whether classified or other protected information 
had been compromised as a result. The Laboratory produced a draft memorandum, 
dated December 18, 2002, in which the Chief Information Office (CIO) concluded 
that none of the lost, stolen, or unlocated computers identified by Los Alamos con- 
tained classified information. The CIO’s memorandum also concluded that there 


1 “Personal Digital Assistants . 1 
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were at least 258 computers lost, 44 computers stolen, and 61 computers unlocated 
for Fiscal Years 1999, 2000, 2001, and 2002. 2 We did not validate these numbers, 
or the CIO’s conclusion concerning the non-compromise of classified information. In 
fact, a CIO official told us that there were inconsistencies between these numbers 
and previous reports provided by the CFO and the Office of Security Inquiries. 

A CIO official acknowledged that the Laboratory’s processes for reporting lost, sto- 
len, and unlocated computers are “fragmented.” He noted inconsistencies between 
computers reported lost and stolen to the Office of Security Inquiries and data avail- 
able to property management officials. Another Laboratory official confirmed that 
these reporting mechanisms are not integrated throughout the Laboratory, and both 
of these key officials asserted that they have recently recommended corrective action 
to ensure that appropriate systems are integrated. 

The timing of the Laboratory’s effort to reconcile these important questions is, in 
and of itself, troubling. It was not until the November-December 2002 timeframe 
that there was intensive effort in this regard. 

Property Accountability 

According to a Los Alamos official, Laboratory employees have not been routinely 
held liable or accountable for lost property under their control. This official ex- 
plained that when an employee first takes custody of an item of property, the em- 
ployee signs an “accountability” statement. However, Los Alamos management gen- 
erally chose not to enforce the statements, according to this official, but rather chose 
to “write off’ the missing property at the end of an inventory cycle. An accounts re- 
ceivable official could not recall ever receiving any restitution from any Los Alamos 
employee for a lost or stolen item for which he or she was responsible. The Security 
Inquiries Leader made a similar point in his March 2002 memorandum. 

Another issue we identified relates to Los Alamos’ use of “drop points” for the de- 
livery of new equipment. Under the drop point system, Laboratory property is not 
delivered, uniformly, to a central, secure location. At such a secure central location, 
the equipment can be tagged, inventoried, and consistently tracked. We were told 
that many of these Laboratory drop points are in open spaces with little or no secu- 
rity. A number of key officials advised that there have been insufficient Laboratory 
efforts to ensure that equipment delivered to Laboratory drop points is safeguarded. 
We were also told that property would be left at these locations for inordinate 
amounts of time, without being checked by property administrators. 

Communication and Responsibilities 

Our inquiry disclosed a substantial degree of dysfunction in Los Alamos’ commu- 
nication and assignment of responsibilities and authorities for the handling of prop- 
erty loss and theft concerns. For example, Laboratory management sent mixed mes- 
sages to the two former security officials with respect to the scope of their authori- 
ties and responsibilities. Security Inquiries officials were told that they were not “in- 
vestigators.” At the same time, our inquiry disclosed that one of the terminated se- 
curity officials was directed by a senior Los Alamos official to travel off site, to an- 
other state to interview a private citizen, to obtain information concerning a matter 
(the alleged improper purchase of a Mustang automobile), which included the possi- 
bility that it was criminal in nature. This appeared inconsistent with previous direc- 
tion, and other management communications to these officials, about the scope of 
their responsibilities and authorities. 

Further, Laboratory management acknowledged that there were inadequate Lab- 
oratory policies that governed when and under what circumstances Laboratory ac- 
tivities must be reported to law enforcement. Laboratory officials had been drafting 
such a policy since the spring of 2002, but the policy remained in draft at the time 
of our inquiry. 

Our inquiry also disclosed organizational inconsistency between the roles of the 
Office of Audits and Assessments and the Office of Security Inquiries. The Office 
of Audits and Assessments was tasked with the internal review of Laboratory 
“waste, fraud, and abuse” concerns, whereas the Office of Security Inquiries was re- 
sponsible for reviewing alleged “theft.” This left not only the potential for “overlap” 
in responsibilities, but “underlap,” as one senior security official characterized this 
condition to our inquiry team. 


2 The memorandum identified an additional 75 computers requiring follow up and resolution 
status. 
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Procurement and Property Systems 

As we completed our inquiry fieldwork, the final report of the Laboratory’s exter- 
nal review team was completed. That report noted a number of Laboratory “pro- 
grammatic weaknesses” with respect to Los Alamos’ controls over purchase cards, 
including: 

• Failure to reconcile and approve monthly statements; 

• Failure to resolve disputed transactions; 

• Failure to properly account for controlled property; 

• Purchase of restricted items in violation of Laboratory policies; 

• Insufficient documentation of items purchased; 

• Inadequate or ineffective sanctions for non-compliance; 

• Insufficient training, especially for approvers; 

• Insufficient program audit and review procedures; 

• Failure to properly manage cardholder spending limits; and, 

• Failure to safeguard card information. 

The external review team recommended a number of corrective actions, and noted 
that they had not validated the Laboratory’s implementation of recent corrective ac- 
tions. 

We also noted during our inquiry that NNSA had completed an assessment of the 
Laboratory’s “Personal Property Management” and “Procurement Management,” in 
December 2002, and rated the Laboratory as “excellent” in both categories. Although 
we did not evaluate the process by which NNSA arrived at such a rating, we believe 
the process should be re-evaluated in light of events. 

RECOMMENDATIONS 

In our report, we made specific recommendations for corrective action. In par- 
ticular, responsible Department officials must ensure that the University of Cali- 
fornia and the Laboratory’s management are held accountable for implementing and 
executing corrective actions resulting from the situation at the Laboratory. 

OTHER OIG REVIEWS 

Beyond this special inquiry, Mr. Chairman, we have a number of recently com- 
pleted reviews and ongoing efforts at the Laboratory. Our most recent report, issued 
on February 21, 2003, examines internal controls of firearms at Los Alamos. We 
concluded that weaknesses exist in the administration of the firearms inventory, 
which included over 1,600 guns. We found, for example, that 12 firearms received 
in 1999 were not entered into the Laboratory’s inventory. Also, separate firearms 
inventories maintained by Los Alamos and the security subcontractor were incon- 
sistent and had not been reconciled. In addition, all firearms were not processed 
through a central receiving point, resulting in delays in entering some firearms into 
the Los Alamos property management database. In fact, some firearms never made 
it into the database. Management asserted that the problems we encountered con- 
cerned receipt of firearms and not accountability of firearms. However, in our judg- 
ment, the failure of Los Alamos to provide an accurate firearms inventory; the lack 
of reconciliation of the Los Alamos inventory with the security force inventory; and 
the acknowledged problems in the process for receipt of firearms and their inclusion 
in the official Laboratory inventory raised additional doubt about the property con- 
trol system at Los Alamos. In response to our report, management indicated that 
corrective actions would be taken. 

Other ongoing Office of Inspector General reviews and investigations, as well as 
matters under the purview of the Federal Bureau of Investigation, are continuing 
to address a number of relevant concerns. The OIG efforts include: 

• A review of laboratory controls over laptop and desktop computers; 

• A review of the allowability of costs claimed by the University of California under 

its contract to manage the Laboratory for the Department of Energy; and 

• A number of criminal investigations regarding misuse of purchase authority. 

The criminal investigations are being worked in coordination with the United 
States Attorney’s Office in New Mexico. Due to the sensitive nature of ongoing in- 
vestigations, we will be unable to provide specific information on the individual 
cases. 

Mr. Chairman, as noted previously, our work at Los Alamos National Laboratory 
continues with the objective of addressing a number of concerns that have been 
raised regarding Laboratory operations. 

This concludes my statement and I would be pleased to answer any questions. 

Mr. Greenwood. Thank you, Mr. Friedman. 
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Your special inquiry report points out that you corroborated a 
number of Mr. Walp’s and Mr. Doran’s fundamental concerns about 
property controls at the laboratory. What was the most significant 
concern there that you were able to corroborate? 

Mr. Friedman. Well, over and above the notion that the labora- 
tory did not countenance very well whistleblowers, people who 
brought problem information to their attention. There was the gen- 
eral lack of accountability, and I think they had a very good point 
on that, and that is the main point that we have corroborated 
through our reviews. 

Mr. Greenwood. Did you sense this culture that Misters Doran 
and Walp referred to? 

Mr. Friedman. There was a tone at the laboratory that, I think, 
parallels the description that they gave you today. 

Mr. Greenwood. Okay. In its letter in response to a list of ques- 
tions from the committee, the University of California asserts, “No 
classified information was contained on the hard drives of the hun- 
dreds of computers that have been lost or stolen at Los Alamos 
over the past 3 years.” 

Do you believe that Los Alamos has accurately accounted for 
these computers and can rightly assert that none of them contained 
classified information? 

Mr. Friedman. Well, at this point, given what we have found to 
date, Mr. Chairman, I don’t have any confidence that they have the 
total number, and I am not sure they ever will get the total num- 
ber. As has been indicated, there may very well have been com- 
puters that were procured but never made it into the inventory 
data base. So, therefore, I don’t know how you necessarily would 
know they are missing. 

With regard — did your question pertain as well to the question 
of the classified information? 

Mr. Greenwood. Yes. 

Mr. Friedman. We found, or they have identified that at least 
400 computers in 3 years were lost, missing or stolen or 
unlocatable. Given the fact that they don’t have the computers, I 
would not necessarily express a great deal of confidence in the final 
conclusion that there was no sensitive or classified information 
compromised. 

I don’t have an instance in which that was the case, but I cer- 
tainly couldn’t assure you that that was not the case. 

Mr. Greenwood. According to a February 5, 2003, memo from 
you to Acting Administrator Linton Brooks at the National Nuclear 
Security Administration, your office encounter, “significant dys- 
function at Los Alamos during your review.” 

Specifically, you note that lab management failed to comply with 
your request for information regarding an April 10, 2002, internal 
lab memo. Could you describe the significant dysfunction that you 
encountered in your review? 

Mr. Friedman. Well, the memo in question, Mr. Chairman, came 
to our attention through a third party and, when we talked to the 
purported author of the memo, he didn’t have a copy of the memo 
nor was he able to provide the five data points that had been re- 
quested as a result of the memo. He was not able to provide any 
of that information. 
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We departed that day with a commitment on his part to get us 
the information and to provide it to us. It was very surprising that 
this person, who was in a fairly senior position at the lab, could 
not provide us the information at that instant. 

Subsequently, in fact, we received an e-mail message from this 
individual stating that, in fact, the earlier memorandum that had 
been referred to had been withdrawn. We still have a data request, 
and we do to this day have a data request for all the information 
that may have resulted, as had been requested by the original 
memorandum. 

Basically, we then found after our review had been completed 
that, in fact, the memo had been re-issued subsequently. We still 
have not received the substance of the information. Of the five data 
points, three of the five data points, we don’t believe, have ever 
been fully complied with. 

So as a result, we don’t have confidence in the system. Even if 
there was a significant misunderstanding, a lack of candor with the 
Office of Inspector General or a miscommunication within the lab, 
that is a dysfunction in and of itself. 

Mr. Greenwood. The committee’s investigation of problems at 
Los Alamos has focused on the University of California, the con- 
tractor in charge of operating Los Alamos. In your opinion, is the 
Department of Energy and National Nuclear Security Administra- 
tion also at fault for management breakdowns at Los Alamos? 

Mr. Friedman. There certainly are shared responsibilities. The 
Department of Energy and the NNSA specifically is the contract 
manager for the University of California contract at Los Alamos. 
So absolutely, they have a responsibility. 

Mr. Greenwood. You have looked at this pretty thoroughly. If 
it was your job to make sure that this kind of thing doesn’t happen, 
not only at Los Alamos or anywhere else within DOE or, for that 
matter, the Federal Government, what kinds of things would you 
do? How do we fix this? 

Mr. Friedman. Well, first, there needs to be — and this is going 
to require a sustained effort, Mr. Chairman — a change in the cul- 
ture with regard to encouraging people who have legitimate con- 
cerns to raise those concerns, and they should know that it is done 
in an environment in which they will not be retaliated against. 

Second, it is the responsibility of management to act on those 
concerns. Once they are brought to your attention, they need to be 
addressed. 

Third, it seems to me, we have to make sure that the processes, 
or at least the University of California at this point needs to make 
sure that the processes that are in place, procurement, financial, 
inventory, at the various laboratories under its management are 
first class, that they operate as intended, and that they are doing 
the job, and that the interest of the taxpayers is ensured as a re- 
sult of those processes. 

Mr. Greenwood. Just wondering what would happen if we had 
an immunity day and asked everybody to just please bring back all 
the stuff they have stolen over the last 20 years, and make a big 
pile. 

Are you satisfied the University of California has recently an- 
nounced corrective actions? 
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Mr. Friedman. Well, this is going to take some time. It is a good 
start. The jury is out, and we will go back and take a look at it 
at some point in the future to see if, in fact, they are operating as 
intended. 

Mr. Greenwood. I would like unanimous consent to enter these 
documents into the record. Without objections. 

The Chair recognizes the gentleman from Florida for 10 minutes. 

Mr. Deutsch. Thank you, Mr. Chairman. Now I think under- 
lying all of our investigations is actually what the laboratory does, 
and I think all of us have this concern, that if this level of scrutiny 
is done on the criminal activity in terms of devices, how much seri- 
ous is there out there that we don’t know about? 

I think that really is the anxiety I think all of us has, is as awful 
as all of this is, whether it is a Rototiller or a sleeping bag, it would 
be a lot worse if it were enriched uranium. 

Flave you independently looked at those issues in terms of the 
entire structure and the system that they have in place for protec- 
tion of not just, as you had acknowledged, with stolen or the unac- 
counted for computers. We have no idea what was on those com- 
puters. 

It just raises the stakes more than just criminal activity, but 
really espionage and national security, which obviously are, in fact, 
as significant as all these other issues are, much more troubling. 

Mr. Friedman. Well, we are attempting to address that, Mr. 
Deutsch, and let me give you one example. One of the reviews that 
we have ongoing right now, as I indicated, is a comprehensive re- 
view of the controls over desktop and laptop computers, and we are 
going to follow them to the core, as they were purchased, through 
the process, as they are disposed of. 

Those that are identified as being stolen, lost or unbeatable, we 
will follow those as well and really examine the controls over those 
computers. So I hope we will get to the issue, the core issue, that 
you are referring to. 

Mr. Deutsch. Do you feel you as the Inspector General have 
enough resources to do that? 

Mr. Friedman. That is a loaded question. The answer, Mr. 
Deutsch, is that we don’t have enough resources. We are doing the 
best we can with what we have. We are spread over 14 different 
Department of Energy locations around the country. Our objective 
is to do the maximum with the people that we have. 

We recognize the fact that resources are tight throughout govern- 
ment. 

Mr. Deutsch. But again, let me just kind of — have you seen any 
change in the resources available to you post 9-11, either in last 
year’s budget or in this year’s budget? 

Mr. Friedman. This year’s budget, I am pleased to say, we had 
a fairly substantial increase. But the delay in getting the budget 
has worked against us in terms of hiring. 

Mr. Deutsch. I mean, could you be more specific with what that 
increase was? 

Mr. Friedman. I am embarrassed to tell you, I don’t know the 
precise number. 

Mr. Deutsch. Do you have a ballpark, 10 percent, 20 percent? 

Mr. Friedman. It was about a 20 percent increase. 



62 


Mr. Deutsch. And is that more directed toward these types of 
issues that we are discussing? 

Mr. Friedman. Unfortunately, we have an obligation under stat- 
ute to audit the financial statements of the U.S. Department of En- 
ergy, and that is the most labor intensive and dollar intensive ef- 
fort that we undergo. So a disproportionate part of our budget is 
directed toward the financial statements of the Department of En- 
ergy. 

Mr. Deutsch. And what percentage of your budget, would you 
say, is directed toward that versus these other type of activities? 

Mr. Friedman. Well, it is about 20 percent of our entire budget, 
and we think that is quite high. 

Mr. Deutsch. Now can I — I mean, just to try to get a feel for 
this, how many people would you say — how many person time are 
you allocating to the Los Alamos situation at this point? How many 
full time positions? 

Mr. Friedman. How many full time positions? Probably 20 to 25. 
Let me just expand on that for a second. We are also doing sen- 
sitive property reviews at the other University of California labs as 
well. 

Mr. Deutsch. And in terms of the other facilities that you have 
responsibility for, do you have any sizable people in terms of prop- 
erty evaluation at any of the other locations? 

Mr. Friedman. Well, yes. You know, obviously, we have 

Mr. Deutsch. You have jurisdiction, but I mean, is there any- 
thing that large in terms of numbers of people? 

Mr. Friedman. No. No, there is nothing that large, not by a long 
shot. 

Mr. Deutsch. Have you uncovered anything similar to what’s 
happened in Los Alamos? 

Mr. Friedman. Well, it is too early to tell, but the firearms re- 
view was the first step in a series of steps to look at property con- 
trols. 

Mr. Deutsch. At this point, do you think the laboratory has 
taken sufficient personnel action to deal with the problems that 
you’ve identified? 

Mr. Friedman. Well, as I indicated earlier, certainly, a number 
of personnel actions have taken place. There are a number of reor- 
ganizations that have taken place. But it is too early for us to judge 
whether those are really effective in addressing the problem. 

Mr. Deutsch. When would you want to come back for us where 
you feel you can actually judge those? 

Mr. Friedman. Well, let’s look at 6 months, and maybe we will 
have a chance to look at it in that timeframe. It may be a little 
longer than that. Did you ask for a timeframe? Did I answer you 
correctly? 

Mr. Deutsch. Yes, you did. In your longer statement you said 
that the firing of Mr. Walp and Mr. Doran while they were ongoing 
reviews of property and procurement controls undermined manage- 
ment’s action to address the core issue, identifying and correcting 
weaknesses in controls over national security. 

Would you explain how exactly this undermined the core issue? 

Mr. Friedman. Well, basically, we felt that these people were on 
the front line of identifying these problems, and taking them out 
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of the loop undermined this very process that was designed to get 
to the bottom of these issues and to investigate and prosecute those 
cases where there was wrongdoing. 

Mr. Deutsch. And the core issue being? 

Mr. Friedman. The core issue being people on the inside with 
the investigative information to provide to us or to the FBI as to 
wrongdoing at the laboratory. 

Mr. Deutsch. Right. But I guess the thing that raised just my 
concern again is that weakness in controls over national security, 
not over theft but over national security. What were you alluding 
to there? 

Mr. Friedman. Oh, what we were alluding to is — and as I indi- 
cated, we have not found a computer that contained classified in- 
formation that was lost or stolen. What I am alluding to is that the 
national security mission of Los Alamos is inextricably tied to the 
day to day business of the laboratory. 

So to the extent that you have people who are involved in mis- 
deeds, who are even responsible for common inventory, it sends a 
very, very important message to the rest of the laboratory. 

Mr. Deutsch. How helpful would Mr. Palmieri’s April 10 memo 
have been in implementing the necessary correction actions? 

Mr. Friedman. He laid out five different steps. I thought they 
were good steps, the most important of which was corrective action 
plans for all of the divisions at the laboratory in terms of their 
dealing with property. I thought that was the most impressive. To 
date, we have not received any of those corrective action plans. 

Mr. Deutsch. And controlling the property on the inventory list 
really doesn’t address the abuse in the procurement system. Most 
of the property isn’t even on that list. Is that not correct? 

Mr. Friedman. I don’t think it is most of the property. I think 
there is a fair amount of the property that is not on that list. I 
don’t know the precise percentage. 

Mr. Deutsch. And finally, under the new reorganization plan, 
Mr. Walp’s former office is going to be merged into the Audits and 
Assessments Section. Audits does not have a good reputation for 
prosecuting fraud, waste and abuse, particularly criminal cases. 

Does this appear to just be another attempt to put the investiga- 
tors into an office much more acceptable to upper management? 

Mr. Friedman. Frankly, until I heard it today, I did not know 
that is the way it was going to be reorganized, and I’d like to take 
a look at that, and I would be more than happy to give you my 
opinion after I have done that. I don’t have an opinion on it right 
now. Unless the Audits and Assessments unit is girded up and 
given authority, I’m not sure that it is a good idea. 

Mr. Deutsch. Thank you. 

Mr. Greenwood. Before we go to Ms. Eshoo, just one quick ques- 
tion. 

I want to understand something. University of California man- 
ages about $2 billion worth of Federal money in this program, and 
they get a performance fee that totals around $8-$9 million. If 
property is stolen from the lab, does that come out of the funds 
that would otherwise enure to the benefit of the University of Cali- 
fornia or, in fact, does it just get moved — pushed along to the 
Treasury? 
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Mr. Friedman. This is a question, Mr. Chairman, that really 
ought to be addressed to the Department itself. But in general, un- 
less the most senior members of the contractor staaff are aware of 
the fraud, the taxpayers carry the burden of those losses. 

Mr. Greenwood. Thank you. The gentlelady from California. 

Ms. Eshoo. Thank you again, Mr. Chairman, for the legislative 
courtesy that you have extended to me. Thank you, Mr. Friedman, 
for your excellent testimony and your very important work. 

I have two questions. Are you aware of the reforms that the Uni- 
versity has undertaken relative to this scandal and, if so, do you 
believe they are the soundest policies to cure the ills that you have 
investigated and reported? 

Mr. Friedman. Well, as I indicated, there have been a number 
of personnel changes. There have been a number of reorganiza- 
tions. For example, the University’s auditor is now directly in- 
volved at Los Alamos. So it’s impressive, Congresswoman, but I 
want to withhold judgment on the final analysis until we have a 
chance to look at it after it has been executed for a period of time 
to see if it is doing the job. 

Ms. Eshoo. In the analysis that you did, can you tell us what 
the dollar figure is that — as you just mentioned in the answer to 
the last question that was posed to you, who picks up the tab. The 
American taxpayer. How much have they been ripped off? 

Mr. Friedman. Well, I don’t have an independent number, but 
relying upon the number that has been referred to in the April 10 
memorandum, at least $1.3 million. 

Ms. Eshoo. And the contract is for how much? 

Mr. Friedman. The contract is in the nature of about $1.3 billion 
a year. I am not precisely sure of the exact amount. 

Ms. Eshoo. And it is a 5-year contract? 

Mr. Friedman. I’m sorry? 

Ms. Eshoo. Is it a 5-year contract? 

Mr. Friedman. It is a 5-year contract, as I understand it. 

Ms. Eshoo. I would still like to have that amount in my checking 
account, but I think that context is also important here. 

do you believe that, with the most stringent reforms and the 
commitment to sustain them, that what has been uncovered can be 
permanently eradicated? 

Mr. Friedman. I’m sorry. I’m not sure I understand your ques- 
tion. Could you repeat it? 

Ms. Eshoo. Reforms placed on the books that University of Cali- 
fornia has to accept this, and it’s up to them to do, to put the re- 
forms into place, to develop the confidence of the Congress that 
they can indeed sustain the reforms. I mean, some reforms sound 
terrific, but they are not worth the paper that they are written on. 

Mr. Friedman. Right. 

Ms. Eshoo. So not only to recognize that reforms need to be 
made, that they can indeed and will be sustained. Do you believe 
that those reforms can actually cure the ills that we know about? 
So much talk, excuse me, about the culture, and that’s a lot of 
times a lot more difficult to get at. Do you believe it can be weeded 
out? 

Mr. Friedman. I think, if there is a sustained effort, it is going 
to take a fair amount of time. It is not going to be a quick fix, and 
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I suspect that the changes proposed by the University of California 
are evolving, and there will be more of them, is my expectation. 
Mr. Darling, I think, is going to succeed me on the panel, and I 
think he can answer that more directly, but I think there is a 
chance they can address the underlying issues, sure. 

Ms. Eshoo. Well, that’s positive. In the examination of security 
and audit divisions or departments, whatever the right word is, I 
don’t have the sense that moving one person from one to the other 
is really what is going to fix this. Do you think that an outside — 
a private security company would be better and that you wouldn’t 
have the situation that sounds to me like the fox in charge of the 
chicken coop. 

It is very difficult to, I think, given the situation, and I think 
under a whole set of normal circumstances, that that is an easy 
thing to carry out. Do you think the University would be better off 
going outside to do this? 

Mr. Friedman. Well, respectfully, there are at least two outside 
investigative organizations with appropriate authority. One is my 
office. The other is the Federal Bureau of Investigation. One of the 
findings which is most unfortunate is that there was a reluctance 
to share information with our office, a delay in sharing with our 
office and the FBI. 

Ms. Eshoo. How do you think that is best addressed, though? 

Mr. Friedman. Well, I think in part that is a cultural issue 

Ms. Eshoo. They have probably learned by now. 

Mr. Friedman. And I suspect, with Congressional pressure, and 
more emphasis on the part of the NNSA, I think those issues can 
be addressed. 

Ms. Eshoo. I think that investigation and oversight — and I al- 
ways say this to my constituents in town hall meetings — is really 
one of the most important roles that the Congress can play, and I 
think that what I have learned from you and from the other wit- 
nesses, but especially from you, is that the accountability in the re- 
view that comes with investigation and oversight can indeed hap- 
pen. 

I am pleased to hear you say that you — to give you 6 months or 
a little more to take a look and to come back. But I think the seri- 
ousness with which this situation is taken and then turn that into 
something is really very important. 

Let me just ask you one more question, and it is one that I have 
continued to pursue with whomever is testifying, and I plan to ask 
this of the University people as well. I think it is very, very impor- 
tant to know about this nexus of national security and the work, 
the contract that the University has. 

While there is a question about the computer that contained clas- 
sified information, and I think that is still part of the work that 
you are doing, to pursue that, to chase that down, is there anything 
else that you can point to that raises serious questions about what 
I am asking you? 

Mr. Friedman. There is nothing that comes to mind. Let me clar- 
ify one thing so I’m not misleading you. We are not investigating 
the loss of a particular computer that we think may have had clas- 
sified information at this time. 
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Ms. Eshoo. Thank you. Thank you, Mr. Chairman. Thank you 
for your good work. 

Mr. Greenwood. Thank you. One final question, Mr. Friedman. 
The University of California has operated Los Alamos for 60 years. 
It is my understanding that each time the contract comes up for 
renewal, it has been extended noncompetitively to the University 
of California. Do you think that it is time for the Department of 
Energy to put the Los Alamos contract up for competition? 

Mr. Friedman. Well, I don’t have a position on this particular 
contract, Mr. Chairman, but my general position is and the position 
of my office has been, based on the work that we’ve done, is that 
maximizing competition is in the best interest of the taxpayers. 

So, certainly, you never know who is out there or who might 
have some good ideas. So I wouldn’t rule it in or rule it out, but 
I think generally, maximum competition is in the best interest of 
the taxpayers. 

Mr. Greenwood. Okay. Well, thank you, sir. We appreciate your 
testimony. 

I call our final witness, Mr. Bruce Darling, Senior Vice President, 
University Affairs, and the Interim Vice President for Laboratory 
Management at the University of California. Welcome, Mr. Darling. 
Thank you for being with us. 

Mr. Darling. Thank you, sir. 

Mr. Greenwood. You may have heard me say to the other wit- 
nesses that it is the custom of this committee to take testimony 
under oath. Do you object to giving your testimony under oath? 

Mr. Darling. No, I do not. 

Mr. Greenwood. Also pursuant to the rules of the House and 
this committee, you are entitled to be represented by counsel. Do 
you wish to be represented by counsel? 

Mr. Darling. I do not. I should note, however, that the Univer- 
sity has retained Covington & Burling in the person of Lanny 
Breuer. He has been assisting the University and the committee in 
its investigation, but I do not wish counsel. 

Mr. Greenwood. Okay, thank you. In that case, if you would 
rise and raise your right hand. 

[Witness sworn.] 

Mr. Greenwood. You are under oath, Mr. Darling, and you may 
give your statement. 

TESTIMONY OF BRUCE B. DARLING, SENIOR VICE PRESIDENT, 

UNIVERSITY AFFAIRS AND INTERIM VICE PRESIDENT, LAB- 
ORATORY MANAGEMENT, UNIVERSITY OF CALIFORNIA 

Mr. Darling. Good afternoon, Mr. Chairman, Mr. Deutsch, and 
members of the committee. I’d like to thank you for this oppor- 
tunity to address the business, property management, and procure- 
ment problems at Los Alamos National Laboratory. With your per- 
mission, I’d like to give you a brief summary of the written testi- 
mony that I have submitted for the record. 

First, let me say that I am not here to offer any excuses whatso- 
ever. To the contrary, the University of California accepts full re- 
sponsibility, and we are aggressively making the changes to restore 
public confidence in Los Alamos and in the University of Cali- 
fornia. 
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Our efforts have benefited greatly from the information made 
available to us by Glenn Walp and Steven Doran, other laboratory 
employees, the Department of Energy Inspector General, and this 
committee. All of you have helped us identify problems, expose 
abuses, and to begin to resolve them in an effective and decisive 
manner. 

If I may say, along with Mr. Tauzin, I, too, would like to recog- 
nize Jaret Mcdonald for identifying the thefts at the facility known 
as TA-33 and for fully pursuing the matter, including when he had 
to go to the FBI outside of the laboratory. 

In particular, Mr. Chairman, I would like to acknowledge your 
leadership, and I would like to say that the information — new in- 
formation that has come out of today’s hearing is something that 
we will pursue vigorously and immediately. 

In my remarks, I will briefly describe what actions we have 
taken to date to resolve the problems at Los Alamos. In doing so, 
I would like to touch on personnel changes, increasing financial in- 
tegrity at the lab, property controls, as well as the University’s gov- 
ernance of these three national assets. 

The University’s actions began last August with the appointment 
of an external review team to examine the lab’s purchase card pro- 
gram. Then late last year President Atkinson dispatched a team of 
senior University officials, first to review the laboratory business 
practices, and subsequently the dismissals of Mr. Walp and Mr. 
Doran. 

As a result of our findings, the University has made sweeping 
management changes, beginning in late December with the ap- 
pointment of Vice Admiral George P. Nanos as Interim Director of 
Los Alamos. 

Admiral Nanos brings to Los Alamos a strong management back- 
ground as commander of the Naval nuclear weapons program as 
well as the Naval Sea Systems Command which had more than 
40,000 employees and over a $20 billion annual budget — so a factor 
of 10 greater than Los Alamos in terms of budget. 

To date, 15 lab managers and employees have either been termi- 
nated, removed from management positions and/or reassigned to 
new positions. These include the laboratory Director, the Principal 
Deputy Director of the laboratory, the Chief Financial Officer of the 
laboratory, the Security Director and Deputy Director of the labora- 
tory, and the Audit Director of the laboratory. In addition, the Uni- 
versity rehired Mr. Walp and Mr. Doran, as you heard previously. 

Among the other steps we have taken, Senior University officials 
are directly managing Los Alamos’ business functions, both the 
business activities and the audit activities. We have strengthened 
the independence of the audit office. We have rescinded the audit 
office’s so called loyalty oath that you may have read about in In- 
spector General Friedman’s report, and we have activated an inde- 
pendent whistleblower hotline. 

In addition, we initiated a comprehensive property inventory 
that is now underway, and we have reviewed every property deliv- 
ery site, known as drop points, an issue that was brought to our 
attention by Mr. Walp and Mr. Doran; and we have improved the 
lab’s business organization, procedure and financial systems and 
controls. 
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In addition, we have brought in external resources to bear on 
these problems. First, we created an external review team, which 
you know began in August, looking at the purchase card program. 
It was made up of two former Federal Inspectors General, along 
with a dozen forensic auditors from PricewaterhouseCoopers, and 
we have recently expanded that effort to include all procurement 
at the laboratory, not just the purchase card system. So the just- 
in-time contracts, regular procurement, blanket purchase orders, as 
well as the local vendor agreements that you heard about earlier 
from Mr. Walp and Doran. 

I should also add that another external resource we have brought 
to bear is Ernst & Young that currently have 30 consultants on the 
ground at Los Alamos today, looking at business processes, finan- 
cial controls and organization structure to do a comprehensive re- 
view of the entire business operations of the lab, for many of the 
reasons you have heard from the previous witnesses. 

To sustain these changes, and I do mean sustain them, President 
Atkinson has established an interim oversight board for Los Ala- 
mos. We are revamping the University’s laboratory governance 
structure. What we want to do is create a clear set of expectations 
for everyone involved and a very clear culture of accountability for 
all of us in this process. 

Let me underscore that the lab financial controls did indeed have 
serious weaknesses. The purchase card program differed from those 
at the University’s 10 campuses and the 2 other laboratories that 
we manage for the Federal Government. It lacked strong controls 
and, unfortunately, the controls that did exist were not enforced 
adequately. 

It is also clear that Los Alamos did not impose the kind of sanc- 
tions that would have encouraged employees to better account for 
laboratory property in the way that all of us should be doing. And 
the dismissals of Mr. Walp and Mr. Doran were both unwarranted 
and, to use the Inspector General’s words, incomprehensible. 

While we address these problems, I want to assure you that we 
are also focused on fulfilling the mission of the laboratory to the 
Nation, especially at this critical time in world events. The lab’s 
science and weapons programs must meet their objectives, and the 
security operations must meet the Nation’s expectations. 

Managing Los Alamos is a privilege for the University of Cali- 
fornia. It allows us to contribute to the Nation’s defense in innu- 
merable ways, from weapons development to the stewardship of the 
Nation’s nuclear stockpile, and to homeland security. Our challenge 
is now to raise the business practices to the quality of our science 
and our weapons programs. We owe this to the American people 
who, after all, are paying for it, and whose security is also depend- 
ent upon the work of the laboratory. 

Finally, let me just say that Interim Director Nanos, joined by 
many honest and hard working lab employees, are working dili- 
gently to bring about a change in the culture of the laboratory. The 
challenge now is to solidify his efforts and to sustain them over the 
long term. 

In conclusion, I would like to apologize to you on behalf of Presi- 
dent Atkinson, myself, and the University’s Board of Regents for 
these business practice failures. They detract from the very real 
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and valuable contributions that thousands of Los Alamos scientists, 
technicians and support personnel are making to our Nation. We 
are a stronger and safer Nation because of their efforts, and we re- 
gret what has taken place. 

Mr. Chairman, I would be pleased to answer any questions that 
you or members of the committee may have. 

[The prepared statement of Bruce B. Darling follows:] 

Prepared Statement of Bruce B. Darling, Senior Vice President of 
University Affairs, University of California 

Mr. Chairman, Mr. Deutsch and members of the Committee: My name is Bruce 
Darling, Senior Vice President of University Affairs for the University of California. 
On January 8, President Atkinson also appointed me interim Vice President for 
Laboratory Management. 

I appreciate the opportunity to appear before the Committee today to address the 
management problems at Los Alamos National Laboratory. Let me assure you at 
the outset that I am not here to offer any excuses for the business, property man- 
agement, and procurement problems at the Laboratory. On the contrary, the Uni- 
versity of California takes full responsibility for these problems and is aggressively 
implementing the changes necessary to strengthen financial controls and restore the 
American public’s confidence in Los Alamos and the University’s management of it. 

Our efforts have benefited greatly from the information made available by Glenn 
Walp and Steven Doran, other Laboratory employees, the Department of Energy In- 
spector General, the media and this Committee. All have been invaluable in the 
University’s effort to identify problems, to expose abuses, and to resolve them in an 
effective and decisive manner. I want to acknowledge in particular the leadership 
of Chairman Greenwood in this effort. If additional information becomes available 
today or at any other time, we will pursue it immediately. And we will continue to 
work with the Committee, the Department of Energy, and current and former em- 
ployees at Los Alamos, including Mr. Walp and Mr. Doran, to accomplish our correc- 
tive actions. 

Since the problems at Los Alamos have been reported in the media and discussed 
at this hearing, I will focus initially on the actions we have taken to date and then 
I will describe why we did so: 

SWEEPING MANAGEMENT CHANGES 

The University made sweeping management changes at Los Alamos starting in 
late December with the appointment of Vice Admiral George P. Nanos as Interim 
Director following the resignation of the Laboratory Director and the removal, and 
later termination, of the Principal Deputy Director. Admiral Nanos brings to Los Al- 
amos a strong management background and valuable experience leading the U.S. 
Navy’s nuclear weapons program. He also commanded the Naval Sea Systems Com- 
mand, the Navy’s largest acquisition command responsible for the design, construc- 
tion, support and maintenance of all Navy ships and shipboard weapons systems, 
with four nuclear repair shipyards, seven Navy laboratories, 40,000 employees, and 
a $23 billion budget. 

Soon thereafter, we removed the director of the Lab’s Audit Office. We removed 
and reassigned the Chief Financial Officer and his two deputies, and both the direc- 
tor and the deputy director of the Lab’s Security Division. We also rehired Mr. Walp 
and Mr. Doran, with full back pay to the date they had been dismissed by the 
former Laboratory management. 

At the same time, senior University administrators took on direct, personal re- 
sponsibility for managing Los Alamos functions. 

UNIVERSITY MANAGEMENT OF LOS ALAMOS AUDIT OFFICE 

The University Auditor is now directly managing the Audit Office. In that capac- 
ity, he has already taken a number of significant steps: 

• He has strengthened the independence of the audit function by having the audi- 

tors of all three laboratories report directly to him. 

• He rescinded the so-called “loyalty oath” prior to its mention in the DOE Inspec- 

tor General’s Special Inquiry on Los Alamos operations. 

• He has commenced peer reviews of the critical audit and assessments functions 

and redefined the internal audit reporting structures. 
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• He has developed a plan to bring current the substantial backlog of audit and in- 

vestigation work utilizing existing staff, UC audit managers, and outside ex- 
perts. 

• He added an independent whistleblower hotline (1-800-403-4744) that improves 

confidentiality in order to encourage employees to report improper activities 
without fear of retaliation. This is intended to give employees confidence that 
their concerns will be investigated fully and in a timely manner. He is also im- 
plementing at Los Alamos recent University policies for reporting and inves- 
tigating irregularities and protecting whistleblowers from retaliation. 

UNIVERSITY MANAGEMENT OF LOS ALAMOS BUSINESS AND FINANCE 

The Laboratory’s finance and business operations are also now being managed by 
the University’s Vice President for Financial Management, who has extensive cor- 
porate finance experience. In that capacity, she has taken the following actions: 

• She organized a “red team” consisting of property, procurement and technology 

specialists from Lawrence Livermore National Laboratory to conduct a high 
level review of the organizational structure, business procedures and financial 
systems of the procurement and property functions. 

• She is conducting an internal risk assessment of key financial and business proc- 

esses, including a “cradle-to-grave” assessment of property acquisition. 

• She adopted a more effective transitional organizational structure in the Business 

Division that includes enhancements to financial controls and business proc- 
esses. 

• She will integrate the financial control and business process improvements with 

the Enterprise Resource Project of the Laboratory. 

• She named a senior procurement officer from the University as interim head of 

the Procurement Office and installed a new administrator to lead the purchase 
card program. 

EXTERNAL REVIEW OF PURCHASE CARDS AND PROCUREMENT 

Meanwhile, the University has directed an External Review Team — made up of 
two distinguished former federal Inspectors General and more than a dozen forensic 
accountants from PricewaterhouseCoopers — to expand its recently completed review 
of the Lab’s purchase card system to include all other procurement practices at the 
Laboratory, including Just-in-Time contracting, blanket purchase agreements, and 
local vendor agreements. As soon as the expanded work is done, we will report the 
results to the Committee and to the public and we will immediately address any 
deficiencies identified by the External Review Team. 

EXTERNAL REVIEW OF KEY BUSINESS PROCESSES 

The University has also retained Ernst & Young to conduct a comprehensive re- 
view and validation of the Laboratory’s key financial processes; to review systems 
integration and controls; to assess the business organization and recommend the op- 
timal organizational structure; to evaluate core competencies of the business organi- 
zation personnel; and to recommend required employee skill sets. A team of over 
30 Ernst & Young consultants has been at Los Alamos for several weeks now and 
is expected to report back to us next month. 

PROPERTY INVENTORY 

Property management is another high priority. To that end, we are moving for- 
ward with a comprehensive property inventory — the first since 1998. As you can 
imagine, at a facility like Los Alamos, which covers 43 square miles and includes 
some 2,000 buildings and $943 million in controlled property inventory, a wall-to- 
wall inventory is a massive but important and necessary undertaking. We have also 
conducted a survey of all Laboratory delivery sites, known as “drop points,” in order 
to assess vulnerabilities in security. Our external consultants will recommend addi- 
tional property management controls that we will be instituting. 

INTERIM OVERSIGHT BOARD 

More strategically, President Atkinson has established an interim Oversight 
Board of University Regents and scientific experts to guide Interim Director Nanos 
and to ensure that necessary reforms are vigorously pursued at Los Alamos. Its 
membership includes three members of the Board of Regents, Richard Blum, Peter 
Preuss and Gerald Parsky; UC San Diego Chancellor Robert Dynes, a physicist; and 
Sidney D. Drell, a Stanford University professor emeritus and a noted arms control 
advisor. 
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Both Blum and Parsky are highly regarded financial experts with long experience 
in financial management. Parsky’s firm acquires and builds middle-market compa- 
nies in the industrial sector of the economy. Under his leadership, Blum’s firm has 
helped to build numerous publicly- and privately-owned companies both in the 
United States and abroad. 

Drell served in 2001-2002 as chair of the senior review board for the Intelligence 
Technology Innovation Center and also served from 1992-2001 as a member of the 
President’s Foreign Intelligence Advisory Board. 

Dynes is a physicist specializing in semiconductor research. He came to UC San 
Diego in 1991 after a 22-year career with AT&T Bell Laboratories. He has two dec- 
ades of experience consulting and advising on national laboratory oversight issues, 
including as vice chair of the President’s Council on National Laboratories. 

Preuss is President of the Preuss Foundation, which is involved in brain tumor 
research. In 1970, he founded Integrated Software Systems Corporation, the first 
software company specializing in computer graphics. He is chairman of the Regents’ 
Committee on Oversight of Department of Energy Laboratories. 

UNIVERSITY GOVERNANCE AND OVERSIGHT 

At the same time, we are working on a larger revamping of the University’s gov- 
ernance structure for the three national laboratories it operates for the federal gov- 
ernment. 

External Oversight. We are examining various national laboratory management 
models for elements that we can draw upon to improve our own oversight: DOE’s 
Sandia National Laboratories, Argonne National Laboratory, Oak Ridge National 
Laboratory, and Brookhaven National Laboratory; DOD’s Draper Laboratory; and 
NASA’s Jet Propulsion Laboratory. Our goal is stronger oversight by people with ex- 
pertise in science and weapons, technology businesses, and corporate governance 
who will hold the Labs and the University accountable. 

For the new governance board, we are currently developing a list of candidates 
with experience relevant to national security laboratories. We are developing a char- 
ter and initial definition of roles and responsibilities for this oversight structure and 
its relationship to the UC Board of Regents, to the University President and Vice 
President for Laboratory Management, and to the Laboratory Directors. We will in- 
clude a list of expectations for Laboratory Directors in creating and maintaining a 
culture of accountability at the Laboratories. 

Internal Oversight. To ensure that the University remains fully engaged in 
oversight, not just at Los Alamos but also at the other two Laboratories, we are de- 
signing an improved internal University structure. It will integrate a broader array 
of University management expertise — business and finance, audit, legal counsel, 
and human resources — into the oversight of the Laboratories, create a strong sup- 
port function and staff for the external oversight body, integrate external expertise 
into the University’s oversight, and create our own clear set of expectations and cul- 
ture of accountability. 

That’s where we are today. Now let me explain the events that led us to this 
point. 

Without addressing every allegation you may have read about in the press or 
heard about in the hearing today, we clearly determined that the general thrust of 
many of the allegations concerning control weaknesses are valid. It is clear, for ex- 
ample, that the purchase card program at Los Alamos, which differed from the pro- 
gram used at the University’s ten campuses and two other UC-managed labora- 
tories, lacked strong controls. The controls that did exist were not adequately en- 
forced. It is also clear that Los Alamos did not impose the kinds of sanctions and 
accountability that would have encouraged employees to keep track of property for 
which they were responsible. And it is clear that the dismissals of Mr. Walp and 
Mr. Doran were unwarranted. 

As I explained earlier, we have been aggressively correcting these problems. We 
also accept the challenge posed to us by Chairman Greenwood during his visit to 
Los Alamos last month to make our purchase card program a model for the nation. 

PURCHASE CARD EXTERNAL REVIEW TEAM 

Last August, when we first heard allegations of procurement card abuse at Los 
Alamos, the University immediately directed the Lab to establish the External Re- 
view Team (described on Pages 4-5) to examine the Lab’s purchase card program. 
This team reviewed 45 months of transactions totaling $120 million and 170,000 
separate transactions. Following issuance of the External Review Team’s final re- 
port in December 2002, the University Auditor, Patrick Reed, was dispatched to 
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verify the Lab’s efforts to reconcile and review all questionable transactions raised 
by the External Review Team. 

The University Auditor, in turn, submitted his interim report in February. It con- 
cludes that there were approximately $320,000 in costs that were questioned as to 
allowability. These costs, including some that cannot be documented because of 
records lost in the 2000 Cerro Grande fire, will be fully reimbursed to the Depart- 
ment of Energy immediately upon a determination by the DOE contracting officer 
that this represents a full and fair accounting of the questioned transactions. In ad- 
dition, the Lab adopted the University’s purchase card program in June 2002 and 
has reduced the number of purchase cards in use by the Lab’s 8,500 employees from 
1,100 to 561. Furthermore, all current cardholders and “approving officials” have 
been trained on purchase card policies and procedures. Numerous changes have 
been made in the policies and procedures governing the purchase card program in 
order to tighten internal controls and reduce the risk of fraud. We have decreased 
cardholder-spending limits and imposed requirements that each transaction be ap- 
proved by a supervisor. We have also banned the use of purchase cards to buy in- 
ventory-controlled items. Finally, we have implemented sanctions such as revocation 
and suspension of cards for inappropriate card usage or non-completion of training 
requirements. 


UNIVERSITY SPECIAL REVIEW TEAM 

While the External Review Team was conducting its initial review, President At- 
kinson directed me on November 21, 2002 to lead a Special Review Team of senior 
University administrators to assess first-hand the scope of the problems at the Lab- 
oratory. During our visit to Los Alamos four days later, we identified weaknesses 
in the Laboratory’s purchasing, property management, audits and assessments, fi- 
nancial management, security, and public communications programs and issued a 
report with nine findings and recommendations. To cite a few examples, we learned 
that: 

• $4.9 million in purchase card transactions either had not been electronically rec- 

onciled in a timely manner or were otherwise under question; 

• There was no systematic process to ensure that controlled property items pur- 

chased via alternative procurement methods (e.g., purchase cards, Just-in-Time 
contracts), were entered into the property inventory; 

• There was an urgent need to evaluate the Laboratory’s business systems, finan- 

cial controls and accountability; 

• There were ineffective processes to ensure that senior Laboratory officials were 

notified of inappropriate business activity at the Laboratory. In addition, there 
was an inadequate process to ensure that inappropriate activity, such as waste, 
fraud, abuse or theft, was reported to Laboratory management, the DOE Inspec- 
tor General, and UC officials. 

• There were unacceptable audit practices, both in terms of the timeliness of ad- 

dressing audit findings and a serious backlog of unresolved repetitive audit 
findings. 

TERMINATION AND SUBSEQUENT REHIRING OF MR. WALP AND MR. DORAN 

In addition, our report to the President strongly recommended that the cir- 
cumstances surrounding the dismissals of Mr. Walp and Mr. Doran — which, unbe- 
knownst to us, occurred the morning of November 25 when the first Special Review 
Team met in Los Alamos — be referred for investigation to the Inspector General and 
that the University also investigate the dismissals, but in a way that would not 
interfere with the Inspector General’s investigation. Both investigations subse- 
quently concluded that the dismissals were unwarranted. 

On December 16, President Atkinson directed me to lead a second University Spe- 
cial Review Team to explore the circumstances related to the dismissals of Mr. Walp 
and Mr. Doran. We had already written both gentlemen on December 11 to request 
their assistance in addressing the procurement and property problems. On Decem- 
ber 18, we interviewed ten Los Alamos officials and departed with serious questions 
about the events leading to, and the judgments exercised in, terminating their em- 
ployment. We interviewed four additional witnesses the following day and, as a re- 
sult, on December 20 we took two actions: 

• First, we placed a call to their attorney to arrange a meeting to hear their allega- 

tions and to understand their views of the Laboratory and its management; 

• Second, we hired a former U.S. Attorney to contact the U.S. Attorney and the FBI 

in New Mexico to seek a better understanding of the Laboratory’s on-going rela- 
tionships with the FBI and the U.S. Attorney, and to discuss steps necessary 
to solidify a good working relationship for the future. 
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FULFILLING THE LABORATORY’S MISSION TO THE NATION 

I want to assure you that, while we have been identifying and remedying these 
problems at Los Alamos, we have also been focused on fulfilling the Lab’s and the 
University’s mission to the nation, especially at this critical time in world events. 
We are focused on ensuring that: 

• Los Alamos’ scientific and weapons programs continue to meet their objectives; 

• Security operations of the Laboratory meet the nation’s expectations; 

• The Lawrence Livermore and Lawrence Berkeley Laboratories, which the Univer- 

sity also manages, meet the same high standards the University is setting for 
Los Alamos; 

• The University continues to strengthen its governance and oversight of the three 

national laboratories it manages for the Department of Energy. 

• And, lastly, that there are open and timely communications with the Department 

of Energy, the National Nuclear Security Administration, this Committee and 
Congress, as well as the media, to promptly apprise all interested parties of our 
findings and actions. 

As you know, since the days of Professor and Nobel Laureate Ernest O. Lawrence 
and his colleague Robert Oppenheimer, the University of California has had the 
privilege of managing Los Alamos to contribute to our nation’s security. Over the 
last 60 years, the University and the Lab have become an integral system, both 
through the research collaborations conducted with our ten campuses, as well as the 
lasting ties to the Los Alamos workforce. Through this unique partnership with the 
federal government, the University is proud to have contributed to every area of 
science and technology related to national defense. 

The Lab has developed two-thirds of the nuclear weapons in the U.S. arsenal. 
When nuclear weapons testing ended, the nation looked to Los Alamos and Liver- 
more to find ways to use the most advanced scientific and computational assets to 
simulate nuclear testing and to ensure the continued viability of our nuclear weap- 
ons stockpile. And today, as the Committee knows, Los Alamos is front-and-center 
in the effort to bolster homeland security, especially in the areas of counter-ter- 
rorism, non-proliferation, and prevention and preparedness for nuclear, biological, 
and chemical attacks. The International Atomic Energy Agency inspectors that are 
in Iraq at this very moment were trained at Los Alamos, and scientists at the Law- 
rence Livermore Lab provide broad country analyses of potential proliferant coun- 
tries, such as recent information about North Korea’s nuclear developments. 

I raise all this to underscore the University of California’s continuing commitment 
to the nation even as we resolve the business and administrative deficiencies at Los 
Alamos. The business practices need to be raised to the same level of quality as the 
science and weapons programs. We owe this to the American people, who are paying 
for the work of the Lab, and whose security is dependent on the Lab. Let me reem- 
phasize that managing the national security laboratories for the last 60 years has 
been an honor and an awesome responsibility, and we will address any challenges 
that might detract from our ability to fulfill our obligations to the American people. 

Finally, I would be remiss not to mention the dedication and commitment with 
which Interim Director Pete Nanos has tackled his responsibilities at such a dif- 
ficult time. He and Los Alamos National Laboratory’s employees are energized and 
working diligently to bring about a change in the culture of Los Alamos to one that 
welcomes open communication and encourages employees — without threat of retalia- 
tion — to step forward with their concerns. Every indication is that he is succeeding, 
but the challenge will be to solidify his efforts and sustain them over the long-term. 

In conclusion, let me apologize to you on behalf of President Atkinson and the 
University’s Board of Regents. The problems I have outlined reflect poorly on Los 
Alamos and on the University, and detract from our many accomplishments on be- 
half of the nation. Moreover, they are a disservice to the thousands of honest and 
hardworking scientists, technicians and support personnel who are working to pro- 
tect American troops and the American homeland. They deserve better from the 
Laboratory’s management and the University of California. 

Let me assure you that the University of California, including the new manage- 
ment team at Los Alamos, shares with the Committee, the Department of Energy, 
and the National Nuclear Security Administration the urgency to fix the problems 
that have emerged. This has been a difficult time, both for the University and for 
the Laboratory, but we have benefited enormously from the intense scrutiny and 
from the active involvement of the Secretary of Energy, the NNSA Administrator, 
and this Committee in helping to identify the problems we are discussing today and 
to develop appropriate remedies. Far from weakening us, this experience has 
strengthened us; it has further bolstered our resolve to restore the confidence of the 
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Nation in the service we are determined to perform in time of peace and in time 
of war. 

Thank you again for this opportunity to address the Committee. I would be 
pleased to answer your questions. 

Mr. Greenwood. Thank you. Thank you, Mr. Darling. Appre- 
ciate that. 

Let me ask you a general question before I get a little bit more 
specific. You have been here since 1 o’clock, and you have listened 
to the other witnesses, and particularly the first panel talked about 
a longstanding culture, an endemic system here where it was wide- 
ly understood that, for years, the lab had been, “greening the val- 
ley.” 

The question is: How could this have been so widely understood 
at the site and the University of California oblivious to it? I’m as- 
suming that the University of California was oblivious to it, but 
you tell me. 

Mr. Darling. Yes. I believe we were. I first heard the term 
“greening the valley” from Mr. Shiffer, the Director of Counterintel- 
ligence at Los Alamos on November 25 when we interviewed him. 
That was a very troubling assertion, because the point was that the 
lab is one of the largest economic forces in that part of northern 
New Mexico, and therefore, he said it made a very attractive target 
for thieves, drug trade or others who might want to prey on the 
laboratory. 

So that was a very troubling assertion. This was the first time 
that I had ever heard about it. When I asked others in the Univer- 
sity of California, President’s Office, it was the first time that they 
had. 

I will just say very bluntly that I don’t think the lab was forth- 
coming to the University about the extent of the problems that 
have been revealed to date, and indeed on occasions rebuffed the 
University when it sought to inquire and obtain further informa- 
tion. 

Mr. Greenwood. Do you mean by that last statement with re- 
gard to these most recent allegations or do you mean that with re- 
gard to allegations in previous years? 

Mr. Darling. No, I mean with regard to the allegations that 
have come forward today. I do know that at times the University’s 
auditor sought to obtain information from the lab auditor. I know 
that that was not forthcoming. I know 

Mr. Greenwood. With regard to these issues or in previous 
years? 

Mr. Darling. These issues. Then I will just give you an example 
of that. I think it was December 24 when suddenly a large number 
of so called G-29 reports that are required to be filed by the audit 
office suddenly landed on the University auditor’s desk for the first 
time with no prior warning or no prior information. That was only 
because we were moving, and we had already — although we did not 
announce it until January 6, we had already made a number of the 
management changes that I have outlined here on December 21. 

Mr. Greenwood. At the conclusion of your written statement, 
you noted Admiral Nanos’ efforts to change the culture at LANL. 
Testimony we heard earlier today indicates that the culture prob- 
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lems so widely examined during the Wen Ho Lee and missing hard 
drive investigation are alive and well. 

What are your views on the culture that Admiral Nanos is at- 
tempting to change, and what is the University of California to ef- 
fect that profound change? 

Mr. Darling. As you know, sir, my involvement with the labora- 
tories is very recent. It dates only to January 8. So I cannot give 
you a historical perspective, but what we have observed is that 
there is a lack of accountability, personal and institutional; and I 
think that is a cultural issue that needs to change. I think that 

Mr. Greenwood. To what would you attribute that? How does 
that happen? What is your sense of how that came to be? 

Mr. Darling. I can only speculate, but I think the only thing 
that I can say is to have a culture of accountability requires rigor, 
discipline, and relentlessness, day in and day out, year after year 
after year. And, sir, I do not think that was there. I do not think 
the senior managers of the laboratory created those expectations, 
enforced those expectations, and demanded those expectations. 

Mr. Greenwood. Do you think it has anything to do with who, 
if anyone, had anything at risk? In other words, in most enter- 
prises, particularly in the private sector, shoplifting, theft by em- 
ployees has a real and serious impact on the bottom line, and man- 
agement works assiduously to rout it out, because it has to. 

As you heard me ask Mr. Friedman and based on his response, 
quite frankly, the University of California had, as I understand it, 
nothing at risk economically, nor, obviously, did the management 
at the laboratory. Everything that walked away from the labora- 
tory just was picked up by the taxpayers, and there was no limiting 
factor whatsoever. 

Mr. Darling. Well, I think the best way for me to answer your 
question is to draw a comparison with our other two laboratories 
and our 10 campuses of the University of California. The Univer- 
sity is a $16 billion enterprise, one of the largest organizations in 
the Fortune 500, were it a company. We do not permit that at our 
campuses. We do not permit that at our other two laboratories, nor 
do we see the extent of the problems at those other campuses or 
laboratories that we have seen here at Los Alamos. 

So I don’t think it is the matter of having financial resources at 
risk. We are able to invest that without having financial resources 
at risk at those other elements of the University. 

Mr. Greenwood. And how do you know that it is not happening 
at other labs that you supervise? 

Mr. Darling. The day that we — well, let me back up. The day 
that the President asked me to take a team to Los Alamos, I in- 
cluded a representative of Livermore National Laboratory, the Ex- 
ecutive Officer of the lab, for exactly that purpose. We wanted 
someone who knew the labs. 

From that day forward, we have informed both labs about exactly 
what we found. We have asked them to look into the issues there. 
We have asked the University auditor to pursue each of the issues 
that were brought up at Los Alamos that you have heard about 
today, and thus far — we are not completed, but thus far, we do not 
see the extent of the problems that we’ve seen at Los Alamos. 
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Mr. Greenwood. Following the allegations raised by Mr. Walp 
and Mr. Doran, Dr. Browne sent an e-mail to LANL employees that 
states in part, “Allegations currently being made about the labora- 
tory by two individuals who do not know the laboratory’s oper- 
ations or its people are simply wrong. I am confident that current 
investigations as well as future reviews will find that allegations 
of widespread theft, cover-up or interference with law enforcement 
at the laboratory simply are not true.” 

The allegations, of course, were accurate. Do you agree that Dr. 
Browne’s e-mail is part of the problem? 

Mr. Darling. I don’t know if it is part of the problem or if it is 
reflective of the problem, but it is certainly true that it seemed to 
have excused behavior and issues that should not have been ex- 
cused. It seemed to have failed to look into issues in adequate 
depth, because I believe that, had that happened, I think that this 
information would have come out before Mr. Walp and Mr. Doran 
were dismissed, and the laboratory could have done something 
about it. 

Mr. Greenwood. Over the past 3 months, the University of Cali- 
fornia has dismissed or reassigned a number of LANL employees. 
Indeed LANL’s former Director, Dr. Browne, just referred to, 
stepped down from his position as a direct result of the investiga- 
tion of the matters before the committee. 

Can you tell me why the following individuals moved from their 
positions at LANL, their current status and, if you can, the salaries 
of those who remain there: Dr. Browne, the former Director, what 
is he doing now? 

Mr. Darling. He has returned to being a scientist. He is a very 
eminent scientist in nuclear weapons and other scientific areas. His 
salary was reduced. That was effective January 6. His salary was 
reduced from $335,700 to $272,500. 

Mr. Greenwood. Joe Salgado, the former Deputy Lab Director? 

Mr. Darling. Joseph Salgado was terminated from the labora- 
tory on January 31 of this year. 

Mr. Greenwood. Why was he treated differently than Dr. 
Browne? 

Mr. Darling. Because he was responsible for the — in a very — he 
was responsible for the business and operational aspects of the lab- 
oratory. 

Mr. Greenwood. Wasn’t Dr. Browne responsible as well? 

Mr. Darling. Yes, he was, but he was responsible for, you know, 
both the scientific and the business, and we felt the responsibilities 
fell more squarely on the shoulders of Mr. Salgado. 

Mr. Greenwood. Okay. Katherine Brittian, the former head of 
Audits and Assessments? 

Mr. Darling. Yes. She was removed from her position as Direc- 
tor of Audits and Assessments on January 13 of this year. We are 
reassigning her to another position. If that occurs, her salary will 
decline from $175,000 per year to $140,000 per year. The 
adjustment 

Mr. Greenwood. Say that again. 

Mr. Darling. From 175 to 140. I’m not sure what I said, but that 
is what I meant to say. 

Mr. Greenwood. I thought you said from 174 to 240. 
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Mr. Darling. I may have, and I apologize, if I did. 

Mr. Greenwood. Stanley Busboom, former head of security. 

Mr. Darling. Yes. A position has been identified for Mr. 
Busboom outside of the security area, but we are in negotiations 
with Mr. Busboom’s attorney. So I can’t speak to what the status 
is beyond that, but if that position — if he stays, salary will go from 
$190,000 per year to $140,000 per year. 

Mr. Greenwood. Now did he make the decision to fire Misters 
Walp and Doran? 

Mr. Darling. I think that is a very good question, Mr. Chair- 
man. I think he — he certainly signed the letter, and whether he 
made the decision or whether Mr. Salgado made the decision, I 
think there is some difference of interpretation about. I think both 
might claim responsibility. 

Mr. Greenwood. Well, why wouldn’t he be out on his ear? 

Mr. Darling. Well, I am told that he has a long track record of — 
I’m too distant from this to speak from personal experience, but of 
high service to the laboratory, and I should say that that is one of 
the reasons — the policies provide that people who have had distin- 
guished service and who are no longer effective managers but can 
serve the lab in another role, not in a management role, have that 
opportunity. But I would also just say that that is why we are in 
negotiations. 

Mr. Greenwood. Gene Tucker, former Deputy head of LANL se- 
curity. 

Mr. Darling. Yes. He was removed from his position as Deputy 
head of security on January 8 of this year. The situation is exactly 
the same as for Mr. Busboom. 

Mr. Greenwood. In negotiation? 

Mr. Darling. In negotiation. Salary would drop from 165 to 130, 
$1,000 per year, if he were to stay. But negotiations are underway. 

Mr. Greenwood. By the way, have you looked at whether these 
salaries are comparable to the private sector, to begin with? 

Mr. Darling. Yes, sir. They are considerably below the private 
sector. 

Mr. Greenwood. I’m in the wrong business. Thomas Palmieri, 
former Business Operations Division leader and Chief Financial 
Officer? 

Mr. Darling. Yes. Mr. Palmieri was removed from the position 
of head of — I’ll just call him the CFO for that shorthand title on 
January 24 of this year. His salary, effective March 2, will decline 
from 180,000 to 140,000, and he would become manager of the 
budget but not of all the financial operations. He has a long distin- 
guished history in doing budgeting and is viewed as someone who 
is very capable in that area. 

Mr. Greenwood. As part of UC’s effort to address LANL’s most 
recent problems, the University has retained several law firms, 
consultants, independent investigators and accountants. Does UC 
intend to seek reimbursement from the Department of Energy for 
the costs of these firms and, if so, on what grounds does the Uni- 
versity intend to base such claims? 

Mr. Darling. We do not intend to seek reimbursement from the 
Department of Energy. 

Mr. Greenwood. Whose idea was that? 
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Mr. Darling. The President’s and mine. 

Mr. Greenwood. During your own inquiries, did you learn of 
any support 

Mr. Darling. I should also say — excuse me for interrupting — but 
the Board of Regents shares that opinion as well. 

Mr. Greenwood. Okay. During your own inquiries, did you learn 
of any support for the claim made by certain LANL officials that 
the FBI and U.S. Attorney’s Office is dissatisfied with the assist- 
ance provided to them by Misters Walp and Doran? 

Mr. Darling. We have not, and I would say that this is a very 
important issue, because one of the reasons given for dismissing 
Mr. Walp and Mr. Doran was exactly that matter. So on December 
18 when we met with 10 lab — on our second visit to Los Alamos 
to meet with 10 lab managers to inquire about the dismissal of Mr. 
Walp and Mr. Doran, that was an issue that was very much on our 
mind. 

So we sought immediately thereafter to open a dialog with the 
U.S. Attorney and with the FBI in New Mexico to find out what 
their perspectives are. That has not yet occurred. I believe it is oc- 
curring in early March. Our Deputy General Counsel and the 
former U.S. Attorney that we have hired to assist us in opening 
that door will be meeting with them for exactly that reason. 

Mr. Greenwood. And who was it that said that, in fact, the FBI 
and the U.S. Attorney’s Office were dissatisfied with the gentle- 
men? 

Mr. Darling. I may get this wrong, but there was a — I believe 
there was a November 18 meeting between Mr. Saiga do and Mr. 
Dickson of the laboratory with the Special Agent in Charge of the 
FBI and the U.S. Attorney. Upon return from that meeting, there 
were two different versions of what the FBI had said. 

Mr. Salgado told us that the FBI thought that the laboratory had 
blown the so called Mustang case, the Lillian Anaya attempt to 
purchase a Mustang using a purchase card, and he attributed the 
blame to Mr. Walp and Mr. Doran for not pursuing it aggressively 
enough. 

Mr. Dickson returned from that meeting and told us in our pri- 
vate interview that he felt the FBI was saying that Mr. Salgado 
had blown the case by pushing too hard and preventing the FBI 
from doing the necessary investigative work that it needed to do 
before having a case that it could refer to long enforcement offi- 
cials. 

Mr. Greenwood. Thank you, sir. The gentlelady from California, 
Ms. Eshoo. 

Ms. Eshoo. Thank you, Mr. Chairman. Thank you, Mr. Darling, 
for the work that you have done and for your testimony today. 

Given the testimony of both Mr. Walp and Mr. Doran — and I 
note that Mr. Doran’s son is here. It is your son with him? 

Mr. Darling. Louis. 

Ms. Eshoo. I think that he has a lot to be proud of in his father. 
Talk about role models. 

Given their testimony relative to what is needed in addition to 
some of the action that’s been taken relative to personnel, and I 
have found it quite interesting the list that you just went through 
with the chairman, do you agree that more need to go? 
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Mr. Darling. What I’d like to do, Congresswoman Eshoo, is re- 
serve judgment until we have had an opportunity for the external 
review team that is looking into procurement and the Ernst & 
Young consultants that are looking at all of the business practices 
to report on their findings and recommendations. But I would say, 
as Mr. Friedman said, this is only a beginning. 

I would urge you to also reserve judgment about our perform- 
ance, and I would urge you to be skeptical about our reforms until 
you have had a chance to see us implement them over time in a 
sustained way. 

Ms. Eshoo. The reason I raise the question is because I think 
that it was offered as a reform, in the reform column, and it was 
relative to culture and how this is going to change and that, if it 
is going to change, that that needed to be done. So that’s why I 
offer the question to you. 

Do you believe that there needs to be any outside security com- 
pany that is brought in rather than the internals that you have? 

Mr. Darling. I do understand 

Ms. Eshoo. Internal mechanisms. 

Mr. Darling. Yes. I do understand why Mr. Walp and Mr. Doran 
have expressed skepticism about transferring their former office, 
OSI, into Audits and Assessments, given the past history. So I 
share on a historical perspective their concerns. 

I will tell you that the University of California auditor who is 
heading up that office at the moment has done a number of the 
things I indicated to you, rescinding the loyalty oath in the audit 
office, establishing hotlines, demanding that the auditors act in the 
way that they should. He is an individual who is above reproach. 
He has had 22 years of experience at KPMG and auditing financial 
and governmental institutions. But again, we have begun, and I 
think over time you should ask us to prove to you that we are 
going to make the changes that will cause Mr. Walp and Doran 
perhaps to change their minds over time. 

Ms. Eshoo. Did you find the timeframe that the Inspector Gen- 
eral mentioned when I asked him the question about the amount 
of time that it would take — does that fit with what — the reforms 
that you are putting in, and then a review of them, 6 months to 
a year? 

Mr. Darling. I think 6 months to a year would be a very good 
time for us to come back and have this further discussion and for 
you to ask us not only what we have done but how we have sus- 
tained it and how we intend to sustain it for the future. 

Ms. Eshoo. Are there golden parachutes that are offered to the 
employees that are asked to leave? 

Mr. Darling. Well, there may be negotiated settlements. I indi- 
cated that we 

Ms. Eshoo. Well, I mean 

Mr. Darling. But no golden parachutes that I know of. 

Ms. Eshoo. Well, what is a negotiated settlement? Is it some- 
thing other than what someone’s salary is? I mean, do they get 
something more than their salary when they are asked to leave? 

Mr. Darling. The University, in negotiations — the University — 
if employees have a long service with the University, the Univer- 
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sity upon settlement will occasionally contribute as much as 1 
month of salary per year of service. 

Ms. Eshoo. Well, the reason I ask this is obvious. The chairman 
asked the question about, you know, why wasn’t someone, whom- 
ever it was, just put out of the organization. So it seems to me that, 
if in fact this is going to be reformed, that fresh air is brought in. 
I mean, you have the job of Pope John XXIII who had to throw 
open the windows and say that we are going to have some fresh 
air come through this institution, which is a very difficult thing for 
institutions to do, first to acknowledge, which I applaud you for 
doing. 

It seems to me that, if part of the organization looks over their 
shoulder and sees people that have not served the organization 
well being somehow rewarded, then that doesn’t clean out the cul- 
ture that we want to reform, you see. That is the intent with which 
I ask the question, and while I don’t want to get into specific per- 
sonnel issues, that is why I offer it. So I 

Mr. Darling. Well, I appreciate — sorry to interrupt. I appreciate 
your raising the issue. There are also a number of other individuals 
who have been terminated whose names I was not asked about, in- 
cluding the two individuals involved in the TA-33 case, including 
Mary Wood, and there are a number of other names. But I am very 
sympathetic with your point. Indeed, I have been making the same 
case internally. 

Ms. Eshoo. I think it needs to be taken very seriously, because 
we don’t want to come back here and revisit these things. 

My final question, and the same question I have asked of every- 
one: Do you have any knowledge of, in terms of these shortcomings, 
the abuse, the fraud, that can be connected to a diminishment of 
the national security of our country? 

Mr. Darling. Thank you for asking the question. I do not, and 
I would like, if I may, just give you a few points of recent reviews. 
In August the Department of Energy site office reviewed security 
at Los Alamos. In December there was an in depth review by the 
DOE office headed by Mr. Glenn Podonsky, I’m told, involved 30 
to 45 experts who concluded that there was effective national secu- 
rity performance. 

Third, in January we brought in an outside firm that we use to 
assist us with security, a firm by the name of ManTech Aegis, to 
review Los Alamos and Livermore and to help us improve any re- 
porting of security incidents. They did not identify any issues. 

We also brought in security experts from Lawrence Livermore 
National Laboratory to Los Alamos, again to look at this issue. We 
have had a work group on cyber security probing to make sure 
that, in terms of computer and other kind of access, we don’t have 
vulnerabilities, and we are issuing this week a strategic plan for 
security at both of our national security laboratories. It has been 
in development for the last year. 

As I indicated, we have removed the Director and the Deputy Di- 
rector of the Security Division, and we have also examined every 
one of the security issues that Mr. Walp and Mr. Doran raised with 
us in our last meeting in late January to make sure that we left 
no lead uninvestigated in exploring these issues. 

Thus far, we have not found an issue, but I can’t go beyond that. 
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Ms. Eshoo. Thank you. Has my time expired, Mr. Chairman? 

Mr. Greenwood. Well, apparently, we didn’t start the clock. 

Ms. Eshoo. All right. Can I ask one more quick question? 

Mr. Greenwood. Certainly. 

Ms. Eshoo. Thank you very much. Can you comment on — let me 
just back this up with an observation first before I ask the ques- 
tion, very quickly. 

That is that, if in fact — going back to the culture of an organiza- 
tion, if whistleblowers are not honored, respected, and paid atten- 
tion to, that sends a very broad and bad message. Can you enlarge 
upon the whistleblower issue and how people in the organization 
will have confidence that, when they make an observation and they 
act on it, that there won’t be punitive action taken against them. 
In fact, I don’t want to say celebrated, but honored — honored. It 
takes a lot of guts to step up and say something. 

So there has to be confidentiality. In many ways, there is a par- 
allel to be drawn with the whole area of sexual abuse in the work- 
place, and I’ve had some experience in setting up systems in what 
I did before I came to the House. 

So can you tell this committee with some confidence what you 
have set up and why you have the confidence that it is going to 
work, because it has these principles built into it? 

Mr. Darling. Yes. 

Ms. Eshoo. Thank you. 

Mr. Darling. Congresswoman, I agree that terminating a whis- 
tleblower sends a chilling message. It creates a climate in an orga- 
nization that is ultimately very destructive to the organization 
itself and to the mission that it carries out. 

So we have attempted to, both at the University and at the three 
labs that we manage for the Federal Government, to set up whis- 
tleblower information and reporting and protection systems to ac- 
complish the very goals that you have outlined. 

Now the University has had in place for some time a whistle- 
blower policy. It was just updated in October because of a new 
State law that was passed in California to strengthen that, and it 
does apply to our three labs, including the one in New Mexico, be- 
cause we as the contractor in California impose those same require- 
ments. 

What it provides is that any person may report allegations of im- 
proprieties, whether they are known or suspected, that any good 
faith disclosure automatically triggers an investigation. It auto- 
matically triggers protection of the individual, and it also provides 
for a follow-up system so the individual has a way to find out what 
action the institution is taking on it. 

Similarly, for anonymous whistleblowers — for example, we have 
implemented a Pinkerton Company whistleblower hotline. An indi- 
vidual may call up on that hotline, never mention their name, pro- 
vide the information. Pinkerton will relay it immediately to the 
University’s corporate audit office. A case number will be assigned 
to it. The individual who called anonymously will be informed of 
that case number, and the individual may then call to follow-up to 
find out what has been done on that case number and still main- 
tain the individuals anonymity. 
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Furthermore, we will provide information to Pinkerton so that, 
when that individual does call, they will know on a regular basis 
what the status of that is. 

Second, we have tried to make reporting very easy. It doesn’t 
have to be in writing or to a designated person. We want people 
to complain through the chain of command, because as I told your 
investigators, if people do not step forward, if people do not express 
their concerns, it really does create a chilling environment, and all 
of us have the obligation to do that up the line, and we also have 
the obligation to create an environment in which people who work 
for us may do that, and we must listen to them carefully, because 
if not, we have the kind of incidents that occur here. 

I will just say that Admiral Nanos has been very open about this. 
He has held a number of all-hands meetings at the lab where more 
than 700 people at each time come in to an auditorium. He said 
he has been receiving regular e-mails from people. So he is reas- 
sured that, at least for the time being, people feel comfortable. 
They are coming directly to him. 

Our auditor is also receiving those. I can’t remember. We have 
received in the last few weeks 156 different reports from people. 
Now that may send a shock wave through you, but I think that is 
a very, very healthy statement. 

Ms. Eshoo. Thank you, Mr. Darling. Thank you again, Mr. 
Chairman, for your courtesy. 

Mr. Greenwood. The gentleman from California, Mr. Radano- 
vich. 

Mr. Radanovich. Thank you very much, Mr. Chairman. Mr. Dar- 
ling, thanks for being in front of the panel today. Please forgive me 
for being gone for a portion of this hearing. We were having a secu- 
rity briefing on the House floor, and some of these questions you 
may have answered, but I just want to kind of reiterate some of 
them just to make sure, just so I am clear that there were no con- 
firmed security breaches or loss of classified information as a result 
of these reported thefts at Los Alamos. Am I correct? 

Mr. Darling. That is correct, Mr. Radanovich. I think you 
walked in as I was walking through the list of security steps we 
have taken to ensure that. So I won’t repeat it, but the answer is 
we know of nothing. 

Mr. Radanovich. Okay. And in your protocol in the structural 
steps that you have taken for stronger oversight on the laboratory, 
I would imagine that would be of general — well, say, for example, 
there was a Frank Dickson, who is LANL’s long time General 
Counsel, who could not give a straight answer about the proper 
means to report a potential situation of fraud, waste, and abuse. 
I assume that you have taken the time to explain all that. 

Mr. Darling. I have not, and I appreciate your raising that. On 
our November 25 visit one of the disturbing issues that we faced 
was, when we asked how do people report issues, and how do they 
get followed up at the laboratory, we found a disconnect between 
the Office of Security Investigations, the Audits and Assessments 
office, and the General Counsel’s office, and I believe that is one 
of the reasons that Mr. Walp and Doran found the kind of resist- 
ance that they did, because they were both people — one office el- 
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bowing the other out of the way, and other cases where they simply 
weren’t addressed at all. 

So we are — that is why we have put all of this into the Office 
of Audits and Assessments under new leadership to try to make 
sure that we address that for the long term in a clear, simple, easy 
way that every employee will know how to pursue. 

Mr. Radanovich. Okay, thank you. You may have addressed this 
one also. I do need to ask it. Am I correct in understanding that 
the University and the laboratory were both investigating through 
internal and external review teams the procurement fraud issues 
at Los Alamos as early as August 2002, several months prior to the 
publicity surrounding Mr. Walp and Mr. Doran, and this commit- 
tee’s own investigation? Was this a case of your sweeping the 
issues under the rug until they appeared in papers? 

Mr. Darling. No. I don’t — again, my involvement is quite recent, 
but my understanding, as soon as the lab became aware of pur- 
chase card programs in August and the University was notified, we 
demanded that an external review team chaired by two former 
Federal Inspectors General and PricewaterhouseCoopers get in- 
volved to review that. 

So I don’t believe that the University of California, Office of the 
President, did anything other than act immediately to bring an out- 
side group in to review these issues the moment it heard about 
them. 

Mr. Radanovich. Okay. Thanks. Also, in the case of Lillian 
Anaya who tried to buy the Mustang, I hear she never got it, but 
what was the status of that investigation as it is right now, briefly? 

Mr. Darling. Yes. My understanding, and I hope I am clear in 
my own mind about this — forgive me if I misstate the matter, but 
my understanding is, first, the matter was referred to the FBI and 
the U.S. Attorney’s Office. I believe — I hope I am right in saying 
they decided not to prosecute. 

My understanding was then it was referred to the DOE Inspector 
General, and just, I believe, either earlier this week or the end of 
last week, it was referred back to the lab. We are now pursuing 
the issue. We have put together a case review board to investigate 
the charges, and we will be taking action, personnel actions, based 
on that case review board’s determination. 

Mr. Radanovich. Thank you very much. Now we all agree that 
the missteps and the theft and fraud is intolerable under situations 
like that, but I do want to kind of want to put an emphasis on the 
research, the critical research that is important to national security 
that is conducted in the UC labs right now. 

Could you do me a favor and summarize the key areas of re- 
search currently underway at Los Alamos and the extent to which 
they relate to counterterrorism and homeland security missions, 
and also please highlight to me to what extent a change in the 
management during wartime would risk disrupting research. 

Mr. Darling. Yes. I will just cite three examples. The Los Ala- 
mos laboratory has trained the International Atomic Energy nu- 
clear inspectors who look at how it is that nations use nuclear reac- 
tors and what they do with the spent fuel rods. Of course, that is 
a concern, because one doesn’t want to have those available to be 
transformed into nuclear weapons. 
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Second, both of our laboratories in cooperation have developed a 
very small miniaturized biological threat detection devices which 
have been installed around this city and around the 2002 Winter 
Olympics, for example, to detect any potential biological threats 
through airborne means. 

Third, we have developed a so called EMP weapon, electro- 
magnetic pulse weapon. You may have read about it in the news- 
paper recently, that if we do send in troops to Iraq, this weapon 
will enable the U.S. forces to knock out any system that uses either 
electricity or computer chips and, therefore, disable the ability of 
Iraqi or any other opponent forces to communicate and coordinate 
their response to a U.S. attack. I am told that it does that without 
harming individuals. 

So these are just a few examples, but you know, the core mission 
is really developing nuclear weapons in the past and then main- 
taining the current stockpile of nuclear weapons so that, if they are 
ever called upon to be used, we are able to do that. 

In addition, we monitor nuclear proliferation in countries around 
the world to make sure that the U.S. is fully informed about the 
status and, as Congresswoman Eshoo said earlier, it was the Law- 
rence Livermore lab that notified the U.S. Government about the 
developments in North Korea. 

As to what would happen if the contract were changed, let me 
just say that the University employs the vast majority, if not all, 
of the Nation’s nuclear weapons physicists. The Nation as a whole, 
44 percent of the Nation’s PhDs in science and engineering are 
over the age of 50. So we are going to experience a generational 
shift. 

That is true also of the Nation’s nuclear weapons designers. The 
older ones are the only ones who have ever had a chance to test 
a nuclear device, because the Nuclear Test Ban Treaty has since 
prevented any further testing. 

The younger scientists who have come forward to develop weap- 
ons have only designed them on computers. They have never seen 
them actually work. The younger ones are worried that, if the Uni- 
versity’s contract expires or the University is terminated, that the 
older ones will do what many of them have indicated they might 
do, which is to simply retire, and we would leave the Nation 
denuded of one of its most strategic scientific and weapons man- 
power forces that we have. 

Mr. Radanovich. Mr. Darling, how long has UC had the contract 
to do this research? 

Mr. Darling. It began in 1943 when the U.S. Government 
turned to Ernest 0. Lawrence, the Nobel Laureate in physics, and 
at the Berkeley campus of the University, and asked him first to 
organize our radar effort in World War II, and then asked him to 
develop an atomic bomb, because the Germans had one of the lead- 
ing nuclear fission research programs. 

They controlled most of the heavy water supply of the world. 
They controlled occupied France where the Curie laboratory and 
the Curies were, and they had an armaments and munitions capa- 
bility that was frightening to the rest of the world, and had we not 
developed the atomic bomb first, I think all of us only have to 
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pause and imagine what our world and our lives would be like if 
the Nazis had done so first. So it has been since 1943. 

Mr. Radanovich. And as I understand it, the contracts dome due 
every 5 years, a 5-year period, and it’s really not under competitive 
bid? 

Mr. Darling. That is correct. 

Mr. Radanovich. I’d bid on it but, you know, I had the oppor- 
tunity. I chose Congress instead of nuclear physics. But can you 
answer for me or give me other examples of different types of con- 
tracts like these that are so specialized that they are not put up 
for bid? 

Mr. Darling. Yes. I’ll give you one example. Admiral Nanos who 
used to head the Navy nuclear weapons program has indicated that 
Lockheed Martin has had a contract for the Trident missile pro- 
gram for more than 20 years. The reason is that, for these very 
strategic assets of the Nation, it is not like buying shoes where you 
can find quality and determine the best price. 

You have an asset. You have given a challenge that is one of the 
most difficult challenges that human beings know how to achieve, 
and turning over the contractors on any kind of a regular basis cre- 
ates a real threat of disruption to our basic security. 

So Lockheed Martin has had this Trident contract, I’m told, for 
more than 20 years, and there may be other examples that we 
could give you later. That’s the one I know off the top of my head. 

Mr. Radanovich. One last question, if I may. Is the University 
making a profit off these contracts? 

Mr. Darling. The University, from 1943 until today, has done 
this on a no gain, no loss. We have not wanted to receive any addi- 
tional money beyond our costs, and we have not wanted to spend 
any University money beyond what it cost to run these programs. 

Mr. Radanovich. All right. Thank you very much, Mr. Darling. 
Appreciate your testimony. Thank you, Mr. Chairman. 

Mr. Greenwood. The Chair thanks the gentleman. Just on that 
last point to clarify something: I was told by our staff that the Uni- 
versity receives a performance fee in the vicinity of $8-$9 million. 
Is that 

Mr. Darling. That is correct. But can I explain how it’s used, to 
show you? 

Mr. Greenwood. Yes. 

Mr. Darling. The University decided it never wanted to be fi- 
nancially dependent upon managing these laboratories, partly be- 
cause at the beginning it was viewed as something that would just 
be done for a few years, and after the war was over, there would 
be no further need for nuclear weapons. 

So the University does two things with its fee. One is it pays for 
the Office of the President’s Oversight Office for the laboratory ad- 
ministration, and then it takes the majority of that money, and we 
give it back to the Directors of the two nuclear weapons labora- 
tories so that they may use it to do science where a scientist has 
a very good idea. They are not yet able to obtain funding, and so 
initiate new scientific programs that in many cases have turned 
out to be the core, the bedrock, of future nuclear weapons work. 

So we put it all back into the mission for which the Nation has 
hired us, in the first place. 
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Mr. Greenwood. Okay. A couple of more questions that I have, 
and then we will let you go, Mr. Darling. 

What did Mr. Salgado tell you about his concerns about Walp 
and Doran obtaining whistleblower status? 

Mr. Darling. He informed us that the timing of their termi- 
nation related to an impending Washington, DC, DOE Inspector 
General visit to the laboratory, and that he was concerned — he felt 
that their performance was not adequate, and he was concerned 
that, if they were allowed to meet with the DOE inspector on that 
occasion, that that would give them in some technical sense whis- 
tleblower status, and it would make it harder for the laboratory to 
terminate them for the reasons they felt they should be terminated. 

Mr. Greenwood. Okay. You made reference to the loyalty oath 
that you have dispensed with. Could you tell us what that is? 

Mr. Darling. I don’t recall it well, but I think the DOE Inspector 
General’s report said that, in addition to the professional standards 
and code of conduct of auditors, which all auditors in all organiza- 
tions follow, there was a statement that one should — that auditors 
should be loyal to the laboratory. That’s a despicable comment. 
That is unacceptable. It is intolerable, and it is outrageous. 

Mr. Greenwood. Where did it come from? Was that the Univer- 
sity that inserted that? 

Mr. Darling. No. It was a Los Alamos audit employee, and I’m 
glad you asked the question. I don’t know, but I will pursue it to 
find out who put that in. 

Mr. Greenwood. And to your knowledge, do any of your other 
facilities that you manage have comparable loyalty oath? 

Mr. Darling. I’m not aware of it, and it would be reprehensible 
if we did, and we will stop it immediately, if we do. 

Mr. Greenwood. Yes, I would appreciate if you would check on 
that. 

My final question is this. With regard to cases of, for instance — 
I think her name is Mary Wood who apparently has been accused 
of using a purchase card to obtain funds at a casino, and I believe 
there were $2500 worth of inappropriate charges they attributed to 
her. Is the University making an effort to get recovery of funds in 
these cases such as hers? 

Mr. Darling. I need to look into that. I don’t know the answer, 
but we certainly should. And now that you have brought up the 
question, we will investigate that and see if we can do so. 

Mr. Greenwood. I’m asking you one more question now, because 
I am curious, because Mr. Deutsch is on his way here, and he will 
be here in a second. 

Gene Tucker, formerly Deputy Director of LANL Security, told 
Mr. Walp that the money involved in the situation was UC money 
and not taxpayer money. So LANL could handle this matter in any 
way it saw fit. Do you agree with that statement? 

Mr. Darling. No, I do not. The University of California is a pub- 
lic trust organized under the constitution of the State of California. 
Every dollar, whether it comes from public or private sector 
sources, should be treated as though it were a public dollar and 
given the utmost respect. 
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Mr. Greenwood. Okay. What is the status of the Lillian Anaya 
case involving the attempt to purchase a Ford Mustang, which I 
believe was valued at about $30,000? 

Mr. Darling. Yes. First of all, that purchase never occurred, be- 
cause, fortunately, a check and balance did work, and that is that 
the Bank of America, I believe it was, did not permit the trans- 
action to go through. So there was never a car delivered, and there 
was never any loss of money by the lab or the U.S. Government. 

As I think I said to Mr. Radanovich, the case was referred to the 
FBI and the U.S. Attorney. I believe they did not choose to pros- 
ecute, and — oh, I’m sorry. I was thinking about — I am confusing 
this with the Clarissa Rodriguez case. Excuse me. Am I right? I’m 
glad they think I’m right, because I’m a little confused at the mo- 
ment. 

So I believe it has been referred to the FBI and the DOE Inspec- 
tor General, and I’m sorry, I just don’t recall what the status is, 
but I believe it is with them. 

Mr. Greenwood. What about the Rodriguez matter then? What 
is the status of that? 

Mr. Darling. As I informed Mr. Radanovich, it has now been 
back — it is back in the hands of the laboratory, and we are pur- 
suing a personnel action through our case review board. 

Mr. Greenwood. Now I’m getting you even more confused. The 
first case that I asked you about was the Anaya Mustang case. 

Mr. Darling. Yes, and here I have 

Mr. Greenwood. The Rodriguez case is a separate case. Can you 
tell us the status of that investigation? 

Mr. Darling. Yes. So the Anaya case is the Inspector General. 
As of the 19th of February, we are commencing an investigation to 
determine whether discipline is appropriate and what it should be, 
and that is for Lillian Anaya. 

Clarissa Rodriguez, I am now recollecting, was the woman who 
falsified a travel voucher. She was allowed to resign by the labora- 
tory, I believe, inappropriately. There are other people who have 
different opinions. And she is prohibited — she was allowed to re- 
tire-excuse me — yes, resign in lieu of termination. She is prohibited 
from being employed by the laboratory for a period of 7 years, and 
I need to see whether we are seeking — no, no, I’m sorry. We did 
receive $1800. Her check did clear, and the laboratory has been re- 
paid. Sorry, I’m stumbling a bit here. 

Mr. Greenwood. That’s okay. Are criminal prosecutions antici- 
pated in either one of these two cases? 

Mr. Darling. Criminal prosecution? We have reported both of 
them to the proper law enforcement authorities, and my under- 
standing is that that is a decision that rests with them and that 
we really have no jurisdiction to be able to determine that. 

Mr. Greenwood. Okay. 

Mr. Darling. The Clarissa Rodriguez case, I’m told, as of Feb- 
ruary 19 does reside with the FBI. That is the $1800 case. We are 
getting a little below my level of knowledge here. 

Mr. Greenwood. Recently, the Inspector General at Department 
of Energy issued a report regarding firearms inventory control at 
LANL. The IG concluded, “Significant internal control weaknesses 
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exist in the receiving process and the administration of the fire- 
arms inventory.” 

Further, the report noted that, “The inability of LANL to provide 
accurate firearms inventory, the lack of reconciliation of the LANL 
inventory with the protective force inventory, and the acknowl- 
edged problems in the process for receipt of firearms and their in- 
clusion in the formal LANL inventory raise additional doubt about 
the property control system at LANL.” 

Does anyone at LANL have an accurate account of the lab’s fire- 
arms? 

Mr. Darling. I’m told, first of all, that all of the firearms were 
properly controlled in secure areas and were never out of control. 
There was, clearly, a lack of proper systems inventory account- 
ability. I am told, for example, that the name and make of each of 
the weapons was listed rather than saying weapon, and then with 
a subheading. So when they searched the data base, they were not 
able to find them on the data base, but they were under proper 
control. 

I’m told that, although there was an initial large discrepancy be- 
tween our records and the DOE’s, I’m told those have been rec- 
onciled, and that we now understand that they are not only under 
control, but we have the full count. 

We will not permit anyone to purchase a firearm in the future 
without proper management authority, and they will have to be ac- 
counted for in the way that we and you would expect of us. 

Mr. Greenwood. The gentleman from Florida. 

Mr. Deutsch. Thank you, Mr. Chairman. 

The Deputy Director of the laboratory has been removed, but the 
legal counsel, who insisted that Mr. Walp and Mr. Doran be fired, 
is still in his position, even though, obviously, his role in this issue. 
Could you explain why that decision? 

Mr. Darling. Yes. As I explained a few moments ago, one of the 
confusing points about the dismissals of Mr. Walp and Mr. Doran 
was a difference of opinion between the general counsel and the 
principal deputy director of the laboratory about the FBI’s and U.S. 
Attorney’s views of Mr. Walp and Mr. Doran’s performance. That 
is something we sought immediately to try to find out the FBI and 
U.S. Attorney’s perspective. 

That meeting will take place early next month. I think that 
meeting will provide us the kind of information about Mr. 
Dickson’s role that will allow us to make a decision. But just like 
with Mr. Walp and Mr. Doran, we feel the need to collect the infor- 
mation before we make a decision. So we are reserving judgment. 

Mr. Deutsch. I guess the question really is focus, apparently at 
least, based upon what we are aware. This gentleman actually was 
working on a daily basis to try to get these two gentlemen fired. 

Mr. Darling. I don’t know that, but I do know that there was 
certainly — I think that the general counsel, instead of providing 
legal advice, also had an operating role. I think it confused the role 
of the general counsel at the laboratory, and that is among the 
issues that we will be looking at and discussing as we go forward. 

Mr. Deutsch. You stated in your testimony that only $3,000 in 
fraudulent purchase card purchases had been referred to the au- 
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thorities. Our staff, just by looking at invoices, there are big dif- 
ferences between allowable purchases and legitimate ones. 

If your operation didn’t direct me to buy something, I’d buy it 
myself. Whether it was allowable or not is irrelevant. So how do 
you make that distinction between allowable and legitimate? 

Mr. Darling. I’m sorry, Mr. Deutsch. I don’t remember that in 
my testimony. 

Mr. Deutsch. It’s actually apparently — you know, what I’m told 
is in your written statement, it actually is included in that. I mean, 
at this point 

Mr. Darling. I would not make a distinction between allowable 
and appropriate. 

Mr. Deutsch. All right. But apparently, again the audit did. I 
mean, at this point — you know what. At this point on that par- 
ticular issue, you know, if you want to get back to us in writing 
on that. 

Mr. Darling. Thank you, sir. I’d be pleased to. 

Mr. Deutsch. We’ve been told that no other University operation 
has a purchase card program where people can go to local vendors 
and give their Z-number and buy things. Is that correct? 

Mr. Darling. You mean no other University of California? 

Mr. Deutsch. No other operation at the University. 

Mr. Darling. I believe that is true. To the best of my knowledge, 
yes. 

Mr. Deutsch. And we have been told that this is a way to sup- 
port local vendors. I mean, is that the purpose of it? 

Mr. Darling. I believe there are two purposes. One is, I believe, 
under the contract we are required to provide business opportuni- 
ties for business in the immediate area around the laboratory. 

Second, because when the lab — the lab was purposely sited there, 
because it was a remote area for both security reasons and given 
the nature of the work, and over time as the lab has grown, it 
needs a business and other kind of infrastructure nearby to meet 
its needs. 

This was an attempt to do that, but the controls are not ade- 
quate, and that is something we are having an external review 
team review now as they expand their review beyond the purchase 
card program into all areas of procurement. 

Mr. Deutsch. And again, I mean, obviously, it is self-evident 
that the other way is to help the local economy. 

Mr. Darling. Absolutely. 

Mr. Deutsch. Again, just to save a little bit of time, my under- 
standing is Pricewaterhouse is going to be looking at the whole 
process of this local vendor agreement where right now, I guess, 
there is no oversight on that. Is that also correct? 

Mr. Darling. When you say no oversight 

Mr. Deutsch. Well, we have been told that no one looks at what 
is being bought through the local vendor agreements. Is that accu- 
rate? 

Mr. Darling. Well, Mr. Walp and Mr. Doran were extremely 
helpful to us in understanding the local vendor agreements and 
both how they have been used and perhaps how they have been 
misused. So that is an area that we immediately responded to, we 
are looking into. 
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We have brought in PricewaterhouseCoopers to look at it, and we 
will be — we have already begun to tighten up what can be pur- 
chased and making sure 

Mr. Deutsch. Let me just ask a quick question. Could you pur- 
chase Nike sneakers? 

Mr. Darling. Pardon me? 

Mr. Deutsch. Nike sneakers? 

Mr. Darling. Sir, you’ve gotten beyond my level of detailed 
knowledge. I do know that safety boots, safety goggles, and other 
things that are needed on a very quick turnaround time, for obvi- 
ous reasons, are available to be purchased, but I cannot tell you 
about whether Nike 

Mr. Deutsch. Just yesterday our staff discovered that, until Au- 
gust of this year, lab employees could get a travel advance just by 
filling in an electronic form. It did not require any supervisory ap- 
proval. 

One of your former employees just did that — in fact, did that, 
and we still have to find the form. That employee falsified a travel 
statement and converted $1800 in Federal funds to a personal use 
which, obviously, are Federal crimes. The lab Human Resources 
Department, reporting this to Mr. Walp’s unit but without checking 
with anyone, has decided that it would take a restitution check, 
and allowed the employee to resign before any investigation was 
done, and no investigation was done. Would you view that as an 
appropriate decision? 

Mr. Darling. No. I have told the committee staff, and I will say 
it to the committee as well, I do not believe that was an appro- 
priate decision. I believe that she should have been terminated. 

Mr. Deutsch. Okay. My last question: There is a former whistle- 
blower from the S Division who was fired. An administrative law 
judge found that the dismissal was based on untruths of Mr. 
Busboom and Mr. Tucker. During this investigation, we heard from 
a person involved in the lab’s action that he just went along with 
the others. 

We want to look at this case, and we would like your cooperation. 
The man’s name is James Russell. Are you familiar with that at 
all? 

Mr. Darling. I am not, but we would be happy to cooperate with 
you. 

Mr. Deutsch. All right. Thank you very much. 

Mr. Greenwood. The Chair thanks the gentleman. The chair 
would ask unanimous consent that the opening statement of Rep- 
resentative Anna Eshoo be incorporated into the record. Without 
objection, it will, and also unanimous consent that the disk, the CD 
with the photographs presented by Mr. McDonald be part of the 
record. Without objection, it will be. 

Without objection, a statement by Mr. Waxman will be incor- 
porated into the record as well. 

With that, we thank you again, Mr. Darling, and the other wit- 
nesses for their participation. 

This hearing is adjourned. 

Mr. Darling. Thank you, Mr. Greenwood, Mr. Deutsch, and 
other members of the committee. Thank you very much. 

[Whereupon, at 5:19 p.m., the subcommittee was adjourned.] 



INVESTIGATION OF MANAGEMENT PROBLEMS 
AT LOS ALAMOS NATIONAL LABORATORY 


WEDNESDAY, MARCH 12, 2003 

House of Representatives, 

Committee on Energy and Commerce, 
Subcommittee on Oversight and Investigations, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 10 a.m., in room 
2322 Rayburn House Office Building, Hon. James C. Greenwood 
(chairman) presiding. 

Members present: Representatives Greenwood, Walden, Deutsch, 
and Davis. 

Also present: Representative Radanovich, Markey, Eshoo, and 
Udall. 

Staff present: Ann Washington, majority counsel; Michael 
Geffroy, majority counsel; Yong Choe, legislative clerk; Edith 
Holleman, minority counsel; and Turney Hall, minority staff assist- 
ant. 

Mr. Greenwood. The hearing will come to order. I ask our 
guests to find seats, please. Let me alert everyone to the fact that 
Mr. Deutsch and I will make opening statements. Then, unfortu- 
nately, we are going to have to recess for about a half an hour and 
come right back and take testimony. I apologize for that in ad- 
vance. The Chair recognizes himself for an opening statement. 

This morning we embark on the second day of our hearing con- 
cerning reports of mismanagement and theft of Government prop- 
erty at Los Alamos National Laboratory. Two weeks ago we heard 
very troubling testimony from investigators at the lab who uncov- 
ered an amazing level of problems given the sensitive operation at 
this facility. 

For example, at that hearing we were presented with a pictorial 
essay on the alleged theft perpetrated by two LANL employees to 
include sleeping bags, cots, coolers, automatic gate openers, com- 
pact disks describing how to operate lock-picking equipment, and 
Slim Jims, devices used to break into locked cars. 

I am still waiting to hear how one could possibly explain the use 
of these items for lab related business. Or, to go a step further, to 
hear if anyone even asked these employees to explain their ques- 
tionable purchases. 

Although we have evidence of a few peripheral inquiries into 
some of their actions, it does not appear that anyone took a serious 
look at this until an employee was forced due to lab securities in 
action to go to the FBI. 


( 91 ) 
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To take another example, committee staff recently received a re- 
port generated in December 2002 that identifies all the lap top 
computers purchased in fiscal years 2001 and 2002 that did not get 
the property barcode. The report identified more than $1.5 million 
in lap tops all deemed sensitive property that were not correctly 
tagged which meant the computers would not be tracked in LANL 
inventory. 

Of course, we also have the treatment of the two expert inves- 
tigators who did attempt to bring procurement and theft problems 
to management only to be shown the door for doing so. These are 
just a few reasons why this committee has serious questions about 
procurement and property management oversight at LANL. 

Our search for answers leads us, first of all, to the lab’s manage- 
ment. We will turn today to the people who are supposed to make 
sure the problems we have been investigating did not happen. We 
will hear their response to the evidence and allocations of theft and 
abuse of funds and property. 

We will also hear from the people with responsibility for the lab’s 
overall management which will allow us to review more broadly the 
effectiveness of oversight of the lab by both the University of Cali- 
fornia and the National Nuclear Security Administration. 

We have serious questions on this level as well. The NNSA’s fis- 
cal year 2000 appraisal of Los Alamos states in part, “Notwith- 
standing the NNSA original assessment of outstanding in the pro- 
curement and property management areas, systemic weaknesses 
demonstrated in these two areas dictate that these functional areas 
should be rated no higher than excellent.” 

I have to ask how could NNSA rate any part of the procurement 
and property management areas as excellent given the testimony 
we heard 2 weeks ago from Jaret McDonald, the man who frus- 
trated by lab inaction, brought his concerns to the FBI. 

Our witnesses today can expect some tough questions. Let me 
note that they all come before us voluntarily and I appreciate their 
cooperation as we get to the bottom of this mess. Their views of 
events and answers to our questions should help fill out the picture 
of what was going on at Los Alamos. 

Our first panel today consist of individuals who had immediate 
oversight of the issues at hand. We will hear from Mr. Stan 
Busboom who hired Glenn Walp and Steve Doran, the two lab in- 
vestigators who were fired after they raised concerns about man- 
agement’s response to these crimes. Mr. Busboom ultimately signed 
their termination letters. He says he was ordered by his supervisor 
to do so. 

In his previous role as Director of Security he was involved in 
the inquires into many of the cases discussed in our first hearing. 
He also is responsible for investigating security incidents such as 
a recent missing hard drive case, as well as other incidents involv- 
ing unaccounted for classified media that this committee has un- 
covered during the course of our investigation. 

Mr. Busboom is joined by Mr. Frank Dickson, Laboratory Coun- 
sel; Mr. Joe Salgado, former Principal Deputy Director of LANL. 
Both of these men took on roles in these procurement and property 
cases that were seemingly outside the scope of their regular job re- 
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sponsibilities. They were also instrumental in the termination of 
Walp and Doran. 

Our second panel will have officials responsible for managing 
procurement at the lab. We will hear from Mr. John Hernandez 
who oversaw the contract administrator responsible for the Mesa 
blanket purchase agreement which was the primary procurement 
tool two employees used to purchase tens of thousands of dollars 
of goods for personal use. 

Additionally, we have Mr. Stan Hettich, LANL’s Director of Pro- 
curement. Mr. Hettich was also involved to some degree in one of 
the procurement abuse cases last year when his own secretary was 
caught using her procurement card at local casinos. 

We will have Mr. Richard Marquez, LANL’s Associate Director 
for Administration, who oversees all procurement and property 
management programs at the lab. Mr. Marquez has advised our 
staff that he believes the recent steps taken by the lab to improve 
its procurement card system will help solve many of the current 
problems. I look forward to hearing exactly how he believes these 
procedures will succeed where so many past attempts have failed. 

Finally, we will take testimony today from higher level manage- 
ment. We will hear on our third panel from Dr. John Browne who 
was the lab’s director during the relevant time and has since been 
replaced. We also have the former and current University of Cali- 
fornia Vice President of Laboratory Management, Dr. John 
McTague, and a reappearance, Mr. Bruce Darling. 

This lab management position was actually created to ensure 
that the improved management provisions required in what is 
known as Appendix 0 to the lab DOE contract was carried out. 

Joining them is Mr. Ralph Erickson from the NNSA’s LANL site 
office. I am looking forward to their testimony that what was going 
on at a facility that pursues some of the Nation’s most sensitive re- 
search. 

We thank the witnesses for attending this important hearing and 
recognize the ranking member for his opening statement. 

Mr. Deutsch. Thank you, Mr. Chairman. In the fall of 2000 the 
University of California agreed to amend its contract with the DOE 
to add more performance requirements for the management of its 
two national nuclear weapons laboratories. 

These commitments known as Appendix 0 were made to save 
California’s contracts when it went alee in the lost hard drive secu- 
rity debacles at Los Alamos and the repeated mismanagement 
which resulted in huge hidden cost overruns at the facility at Law- 
rence Livermore National Laboratory. 

According to the contract Appendix O was intended to strengthen 
the university’s management of and accountability for Los Alamos 
and Lawrence Livermore National Laboratory in three areas. Those 
were management accountability safeguards, security management, 
and facility safety. 

It required the use of outside subject matter experts to establish 
a Vice President for Laboratory Management, provide leadership 
management and integration of the initiatives in Appendix 0, and 
be accountable for institutionalizing the changes, improvements, 
and the benefits gained from infusion of industry expertise. 
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The vice president would also chair a new Laboratory Senior 
Management Council which would be an effective forum to review 
issues. The president of UC himself would be accountable to DOE 
for overall management and operating performance. All the re- 
quirements in Appendix 0 had to be completed for the university 
to be eligible for any of its at-risk fee of $4.7 million. 

On October 9, 2002, DOE stated that all the requirements of Ap- 
pendix 0 had been met and UC received $3.7 million of its per- 
formance rating. UC said it had received the highest rating ever 
from DOE, even though there were significant procurement and 
property fraud of control allegations at Los Alamos. 

PricewaterhouseCoopers and two former inspector generals had 
already been hired to review the entire purchase card system be- 
cause of systemic weaknesses. The investigation subsequently 
would be expanded to the entire procurement system. 

Within 6 weeks of this finding the new staff hired to profes- 
sionalize the security division were fired because they did not fit 
in with the lab’s self-protective culture. Within 3 months most of 
the top leadership of the Laboratory would be removed from their 
positions because they had refused to confront and fix management 
and security problems as they surfaced. The two security profes- 
sionals were rehired. 

Have the goals of Appendix 0 been met? Not according to Joseph 
Salgado, the former Principal Deputy Director of Los Alamos. His 
testimony refers repeatedly to the lack of management account- 
ability in the security area, although the key purpose was to instill 
public confidence and safeguards in security at both labs. The im- 
plementation under Appendix 0 appears to have been incomplete 
at best. 

The final strategic plan prepared by Mantac Ajas, the outside ex- 
pert, were not ready for review until December 2002. By July 2002 
the lab had deleted all work requirements on promising best man- 
agement practices, assessment of training needs and review of 
outsourcing possibilities. 

Although Mantac Ajas was required to brief the Laboratory 
Counsel and its vice president only once a year, the university de- 
cided after the first briefing that it did not need another briefing 
at the end of the contract. DOE apparently made Los Alamos’ last 
quarterly report the final one. Based on this information of our in- 
vestigation, I would argue that the security operation was, and is, 
in shambles. 

In addition to the well-publicized shortcomings in the criminal 
area, our staffs are finding disturbing issues in the handling of se- 
curity incidents including the handling of missing hard drives and 
flash cards. 

In 2001 Stanley Busboom, then head of Safeguards and Security 
Division, decided to readdress the situation that resulted from in- 
ternal failures to implement an earlier reorganization. Mr. 
Busboom stated in his 2001 division reengineering memorandum 
that we have had several organizational structures that failed over 
the last 18 months of crisis. 

The computer and technical security section and information on 
personal security had not removed from the security and stand- 
downs during 1999 and the hard drive incident of 2000. The Spe- 
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cial Projects Office, the predecessor to the Office of Security Inquir- 
ies, was described as ineffective with little cooperation of local law 
enforcement agencies and property protection investigations that 
were neither thorough or timely. 

Mr. Busboom proposed true strategic staffing with nationwide 
advertising to find a new OSI office leader to organize investiga- 
tions and inquiries. He wanted someone who could investigate and 
develop root cause analysis and solutions. The white hats, con- 
sumer service, and the black hats, inquiries, were to be sharply de- 
fined and organizationally separated. 

The hiring of Mr. Walp and Mr. Doran as black hats was a direct 
result of this effort. Quickly they were expected to serve Mr. 
Dickson and Mr. Salgado, the main customers inside the Labora- 
tory, rather than to work with law enforcement agencies to root out 
and fix the problem. Despite Mr. Busboom name if black hats, they 
just did not fit in. 

Mr. Chairman, one of the reasons people like Glenn Walp and 
Steve Doran did not fit in was because they uncovered problems 
and told people about them. They did not put their loyalty to UC 
above that of the taxpayer. The university, the Department of En- 
ergy, and these laboratories have a long and, frankly, vicious 
record of pursuing employees who try to fix problems. Demoting 
the Laboratory Director will not stop that, nor will hiring back Mr. 
Walp and Mr. Doran. 

Mr. Darling, your employees are afraid to speak out. That is why 
you have the management by accommodation that Mr. Salgado re- 
fers to. If you are really committed to change, I suggest you revisit 
each of the whistleblower cases in the past 10 years and report 
back to this committee on whether you think they were treated 
fairly. Thank you. 

Mr. Greenwood. Thank you. 

Mr. Deutsch. Mr. Chairman, Ms. Eshoo, I believe, by combina- 
tion will be able to sit in the hearing? 

Mr. Greenwood. Ms. Eshoo can sit in on any of my hearings any 
time she wishes. 

Mr. Deutsch. Thank you very much. 

[Additional statements submitted for the record follow:] 

Prepared Statement of Hon. Greg Walden, a Representative in Congress 
from the State of Oregon 

Thank you, Mr. Chairman. I commend you for holding this hearing today. It is 
my hope that by the end of today’s hearing we will have gotten to the heart of what 
led to the acute problems that the Los Alamos National Laboratory (LANL), the 
University of California (UC), the National Nuclear Security Administration (NNSA) 
and the Department of Energy (DOE) had in handling issues pertaining to the se- 
vere procurement irregularities, gross property mismanagement and theft at the 
laboratory. 

To say the least, today’s hearing will be interesting. Two weeks ago members of 
the subcommittee were able to learn from Messrs. McDonald, Walp and Doran how 
senior officials at LANL reacted to serious allegations of theft and loss of govern- 
ment property and how they responded to the misuse of government procurement 
mechanisms by personnel at LANL. The subcommittee subsequently learned how 
these allegations led to the start of an alleged cover-up by senior officials at LANL, 
which, amongst other things, led to the dismissals of Mr. Walp and Mr. Doran. 
These terminations by the laboratory were later characterized by the DOE’s Inspec- 
tor General as being “incomprehensible,” and moreover, he found LANL’s reasons 
for these terminations to be unsupported by the available evidence. 
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I will be particularly interested to hear how Mr. Busboom explains the rational 
behind these firings. How could these two security officials be terminated from their 
positions in light of the fact that about a month and a half prior to their respective 
terminations, on November 25, 2002, Mr. Walp was given a performance evaluation 
and subsequently received a $5,000 raise? It is also important to note that the FBI 
thought very highly of Mr. Walp and Mr. Doran, which is highlighted in Mr. 
Busboom’s notes from a conversation he had with an FBI agent in which the latter 
states that “Steve and Glen are the most professional.” That compliment coupled 
with DOE’s IG characterization of the terminations definitely leaves some questions 
to be answered by our witnesses on the rational behind these firings. 

Though an explanation of what led to the terminations of Mr. Walp and Mr. 
Doran is important, I also hope the subcommittee gets answers from our panelists 
about what the laboratory, UC and the NNSA have done to remedy the acute pro- 
curement problems that have existed at LANL. I will be particularly interested to 
understand how the NNSA fiscal year 2002 appraisal of LANL rated the lab’s pro- 
curement and personal property management areas as “excellent” despite the fact 
that this same system had such critical flaws that two lab employees were allegedly 
able to walk off LANL grounds with over $50,000 in government property. I will 
be even more interested in learning how a Los Alamos employee could use their gov- 
ernment provided purchase card to not only buy miscellaneous items at local retail 
establishments, but also at several area casinos. I imagine Mr. Hettich might be 
asked to shed some light on this particular incident. 

With that said, Mr. Chairman, I would like to thank our witnesses for being here 
today and I look forward to hearing their answers to the issues I have raised in 
my statement. 

Thank you, Mr. Chairman. I yield back the balance of my time. 


Prepared Statement of Hon. W. J. “Billy” Tauzin, Chairman, Committee on 
Energy and Commerce 

Thank you Chairman Greenwood. And let me say, once again, that the thorough, 
bipartisan work you are doing here — the evidence and information and explanations 
you are gathering — is going to be very helpful in resolving what is a very, very dis- 
turbing situation at Los Alamos National Laboratory. 

At the first part of this hearing into theft and mismanagement two weeks ago, 
I explained why I was so alarmed about what amounts to looting at the lab. Theft 
of taxpayer dollars and property is bad enough, but this goes beyond that. This is 
not some insignificant facility. Los Alamos is considered to be one of the gems of 
our national research infrastructure — and a facility that Americans trust to perform 
some of our most valuable national security research. 

It doesn’t take a nuclear physicist to understand why this is so important. Just 
look at the world situation today. We cannot afford to have slipshod management 
at a facility that performs such sensitive national security work. 

What I learned from the first part of this hearing did not ease my concerns. We 
heard sworn testimony about efforts to obstruct special Lab investigators and the 
FBI. We heard what was described as a total failure of Laboratory management to 
do anything about, and I quote, “massive” theft at the Lab. 

We heard descriptions of a permissive atmosphere that sought to protect the Lab’s 
image by ignoring evidence of deep-seated problems — for fear that exposure of the 
problems would generate negative publicity that would harm the Lab, its manage- 
ment, and ultimately its billion-dollar contract with DOE. 

Mr. Chairman, I can tell you what was harming the Lab, and it was not the ef- 
forts of the few to fight fraud and expose waste. Rather, it was what was allowed 
to go on outside the public eye, within the walls of this facility, a culture of permis- 
siveness and lack of discipline. 

Today we hear from the people who were in charge. I look forward to learning 
why they at one point hired special investigators to reform security at the Lab and 
then decided, essentially, to fire these investigators after the theft was identified. 

I look forward to learning why management and procurement procedures failed, 
why employees were able to get away with the purchases they made. We do have 
some tough questions. The witnesses before us today are among those who were ac- 
countable for what was happening at Los Alamos. 

Let me say that I also appreciate the witnesses coming before this Committee, 
voluntarily, to account for their actions and to explain what reforms are under way. 
It’s not always pleasant to come before this Subcommittee as a witness to answer 
tough questions, and it’s not always pleasant to be up here asking the tough ques- 
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tions. But this process is a good one, and one that over time will help to ensure 
that gaps in security and fraud protection at the Lab are closed. 

Today’s hearing, Mr. Chairman, should help us move in this positive direction. I 
yield back the remainder of my time and look forward to discussing our concerns 
with the panels. Thank you. 

Mr. Greenwood. As I mentioned at the outset of the hearing, 
unfortunately we have to recess now because of an unavoidable ob- 
ligation that I have. We should readjourn in about 30 minutes. 
Please be back here at 10:45 and we will hear from our first panel 
then. The hearing is recess. 

[Whereupon, at 10:20 a.m. the subcommittee recessed to recon- 
vene at 10:45 am.] 

Mr. Greenwood. Okay. Now you know why not much gets done 
here in Washington but we should have a good solid 1 3 A hours 
without further interruptions. Again, I apologize to all. 

Let me welcome our first panel which consists of Mr. Stanley 
Busboom, Staff Member and Former Director of the Security Divi- 
sion at Los Alamos. Welcome, sir. Mr. Joseph Salgado, former Prin- 
cipal Deputy Director at Los Alamos. Thank you for being with us 
this morning. And Mr. Frank Dickson, Laboratory Counsel at Los 
Alamos. I thank all of you for your presence and for your patience. 

You should be informed this is an investigative hearing and it is 
our practice to take testimony under oath. I would ask if any of you 
have any objections to giving your testimony under oath? 

Witness. No objection. 

Witness. No. 

Mr. Greenwood. No objection? Okay. Pursuant to the rules of 
this committee and the rules of the House, you are entitled to be 
represented by counsel. Do any of you wish to be represented by 
counsel this morning? 

Witness. Not at this time Witness. Negative. 

Mr. Greenwood. Okay. If you would stand and raise your right 
hands. 

[Witnesses sworn.] 

Mr. Greenwood. You are under oath and we will start with you, 
Mr. Busboom. You are recognized for your opening statement. 

TESTIMONY OF STANLEY L. BUSBOOM, STAFF MEMBER AND 

FORMER DIRECTOR, SECURITY DIVISION, LOS ALAMOS NA- 
TIONAL LABORATORY; JOSEPH F. SALGADO, FORMER PRIN- 
CIPAL DEPUTY DIRECTOR AT LOS ALAMOS NATIONAL LAB- 
ORATORY; AND FRANK P. DICKSON, JR., LABORATORY 

COUNSEL, LOS ALAMOS NATIONAL LABORATORY 

Mr. Busboom. Good morning, Mr. Chairman, Mr. Deutsch, and 
members of the committee. Thank you for this opportunity to ad- 
dress the issues that your committee has been looking into. 

Mr. Greenwood. Can I ask you to bring the microphone a little 
bit closer to you and point it toward your mouth. Thank you very 
much. 

Mr. Busboom. My name is Stan Busboom and I was the Director 
of Security at Los Alamos for 5 years up until January 8 of this 
year. Prior to that, I served my country in uniform retiring at the 
rank of Colonel from the United States Air Force. My record in the 
military service was exemplary, and my service at Los Alamos was 
recognized as outstanding for my entire tenure. 
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To fulfill its promise of full cooperation with Congress and its in- 
vestigation, Los Alamos National Laboratory and the University of 
California have ordered me to appear here to give testimony under 
oath today as a condition of my employment. The terms of this 
order are contained in a letter from James L. Holt, Laboratory As- 
sociate Director for Operations, which I have attached to my writ- 
ten testimony. 

At this time I would like to give you a brief summary of the writ- 
ten testimony that I have submitted for the record. The Office of 
Security 

Mr. Greenwood. I should remind you that you do have the right 
to invoke your 5th Amendment rights if you do not wish to testify 
this morning. 

Mr. Busboom. I am aware of that, sir, and I understand I am 
entitled to counsel as well. 

Mr. Greenwood. Very well, sir. 

Mr. Busboom. The Office of Security Inquiries, commonly called 
OSI, came within my purview. This office is where Mr. Walp and 
Mr. Doran worked. The members of this office work directly for my 
deputy, Mr. Tucker, and they had a broad range of duties at the 
Laboratory which did include providing inquiries into property 
theft and liaison to law enforcement. 

I first became aware of serious problems in OSI in September of 
last year. Mr. Tucker reported to me on several occasions during 
that period that there were ongoing disputes between his OSI staff 
and the lab’s legal counsel. 

At one point in mid-September Mr. Tucker had to intercede with 
the lab’s Chief Operating Officer on Mr. Walp’s and Mr. Doran’s be- 
half to prevent them from being taken off ongoing inquiries. That 
incident led me to meet with Mr. Tucker, Mr. Walp, and Mr. Doran 
to express my concern that the disputes be resolved professionally, 
quickly, and permanently. 

I also met with the Chief Operating Officer and the Senior Legal 
Counsel around this time who expressed concerns about the suit- 
ability of Mr. Walp and Mr. Doran for those positions. 

Approximately 6 weeks later I was directed by the Chief Oper- 
ating Officer to remove Mr. Walp and Mr. Doran from their law en- 
forcement liaison duties with the FBI. I did that and then I moved 
quickly to provide the FBI with alternative points of contact. 

This incident occurred after a meeting between senior lab man- 
agement, the FBI, and the U.S. Attorney which I did not attend. 
I was told at the time that Mr. Walp and Mr. Doran no longer had 
the trust of senior management. At that point I began to seriously 
consider Mr. Walp and Mr. Doran’s position as probationary em- 
ployees and to contemplate their future with the lab. 

On November 20 the issues surrounding Mr. Walp’s and Mr. 
Doran’s performance came to a head when my supervisor handed 
me a draft memorandum that provided detailed justification from 
senior management for terminating the two under their proba- 
tionary period. 

I consulted in detail on this with my supervisor, his deputy, Sen- 
ior Laboratory Legal Counsel, and the Deputy Director for Human 
Resources. I also met with the Chief Operating Office and ex- 
pressed my concern about the inevitable media and political 
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firestorm. I was given assurances that that had been taken into 
consideration and with those assurances I accepted my responsi- 
bility as division leader to take the determination actions. 

On November 25 with my supervisor in attendance, I asked for 
Mr. Walp’s and Mr. Doran’s resignations. When they were not 
forthcoming, my supervisor and I signed the terminations approxi- 
mately 2 weeks later. The media and political fallout that I was 
concerned about occurred almost immediately and a number of in- 
vestigations and inquiries were launched including your committee, 
sir. 

On January 3 of this year my supervisor told me that I would 
be removed from my position. On January 8 that did occur. For my 
part in this matter I have acted in good faith every step of the way 
and I have taken my actions based on the best information I had 
at the time. I have cooperated fully with all investigating agencies 
including your committee, sir. I have kept a complete an accurate 
record of all the proceedings I was involved in which was provided 
to your committee’s staff. 

Thank you for your time. 

[The prepared statement of Stanley L. Busboom follows:] 

Prepared Statement of Stanley L. Busboom, Special Staff Member, Los 
Alamos National Laboratory 

To fulfill its promise of full cooperation with Congress and its investigation, Los 
Alamos National Laboratory and University of California have ordered me to appear 
here and give testimony under oath as a condition of my employment. The terms 
of this order are contained in a letter from James L. Holt, Laboratory Associate Di- 
rector for Operations, which I have attached to my testimony. 

I was the Director of Security at Los Alamos National Laboratory (LAND for 5 
years, up until January 8th of this year. Prior to that, I served my country in uni- 
form for 26 years. My record as a Colonel in the Air Force was exemplary, and my 
service at Los Alamos was recognized with outstanding performance ratings for my 
entire tenure as a division leader. 

The Office of Security Inquiries (OSD at Los Alamos came within my purview. 
OSI members worked directly for my deputy, Gene Tucker. I did not supervise this 
function on a day-to-day basis, but I did have supervisory contact with them when 
Mr. Tucker was absent from tbe Laboratory. I was also involved in the terminations 
of Mr. Walp and Mr. Doran. 

I first became involved in events leading up to the termination of these two per- 
sons in mid-September of 2002. On September 17th, Frank Dickson, LANL Chief 
Legal Counsel, informed my deputy (Mr. Tucker) that he was dissatisfied with the 
work of OSI on the pending property cases and that he wanted Mr. Walp and Mr. 
Doran off the cases. Mr. Tucker told me he would handle the situation and he 
interceded directly with Joe Salgado, LANL Chief Operating Officer, on Mr. Walp 
and Mr. Doran’s behalf. The next day (September 18th) I met with Mr. Dickson at 
11:30AM, and he outlined his dissatisfaction with the OSI staff in no uncertain 
terms, saying that Mr. Doran was not trusted by the legal office and that the “jury 
was still out” on Mr. Walp. He expressed particular concern that Mr. Walp and Mr. 
Doran’s contacts in the field should not be inconsistent with his interface with the 
FBI and the U.S. Attorney offices in Albuquerque. 

I was extremely concerned by this discussion and I arranged to meet with Mr. 
Tucker and Mr. Walp later that afternoon at 4:00PM. During that meeting, Mr. 
Tucker asked Mr. Walp straight out if he was being asked to anything improper, 
illegal, or unethical. Mr. Walp said “no.” Mr. Tucker also confronted Mr. Walp about 
an incident that Mr. Tucker considered to be insubordination. Mr. Tucker said that 
Mr. Walp had denounced Mr. Dickson in front of his OSI subordinates, and that this 
was an inappropriate way to handle a dispute with a colleague. Mr. Tucker also 
made the point that he had just gone to bat for Mr. Walp. I told Mr. Walp that 
Mr. Dickson regarded him as uncooperative and that OSI could not be successful 
in the long run if they did not have a good working relationship with the LANL 
Chief Legal Counsel and his staff. 
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We then asked Mr. Doran to join the meeting. I repeated Mr. Dickson’s concerns 
to Mr. Doran, including the express concern that the relationship with the FBI and 
the U.S. Attorney must be maintained. At one point in the conversation, when I did 
not think Mr. Doran was listening to me, I did offer my opinion that Mr. Dickson 
would “level you him both barrels” if the dispute between OSI and LC continued. 
I believe later events have proven my observation to be correct. I did not threaten 
to fire Mr. Doran. I did tell him that Mr. Dickson was inquiring about his status 
as a probationary employee, and I am certain that Mr. Doran found that to be of 
great concern. I also found it to be of great concern, as I wanted Mr. Tucker’s efforts 
on his behalf to be successful. 

As a manager, I was obligated to let Mr. Walp and Mr. Doran know where they 
stood with Mr. Dickson, without sugar coating it. The context of this conversation 
was forward-looking, not punitive. My view was that Mr. Tucker had successfully 
interceded on their behalf and that if they took the time and made the effort to re- 
build their relationship with LC, we could put the disputes behind us. None of this 
discussion in any way touched on Mr. Walp and Mr. Doran not being allowed to do 
their jobs or not pursuing the cases they were working. It was only about learning 
to cooperate with LC. 

My next personal encounter with Mr. Walp and Mr. Doran came about six weeks 
later. On October 24th, 2002, at 10:20AM, I received a message that Mr. Dickson 
needed to speak with me urgently. I got through to him 20 minutes later on his 
cell phone number and answered this question from him: “When did the FBI first 
begin investigations into thefts at Los Alamos, and when did management know 
about it?” The answer I gave him, after consulting with Mr. Walp, was, “Sometime 
around June 24th and July 1st, respectively.” I asked him where he was, and he 
said that he and Mr. Salgado were meeting with the US Attorney and the FBI in 
Albuquerque. 

Later that day, at 4:00PM, Mr. Salgado held a meeting in his office with Mr. 
Dickson, Mr. Marquez, Associate Director for Administration, Mr. Holt, Associate 
Director for Operations, and me. Mr. Salgado said words to the effect of, “We 
screwed up the ‘Mustang’ Case,” and therefore, the US Attorney would not pros- 
ecute it. He then immediately directed me to take Mr. Walp and Mr. Doran out of 
liaison with the FBI and therefore off the remaining FBI case, the so-called “TA- 
33” case. By ordering Mr. Walp and Mr. Doran off FBI liaison just after describing 
the screw-up of the “Mustang” case, Mr. Salgado implied that that Mr. Walp and 
Mr. Doran’s handling of the case caused their removal from FBI liaison. I suggested 
that it was not wise to “change horses in the middle of the stream” but was told 
that based on the meeting in Albuquerque, Mr. Walp and Mr. Doran no longer had 
the trust of senior management. The rationale was that Mr. Walp and Mr. Doran 
had provided incomplete and inaccurate information to Mr. Dickson and Mr. 
Salgado. 

Accordingly, I told Mr. Walp that evening at about 5:45PM that he was off liaison 
with the FBI. Mr. Doran was not available, so he was told the same thing the next 
day, October 25th, around noon. I could only tell them that senior management had 
lost confidence in them. At 09:30AM, I had an acrimonious meeting with Mr. 
Dickson about being “ambushed” the day before. I had not known about the meeting 
with the US Attorney or the FBI the day before and that left me completely unpre- 
pared for the outcome affecting my employees. In that meeting, he explained that 
there would be a meeting the following Tuesday (October 29th), in which the roles 
of LC, OSI, the FBI, and the DOE IG would be sorted out. 

At 2:35PM that same day, Agent Jeff Campbell, FBI, telephoned me and asked 
for assistance on an inquiry about an Australian citizen who had once visited Los 
Alamos. He said Mr. Doran, who had informed him that he was no longer in the 
position of FBI liaison, had referred him to me. I told Agent Campbell I would assist 
him personally. At the close of our conversation, Agent Campbell said: “Nothing I 
said at yesterday’s meeting should have gotten Steve [Doran] in trouble,” and “Steve 
and Glenn [Walp] were very professional in my dealings with them.” I only told him 
their removal from liaison was a decision by senior laboratory management. 

I met again with Mr. Dickson later that day, to go over where we stood on each 
area of concern. Following the meeting, I emailed Mr. Dickson and my supervisor, 
Mr. Holt, that 1) Mr. Doran and Mr. Walp had been removed from FBI liaison as 
directed by senior management; 2) we would hold new liaison appointments in abey- 
ance until the Tuesday meeting per Mr. Dickson’s direction; and 3) I passed on my 
conversation with Agent Campbell. 

The next Monday, October 28th, I telephoned Agent Campbell and gave him ev- 
erything he needed on the “Australian” case. As we closed the conversation, he pro- 
posed to have Mr. Walp and Mr. Doran participate in pending interviews and search 
warrants on the “TA-33” case (the sole FBI case at LANL at that time, to the best 
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of my knowledge). I told him I could not agree to that. As I have described, the deci- 
sion to remove them had been made by senior management, and it was clear to me 
that I did not have the authority to change that decision. I did leave it open ended 
and told him “we’ll back to you,” reasoning that the next day this could be resolved 
in the joint LANL/IG/FBI meeting, where senior management would attend. Agent 
Campbell said that without Mr. Walp and Mr. Doran’s participation, he could not 
assure me we would have 24 hours notice prior to the warrants being served in the 
“TA-33” case. I made note of this, as at the time, I did not know any such agreement 
was in place. I had only one purpose in my dealings with Agent Campbell as liaison 
in the absence of Mr. Tucker, who was away on vacation: to assure that the removal 
of Mr. Walp and Mr. Doran did not in any way impede, obstruct, hinder or thwart 
any FBI investigation at the Lab. 

The following day (October 29th, at 1:45PM) when I attended the joint meeting, 
the FBI was not present. Mr. Salgado said that the FBI had “backed out.” The first 
input I made at the meeting was to recount my conversation with Agent Campbell 
and point out that a firm FBI liaison was needed. Mr. Salgado said he didn’t care 
if we had prior notice of the warrants being served, but to go ahead and appoint 
new liaisons. I appointed Mr. Tucker and Mr. Mullens to those duties following the 
meeting, succeeding my own personal stint of three working days as the liaison. 

At 9:00AM on the morning of Thursday, October 31st, the FBI conducted the 
interviews and served the warrants without prior notice to LANL. Between Mr. 
Tucker and me, we immediately assembled a team from OSI, produced the suspects, 
and provided full and successful support to the FBI effort. I noted this on my cal- 
endar for the day: “Where are Glenn and Steve?” It turned out that Mr. Doran had 
scheduled that day off, and Mr. Walp had called in sick. 

I was later questioned by the DOE IG on this entire matter. The inspector asked 
me if I had prohibited Mr. Walp and Mr. Doran from speaking to the FBI. My reply 
was “no,” and I characterized that proposition as “ridiculous.” If Agent Campbell 
needed any assistance from anyone in OSI, he could have contacted Mr. Tucker or 
me, and we would have provided whatever information or access he requested. Al- 
ternately, he could have treated Mr. Walp and Mr. Doran as material witnesses, 
and if they cooperated he would have all the access he wished, without ever needing 
my consent or knowledge. In my 32 years of experience in law enforcement, the FBI 
will label such persons as supportive witnesses and/or criminal/confidential inform- 
ants, and do whatever they legally need to do in terms of access and interviews. 
What I did not do was to interfere with Agent Campbell’s investigation. 

What I did do, and the only thing I did, was instruct Mr. Walp and Mr. Doran 
not to interact with the FBI as liaisons on behalf of the Laboratory, as I was in- 
structed to do so by Mr. Salgado and Mr. Dickson. The IG also asked me if I had 
been told by anyone that I was not cooperating with the FBI. My answer was “no,” 
and the facts are that the FBI got everything they needed in terms of support from 
my division, when they needed it. 

Throughout the period of late October and early November, both Mr. Salgado and 
my immediate supervisor, Jim Holt, had discussions with me about the probationary 
status of Mr. Walp and Mr. Doran. I was under pressure to make a decision on 
them, and it was clear to me that preferred outcome was to let them go. What I 
did not know at the time was that plans to terminate Mr. Walp and Mr. Doran had 
been made at meetings where I was not present, and did not know about. 

The matter came to a head on November 20th, at 8:30AM, when Mr. Holt handed 
me a draft memorandum that outlined senior managements’ concerns on Mr. Walp 
and Mr. Doran. It was in the form of a memo from me to Mr. Holt, recommending 
their termination, and he told me to work on it on a “close hold” basis. That same 
morning, I met with Mr. Holt and his deputy, Barb Stine, at 10:00AM, and we edit- 
ed the memo line-by-line. The next morning, I took the memo to Mr. Dickson at 
8:30AM, and he edited it line-by-line with me. I asked for an explanation of each 
point in the memo and Mr. Dickson attributed most of the points to himself and 
Mr. Salgado. 

I finalized the memo and sent it to Mr. Holt on November 21st, recommending 
that Mr. Walp and Mr. Doran be terminated. I was prepared to accept my responsi- 
bility under the LANL Administrative Manual, which says dismissing probationary 
employees is done at the division leader level, but I nevertheless had serious con- 
cerns. At 10:00AM, I met with Mr. Salgado, and expressed the following reserva- 
tions: 1) that this action would start a media and political firestorm; 2) that Mr. 
Walp and Mr. Doran would almost certainly become “whistleblowers,” and; 3) that 
a senior management must participate in the actual terminations as I was relying 
on their input for taking the action. He acknowledged my concerns, but told me that 
these matters had been taken into consideration. At 3:25PM that same day, Mr. 
Salgado told Mr. Holt and me to proceed with the terminations on Monday and to 
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start on restructuring the OSI office; it was specifically agreed at this meeting that 
Mr. Holt would be present during the terminations. 

The next day, November 22nd, I received instructions from the Deputy Division 
Leader of Human Resources (Phil Kruger) on how to conduct the termination ses- 
sion. He advised me, among other procedural matters, not to have Mr. Holt present. 
I certainly thought otherwise and on Sunday, November 24th, at 3:05PM, I tele- 
phoned Mr. Holt at his home to receive an assurance that he would be participating 
in the action. On Monday, November 25th, commencing at 8:45AM, I asked both Mr. 
Walp and Mr. Doran for their resignations, with Mr. Holt present as a witness. Two 
weeks later, when no resignations were forthcoming, Mr. Holt and I both signed the 
personnel action forms that formally terminated them. 

Almost immediately following the dismissal of Mr. Walp and Mr. Doran, the 
media and political firestorm I had predicted materialized. As I also forecast, they 
assumed the status of “whistleblowers” and took their side of the story effectively 
and continuously to the media and eventually, to this committee. I was told on Jan- 
uary 3rd, 2003, that I would be removed from my position as Director of Security, 
and that did take place on January 8th. I believe this action was taken as a direct 
result of the media coverage and political “fallout” I had specifically warned senior 
management about. 

The news media coverage of my removal at one point centered on the alleged loss 
of a hard drive in my division in October of 2002. On October 24th, 2002, at 4:30PM, 
I met with Mary Margaret Trujillo (OSI) and Steve Croney (S-4 Group Leader), and 
they told me that an ongoing inventory of classified removable electronic media 
(CREM) in Mr. Croney’s group had not been reconciled. I believe Mr. Croney had 
first discovered the problem sometime earlier in the day. Mr. Croney said that a 
bar coded CREM was not in the safe it should be, and that a search of that safe 
did not result in finding it; the item was listed as a hard drive. 

At 4:45PM the same day, I telephoned Frank Ward of the local DOE office, and 
informed him that I was formally reporting an incident of security concern (a “secu- 
rity incident”), and explained an item in the S-4 CREM inventory was not where 
it should be. I told him that we would be reporting it in writing the next morning, 
within 24 hours, as procedures called for. I immediately called in Leigh Barnes to 
assist. Mr. Barnes’ group was in charge of the CREM inventory lab-wide, and were 
on-call, like a SWAT team, to respond to any anomalies during inventories. 

At 5:15PM, I met with Mr. Croney, Mr. Barnes, Ms. Trujillo, and Ms. Trujillo’s 
supervisor, Mr. Walp. I sent Mr. Barnes and Mr. Croney off to continue the search 
in S-4, and we agreed to reconvene in the morning. At about 7:30PM, I reached Ken 
Schiffer, head of the Internal Security Office, by telephone. I told him I had a secu- 
rity incident in my own division and that I might need an inquiry official from his 
office (An inquiry official investigates a security incident). To avoid the appearance 
of a conflict of interest in the inquiry, I wanted an inquiry official from outside S 
Division. Mr. Schiffer agreed to assist. 

The next morning, October 25th, at 7:00AM, Mr. Croney and Mr. Barnes came 
to my office and presented a plan to do a wall-to-wall search of the entire group. 
They estimated it would take well into the weekend to check and recheck all of the 
inventory and to search all of the physical space. I told them to proceed and sent 
Mr. Croney to get started. At this meeting, Mr. Croney could not articulate in any 
way what the missing item was used for, or what information it might contain. 

At 7:45AM, I met with Mr. Barnes, Mr. Walp, and Ms. Trujillo and told them we 
would putting the report in writing, but also that I was going to ask Mr. Holt to 
appoint an outside inquiry official to avoid a conflict of interest in “investigating 
ourselves.” A draft of the written report was reviewed at this meeting, and it did 
not make sense to me on two accounts: 1) It said the hard drive was lost or missing, 
when clearly in point of fact, the search was still ongoing; and 2) That someone was 
in the hospital, and that is why we could not explain the inventory difference. In 
either case, it would require a full inquiry to determine if something was lost or 
missing, and if all pertinent witnesses had been contacted. I asked Mr. Walp, Mr. 
Barnes, and Ms. Trujillo to come up with more factual wording for the report. I 
signed out the written report within two hours, and Mr. Walp faxed it to DOE. It 
now correctly stated that we could not locate the item and that we were continuing 
to attempt to reconcile the inventory. I approved the classification of Impact Meas- 
urement Index 2 (IMI-2), the highest and most serious classification I could assign 
without knowing for certain that there was a confirmed compromise of classified in- 
formation. 

Mr. Barnes and I met with Mr. Holt at 10:15 AM, and he agreed to appoint an 
inquiry official outside of S Division for the reasons I had put forward: I was both 
the responsible line manager and the Director of Security and that constituted at 
least the appearance of a conflict of interest. He communicated with a Mr. Roth in 
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Mr. Schiffer’s absence, and then appointed Ms. Mary Ann Lujan from the Internal 
Security Office as the inquiry official for the incident. 

On Sunday, October 27th, I met with Mr. Croney and Mr. Barnes to hear their 
report on the wall-to-wall search. They explained their methodology for the search 
and detailed their activities over the previous 72 hours. They then told me that they 
had found the bar coded item and that it was a carrier without a hard drive in it. 
This was an interesting development in terms of reconciling the inventory, but it 
did not address the fundamental question of whether or not classified information 
was potentially compromised. On October 28th, Mr. Walp, Mr. Barnes, and I met 
with Ms. Lujan as she started her inquiry. They told her wbat they knew up to that 
point, and I instructed them to give her all necessary support. 

On November the 1st, I was present when Ms. Lujan gave an update to Scott 
Gibbs, who was acting on behalf of Mr. Holt. I asked Ms. Lujan if my people were 
cooperating, and although she said “yes,” she also said words to the effect that some 
people could be more forthcoming. As I recall, her point was that some were not 
volunteering information, but only answering direct questions. I immediately took 
this back to Mr. Croney and instructed him to reinforce with all of his people that 
full cooperation was essential, and I would not tolerate anything less. I followed up 
with Mr. Croney from time to time after that to ensure this was done. On November 
15th, I performed a second-level managers review of Mr. Croney’s CREM inventory, 
checking safes and inventory records along with him and his custodians. I found no 
issues. I believe I sat in on one other update, but I do not recall the date or the 
specifics discussed. 

After being removed from the position of Director of Security, I was questioned 
about taking part in, as it was described to me, rescinding this report. This is com- 
pletely untrue; I did not in any way, orally or in writing, rescind the report. The 
“rescission” was also attributed to Mr. Tucker, my Deputy. This is also patently 
false, as he was out of town on vacation; in fact, the only reason I was involved in 
reporting this incident was that in his absence, I was covering his duties as the su- 
pervisor of OSI. Further, I cannot understand why anyone would credit this asser- 
tion of a “rescission,” as clearly a full inquiry proceeded to its conclusion. What I 
did do was immediately launch a massive effort to reconcile the inventory, properly 
report the incident, classify it at the highest level of concern I could, appropriately 
remove myself from the inquiry chain at the earliest opportunity, keep careful 
records of the proceedings, and ensure the cooperation of my division in the inquiry. 

This committee’s staff questioned me for the first and only time to date about 
these matters on February 7th, 2003. Although I have first hand knowledge of these 
events, no one at LANL or UC has interviewed me. To the best of my knowledge, 
no one has interviewed Mr. Barnes either, although he clearly has first hand knowl- 
edge of what happened during the initial stages of the inquiry. I have never seen 
Ms. Lujan’s report; she completed it after I was removed from my position, and in 
any case it was prepared on behalf of Mr. Holt. I have not read it, nor have I been 
consulted on its content or conclusions. I therefore have no knowledge of actions 
pending or taken as a result of the inquiry. 

In conclusion, throughout all of these matters, I have not participated in, nor ob- 
served, any actions that could remotely be described as a management cover-up. I 
never harbored any motive of “thwarting” Mr. Walp and Mr. Doran’s work. On the 
contrary, I provided appropriate resources and support for OSI throughout this pe- 
riod, and assisted Mr. Tucker in interceding with legal counsel and senior manage- 
ment when they needed support. I kept an extensive record of the events as they 
occurred and I have shared that record fully and cooperatively with all the concur- 
rent investigations. 

For my own part, I participated in the terminations with caution and reservation; 
Mr. Tucker did not participate in the terminations at all. I took all of my actions 
with consistency and in good faith and I used the information provided to me about 
Mr. Walp and Mr. Doran in a manner appropriate to the seriousness with which 
it was presented to me. I took no independent action in this matter; I recommended 
the terminations based on what I was told, but I did not make the decision. I had 
no reason at the time to suspect the motives of my chain of command or the veracity 
of the information they gave me. When the terminations were effected, I saw to it 
that the extraordinary steps were taken of having a senior manager present, and 
of having him sign the personnel action forms. 

Thank you for the opportunity to assist in you investigation of this matter. 

Mr. Greenwood. Thank you, Mr. Busboom. 

Mr. Salgado. 
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TESTIMONY OF JOSEPH F. SALGADO 

Mr. Salgado. Mr. Chairman, members of the committee, My 
name is Joe Salgado. I am here voluntarily and at my own expense. 
I was the former Principal Deputy Director of Los Alamos National 
Laboratory. I had been at the Laboratory approximately 3 years. 

For brief moments here I would like to address a little bit of my 
background since that is germane probably to the ongoing inquiries 
of this committee. I have over 17 and close to 20 years of law en- 
forcement experience starting as a police officer in Oakland, Cali- 
fornia as Sergeant of Police. Ten years as a prosecutor in Alameda 
County as senior trial attorney. As a branch manager and special 
prosecutor in Humboldt County in an impeachment trial of a duly 
elected law enforcement official. 

I had the privilege to come to the Department of Justice after ap- 
proximately 10 years as a prosecuting attorney and served as the 
Associate Director for Enforcement at the Immigration and Natu- 
ralization Service. I sat on the board of directors of EPIC, El Paso 
Intelligence Center. Then the Associate Attorney General on the 
Coordinating Committee on Organized Crime. 

I served in the Reagan Administration as the Chief Operating 
Officer of the Department of Energy for 4 years. In that capacity 
had the ability and the responsibility for the management of the 
National Laboratory and ironically also with part of the decision- 
making process for the extension of the contract with the Univer- 
sity of California in 1985. 

I would like to make five brief points if I might, Mr. Chairman, 
pursuant to my testimony. I would ask that my submitted testi- 
mony be incorporated and part of the official record. 

Mr. Greenwood. It will be. 

Mr. Salgado. Thank you, sir. The first point I would like to 
make is on a personal basis and professional basis there was abso- 
lutely no cover-up or attempted cover-up of theft or criminal activ- 
ity at Los Alamos Laboratory via myself and, as far as I know, by 
anyone else at the Laboratory. I believe that these allegations are 
absolutely not true and I categorically reject all such statements. 

I have described in my statement Dr. Browne and I promptly 
and completely informed all appropriate authorities at the Univer- 
sity of California, NNSA, DOE, and appropriate law enforcement 
agencies. We kept them informed of our activities and progress 
through all the issues that are before this committee today. 

The second point that I would like to make is that I firmly be- 
lieve that the descriptions of the Laboratory, Los Alamos National 
Laboratory, as a Den of Thieves, or having a culture of crime and 
theft that has been keeping the valley green for years, is inaccurate 
and not founded on fact. I believe, sir, that it does a disservice to 
the thousands of honest, dedicated science, technical and support 
people at the Laboratory. 

Obviously the improper and illegal activities and criminal activ- 
ity of a few individuals out of a work force of over 10,000 are ex- 
tremely serious and should be well investigated. But they should 
not be used to tarnish the entire Laboratory and its work force. 
Personally I am disappointed that the University of California has 
chosen not to defend the Laboratory and its work force. 
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Point No. 3. In late 1999 when I joined the Laboratory I did 
bring a well-founded belief that the historical culture of the Univer- 
sity of California and the Los Alamos Laboratory had to change to 
ensure that it is management performance would be as excellent as 
its scientific performance. 

It was my personal opinion and voice within the institution, as 
well as the University of California, that the Laboratory had lost 
its credibility and was losing its credibility with both the executive 
and legislative branches of government. 

My views were consistent with Dr. Browne’s vision of trans- 
forming the Laboratory into a disciplined organization capable of 
meeting the public expectation for accountability with fiduciary re- 
lationship with the American taxpayer. 

As a result of my prior service at the Department of Energy, I 
firmly believe that the University of California Lab had to regain 
its lost confidence and could only do so by substantially trans- 
forming the culture of the Laboratory and its management prac- 
tices. Management practices have historically been one of manage- 
ment by accommodation to one marked by formality of operation, 
openness, and, among other things, that it was variably free from 
a culture of theft including theft and mismanagement. 

Fourth. I take the responsibility for the dismissals of Mr. Walp 
and Mr. Doran. I believe their dismissals were warranted based on 
repeated instances of inaccurate and incomplete reporting, their 
apparent inability to gain the trust and confidence of executives 
and senior managers at the Laboratory, as well as external review- 
ers with backgrounds both in law enforcement and the Federal 
Government. And management failures in properly securing, I be- 
lieve, sensitive information dealing with ongoing criminal inves- 
tigations. 

I am aware that Mr. Walp and Doran have accused me of signifi- 
cant obstruction and interferences with their work. It would be 
worth nothing that over the period of the 6 months to a year that 
Mr. Walp and Doran were at the institution I personally met with 
Mr. Walp twice for approximately 60 minutes and Mr. Doran at- 
tended a meeting I was in. 

There were issues concerning the October 24 meeting with the 
FBI and the U.S. Attorney that did lead me to the position of re- 
questing and demanding that they be removed from liaison on that 
particular case. 

Mr. Doran and Mr. Walp see the Laboratory and its issues on 
one hand, and I see it on another hand that the conditions at the 
Laboratory must and need to be improved. We are diametrically 
opposed, I believe, as to our conclusions as to those conditions. 

Finally, Mr. Chairman and members, this committee would have 
no way of knowing what I refer to as an insidious and prejudicial 
phrase of “keeping of the valley green” and similar expressions. I 
have discussed this issue at length in my statement. 

Let me summarize it here by saying that the phrase is tanta- 
mount to racial profiling of the Hispanic workers at the institution 
of Los Alamos and the Hispanics residents of the Espanola Valley. 
Uses of phrases like “greening the valley” as our surrogate for ac- 
cusation of thief in connections to the drug trade and absent any 
substantiating evidence or wrong. 
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As an individual who has lived in the valley and is of Hispanic 
decent, I personally, professionally are offended and believe that 
the university and the Laboratory ought to cease using these 
phrases unless they can demonstrate substantial evidence they are, 
in fact, true. I am not aware that such evidence does exist. 

I welcome your questions, Mr. Chairman, and I appreciate the 
opportunity to be here. 

[The prepared statement of Joseph F. Salgado follows:] 

Prepared Statement of Joseph F. Salgado, Former Principal Deputy 
Director, Los Alamos National Laboratory 

Mr. Chairman, Members of the Committee: I appreciate the opportunity to testify 
about performance failures at Los Alamos National Laboratory and related issues. 
I am here without subpoena and at my own expense because I believe these hear- 
ings are important to the future of the Laboratory. 

INTRODUCTION 

I came to the Laboratory in August, 1999 as an “outsider” and a manager, with 
a successful track record in the private sector and before that in the public sector, 
including 17 years in law enforcement as a police officer, prosecuting attorney, and 
Associate Commissioner for Enforcement at INS in the Department of Justice. 
While at the Department of Energy in the late 1980s as Under Secretary and Dep- 
uty Secretary, I was involved in the decision to extend the University of California’s 
contract to operate three national laboratories, including Los Alamos. 

When I joined the Laboratory, it was with a well-founded belief that it is impor- 
tant for the country that the University of California continue to manage Los Ala- 
mos Laboratory. BUT, I also believed that it was imperative that historical cultural 
issues at the Laboratory needed to change. These beliefs were consistent with John 
Browne’s vision for transformation of the Laboratory. As Director, he realized that 
the culture that had existed at the Laboratory for nearly 60 years could not satisfy 
public expectations for accountability and management excellence and therefore that 
change was imperative. Long-standing cultural issues at Los Alamos included: 

• Lack of operational formality; 

• Lack of a sense of the fiduciary relationship between the Laboratory and the tax- 

payers; 

• Lack of responsibility and accountability; 

• Lack of management discipline; 

• Lack of an understanding that competent managers and good science are not in- 

compatible. 

During the three years I was employed at the Laboratory, I spoke out frequently 
about the need to transform the Laboratory from what one DOE official correctly 
observed was “13 labs with one name” and a system of management by accommoda- 
tion to an organization that would speak with one voice and be governed by dis- 
ciplined management. There is nothing I am testifying to today regarding the need 
for change that I have not repeatedly said to Laboratory employees, the University 
of California’s Office of the President, and, as well, to the NNSA and DOE. 

ALLEGATIONS OF COVER-UP AND OBSTRUCTION 

Before proceeding with the details of my statement, I want to address allegations 
of cover-up, attempted cover-up, obstruction, and interference with fact-finding and 
investigative processes. These allegations are absolutely not true, and I categori- 
cally reject all such statements as they relate to my actions. To the best of my 
knowledge, no one else at the Laboratory engaged in any cover-up or interference 
with investigative processes. As will be clear throughout my testimony, Director 
Browne and I promptly and consistently took the initiative to fully inform the Uni- 
versity of California, the NNSA, and, as appropriate, the DOE Inspector General’s 
office of all of the information available to us about proven or alleged misdeeds at 
the Laboratory. We were determined and proactive in addressing each issue as it 
came to our attention. 

As soon as these allegations appeared in the November 5 edition of The Energy 
Daily, I discussed the matter with DOE Inspector General Greg Friedman and then 
recommended to Director Browne that we ask NNSA to request a review by the In- 
spector General. Director Browne, who was in Washington, D.C. at the time, made 
the request to Linton Brooks, Acting NNSA Administrator, that day. These calls 
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were completed within a period of 4 to 6 hours on November 5. Mr. Brooks asked 
for an IG review on the same day, and the Laboratory received written notice from 
the IG on the following day that an investigation would be done. Mr. Friedman 
called me a day later to acknowledge that the Laboratory had acted very quickly. 

As I will discuss later, I believe that in the specific instances of misconduct — 
TA33, purchase card activity and property management — the Laboratory moved ag- 
gressively and proactively to address these issues. In the discussion that follows, 
“executives” refers to the Director, Deputy Directors, Associate Directors, and Lab- 
oratory Counsel. “Senior managers” refers to Division Leaders; “managers” refers to 
all other managers. 


LABORATORY IS NOT A “DEN OF THIEVES” 

I have been deeply disappointed that so few efforts have been made over the past 
several months to acknowledge what is right with Los Alamos National Laboratory. 
Notions that the Laboratory is a “den of thieves” which has been “keeping the Val- 
ley green” for years, or that its culture is one of “theft and criminality,” I believe 
are wrong, and should be explicitly and firmly rejected. The fraudulent activities of 
a few individuals out of a workforce of over 10,000 in a half dozen specific cases 
are extremely serious. But they are not reason for condemning the entire Laboratory 
or its culture. 

The workforce at the Laboratory is among the most rigorously screened 
workforces in the country. It consists of literally thousands of dedicated, hard-work- 
ing, honest individuals. Among them are some of the brightest minds and most ac- 
complished scientific and technical talents in the country — probably in the world. 
But the scientists and engineers are not the only honest, committed workers at the 
Laboratory. There also are thousands of non-scientists and non-engineers who are 
every bit as committed and patriotic as their scientific and engineering colleagues 
and who work extremely hard to support the fundamental science, technology and 
national security missions of the Laboratory. I believe they have been unfairly tar- 
nished by the events of the recent past, by the near exclusive focus of personnel ac- 
tions on administrative and support personnel, and by the failure of the University 
to defend their work and their contributions. 

HOW THE PERFORMANCE FAILURES HAPPENED 

Given its exceptionally strong workforce, why did Los Alamos Laboratory have the 
kinds of performance failures that it did? The cultural issues I described above led 
to several root cause problems: 

• Management excellence and good managers have not been highly valued, either 

by the University or at the Laboratory itself. Skills that are not valued will not 
thrive in any organization. In my judgment, Los Alamos National Laboratory 
does not have the depth and breadth of managerial skills that one of the Na- 
tion’s premier national security installations with an annual budget in excess 
of $1.5 billion must have. 

• The culture over many years at Los Alamos has been one of “management by ac- 

commodation”. Administrative and operational policies were often converted to 
“guidance” rather than “requirements”. Procedures were modified to accommo- 
date the preferences or conveniences of program managers and division leaders. 
And, administrative and support staff were led to believe that aggressive en- 
forcement of policies and rules would be criticized, not supported, by successive 
levels of management. 

• Insufficient management skills and a long-standing culture of accommodation af- 

fected — undermined, in fact — a broad range of controls and checks and balances 
that were on the books, but in many cases were not rigorously observed. Too 
often, dollars were used almost like “monopoly money” instead of as a fiduciary 
trust. 

These conditions are not new. They have been typical to a greater or lesser extent 
of Laboratory operations for most of its history. In part, they have their origins in 
past federal management systems that involved less demanding public expectations 
and therefore less rigorous accountability. And, I want to be very clear on one point: 
Throughout my tenure at the Laboratory, I saw no evidence that these conditions 
resulted in a “culture of theft” or widespread personal aggrandizement. I say this 
not just as a former Laboratory manager but as a former law enforcement official 
with extensive investigative experience. 

Each of the performance failures that have lately been the subject of intense at- 
tention by the Congress, the press, and more recently the University of California 
illustrate clearly the cultural issues at the Laboratory. Each case also demonstrates 
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our prompt, proactive determination to address wrongdoing and to assure imme- 
diate and continuous reporting of problems and what we were doing about them. 

TA-33, USE OF PURCHASE ORDERS TO ACQUIRE ITEMS FOR PERSONAL USE 

The Director and I first learned of this case in July 2002 when Laboratory Coun- 
sel Frank Dickson informed me that the FBI had opened an investigation at TA- 
33. 

Throughout the course of this investigation, we were faced with the need to bal- 
ance cooperation with the FBI’s criminal investigation and our obligation to protect 
national security interests at this highly classified site. I had three separate meet- 
ings with the FBI, one of which included the U.S. Attorney’s office, between July 
and October in order to insure maximum cooperation and to raise issues and con- 
cerns in an expeditious manner. 

As soon as we became aware of the investigation, we immediately informed Lab- 
oratory executives and senior managers and took steps to assure that national secu- 
rity interests would be protected while the investigation proceeded. At the same 
time, Dr. Browne and I notified the University of California and the NNSA of what 
we knew. 

No system of internal controls will guarantee against conspiracies to circumvent 
it. Alexander and Bussolini were apparently able to do what they did because they 
conspired to violate procurement regulations. Management vigilance and the hon- 
esty of fellow workers are the best hope for thwarting conspiracies. In this case, 
management was not vigilant. 

Had it not been for Jaret McDonald’s determination to do what he could to end 
wrongdoing by Alexander and Bussolini, it is possible that their fraudulent activities 
would have continued for years, inadvertently abetted by a culture of accommoda- 
tion. The result would have been far greater losses than will finally be determined 
in this case. I believe that McDonald deserves to be commended for his report and 
for his persistence in pursuing it. 

My understanding is that Mr. McDonald made his first report to the Office of Se- 
curity Inquiries in S Division in September 2001. The mishandling of that report 
is an example of the lack of discipline and formality of operations that has typified 
Laboratory operations. The fact that the Director’s office did not learn of McDonald’s 
report until October 24, 2002, and that we learned of it, not from Laboratory man- 
agers, but from the U.S. Attorney’s office, is indicative of the vulnerabilities that the 
absence of formality and discipline creates. When I asked about the history of this 
case after my meeting on October 24 with the FBI and the Deputy U.S. Attorney, 
I was told that McDonald’s report had been discussed with the FBI in September 
2001 and that the FBI had decided against opening an investigation at that time. 
When I asked for documentation of these discussions, I was told there was none. 

None of the line managers responsible for program activities at TA-33 or for the 
procurement function were informed of Mr. McDonald’s report until I did so after 
learning of the FBI investigation in July 2002. As far as I know, there had been 
no report to the Associate Director whose responsibilities include security, in spite 
of the fact that TA-33 is arguably among the most highly classified sites at the Lab. 
There had been no report to the Office of Audits and Assessments, the Laboratory’s 
official point of contact with the DOE Inspector General. There had been no report 
directly to the DOE Inspector General. There had been no report to local law en- 
forcement. To the best of my knowledge, even after Mr. Walp joined the Laboratory 
in January 2002 and reportedly learned of this major theft case within a couple of 
weeks of starting on the job, there were no reports to the Associate Director respon- 
sible for security, or to other executives, the Inspector General, or local law enforce- 
ment. The Laboratory had a breakdown of process that should never have hap- 
pened. 

Alexander and Bussolini were able to conduct their fraudulent activities partly be- 
cause of procurement actions intended to accommodate the Division to which they 
were assigned. A blanket contract award for specified types of equipment was issued 
with a ceiling of $100,000 in November 2000 to support requirements at TA-33. This 
was to have been a temporary contract for no more than 6 months. 

As an accommodation to facility managers and program offices, the contract term 
was repeatedly extended by the procurement staff to a final term of 24 months. In 
addition, it was modified 4 times to increase the ceiling from $100,000 to $2.7 mil- 
lion. None of these modifications, to term, scope and ceiling, as far as I know, re- 
ceived any review by the group leader or higher level management. 

More intense management vigilance by those responsible for facilities, program 
management, and procurement at TA-33 might have uncovered the activities of Al- 
exander and Bussolini before Mr. McDonald felt compelled to report them. Cer- 
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tainly, formality of operations in terms of reporting and documenting allegations of 
wrongdoing would have assured prompt response to Mr. McDonald’s first report in 
the fall of 2001. If the information available to me is correct, I cannot explain why 
the Office of Security Inquiries, under either of its 2 previous directors ( Sprouse 
and Walp), did not feel compelled to assure that Laboratory executives were aware 
of McDonald’s report. 

ATTEMPTED PURCHASE OF A MUSTANG AUTOMOBILE 

As in the TA-33 case, as soon as we became aware of the attempted purchase of 
the Mustang, we took prompt, assertive action: 

• We immediately established an internal review team to determine whether there 

were systemic problems with the purchase card program. As a result of this re- 
view, we implemented a series of reforms and controls, including limits on au- 
thorization levels for all cardholders to $2,500 per transaction and $25,000 per 
month. 

• I also personally discussed with Inspector General Friedman at the Department 

of Energy our intent to establish the External Review Team and to have it 
chaired by a former Inspector General. 

• John Layton, former Inspector General at the Department of Energy agreed to 

chair the External Review Team and recommended that another former IG, 
Charles Masten, be added to the team. We agreed with Mr. Layton’s rec- 
ommendation. 

• A letter for UC Vice President McTague’s signature confirming these discussions 

and authorizing us to proceed was drafted in my office; faxed to Dr. McTague; 
signed by him; and returned to the Laboratory Director. 

• I notified the FBI and discussed the case with them in the 2nd of the three meet- 

ings I had with them between July and October. 

Dr. McTague followed our progress closely and expected frequent reports on the 
status of the investigations and the related reviews of procedures and practices. But, 
it was Dr. Browne who took the initiative to propose the External Review Team and 
to have it chaired by a former Inspector General. 

We learned about the attempted purchase of the Mustang automobile about a 
month after the TA-33 case had come to our attention. The bank that administered 
the purchase card program on behalf of the Laboratory initially reported the matter 
to the Laboratory Procurement Group. 

The Mustang case provides a near textbook-quality illustration of the culture of 
accommodation at Los Alamos National Laboratory. The policies governing purchase 
card use, all of which are easily accessible on the Laboratory’s web page, could not 
have been more clear: the standard authorization limit was $2, 500/transaction and 
$25, 000/month. These limits could be raised to $5, 000/transaction and $50,000/ 
month if the Group Leader provided justification and the cardholder completed spe- 
cial training and there were no findings in an audit of their account. The policies 
on the web page also explicitly prohibited the purchase of tools with purchase cards. 

In the Mustang case, Division managers requested and procurement managers 
agreed to raise the authorization limits for the card-holding individual to $50,000/ 
transaction and $900, 000/month, based on the high volume of purchases made in 
the Division. This decision did not come to the attention of the Laboratory’s execu- 
tives until after we learned of the Mustang issue. It is worth noting that these au- 
thorization levels were granted not to a manager, but to an individual classified as 
an OS/7 — approximately the equivalent of a GS-7 to GS-9 administrative secretary 
in the federal service. There was no formality requiring review of purchase card au- 
thorization limits or of the performance of those to whom higher-than-standard lim- 
its had been granted. 

Division managers also requested and procurement managers agreed to provide 
an exception to the prohibition against acquiring tools with purchase cards. The ex- 
ception was accompanied by certain conditions to which Division management 
agreed. However, I know of no indication once the exception was in place that either 
Division or procurement management paid any attention to whether the conditions 
on which the exception was based were being observed and, if they were, whether 
they were effective. 

When we reviewed the cardholder’s account, we found that an exceptionally large 
number of tools had been purchased with the same card used for the Mustang. The 
volume of the purchases, the fact that all were made from a single vendor who was 
located in Albuquerque, and the fact that a Laboratory employee apparently always 
drove to Albuquerque to pick up the tools raised a number of questions. I discussed 
these issues with the FBI in the 2nd of the three meetings I had with them and 
sought their assistance, given that they had opened a case on the Mustang and the 
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fact that the tools had been purchased by the same cardholder. Mr. Dickson and 
Mr. Tucker subsequently met with the Bureau’s white collar crime unit regarding 
the tools, but the Bureau decided not to pursue the matter. At the time I left the 
Laboratory, these issues were still under review by the DOE Inspector General. 

Taken together, the TA-33 and Mustang cases are examples of a historic pattern 
of operations at Los Alamos Laboratory: Exceptions to established policies and con- 
trols were made to accommodate group and division managers. The exceptions were 
not reviewed or approved by executives — in part because the culture had long since 
made such exceptions part of routine activity. 

MISSING PROPERTY 

Los Alamos National Laboratory covers an area of about 43 square miles (roughly 
the size of the District of Columbia) traversed by about 200 miles of roads and occu- 
pied by roughly 2,000 buildings. These conditions make property management at 
Los Alamos far more complicated than at more compact sites, such as Lawrence 
Livermore and Sandia National Laboratories. This does not mean that the stand- 
ards for property management ought to be less stringent at Los Alamos; it does 
mean that management rigor, discipline and formality of operations are critically 
important. 

The first time the Director and I became aware of or saw the property reports 
attached to Mr. Walp’s March 26, 2002 memorandum was on November 8, 2002 
when a copy was faxed to the Laboratory by Adam Rankin of the Albuquerque Jour- 
nal. As the Committee knows, Mr. Walp’s memo alleged widespread theft based on 
the subject reports, all of which, I was told, had been previously filed with and re- 
viewed by DOE/NNSA. To the best of my knowledge, Mr. Walp’s memo had never 
been brought to the attention of anyone above Division management at the Labora- 
tory or to anyone in NNSA or to the DOE Inspector General despite the seriousness 
of his allegations. 

As soon as we became aware of the property reports attached to Walp’s March 
26 memorandum, we established an internal task force to review property manage- 
ment procedures and reporting. As a result of this review, Director Browne directed 
that a wall-to-wall inventory be conducted. This is a time-consuming and expensive 
procedure and therefore requires approval by NNSA. NNSA approved the proposed 
inventory, and I understand it is now in process. 

In addition, I ordered a review of classified computers to determine whether any 
of the computers listed as lost, stolen or otherwise unlocated contained classified in- 
formation and to validate that all classified computers in the current inventory 
could be located. That report had not been completed prior to my leaving the Lab- 
oratory. A preliminary report in mid-December 2002 indicated that one computer 
used for classified work — a Sun Microsystems workstation that did not contain a 
hard drive — had been tagged for destruction but could not be verified as having 
been destroyed. The mid-December report indicated that all other computers used 
for classified work had been located and that none had been reported as missing 
or stolen. I was informed that because the Sun machine contained no hard drive, 
it was not possible that it contained any classified information. It should be noted 
that computers used for classified work are controlled separately from all other com- 
puters at the Laboratory. 

Earlier in the year, in an effort to verify controls on classified information, Direc- 
tor Browne had implemented an inventory of so-called CREM (Classified Removable 
Electronic Media) as recommended by a Strategic Security Working Group he had 
chartered. I asked for signed statements certifying the results of the CREM inven- 
tory from the leaders of all Divisions to which CREM were assigned. 

Questions have been raised about my decision to rescind a memorandum on prop- 
erty management issued by the BUS Division Leader to Laboratory’s “leaders” in 
April. By issuing the memorandum directly to “leaders” — rather than through line 
management — the Division Leader circumvented the management chain and under- 
mined the accountability structure that I had emphasized for the past three years. 
Therefore, I instructed him to withdraw his original memorandum and then to re- 
issue it through the Associate Director for Administration to the cognizant Associate 
Directors. The memorandum was re-issued within a few days with an explicit state- 
ment that Associate Directors would be accountable for property management per- 
formance in the Divisions within their line management responsibilities. The In- 
spector General’s January 2003 report cites the rescission of this memorandum as 
indicative of management’s failure to create a climate that encouraged prompt and 
open reporting by Laboratory employees. Unfortunately, the IG’s report does not 
note that the memorandum was re-issued a few days later and that there were sub- 
sequent quarterly property management reports to all Associate Directors. 
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TERMINATION OF MESSRS. WALP AND DORAN 

I take responsibility for the dismissal of Mr. Walp and Mr. Doran before the end 
of their New Employee Evaluation Periods. I view the issue of their dismissals as 
strictly a management issue. I believe the decision to dismiss them was the right 
one, based on: 

• Repeated instances of inaccurate and incomplete reporting; 

• Their apparent inability to gain the trust and confidence of executives and senior 

managers at the Laboratory as well as external reviewers with backgrounds in 

law enforcement; and 

• Management failure in the custody of investigative information. 

I had no knowledge that they had claimed whistleblower status and no reason to 
believe that they had any legitimate grounds for doing so.lt is important to recall 
the circumstances as they existed at the end of November 2002, without benefit of 
today’s hindsight. We were faced with two on-going criminal investigations involving 
Divisions in which classified work on sensitive matters was the norm. In the recent 
past, the Laboratory, and Director Browne specifically, had been severely criticized 
for what was viewed as a failure to act promptly and effectively in two other cases: 
Wen Ho Lee and the missing hard drives. 

I was determined that the Laboratory not do or fail to do anything that would, 
once again, result in criticism of our management of national security or of inves- 
tigative processes that might involve national security. Members of this Committee, 
as well as others, have expressed similar concerns or raised questions about the reli- 
ability of security management in light of the apparent failure of controls in connec- 
tion with functions less complicated than the protection of classified information, 
materials, and equipment. It was in this context that the Laboratory was confronted 
with what action to take in connection with Walp’s and Doran’s New Employee 
Evaluation Periods. 

My judgment that the decision to dismiss Messrs. Walp and Doran was the right 
and best course of action was based on several factors: 

• Repeated instances of inaccurate or incomplete information. These mistakes, indi- 

vidually and together, are not consistent with good investigative performance. 

• Laboratory Counsel Frank Dickson reported on several occasions that infor- 
mation provided to him by Messrs. Walp and Doran about the progress and 
status of the TA-33 and Mustang investigations turned out to be wrong or in- 
complete. 

• In the Mustang case, Walp and Doran inaccurately reported the number of 
phone calls made by the card holder to the vendor; and mistakenly identified 
the address to which the Mustang either was delivered or was scheduled to 
be delivered, having confused the cardholder with another lab employee with 
the same name but different middle initial. 

• Ten days to 2 weeks after we learned of the attempt to purchase a Mustang, 
we still had not acted, in my judgment, to preserve whatever evidence was 
at or available to the Laboratory. I was increasingly concerned that evidence 
at or available to the Laboratory might be lost due to delay and inaction. 

• Walp and Doran incorrectly accused a Laboratory manager of having ob- 
structed justice and committed a federal felony for having accepted a resigna- 
tion and personal check from an individual who had filed a fraudulent travel 
claim. 

• Walp incorrectly identified as “larceny” all property on a list of missing prop- 
erty that included items unlocated at the time the list was prepared and/or 
items known to be lost. 

• On October 24, I met with the FBI and the US Attorney’s Office to discuss 
the TA-33 and Mustang investigations. Information provided at that meeting 
reinforced my judgment that Mr. Walp and Mr. Doran had continued to re- 
port inaccurate information to Mr. Dickson and to me concerning issues such 
as the number of suspects, the investigative approach being used at the Lab- 
oratory, timing and related matters. 

• Inability to earn and maintain the trust and confidence of executives and senior 

managers at the Laboratory or on the part of external reviewers. 

• From about mid-September until late November, Lab executives and senior 
managers I knew to be individuals who consistently worked well with others 
expressed a lack of trust and confidence in Mr. Walp and Mr. Doran. These 
problems were reported to me, either directly or indirectly, by S Division 
managers, the Laboratory Counsel, other attorneys within the Lab Counsel’s 
office, and the Deputy Director of Human Resources. 

• Two former Inspectors General, both of whom are ex-FBI agents, and who 
were at Los Alamos as members of the External Review Team, expressed 
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similar judgments about lacking trust and confidence in Messrs. Walp and 
Doran. 

• Walp and Doran first refused to cooperate with the External Review Team’s 
examination of purchase card procedures and then made access to purchasing 
documents by the Team’s forensic auditors subject to unnecessary and bur- 
densome conditions. 

• My understanding is that S Division managers counseled Mr. Walp and Mr. 
Doran about their performance and their working relationships sometime in 
the September timeframe. Lack of trust and confidence in their work did not 
improve, however. In fact, if anything, it continued to deteriorate. 

• Custody of investigative information. 

• On November 8, 2002 we learned that a 30-lb. box of documents apparently 
related to on-going investigations and property management at the Labora- 
tory had been anonymously delivered to Adam Rankin, a reporter for the Al- 
buquerque Journal. To the best of my knowledge, no one at the Laboratory 
has ever seen the contents of the box. We do not know if it contains any clas- 
sified information. We know that it contains evidence about on-going criminal 
investigations. What we know about the contents is information that has been 
shared with us by Mr. Rankin. 

• I do not know who sent the box to Mr. Rankin, nor do I know who copied 
the documents in the first place. I am certainly NOT accusing either Mr. 
Walp or Mr. Doran of having done so. In fact, my first instinct was that as 
former law enforcement officers, they were least likely among those who had 
access to the information to have sent it to a reporter — a judgment that re- 
flects my past experience in law enforcement. I know something about the 
culture of law enforcement, and I know that leaking information to reporters 
runs contrary to that culture. 

• Regardless of who sent the box to Mr. Rankin, I was very concerned about 
two things: First, the information had been sent to a reporter and not to the 
Inspector General, law enforcement authorities or even Congressional inves- 
tigators. 

• Second, the only place in the Laboratory where all of this information was 
collected and maintained was the Office of Security Inquiries in S Division, 
headed by Mr. Walp. The fact that adequate controls of sensitive and poten- 
tially classified information related to on-going criminal investigations were 
not maintained is a serious management failure. 

I was not aware at any time that Walp and Doran had claimed whistleblower sta- 
tus. I also had no reason to think they might legitimately be whistleblowers because 
from my perspective all of the information about wrongdoing that they claim to have 
uncovered had been identified and reported to appropriate authorities by others be- 
fore it was noted by Walp and Doran. I am well aware that this view runs counter 
to news accounts and, I am told, to public comments and testimony. My view is 
based on the following: 

• The TA-33 case was reported to OSI by Mr. McDonald in September 2001, before 

either Walp or Doran had been hired. As I understand, McDonald repeated his 
report directly to the FBI in March 2002. I reported the TA-33 case to the Uni- 
versity’s Office of the President and Dr. Browne reported it to NNSA as soon 
as we learned of it. 

• The Procurement Group reported the Mustang case to the Director and me in Au- 

gust 2002 after the bank had alerted them. I reported the Mustang case to the 
University’s Office of the President, the NNSA, the DOE Inspector General and 
the FBI as soon as we learned of it. 

• I was told that all of the property reports attached to Mr. Walp’s March 26, 2002 

had previously been filed with and reviewed by NNSA and/or the Department 
of Energy. For each of the fiscal years involved, I was shown memoranda from 
NNSA/DOE acknowledging receipt and approval of property reports. I notified 
the University’s Office of the President about Walp’s memorandum as soon as 
I was aware of it. 

• I know of no other cases that were identified, opened or pursued by Messrs. Walp 

or Doran. 

All of the information available to me about Messrs. Walp and Doran led me to 
conclude that the chances for a successful employment relationship were virtually 
nil. Accordingly, I approved their dismissals. Once the decision was made, Mr. 
Dickson, Laboratory Counsel, and I, in separate conversations with different indi- 
viduals, notified the University’s Office of the President of the decision. 

I believe that reasonable people can and do disagree, and I respect the opinions 
of those who believe the decision to dismiss Walp and Doran was wrong. Messrs. 
Walp and Doran on the one hand, and I on the other hand see conditions and prac- 
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tices at the Laboratory that need to be changed. Our judgments about what those 
conditions represent, however, are diametrically opposed. I believe that the notion 
of “greening the Valley” accounts in some measure for our different perspectives and 
may even have influenced Walp and Doran to have less than full trust in me and 
the senior managers who reported to and were accountable to me. 

“KEEPING THE VALLEY GREEN” 

Members of this Committee would have no way of knowing the particular signifi- 
cance of statements like “keeping the Valley green” or that these statements, as 
made in the previous hearing, may unfortunately prejudice some of the judgments 
and conclusions about theft at the Laboratory. 

At Los Alamos National Laboratory, “the Valley” is a very specific and clearly un- 
derstood term that refers to the Espanola Valley of Northern New Mexico. It is an 
area that is overwhelmingly Hispanic. By far the largest portion of the Laboratory’s 
Hispanic employees, most of whom are not scientists and engineers, come from 
Espanola and surrounding areas, collectively referred to as “the Valley”. Many of 
its inhabitants’ ancestors settled the area 300 or 400 years ago. They are extremely 
and justifiably proud of their heritage and the contributions they have made to the 
State, the Laboratory, the Nation and national security over the years. 

Overall, “the Valley” is a place of significant rural poverty. It has none of the nat- 
ural resources that are more common to southern New Mexico; it does not have a 
robust industrial base; and it does not share in the benefits of the tourism industry 
enjoyed by Santa Fe and Albuquerque to the south. Unfortunately, parts of “the Val- 
ley” are plagued by the types of drug problems that accompany poverty in too many 
areas of the country. 

The Laboratory, and the State Government located in Santa Fe, are the principal 
employers for “the Valley’s” residents. And, I am sorry to say, there are those at 
the Laboratory who assume that the drug problem in “the Valley” and the fact that 
many employees come from “the Valley” means there is an inevitable problem of 
theft at the Laboratory and a connection to the drug problem. These assumptions 
are expressed by phrases such as “greening the Valley.” 

Might the Laboratory be a target for thieves involved in drug use? Common sense 
would say that it might. But, allegations that it is actually happening, without sub- 
stantiating evidence or clear indications of such, are irresponsible and risk a kind 
of “racial profiling” that all of us ought to reject out of hand. 

Such allegations ignore the rigorous screening of the Laboratory’s workforce, in- 
cluding random drug testing. If the alleged problems were as common as some sug- 
gest, there should be security clearance, drug test, and performance statistics that 
would, at least, give credence to such suspicions. To the best of my knowledge, no 
such statistics exist. If they do, they were never brought to my attention. As a re- 
sult, I find statements like “keeping the Valley green” personally and professionally 
offensive. 

Throughout my tenure I worked to improve the University’s record of providing 
opportunities for Hispanic and other ethnic and minority employees who work at 
Los Alamos and who are under-represented in management positions relative to 
their proportion of the total workforce. I am confident that there are others who will 
continue to advocate for more opportunities for all of the Laboratory’s minority and 
ethnic populations. And, I hope that the University and the Laboratory will cease 
using terms like “greening the Valley” that result in stereotyping and profiling His- 
panic employees and the Espanola Valley. 

CONCLUSION 

I am extremely proud and honored to have worked with the exceptionally fine 
people at Los Alamos National Laboratory. I regret that time and circumstances 
prevented Director Browne and me from completing the efforts we began to trans- 
form the culture and management practices of the Laboratory. 

I categorically reject and deny that there was any cover-up, attempt to cover-up, 
obstruction or interference by me or, to the best of my knowledge, by others at the 
Laboratory. Such statements are absolutely wrong as evidenced by the consist- 
ently proactive approach to reporting and review taken by me and by Director 
Browne. 

I left the Laboratory with the same beliefs I brought when I started working there 
in 1999: 

• that it is in the national interest and important for national security that the Uni- 

versity of California continue to be involved in the science and technology mis- 
sion of the Laboratory; 

• that longstanding Laboratory cultural issues must be addressed, including: 
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• operational formality and management discipline; 

• fiduciary responsibility; 

• accountability; and 

• a commitment to train and develop competent managers. 

I take responsibility for the dismissal of Messrs. Walp and Doran. From my per- 
spective, their dismissal was strictly a management issue. I believe the decision to 
dismiss them was the right one based, as it was, on repeated instances of inaccurate 
and incomplete reporting; apparent inability to gain the trust and confidence of ex- 
ecutives and senior managers at the Laboratory as well as external reviewers with 
backgrounds in law enforcement; and management failure in the custody of inves- 
tigative information. I had no knowledge that they had claimed whistleblower status 
and no reason to believe that they had any legitimate grounds for doing so. 

The term “keeping the Valley green” as a surrogate for allegations of theft and 
a presumed connection to the drug problem in the Valley should either be imme- 
diately substantiated with evidence or publicly rejected by the University and the 
Laboratory. 

Much more is right than is wrong at Los Alamos National Laboratory. And, I 
firmly believe that we should all be grateful to the thousands of dedicated, honest, 
patriotic workers at Los Alamos, present and past, who are committed to making 
the world a better and more secure place. 

Mr. Greenwood. Thank you, Mr. Salgado. 

Mr. Dickson. 

TESTIMONY OF FRANK P. DICKSON, JR. 

Mr. Dickson. Good morning, Mr. Chairman. 

Mr. Greenwood. Good morning. 

Mr. Dickson. Distinguished members of the committee. My 
name is Frank Dickson and I am a lawyer. After 24 years in pri- 
vate practice I joined the legal staff of the Los Alamos National 
Laboratory in 1990 and was named its Laboratory Counsel in 1997. 
I am proud to serve in this position and I view it as a significant 
opportunity for public service. 

I am very conscious of the important responsibility that we at 
the Laboratory have to the Federal Government and I believe that 
the great majority of my colleagues at the Laboratory share those 
beliefs. 

It is staggering to me that I am accused by men who worked 
with me for a very few weeks of dishonesty and conduct bartering 
on obstruction of justice. These allegations are false. Because of the 
attorney/client privilege I have not previously spoken out publicly 
on these matters. I sincerely appreciate the opportunity to appear 
before you today, testify under oath as to my impressions, and to 
answer your questions. 

I first became aware of the various investigations at the Labora- 
tory in late June 2002 when the FBI began investigating theft at 
TA-33. Later Lab management put our office, the Office of Labora- 
tory Counsel, in charge of coordinating with the FBI our mutual ef- 
forts in these cases. This coordination role is an important respon- 
sibility and one that I take very seriously. 

Any review of my interactions with the FBI will, I believe, show 
that our office carefully coordinated the Laboratory’s efforts with 
those of the FBI in all respects. I do acknowledge that I was anx- 
ious for the TA-33 and Mustang investigations to proceed. These 
cases involve long-term Laboratory employees in sensitive positions 
and we could not allow them to remain indefinitely. 

I knew from past experience that the University could not count 
on the availability of an FBI investigation to address national secu- 
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rity concerns for the Laboratory’s administrative needs, and I knew 
the Laboratory would need its own independent investigation. 

The Laboratory Office of Security Inquires was charged with 
being the lab’s day-to-day liaison with the FBI when Walp was the 
OSI’s office leader and Steve Doran worked with him. I welcomed 
their investigative skills. Our office was also directed to facilitate 
the external review team, the team that was looking into the pur- 
chase card issues to expedite their efforts in support of that review. 

OSI was assigned to assist my office in doing this job. In August 
Messrs. Walp and Doran and I met to discuss the status of the TA- 
33 and Mustang investigations. I outlined for them the need for an 
independent investigatory file for the Laboratory and for the need 
for full cooperation with the purchase card review team. 

As time passed I found the information they provided both insuf- 
ficiently thorough and unreliable. More importantly, on the exter- 
nal review team assignment, OSI made it unreasonably difficult for 
the team to have access to information it needed to perform its im- 
portant work despite the fact that Mr. Salgado and I had made 
specific arrangement with the FBI’s Special Agent-in-Charge in Al- 
buquerque for the review team’s access to the records pertaining to 
the investigation. 

Mr. Walp did not accept this in spite of the arrangements that 
had been made. In my conversations I am sure I did say that our 
employer was the University of California and the university had 
independent interest in obtaining the facts. I see nothing wrong 
with those statements even today. 

I never told Mr. Walp nor Mr. Doran that our job was to protect 
the Laboratory’s image and the university’s contract. That is not 
the way I look at my job. In mid-September Stan Busboom, Mr. 
Walp’s division leader, met with me and asked for my opinion on 
the performance of Messrs. Walp and Doran. 

I told Mr. Busboom that I was concerned that I no longer felt I 
could work with them. After discussing the matter further with 
their immediate supervisor, Mr. Gene Tucker, I relented and 
agreed to try again to work with them, which I did. 

About a month later Deputy Director Salgado and I attended a 
meeting at the U.S. Attorney’s Office in Albuquerque with both 
representatives of the FBI and the U.S. Attorney. Our purpose was 
to learn the status of anticipated prosecutions in the TA-33 and 
Mustang cases. 

At that meeting we were told that a third TA-33 employee was 
neither a suspect nor cooperating witness in the investigation. This 
was directly contrary to information provided to me by Messrs. 
Walp and Doran and was especially troubling to me because it 
raised the possibility that this third employee would have to be 
dealt with by the Laboratory after the FBI investigation with little 
help from the thin investigative record compiled by Messrs. Walp 
and Doran. 

I concurred that day with Mr. Salgado’s judgment that they 
should be removed from their FBI liaison roles. I did not make the 
decision to terminate Messrs. Walp and Doran. However, it is very 
clear that my stated observations about their work were important 
factors in the decision relating to their termination. 
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Putting aside the concerns that I have expressed regarding 
Messrs. Walp and Doran, I do recognize that the circumstances 
that these men confronted when they came to the Laboratory were 
less than ideal. Upon reflection I realized that we could and should 
have done more to provide them with a better understanding of the 
Laboratory and their roles. 

In retrospect I believe the Laboratory should have attempted to 
work through the difficulties with Messrs. Walp and Doran. 

In closing, I want to emphasize that my sole intention in connec- 
tion with all the matters being discussed today was to ensure that 
thorough investigations were conducted that appropriate remedial 
actions were taken at the Laboratory with respect to the problems 
that were identified. Thank you. 

[The prepared statement of Frank P. Dickson follows:] 

Prepared Statement of Frank P. Dickson, Laboratory Counsel, Los Alamos 

National Laboratory 

Mr. Chairman, Mr. Deutsch, and distinguished members of the Committee. Thank 
you for the opportunity to address the Committee today. 

My name is Frank P. Dickson. I am a native of Corsicana, Texas, and I graduated 
from Baylor University Law School in 1965. From 1966 until 1990, I practiced law 
in Santa Fe and Albuquerque, New Mexico; and in 1990, I came to the Los Alamos 
National Laboratory where I became Laboratory Counsel in 1997. 

Throughout 2002, I had a “dual report” to the General Counsel of the University 
of California, and to the Director of the Laboratory (including his Principal Deputy 
Laboratory Director). 

Messrs. Walp and Doran have testified to this committee that I obstructed justice, 
interfered with FBI investigations, impeded their investigations, and attempted to 
cover up fraud, theft, and wrongdoing at the Laboratory. These allegations are in- 
correct and misstate the complex role relating to these investigations assigned to me 
and the Office of Laboratory Counsel. 

In all of my actions as Laboratory Counsel on these matters, I had three goals: 
(1) to make sure the Laboratory had accurate and sufficient information to make 
appropriate decisions regarding national security concerns; (2) to make sure I pro- 
vided accurate and timely information to the various entities (the FBI, the DOE, 
and the United States Attorney’s Office) so they could take appropriate actions; and 
(3) to make sure the Laboratory had accurate information upon which to make ap- 
propriate employment decisions regarding its workforce. 

Shortly after discovery of the “Mustang case” which involved the apparent use of 
a Laboratory purchase card to acquire a Mustang automobile, Laboratory manage- 
ment recommended that the University undertake a comprehensive, independent re- 
view of its entire purchase card program to identify vulnerabilities and develop rec- 
ommendations designed to prevent future abuses and to identify cases of fraud, 
waste and abuse. Based upon this recommendation, the University directed the 
charter of a review team consisting of two former and highly regarded inspectors 
general from federal agencies and a forensic unit from the University’s outside audi- 
tor, PricewaterhouseCoopers, to conduct the review. 

Because this review team would be working in areas that would overlap with 
known or expected federal investigations, I was asked to coordinate with these ex- 
ternal agencies and within the Laboratory to assure that the Purchase Card Review 
Team had the information it needed to perform its important work and to assure 
appropriate coordination with affected law enforcement and other agencies. 

As Laboratory Counsel, I represented the Laboratory’s legal interests throughout 
the Wen Ho Lee investigation in 1999-2000, and during the “missing hard drive” 
incident in the spring and summer of 2000. Both of these cases involved extremely 
complicated interactions with people throughout the government, the University and 
the Laboratory. Through this experience, I developed a thorough understanding of 
the multiple important issues that arise in these situations and an understanding 
of the requirements and limits on what we should and should not do. 

Although cooperation with law enforcement, including the FBI, is of prime impor- 
tance, there are other issues of extreme importance to the Laboratory and the gov- 
ernment in these situations, including: (1) the Laboratory’s responsibility for na- 
tional security, which includes ensuring that only reliable persons have access to 
classified information and sensitive facilities; (2) the Laboratory’s responsibility to 
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keep DOE and other program sponsors fully informed of unusual events that might 
impact the safety and security of their programs; (3) the Laboratory’s need to have 
accurate information to make appropriate employment decisions and protect the 
safety and security of its workforce; and (4) the Laboratory’s responsibility to protect 
government property. There are often no easy answers to many of the situations 
that arise, because of the multiple, parallel and somewhat competing interest of the 
various individuals and entities that may become involved; and the role of Labora- 
tory Counsel is to help chart a path that deals with all of these issues as effectively 
as possible. 

I believe that a careful study of all of the facts will demonstrate that I and the 
members of Laboratory Counsel staff carefully coordinated our efforts with the DOE 
Office of the Inspector General and the FBI. I believe that the facts will dem- 
onstrate that our efforts were directed to advancing the work of the purchase card 
review team and following up on efforts to deal with problems disclosed by its work. 
Another major effort was to assure that Laboratory management had access to all 
information necessary to perform its role. 

It was clear to me that Messrs. Walp and Doran were primarily focused on pos- 
sible criminal prosecutions and did not agree with, appreciate or understand the im- 
portance of the other elements of my responsibilities. The resistance I encountered 
from Messrs. Walp and Doran, and the inadequate information I received from 
them, impeded my ability to do my job. 

I have never prevented anybody from uncovering fraud, theft or other wrongdoing 
at the Laboratory. In fact, the Purchase Card Review Team was publicly announced 
and its work was, from the beginning, intended to be fully disclosed to all interested 
government entities as well as the public. I believe the aggressive response to the 
Mustang issue designed by the University and Laboratory management was a 
strong, open and creative response to the obvious concerns raised by the Mustang 
issue; and my goal has been to do what I could to assure that the review team had 
everything it needed to do its work completely and in a timely fashion. My goal was, 
is, and will be to provide complete and accurate information to the FBI, the United 
States Attorney, the DOE, and the University, to assist them in their roles. 

Principal Deputy Laboratory Director Joseph Salgado directed that information 
and documents be sent to my office for transmittal to the interested agencies. This 
was done not to censor or withhold information, but to keep track of what informa- 
tion was being provided, and to ensure that information was provided. 

The following narrative describes my involvement in the specific matters that 
have been the subject of this committee’s investigation. 

THE “TA-33 INCIDENT” 

I first became aware of the “TA-33 incident” around July 1, 2002, from S Division 
Leader Stanley Busboom, shortly after the FBI decided to open a criminal investiga- 
tion into the matter. 

The allegations were that several (three to eight) Laboratory employees were 
stealing government property and storing the material at TA-33. TA-33 is a highly 
sensitive area at the Laboratory. The Laboratory’s Office of Security Inquiries (OSI) 
was responsible to act as liaison with FBI Special Agent Jeff Campbell. Mr. Walp, 
as office leader at OSI, was directed by Laboratory management to work closely 
with the Office of Laboratory Counsel and to keep me advised of the progress of the 
investigation. The continuing presence in the workplace of Laboratory employees 
who were suspected of theft and who worked in a highly sensitive and secure loca- 
tion was of great concern to me. It raised national security concerns and employ- 
ment concerns. I remember that Congress criticized the FBI and the Laboratory for 
permitting Wen Ho Lee to remain in a position where he had access to classified 
information. 

In order to understand the issues involved and to determine the appropriate ac- 
tion to take, it was necessary for the Laboratory to investigate and have access to 
information regarding these allegations. Therefore, at my request, a senior staff at- 
torney, Christine Chandler, initiated discussions with Mr. Walp and Mr. Campbell, 
and it was agreed that Mr. Walp or Mr. Doran would be permitted to participate 
in FBI interviews on this matter, and would develop and make available to my of- 
fice written summaries of those interviews. The FBI recognized the need for the 
Laboratory to have access to this information, and to conduct a parallel investiga- 
tion with the FBI. However, Messrs. Walp and Doran apparently viewed my efforts 
to obtain this information as unwarranted interference with their role in assisting 
the FBI, and they were reluctant to share the information they gathered with me. 

On August 7, 2002, Mr. Salgado and I met with the FBI’s Special Agent-in-Charge 
for New Mexico at his office in Albuquerque to coordinate the TA-33 matter, the 
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Mustang case, and other related issues. The principal results of that meeting were 
an agreement that representatives of OSI would assist the FBI in its investigations, 
conduct a parallel investigation to keep management informed of the circumstances 
and assure the Laboratory of an investigatory record if administrative action were 
required. An agreement was reached that OSI staff would keep a parallel set of 
notes. During that meeting, the FBI was informed of the very sensitive nature of 
the activities at TA-33 and the Laboratory’s concerns about leaving employees sus- 
pected of criminal conspiracy in that location. 

On August 12, 2002, I met with FBI Special Agent Mike Lowe, Special Agent Jeff 
Campbell, John E. “Gene” Tucker, Deputy Director of the Laboratory’s Security Di- 
vision, and Kenneth Schiffer, the Laboratory’s Internal Security Officer, to talk fur- 
ther about security and counterintelligence concerns that might exist at TA-33 and 
how that might effect the on-going investigation. The FBI was informed that the 
Laboratory had certain reporting requirements regarding highly sensitive work and 
that at some point, the sponsors of the work in TA-33 would need to be informed 
of the situation there. 

Because of security concerns, the Laboratory wanted to remove the suspects from 
the workplace as soon as possible. I had several discussions with the FBI about 
their plans to serve search warrants on the suspects and search their residences. 
We were told that until the warrants were served, it was important that the sus- 
pects remain unaware that they were under investigation. 

Because of the continuing presence of suspects at TA-33, Mr. Salgado and I met 
with the FBI Special Agent in Charge in Albuquerque and representatives of the 
Office of the U.S. Attorney on October 24, 2002. The FBI indicated that it was not 
yet prepared to serve the warrants, and requested that the Laboratory not take any 
action against the suspect employees for another forty-five days. In response to our 
questions concerning the status of the investigation, Mr. Salgado and I were in- 
formed (1) that the investigation focused on two Laboratory employees only, (2) that 
sufficient evidence existed for the indictment and conviction of those two employees, 
(3) that the FBI was not inquiring into other potential suspects which might delay 
the investigation and (4) that the purpose of the requested delay was to see if the 
suspects would take more property which might enhance the possibility of a convic- 
tion or the severity of the sentence. 

Mr. Salgado asked the FBI and the U.S. Attorney whether we were being told to 
defer action to remove the suspects from the sensitive areas. After some discussion, 
we were told that the decision rested with the Laboratory and we were not being 
directed to do anything. Mr. Salgado informed the FBI and the U.S. Attorney that 
we needed to discuss the issue with other Laboratory managers and would reply 
after having met with those managers in Los Alamos. 

Upon returning to the Laboratory, Mr. Salgado convened a series of meetings with 
involved Laboratory managers to assess the magnitude of the security issues. Those 
managers conferred with program sponsors who were concerned about the presence 
of the suspects in the sensitive areas and wanted them removed. I was instructed 
by Mr. Salgado to inform the FBI that the Laboratory would read the two suspects 
out of the program, thereby denying them access to TA-33, and assign them to other 
work, on October 31, 2002. This was not an effort to “force the FBI to take pre- 
mature investigative action,” as Mr. Walp alleges. It was an effort to remove crimi- 
nal suspects from access to ultra-sensitive classified information while the FBI con- 
tinued its investigation. 

Mr. Walp has told this committee that I “attempted to gain entry” into TA-33, 
thereby placing the FBI investigation in jeopardy. John Tapia, a Laboratory em- 
ployee who was working with Messrs. Walp and Doran, told me that Messrs. Walp, 
Doran and Campbell thought it was important that I personally visit TA-33. I 
agreed to the request; however, on the evening scheduled for the visit, I received 
a call from Special Agent Campbell asking me not to make such a visit, because 
of the risk of being observed. The FBI was concerned that the suspects not be alert- 
ed that they were under suspicion. I readily agreed with Mr. Campbell, and never 
visited the site. Mr. Walp’s statement that I “became irate at Doran and Walp be- 
cause they failed to cajole the FBI into allowing [me] access” is not correct. I have 
never discussed this issue with either Mr. Walp or Mr. Doran. 

The Laboratory’s Audits and Assessments Office was also conducting investiga- 
tions into activity at TA-33. I informed Katherine Brittin, the director of Audits and 
Assessments, that an employee on her shift was a potential suspect. I informed her 
of this after consultations with the FBI and senior Laboratory managers, because 
I did not want Ms. Brittin inadvertently to make any statements to this potential 
suspect that might alert him to the ongoing criminal investigation, and thereby com- 
promise it. My action was an effort to protect, not to jeopardize, the FBI’s investiga- 
tion. 
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THE “MUSTANG CASE” 

I became aware of the “Mustang case” on or about July 29, 2002, when I returned 
from vacation. I was told that a Laboratory employee was suspected of having at- 
tempted to purchase a Ford Mustang automobile, and various auto parts, on a Lab- 
oratory credit card from a company in Arizona named “All Mustang.” Mr. Salgado 
took an active interest in the investigation of this case. He directed Mr. Walp or 
Mr. Doran to travel to Phoenix to interview the company that had recorded the 
charge, and directed OSI to provide its investigative reports directly to me. 

The FBI took over investigation of this case on or about August 2. I informed the 
DOE OIG of the case in late August. On August 7, 2002, Mr. Salgado and I met 
with FBI Special Agent in Charge Andreas Stephens and Mr. Campbell at FBI 
headquarters in Albuquerque. There were several topics of discussion at the meet- 
ing: (1) Mr. Salgado informed the FBI of the importance of the Mustang case to the 
Laboratory and the need for the FBI to move forward with the investigation as 
quickly as possible. (2) Mr. Salgado informed the FBI that he was concerned about 
the national security implications of having suspected felons continuing to work in 
TA-33, a sensitive area, and that there was a need to move the TA-33 investigation 
forward quickly, as well. (3) Mr. Salgado informed the FBI that the Laboratory had 
security responsibilities that may impose limitations on FBI access to people and 
facilities, and that may require the Laboratory to make reports of the situation 
through their own chain of command. It would be important for the Laboratory and 
the FBI to coordinate. (4) Mr. Salgado and I informed the FBI that the Laboratory 
was conducting internal investigations into the purchase card program and the 
Mustang case, and that we would need to review our own records and meet with 
our own employees to gather information. Mr. Stephens agreed that the Laboratory 
should have access to its own records, but that it should coordinate with the FBI 
before interviewing witnesses. (5) The Laboratory was interested in getting reports 
of information discovered in the FBI investigations and would either need access to 
FBI reports, or be allowed to prepare its own reports. We agreed that Mr. Doran 
would accompany Mr. Campbell on witness interviews and prepare his own inves- 
tigation reports for Laboratory internal use. Finally, we agreed to meet again on Au- 
gust 12, 2002. 

On August 12, I met with Mr. Walp, Mr. Doran and Mr. Tucker to discuss the 
status of the Mustang investigation and other ongoing investigations. The two pur- 
poses of the meeting were (1) to obtain the latest, most reliable information about 
whether the suspected employee had committed fraud; and (2) to explain to Messrs. 
Walp and Doran specifically what the Laboratory needed from them in terms of pro- 
viding reports on the status of the investigations so that the Laboratory could fulfill 
its national security obligations to the DOE and take whatever personnel actions 
were necessary. 

During the August 12 meeting, I asked Mr. Walp for records that had been col- 
lected as part of the investigation. Mr. Walp specifically said he would not discuss 
what had been learned about the Mustang case and that he would not produce the 
records to me unless and until the FBI approved it. I explained that at a meeting 
on August 7, the FBI had already given the Laboratory permission to get informa- 
tion about the Mustang and the TA-33 incidents. It was apparent to me that Mr. 
Walp did not appreciate that as liaison for the Laboratory his duties included shar- 
ing information with senior Laboratory managers, not withholding information. I re- 
emphasized to Messrs. Walp and Doran the importance of their keeping their own 
investigation notes and providing that information to me as it was generated. 

I believed that at this August 12 meeting, I had sufficiently explained OSI’s liai- 
son role to Mr. Walp and that there would be no further problems with getting cur- 
rent information from him and Mr. Doran. Although Mr. Walp agreed to provide me 
with the records and reports, he argued against having to do so. Nevertheless, there 
continued to be substantial delays in my receipt of written reports prepared by 
Messrs. Walp and Doran, and in some important cases I received no report of their 
investigative activities. Current information was necessary for Laboratory managers 
and me to do our jobs. 


CASINO CREDIT CARD INCIDENT 

In early August 2002, in the course of an internal inquiry into purchase card use 
arising from the Mustang investigation, a Laboratory Purchase Card Administrator 
discovered that a Laboratory sub-contract worker had used her purchase card to buy 
gas and groceries and obtain cash advances at local casinos. The total suspected loss 
has been determined to be approximately $2,000. 

On August 12, 2002, the Purchase Card Administrator notified OSI of her dis- 
covery and Doran immediately opened an inquiry. The FBI was notified and FBI 
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Special Agent Campbell attended the interview of the worker. On August 19, 2002, 
the worker admitted that she had used her purchase card to obtain cash advances 
at a casino, and that she had used the cash to gamble. Because she was a contract 
worker, and not a Laboratory employee, the Laboratory could not fire the worker. 
However, the worker’s contract employer was immediately directed to remove the 
worker from the Laboratory, which it did. She is not eligible to work at the Labora- 
tory either as an employee or as a contract worker. 

I notified the DOE OIG of this case verbally on August 27, and in writing on Sep- 
tember 12, 2002. Contrary to Mr. Walp’s and Mr. Doran’s assertions, there was no 
effort to cover up this matter. The matter was investigated, the appropriate agencies 
were notified, and the worker was removed from the work site. Efforts are under 
way to recover the misappropriated amounts from the contract employer. 

THE FORGED VOUCHER INCIDENT 

In September 2002, a Laboratory employee reported to the Laboratory’s Human 
Resources Division that an employee had wrongfully authorized, drawn and cashed 
a Laboratory check to herself for $1,800. 

It is my understanding that HR immediately referred the matter to S Division, 
so OSI could investigate. On September 23, the employee appeared at work, admit- 
ted to the misappropriation, tendered a check to reimburse the Laboratory for the 
entire amount of the misappropriation, and resigned. The Laboratory told the em- 
ployee she might be criminally prosecuted, and made no agreements whatsoever 
about whether any other action would be taken against her. The record of the em- 
ployment separation states that this was a “resignation in lieu of discharge.” The 
employee is not eligible for re-employment at the Laboratory for a period of seven 
years. This matter was handled by the HR and S Divisions. I did not become aware 
of the case until after the employee had resigned, and did not have knowledge of 
the circumstances before the check was accepted. 

Upon learning that the employee had resigned and tendered back the misappro- 
priated funds, Mr. Walp told HR Deputy Division Leader Philip I. Kruger that he 
may have committed the federal criminal offense of obstruction of justice. Mr. 
Kruger consulted with me and asked my legal opinion about whether he had acted 
inappropriately or had committed the federal offense of obstruction of justice by al- 
lowing the resignation and repayment. I responded that in my opinion there was 
nothing illegal or inappropriate about how Human Resources had handled the mat- 
ter, and that Mr. Walp was wrong in his assertions. By resigning, the employee had 
relinquished any right to file an internal grievance, as she could if she had been 
terminated. The Laboratory had recovered the misappropriated money. Nothing pre- 
vented law enforcement from going forward with criminal charges. The employee 
had admitted her guilt. The Laboratory treated the resignation as an involuntary 
termination for cause, and the employee is ineligible for rehire. The DOE OIG was 
informed of the matter, and the matter was referred to the DOE OIG for investiga- 
tion. 

This event contributed to the erosion of my confidence in Mr. Walp’s judgment 
and his ability to interact and communicate effectively with personnel at all levels 
at the Laboratory. 

Media reports have suggested that because these employment terminations were 
not made public, there must have been some attempt to cover up their crimes. This 
allegation is incorrect. The Laboratory, as part of the University of California, sub- 
stantially complies with the California Information Practices Act and does not dis- 
close personal information, including performance assessments and corrective or dis- 
ciplinary actions, to the general public, except under limited and specific cir- 
cumstances. The Laboratory does not disclose to the general public the details of the 
basis for a termination or information about the circumstances leading to a resigna- 
tion, unless that individual authorizes such a disclosure. By not disseminating the 
circumstances of individual personnel actions, the Laboratory is simply observing 
best employment practices and acting consistently with California law. 

PURCHASE CARD AND PROCUREMENT INVESTIGATIONS 

When the Mustang case surfaced, Mr. Salgado instructed me to lead a team to 
conduct an internal review of the Laboratory’s purchase card program. The team 
and I collected and reviewed relevant records, including purchase card procedures 
and memoranda from other agencies such as the U.S. Navy regarding their own ex- 
periences with purchase cards. 

As a result of this internal review, the Laboratory instituted an immediate correc- 
tive action plan to mitigate misuse and abuse. On August 23, 2002, Associate Direc- 
tor of Administration Richard Marquez ordered specific revisions to the purchase 
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card. The revised procedures included new requirements for purchasing authority, 
review and approval of monthly statements and training for cardholders and busi- 
ness team leaders. Mr. Salgado and I also recommended to Laboratory Director 
John Browne that an external review team be appointed to conduct a more com- 
prehensive review of the purchase card program. 

Director Browne requested University approval for an independent review. The 
University agreed and on August 16, 2002, UC Vice President John McTague in- 
structed Director Browne to proceed with the proposal to establish an external re- 
view team to examine irregularities in the Laboratory’s purchase card program. The 
team included auditors from the firm of PricewaterhouseCoopers (“PwC”). Former 
DOE Inspector General John Layton chaired the team, assisted by former Depart- 
ment of Labor Inspector General Charles C. Masten. 

The team was charged with conducting a comprehensive review of the purchase 
card program. By charter, the external review team was to have access to all LANL 
documents and records. All Laboratory leaders were informed to cooperate fully with 
the team, provide the team documents and be interviewed as requested. 

So as not to interfere with the FBI’s ongoing investigations, the external review 
team’s activities were carefully coordinated with the FBI, as evidenced by the nu- 
merous communications (meetings, telephone calls and correspondence) between the 
Laboratory and the FBI on this subject. 

On August 22, 2002, Mr. Salgado, Mr. Tucker, Mr. Doran and I met with the FBI, 
to inform it about the external review team. We told the FBI that the team would 
be investigating fraud, waste and abuse in the purchase card program, including the 
Mustang case and the purchase of tools from G&G, a vendor in Albuquerque. We 
told the FBI that the team would conduct an end-to-end review of the purchase card 
program and a forensic evaluation of whether there had been any misappropriation. 
The FBI was invited to provide input so that its investigation would be coordinated 
with the external review team’s investigation. We specifically discussed the boxes 
of documents that had been collected from the office of the suspect in the Mustang 
case and the fact that the external review team would review those documents as 
part of its investigation. The FBI agreed that it was appropriate for the external 
review team to review those documents. The FBI requested that the Laboratory pre- 
serve the documents as they would any other business record. 

In September, October and November, there were correspondence and meetings 
between my office and the FBI to establish the external review team’s interview list 
and to insure that it did not interfere with the FBI’s investigation. By letter dated 
September 11, 2002, FBI Special Agent in Charge Andreas Stephens concurred with 
the Laboratory’s decision to have the external review team audit purchase card pro- 
gram records and, with advance approval, conduct interviews. My office provided 
the FBI with lists of Laboratory employees whom the external review team wished 
to interview and the FBI approved the list, with some exceptions. 

Any allegation that the Laboratory was not cooperating with the FBI in the inves- 
tigation of purchase card misuse completely ignores these numerous interactions be- 
tween my office and the FBI. Indeed, Agent Stephens specifically expressed his grat- 
itude to me for the Laboratory’s continued cooperation in coordinating the investiga- 
tions. 

The OSI was reluctant to permit the external team access to the suspect’s records, 
asserting that the records were FBI evidence. Mr. Walp permitted PwC auditor 
Kristin Rivera to examine the documents, but under such stringent conditions that 
it was difficult for the team to effectively review the material. 

Eventually, Mr. Layton directed Mr. Masten (himself a former FBI agent) to go 
to OSI and determine whether the records appeared to be impounded by the FBI 
and whether the tape protecting the records was FBI tape. Mr. Masten inspected 
the records and determined that the FBI had not taped tbe records, that they were 
not FBI records, and that they had not been impounded by the FBI. After several 
phone calls, the records were transferred that day to the Office of Laboratory Coun- 
sel for the external review team to examine there, without restriction. 

Thus, although the external review team did eventually get to review the docu- 
ments it needed, it was only after a prolonged struggle with OSI, which appeared 
to mistakenly believe that its investigation work was immune from review and use 
by Laboratory managers. In my opinion, this demonstrates a fundamental mis- 
conception by Mr. Walp about bis job duties and responsibilities. It is also inex- 
plicable to me, because I had previously obtained FBI permission to review these 
records, and I had so informed Mr. Walp. This incident was one of the final factors 
that led to my request that Messrs. Walp and Doran be removed from their roles 
as liaison with the FBI. 
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THE EMPLOYMENT TERMINATIONS OF MESSRS. WALP AND DORAN 

Initially, I welcomed the opportunity to work with investigators with the back- 
grounds and experience of Messrs. Walp and Doran, However, as I continued to try 
to work with them on the purchase card and related investigations, I became in- 
creasingly disappointed and frustrated over my inability to secure the cooperation 
and assistance I expected from OSI. I frankly did not understand their reluctance 
to cooperate with what I perceived to be our common goals. Their resistance ham- 
pered my ability to do my job, which was to provide the FBI, the DOE and the Uni- 
versity with accurate and timely information about possible misconduct, so those en- 
tities could make appropriate decisions regarding criminal prosecutions, national se- 
curity, and employment matters. 

It was never my purpose or intent to cover up or withhold any information, nor 
to impede the FBI or DOE from investigating any misconduct, and I never did so. 
In October 2002, following a meeting with the United States Attorney in Albu- 
querque, I concurred with Mr. Salgado’s decision to remove Messrs. Walp and Doran 
from their roles as liaison with the FBI. They did not appear to understand that 
my office had a legitimate interest in obtaining the information necessary to deter- 
mine the Laboratory’s legitimate concerns. Instead, Messrs. Walp and Doran ap- 
peared to view me, the Office of Laboratory Counsel, and the purchase card review 
team as adversaries. 

I did not make the decisions to terminate the employment of Messrs. Walp and 
Doran. However, it is clear that my complaints about their assistance and coopera- 
tion were important factors in the ultimate decision. I provided information and 
opinions about their performance, I expressed my frustration in working with them, 
I participated in discussions about their removal, I reviewed and commented on doc- 
uments regarding their termination, I told Mr. Salgado I could not work with them 
on the assignment he had given me, and I provided legal advice to the Laboratory 
about the risks of terminating their employment. 

Putting aside the concerns that I have expressed regarding the performances of 
Messrs. Walp and Doran, I do recognize that the circumstances these men con- 
fronted were less than ideal. Upon reflection, I realize that we at the Laboratory 
could and should have done more to provide Mr. Walp and Mr. Doran with a better 
understanding of the Laboratory and their roles, including an understanding of all 
the parties with a legitimate oversight interest at the Laboratory, and the impor- 
tance of comity between these parties. If they had been provided with adequate 
guidance regarding the specifics of their job duties, perhaps they might have better 
appreciated the inter-relationship between law enforcement concerns and national 
security and other legitimate concerns. In retrospect, I believe the Laboratory 
should have attempted to work through the difficulties with Mr. Walp and Mr. 
Doran. 

It has always been my sole intent to preserve and protect the law, and to provide 
my client, the University, with my best legal advice and services, to promote and 
protect the interest of the government in the performance of my job, and to uphold 
the ethics of my profession. I have tried very hard to do that, and I believe I have 
done so. 

Thank you for the opportunity to present my views on these matters. 

Mr. Greenwood. Thank you. 

We thank Mr. Udall for joining us and Mr. Walden for joining 
us as well. The Chair recognizes himself for 10 minutes for ques- 
tions. 

Let me address a question to Mr. Salgado first. Several times in 
your written statement you claim that you had “no knowledge that 
Walp and Doran had claimed whistleblower status and no reason 
to believe that they had any legitimate grounds for doing so.” I 
think that is a direct quote. 

During our first hearings on these matters, Mr. Darling testified 
that shortly after the firings he asked you to explain why you fired 
Mr. Walp and Mr. Doran. He told this to me, that you said you 
were afraid that Walp and Doran would achieve whistleblower sta- 
tus and that you felt that their new status would prevent LANL 
from firing them within their 1-year probationary period. 



123 


Mr. Darling also told committee staff that you told him that you 
suspected Walp and Doran had anonymously sent the 30-pound box 
of documents to the Albuquerque Journal and that you wanted to 
stop the leaks so you fired Walp and Doran. Your testimony is in- 
consistent with Mr. Darling’s. I would remind you that you are 
under oath here. Do you wish to amend your testimony in anyway 
or can you explain these differences? 

Mr. Salgado. No, I do not care, Mr. Chairman, to amend my tes- 
timony. Let me address the first issue. The first issue dealt with 
timing. The question by Mr. Darling and his staff, as I recollect, 
during the course of their investigation is they wanted to know 
why was the timing important in the process. 

I indicated to Mr. Darling that the discussion about the release 
of Mr. Walp and Doran, they were on probationary status and the 
Laboratory needed no justification to let them go. I said that we 
had had this discussion on their status in the early part of Sep- 
tember and October timeframe. 

I indicated to him that with the IG coming out and with the IG 
that we at the institution had requested to come out pursuant to 
the article that appeared in Energy Daily about the senior manage- 
ment cover-up. I indicated to him that one of the reasons for the 
timing of that was that I wanted to make sure that we did it so 
that it did not appear to be that they were being terminated be- 
cause of a retaliatory component, i.e., whistleblower status. 

To this day, sir, I still have no indication, No. 1, that they either 
have claimed and/or are whistleblowers pursuant to the instruc- 
tions of the California sketch or the administrative process. 

The second component dealt with, sir, as to the 30-pound box of 
documents. I do not believe that I have ever accused — I have ever 
accused Mr. Walp or Doran of releasing those documents. But what 
I have addressed is I believe that the documents that were re- 
leased, the 30 pounds of pages or 30 pounds of documents were re- 
leased did come out of the OSI or into that group of which Mr. 
Walp had supervisor responsibilities. 

The issues with those documents were twofold, sir. No. 1, that 
obviously any time that 30 pounds of internal documents are re- 
leased it would be a concern to any institution. Second point is I 
did not know, and still to this day do not know whether those docu- 
ments being released that were, in my opinion, in the supervision 
of that unit within the security division had any classified material 
in them whatsoever. That, of course, would be a concern both to 
this committee and other committees at the Hill. 

The second component of that box that was released, it did raise 
issues and concerns to me that I was led to believe, and do believe, 
that that box contained sensitive information concerning ongoing 
criminal investigations that were undertaken both internally and 
externally by the Laboratory. 

Nowhere have I ever indicated that I thought that I would per- 
sonally accuse, as my statement indicates, that either Walp or 
Doran were responsible for the release of those documents, though 
there is a responsibility if the documents came from that group. 

Mr. Greenwood. Did you tell Mr. Darling that you suspected — 
I heard you clearly say twice that you did not accuse them. Did you 
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tell Mr. Darling that you suspected that they were the source of 
this document leak? 

Mr. Salgado. I believe and my indication to Mr. Darling is that 
out of that unit upon which Mr. Doran was employed and being su- 
pervised by Mr. Walp that out of that unit it was my professional 
opinion, and I believe supported by other members at this table, 
that is where the information came from. 

Mr. Greenwood. Okay. So you did not accuse them but you did 
suspect them? 

Mr. Salgado. I suspected it was out of that unit. As my state- 
ment indicate, as prior law enforcement, and I mentioned to var- 
ious staff members, I have not and will not impugn their integrity 
as to releasing those documents. It is not the culture of law en- 
forcement and, as a ex-cop, I would not do that. 

Mr. Greenwood. And you just raised the issue of the possibility 
of there being classified information among those documents. Did 
you raise that concern with anyone in law enforcement or anyone 
else? 

Mr. Salgado. Yes, sir. I did. Before I left it was an issue. I 
raised it with the University of California. During this time things 
were moving quickly. I personally contacted the IG and raised the 
issue. They were not sure how to handle it given 1st Amendment 
rights and reporters. Then I also contacted NNSA and put it in 
DOE’s court basically to assume any responsibility for follow-up in- 
dications on were there any classified documents in there or addi- 
tional sensitive documents. 

Mr. Greenwood. When did you make the decision to fire Walp 
and Doran? 

Mr. Salgado. Actually, Mr. Busboom probably has the better 
dates. The discussion and the decision, I do not have the exact 
date, sir. I really do not. It was sometime obviously after the Octo- 
ber 24 meeting with the U.S. Attorney and the FBI. It was some- 
time in the first part of November is my recollection. 

There was a decision made for the termination of Mr. Walp and 
Doran. Then it was delayed at least a week plus because one of the 
individuals, I believe, had gone on vacation so we backed that up 
a week. 

Mr. Greenwood. Who participated in making the decision to fire 
these two gentlemen? 

Mr. Salgado. There as a meeting, I believe, that took place be- 
tween myself and Mr. Dickson. I believe Mr. Busboom was there. 
I believe that Mr. Holt was there and I believe that Mr. Marquez 
was at the meeting when the discussions took place about, No. 1, 
the underlying reasons for the terminations and, No. 2, the process 
that should be engaged in. 

Mr. Greenwood. Who drafted the letter that ultimately went to 
them? 

Mr. Salgado. There was a draft letter that was proposed out of 
my office that accumulated the information from various compo- 
nents of the Laboratory. That draft letter was sent through the 
chain of command through Mr. Holt down, I believe, to Mr. 
Busboom. Mr. Busboom deleted some areas and added additional 
facts in that letter and I believe that is the final document that 
went forward, if I am not mistaken. 
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Mr. Greenwood. Did you have conversations with Mr. Busboom 
about whether or not he should sign that letter? 

Mr. Salgado. Whether he should sign the letter? I do not believe 
that I had conversation with Mr. Busboom about if he should sign 
that letter. 

Mr. Greenwood. Okay. 

Mr. Salgado. I do not recall. 

Mr. Greenwood. What conversations did you have with Mr. 
Dickson regarding the November 20 letter? 

Mr. Salgado. If it was the November 20 letter, there were con- 
versations that took place in a general form. I believe that the 
draft letter that was submitted was vetted through the appropriate 
individuals that had input into the letter and the meeting that we 
had with a discussion over the termination. 

Mr. Greenwood. Did you have conversations with Dr. Browne 
about this matter? 

Mr. Salgado. Yes, sir. 

Mr. Greenwood. Could you describe those conversations for us? 

Mr. Salgado. Yes, sir. My recollection is that after we had the 
meeting when there was the decision made about the termination 
of the individuals. I would like as a sense of background to backup 
that the first part in the October/September timeframe I had a dis- 
cussion with Mr. Holt through the associate director and Mr. 
Busboom of trying to get to a reasonable position of a path forward 
for Walp and Doran to see whether or not their tenure within the 
Laboratory could be successful. Subsequent to that I had asked — 
I did ask them to make a determination whether they were going 
to keep them or not. 

After the Dr. Browne conversation, as I recollect, it took place in 
an evening. Mr. Dickson was there with myself. We had a discus- 
sion about the reasons, the rationale for the terminations. That 
was in the evening. We went through what I have articulated par- 
tially in my statement. 

Mr. Greenwood. You made the statement that there seemed to 
be an attitude among various lab managers that they were playing 
with, these are your words, Monopoly money. What do you mean 
by that? 

Mr. Salgado. I want this to come across. I was brought to the 
lab — as I indicated in my oral statement, there was an awareness 
by the director of the Laboratory, John Browne, that the trans- 
formation of this Laboratory was important. There were cultural 
issues to deal with at the institution, sir. These are cultural issues 
that maybe some would like to believe started with me but they did 
not. They go back 30, 40, 50, 60 years. 

What I am saying now before this committee I have said to every 
senior manager at the institution. I have said it to the University 
of California. I have said it in training classes and I have said it 
to NNSA. 

The Laboratory had a culture, in my opinion, that the money 
that the taxpayers give them, a fiduciary relationship that we 
should have with the taxpayers, was not treated in an appropriate 
fashion. At times it was treated like Monopoly money, play money. 
It was part of the theme of trying to transform and change the 
management of the institution. Again, what I am saying today 
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Mr. Greenwood. Let me understand what you mean by that. Do 
you mean that it was spent with disregard to its value? That man- 
agers paid too much for things? That managers bought things that 
weren’t necessary? 

Mr. Salgado. Yes. 

Mr. Greenwood. Does that include concern about taking per- 
sonal possessions of property? Does it include a culture that in- 
cludes — are you describing a culture in part that has to do with 
misappropriating Federal property for personal use? 

Mr. Salgado. No, it is not. This is where it is a delegate balance. 
Let me, if I might, because I know it is important to the committee 
and it is important that I be reasonably clear. There is a fiduciary 
relationship and the relationship that deals between the taxpayers 
and us to spend their money is one that it should be spent effi- 
ciently and effectively in the best manner possible. 

That leads us into a gray area of activity. If you move into a new 
office you use the furniture that is there or you go off and have a 
brand new set of furniture and design furniture put into your of- 
fice. It means to me the fact of the matter is when I came to the 
institution little things like if you are going to have food delivered, 
do you know how much it is costing you to do these things. The 
question of meals at the institution. The question of gray areas. 

Again, I have said this to everybody up front. The question of if 
we have a great safety record, is it efficient and effective to spend 
$15,000 to buy ourselves shirts. That is the type of thing that I am 
addressing, Mr. Chairman. It is a mindset and it is a culture that 
has existed, I believe, at that institution since Oppenheimer and 
Graves established it. It is important because the world changed. 

The executive branch, the legislative branch, and the taxpayers 
of this country expect more. They do great science. They do great 
engineering but we need to do it effectively and efficiently. I have 
lectured on this issue of Monopoly. 

In fact, one particular time I paid out of my own pocket, bought 
a Monopoly game and laminated it and I was going to hand it out 
to managers to try to raise the awareness of this fiscal responsi- 
bility and this fiduciary relationship. I think it underpins and un- 
dermines our credibility as an institution and does a disservice to 
the taxpayers. 

Mr. Greenwood. Let me understand one other thing because you 
made a comment that could be considered as controversial about 
others who have described a culture that included in that descrip- 
tion harsher charges about personal misappropriation of funds and 
materials. 

You referred to those kind of comments as being racially profiling 
of Spanish Americans, I think you said. I am trying to understand 
how it would be that describing a culture as you have is different 
than describing the culture as others have and why one is a racial 
matter and one is not. 

Mr. Salgado. Well, do the racial component of “greening of the 
valley,” the valley itself has been well defined as the Hispanic pop- 
ulation that primarily is in support service of the institution. That 
has a racial connotation to is. 

The “greening of the valley” as I interpret the phrase, No. 1, is 
in connection with a culture of theft which there is not at the insti- 
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tution. I respectfully will believe that sincerely. There is not a cul- 
ture of theft. The “greening of the valley” on the assumption of the 
culture of theft is that there is a nexus between that and the drug 
activity in the valley which is, in my personal opinion, tantamount 
to racial profiling. 

The distinction I am making, Mr. Chairman is the fact that the 
culture that I have talked about, the culture of this lack of a sense 
of fiduciary relationship is not for personal gain of individuals. It 
is not that people are buying computer and taking them home for 
their children. But it is a culture by which I think people have 
failed to release that they are — there is a responsibility of the insti- 
tution to effectively and efficiently spend those dollars. 

Hypothetically if it is costing $15,000 to buy everybody shirts be- 
cause we did a great job, that may be a morale issue but is that 
what the taxpayers expect of us to do, particularly if it is not pur- 
suant to our contract and is that mindset — our meal policy and 
things of that nature. 

I mean, there are constant issues here of that issue and trying 
to change to the mindset. When you sign off on something to pay 
for it, are you doing with a mindset that you do have that relation- 
ship and that responsibility. That culture has not been there. It is 
not a criminal culture but it is culture that has to be addressed. 
Dr. Browne has noted it. It was part of Dr. Browne’s vision of 
where this Laboratory had to get to. 

But there is a distinction, sir, between a criminal culture of theft 
and stealing and taking money and doing those things as evidence 
in the TA-33 issue versus what I would call this area of this lack 
of real awareness of our fiduciary relationship. As I said, I have 
said this in front of God, country, and everybody at that institution 
for the 3 years that I have been there. I believe it firmly. 

Mr. Greenwood. I think it is not hard to imagine how loose fis- 
cal controls that allow the kind of waste and abuse of taxpayer’s 
dollars that, as you have described, could slide in among those who 
are so constituted toward personal misappropriation because the 
fiscal controls were not there to protect against it. My time has ex- 
pired. I recognize the gentleman, Mr. Walden, for 10 minutes. 

Mr. Walden. Thank you very much, Mr. Chairman. 

Mr. Salgado, I want to pick up on a point of a statement you 
made and just see if I understand it. You said that the Inspector 
General request is one that you made, or your folks made, to have 
the Inspector General come in. 

Mr. Salgado. Yes, sir. 

Mr. Walden. If I heard you right, you said that was after the 
story ran in Energy Daily. 

Mr. Salgado. If I may clarify, there were two requests of the In- 
spector General, the Department of Energy Inspector General, the 
very day, the morning that there was an allegation in print con- 
cerning that their senior management cover-up or criminal activity 
of the Laboratory. 

I personally contacted Greg Freedman, the IG, seeking some ad- 
vice and council on how to address it. He rightly told me, sir, that 
I could not request an IG investigation. Within an hour I contacted 
Dr. Browne within Washington, DC that was going in to meet with 
the acting administrator for NNSA, Ambassador Brooks. 
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I discussed the issue with Dr. Browne and Dr. Browne imme- 
diately made a request that afternoon, the very day the article ran, 
to have the NNSH request the IG on our behalf to come in and in- 
stitute an investigation on senior management coverup. 

Mr. Walden. The Energy Daily story, was its genesis clear back 
to the Albuquerque leaks? 

Mr. Salgado. No, sir. I believe the Energy Daily story, as far as 
I know, and some of this is hearsay, was a first letter. There was 
a letter sent out with a series of allegations, an anonymous letter. 
I have never seen the original letter. That was the first time that 
we heard about that. The box of documents was subsequently — I 
believe approximately a week later is that I learned that this box 
of documents. 

Mr. Walden. You believe that the two are connected or came 
from the same individuals or same part of 

Mr. Salgado. I think they probably came — I have not read the 
entire letter, to be honest, but I believe that the genesis and much 
of the information appears to be in the same vein. 

Mr. Walden. Would it be appropriate to say then that the IG re- 
quest never would have taken place had these stories never been 
leaked or the anonymous letter sent? You would have had no rea- 
son to ask the IG to come in otherwise? 

Mr. Salgado. I would have had no reason, nor would I have be- 
lieved that there was any coverup or criminal activity going on at 
the institution. 

Mr. Walden. I want to go to the issue of Mr. Walp and Mr. 
Doran. Mr. Doran testified in front of this committee under oath 
about 2 weeks ago that he was advised by FBI agents that he 
worked with in New Mexico. The FBI’s relationship with Mr. Walp 
and Mr. Doran was the best relationship the FBI has had with the 
lab in its history. 

I am told in your calendar notes for October 28, 2002, you indi- 
cate a conversation with the FBI agent, Jeff Campbell, where he 
states, and I quote, “Steve and Glenn are the most professional, 
etc.” I am sorry. This is Mr. Busboom. My apology. “Steve and 
Glenn are the most professional.” 

Additionally, DOJ has advised this committee that to its knowl- 
edge no law enforcement agency has had any concerns about Mr. 
Walp and Mr. Doran’s performance. However, one of the cir- 
cumstances constantly used an example of why Mr. Walp and Mr. 
Doran were fired as the U.S. Attorney and the FBI advised the lab, 
“Blew the Mustang case.” Senior management blamed Mr. Walp 
and Mr. Doran for this statement. Did you relay to senior manage- 
ment the excellent report given to you by the FBI of Mr. Walp’s 
and Mr. Doran’s performance, Mr. Busboom? 

Mr. Busboom. Did I relay that particular comment? 

Mr. Walden. To senior management. 

Mr. Busboom. I believe I did. We had a meeting that Tuesday. 
I received that comment, I believe, on a Friday. We had a meeting 
that next Tuesday to discuss the role of the FBI, the IG, and our 
own staff. The FBI, it turned out, was not at that meeting, but at 
that meeting we discussed the need to appoint a new liaison. I am 
certain that it did come up. Yes, sir. 
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Mr. Walden. How could senior management place the blame on 
them for blowing the case? 

Mr. Salgado. Two things. I think, first of all, that — first, in fair- 
ness, I will indicate in the October 24 meeting that I requested, 
and that was the FBI and the U.S. Attorney, I was personally ad- 
vised by Jeff Campbell, not by his supervisors, that he was very 
comfortable and felt that Walp and Doran were doing a competent 
job. That was on the 24th. I don’t recollect the meeting that Mr. 
Busboom engaged in. 

Mr. Walden. So you both heard basically the same thing from 
the FBI. 

Mr. Salgado. I heard that from Jeff Campbell, the agent in 
charge, that had the day-to-day liaison going forward, No. 1. The 
issue of the case being blown was an issue that was raised in pass- 
ing during a whole series of other activities taking place at the Oc- 
tober 24 meeting between myself and the U.S. Attorney and the 
FBI. It was a statement made not by the FBI. It was a statement 
made by the U.S. Attorney. I never pursued what was actually 
meant by that statement given the other tenor of the conversation 
that was taking place on some other matters. 

The U.S. Attorney merely looked at me and said, “You, the Lab- 
oratory, blew the case.” That was essentially what they said. It has 
been — I am not sure whether I — I do not know if I ever put cre- 
dence in part of the issues of the termination of Walp and Doran 
on that particular aspect. 

Mr. Walden. If you have got somebody telling you that you, the 
lab, blew the case, did you ask for specifics? What they 

Mr. Salgado. No. I am sorry. 

Mr. Walden. My natural reaction would be, “What do you mean 
we blew it? How did we blow it? Tell me more.” Did anybody ask 
that of them? 

Mr. Salgado. No. At that particular time we were engaged in a 
series of other activities. That was minor in passing. It was really 
dealing with whether or not the FBI that had assumed the Mus- 
tang case, whether they were going to pursue this or whether we 
were going to take it and refer it to the IG or local law enforcement 
officials. 

We tried to get to closure on several issues at that meeting. One 
of them was, “Either you are going to decline the Mustang case or 
not.” They indicated they were going to decline the Mustang case 
after a brief conversation given the facts of the case, the evidence 
in the case, and the lack of criminal history on proposed suspect. 

The declination with an offhand comment that the U.S. Attorney 
said, “We are not going to pursue the case because A, B, C. Besides 
that, you blew the case.” To be honest, Congressman, we moved on 
to some other areas that were of much more importance to us at 
that particular date and time. 

Mr. Walden. I want to go to the issue of Mr. Walp’s termination 
because I got a copy of his performance summary that was done 
here that I understood was supposed to be done by July that was 
actually conducted, I believe, in October. Is that correct? 

As I look at it, and I am not familiar with these, but if you go 
through it says, “Implement ISSN, 100 percent effort effectuated. 
Safety performance, 100 percent effort. Human capital, 100 percent 
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effort. Walk-arounds, 100 percent accomplishment. Employee com- 
munications, over 100 percent accomplishment. Effective cost 
schedule management, 100 percent attainment. Financial manage- 
ment, 100 percent attainment. Time management, office leader 
visible to all SI personnel on a daily basis.” It is a pretty positive 
finding. Is it not? 

Mr. Busboom, did you do the evaluation? 

Mr. Busboom. Yes, sir, I did, in conjunction with my deputy, Mr. 
Tucker. I believe I did sign it, yes. 

Mr. Walden. I understand this is supposed to be for the first 6 
months but if you are doing it in October, were there issues on 
your mind then about performance that would differ from this? 

Mr. Busboom. At that time the answer is yes, sir. That report 
closed out on July 31 as did every other employee in the lab. That 
is the normal cycle. Then there is a period of time while salaries 
are considered before the information is actually present to the em- 
ployee. 

That was presented to Mr. Walp in late September of early Octo- 
ber, but the closeout period was for July 31. It is a very positive 
report. The overall rating, I believe, is an eight. That was con- 
sistent with his peer group. That was an average score within his 
peer group. 

Mr. Walden. And that is on a scale of one to 10? 

Mr. Busboom. That is correct. The managers tend to get higher 
aggregate scores. 

Mr. Walden. It is a good report, sir? 

Mr. Busboom. Yes, sir. 

Mr. Walden. He also got a $5,000 year bonus or raise or some- 
thing at that point? 

Mr. Busboom. He received a pay raise and it is not a bonus. It 
was a pay raise consistent with that score during that salary exer- 
cise. Yes, sir. 

Mr. Walden. What happened between then and when he was 
dismissed that turned this all upside down? Something must have 
gone dramatically different the following couple of months. Right? 

Mr. Busboom. Yes, sir. As I have noted in my testimony, it was 
first brought to my attention in mid-September that for the pre- 
vious few weeks there had been an ongoing dispute between some 
of the outside auditors, our own legal counsel, and our staff, OSI, 
which includes Mr. Walp and Mr. Doran. 

The principal matter was about access of records and information 
by a PricewaterhouseCoopers group. That had been an issue of 
great discussion and great debate between my staff, our own legal 
counsel, and the forensic auditors who were on the ground. 

Mr. Walden. My time has expired. Thank you, sir. 

Mr. Greenwood. The gentlelady from California, Ms. Eshoo, rec- 
ognized for 10 minutes. 

Ms. Eshoo. Thank you, Mr. Chairman. Once again, I appreciate 
your extending legislative curtesy to me to take part in these very, 
very important hearings relative to the University of California and 
the operation of the labs. I appreciate it. 

I would like to begin by just asking each one of you how long you 
have served at the lab. Mr. Busboom. 

Mr. Busboom. Yes, ma’am. I have been at the lab for 6 years. 
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Ms. Eshoo. Six years? 

Mr. Salgado. Three years, 3 months. 

Mr. Dickson. Twelve years. 

Ms. Eshoo. Twelve. Can anyone of you give me the short version 
of why Mr. Doran and Mr. Walp were fired? I have heard a lot of 
references so far today but there isn’t anything that is clear about 
it. What was it that they had done that merited firing? 

Mr. Salgado. I accept the responsibility for that. 

Ms. Eshoo. I know you do, but what was the reason for it? 

Mr. Salgado. The reasons were primarily two fold. No. 1, they 
were in a probationary period when it was time for the institution 
to make 

Ms. Eshoo. I have people that serve on my staff that are in a 
probationary period but that is not the reason. You don’t use that 
as a reason to fire someone. 

Mr. Salgado. I am just setting the background, if I might. The 
reasons were two fold essentially. First of all, through the period 
of time of the intense — from the July period to the November pe- 
riod of time there was incomplete, inaccurate information that was 
being provided to the University and the Laboratory needed upon 
which to base sound judgments affecting both personnel activities 
and natural security issues. 

Ms. Eshoo. All right. Let me ask this as a follow-up to that, Mr. 
Salgado. You talked about shirts, shoes, food, and furniture. Other 
than thinking about laminating Monopoly dollars, and firing the 
whistleblowers, what did each one of you accomplish on your watch 
for this culture that you oversaw? I mean, it seems to me that your 
testimony today reminds me of someone from the outside looking 
in rather than people that were in charge, even though it is after 
the fact because you are gone and there has been a reduction in 
your salary. How much is your salary now? 

Mr. Busboom. I was told last week. I was given a form saying 
it was $140,000. 

Ms. Eshoo. During your time did you oversee and route out of 
this culture that you refer to? 

Mr. Salgado. Well, first and foremost was 

Mr. Greenwood. Mr. Salgado, could you move forward and use 
the microphone? 

Mr. Salgado. Sorry, sir. I apologize. I was thinking. No. 1, I 
think that Dr. Browne and myself commenced a reorganization of 
the institution to put lines of authority and responsibility in place. 

Ms. Eshoo. Did it go past an organizational chart into actual ef- 
fectiveness to route out the things that you have come here and re- 
ferred to today? Obviously you had a knowledge of it because you 
are referring to it. 

Mr. Salgado. Yes. I believe those things were put into place a 
year ago and those are part of the transition. 

Ms. Eshoo. When you say put into place, what does that mean? 

Mr. Salgado. That means that 

Ms. Eshoo. On paper? 

Mr. Salgado. No. That the institution was reorganized. The 
roles and responsibilities and lines of authority were changed. 
There were movements of divisions in various activities. 
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Ms. Eshoo. And what was the result of what you were just refer- 
ring to, though? 

Mr. Salgado. Well 

Ms. Eshoo. How did the credit card — how could a credit card be 
used for the kinds of things that have obviously become more than 
public? And when you refer to reforms, what are you referring to? 
What are the specifics? 

Mr. Salgado. I am getting a little bit lost. On the credit card 
issues, once those issues were basically brought to the attention of 
the institution, several things occurred immediately. 

Ms. Eshoo. Don’t refer to the institution. You are referring to 
the institution like it is a glob. There were people that were paid 
taxpayer money to run this place. Now, you have come here and 
you have outlined, as I said, shirts, shoes, food, furniture, lami- 
nated — you have made a reference to all of that. What did you do 
on your watch? In my view, not very much. Otherwise, we wouldn’t 
be here. But I want to give you an opportunity to tell me. What 
did you root out? 

Mr. Salgado. When the purchase card activity surfaced, No. 1, 
I personally contacted, No. 1, the — on the purchase card activity I 
personally contacted the former IG to basically bring an external 
group in to help us basically look at the process procedures and to 
root out those activities that you have addressed. I notified the IG 
of the Department of Energy of a process 

Ms. Eshoo. I need to interrupt because I only have 10 minutes 
and I am a guest of the subcommittee. My observation so far is 
that you were very adept at knowing who to call outside the insti- 
tution, as you refer to it. But there is a dereliction of duty here. 
You have more than made reference to what you knew to be wrong, 
except you didn’t do anything about it. 

Now, maybe it is looking over your shoulder but I don’t know 
what was rooted out. I think that the public light that shines on 
this is a very important one because it then is instructive in terms 
of what needs to be done. I appreciate the fact, Mr. Salgado, that 
you have come from a law enforcement background but this sounds 
like the Keystone Cops to me. Now, lab employees describe a cul- 
ture of fear. Now that you are on your way out do you have any 
comments about that? 

Mr. Salgado. Well, if I may, first of all, I would address the fact 
that we did do things and we were proactive and aggressive. 

Ms. Eshoo. I don’t know what they are, though, because you are 
not able to be specific. 

Mr. Salgado. Well, if I could submit it for the record then, I 
would ask that I be allowed to submit for the record those 
proactive things in the transformation of the institution, the reor- 
ganization, putting lines of authority and accountability in place, 
and bringing in people to basically help us 

Ms. Eshoo. I need you to answer my question, though, because 
you are on my time here. 

Mr. Salgado. Okay. I am sorry. I apologize. Is the question on 
my way out of a culture of fear? 

Ms. Eshoo. Been stated by employees. 

Mr. Salgado. I have heard that from the day I got there. 

Ms. Eshoo. Do you agree or disagree? 
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Mr. Salgado. I agree that there is a perception of a culture of 
fear. 

Ms. Eshoo. No. Do you believe that is a truthful statement? And, 
if not, you can say you don’t agree. 

Mr. Salgado. I believe that the people who have made that 
statement believe it to be true. 

Ms. Eshoo. You believe it to be true? 

Mr. Salgado. No. I believe that the people that made that state- 
ment, they believe it to be true, that there is a culture of fear. 

Ms. Eshoo. I would think that they believe it to be true, too. 
That is not what I am asking you. I am asking you if you find that 
statement to be correct. If you don’t, say so. 

Mr. Salgado. I do not agree. 

Ms. Eshoo. Okay. That is enough. 

Mr. Busboom, do you have reflections about this statement? 

Mr. Busboom. Yes, ma’am. Certainly we moved forward in the 
OSI office to address these issues by, first, establishing the office, 
as Mr. Deutsch read in his opening statement. Second, we doubled 
the staff there within that 1 year and we added many hundreds of 
thousands of dollars in budget. I do believe we were on our way 
in terms of the security participation. . 

Ms. Eshoo. Was there ever anything — this is, I think, a question 
that is on many individual’s minds. When you met with Mr. Doran 
and Mr. Walp, did you find anything in their work that was lauda- 
tory or did you just think that they didn’t know what they were 
talking about? Was there anything that you said, “Well, one out of 
10 we agree with you and we are going to pursue this.” 

Mr. Busboom. There were certainly positive things, yes. 

Ms. Eshoo. There were positive things. Did any of you ever fol- 
low up on them? 

Mr. Busboom. I followed up on the positive part, certainly. I 
wrote that report that said that Mr. Walp had done a good job in 
organizing the new office. 

Ms. Eshoo. Was there any dissension between the decision- 
makers on the firing? Was there kind of a minority view, so to 
speak, or were you all in agreement with each other? 

Mr. Deutsch. I supported the decision, or did not oppose it. 

Ms. Eshoo. Mr. Salgado? 

Mr. Salgado. I supported it. 

Ms. Eshoo. You supported it. Mr. Busboom? 

Mr. Busboom. I supported it after — it is Busboom. Thank you. I 
supported it after the discussions that I had with by boss and his 
deputy and with chief legal counsel and Mr. Salgado. 

Ms. Eshoo. Mr. Salgado, you testified that the lab essentially 
can be improved. Now, obviously you are gone. Do you have some 
clarity around what the reforms should be? Any of you? 

Mr. Salgado. The answer is yes. I think the University of Cali- 
fornia needs to address its governance model, No. 1. And I think, 
No. 2, the fact of the matter is that the process, believe it or not, 
in the systems that are being put in place need to continue. The 
change of culture of an institution does not take place over night. 
That culture of that institution it will probably take 2 to 3 years 
moving on a forward path of aggressive change. 
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Ms. Eshoo. I think if we keep observing culture and don’t do 
something about it is why it doesn’t change. That is my own take 
on it. 

With that, I see that my time has been used up. Thank you, Mr. 
Chairman. Thank you, gentlemen. 

Mr. Greenwood. The Chair thanks the gentlelady from Cali- 
fornia and advises you we will do a second round and I will begin 
that second round now. 

There is at tab 47, and if the staff would hand it to Mr. Salgado. 
Tab 47 is an e-mail written by Jo Ann Milum to James Holst at 
the University of California. It is dated December 11, 2002. This 
is 15 days after Walp and Doran were fired. Its subject line reads, 
“Rationale for terminations.” I am going to ask Mr. Salgado, can 
you tell us who Jo Ann Milum and James Holst are? 

Mr. Salgado. Jo Ann Milum 

Mr. Greenwood. Milum? 

Mr. Salgado. Milum. 

Mr. Greenwood. I am going to ask you to sit forward. 

Mr. Salgado. I am sorry, sir. Jo Ann Milum was my chief of 
staff previously and then took over as executive staff director for 
the Office of the Director. 

Mr. Greenwood. Which position was she on December 11? 

Mr. Salgado. She was the Executive Staff Director for the Office 
of the Director. In all candor, sir, she was also my Chief of Staff 
when I was at the Department of Energy so there is a long history 
there. 

Mr. Greenwood. Okay. Mr. Holst? 

Mr. Salgado. Mr. Holst is the General Counsel, I believe is his 
title, for the University of California, Office of the President and 
is a direct line supervisor for Mr. Dickson. 

Mr. Greenwood. Okay. So why would she send this e-mail to 
Mr. Holst, do you think? 

Mr. Salgado. To be honest, sir, I don’t know. I mean, I am as- 
suming that it was requested by somebody. “Per your request” it 
says so I am assuming that Mr. Holst requested some information 
to be provided. That is my supposition. 

Mr. Greenwood. Okay. Among the rationale for the termination 
of probationary employees Walp and Doran, there is an allegation 
that Walp and Doran failed to follow up on the Mustang case in 
a timely manner. Mr. Walp, however, first learned of the case on 
July 25, 2002 a week after the BUS division first learned of the 
case. The FBI took over the investigation on July 29, 2002. During 
a 4-day period before the FBI opened its investigation into the mat- 
ter, how did Walp and Doran fail to follow up on the Mustang case? 

Mr. Salgado. I can’t say in that context that they failed to follow 
up. There were other issues with the Mustang case that were of 
concern to us but on that particular issue. For the record, there 
was a meeting. The second time they met I directed Mr. Walp to 
go to Arizona to follow up on that case. 

The case was taken away from Mr. Walp and the FBI assumed 
investigation of the case and told us we were not to send anybody 
there to follow up on that part of the investigation. As to wording, 
I am not sure. There were other issues in the Mustang case but 
in that short period of time Mr. Walp agreed to go to Arizona. It 
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was terminated by the FBI and they took over the case. Am I mak- 
ing myself clear? 

Mr. Greenwood. I am not sure that you are. If you had a case 
for 4 days — am I accurate when I say that Walp and Doran had 
responsibility for this case for 4 days? 

Mr. Salgado. I don’t know the time, sir. I really don’t. I am as- 
suming but I don’t know when the case came to them or anything. 

Mr. Greenwood. Mr. Busboom, can you shed light on that? 

Mr. Busboom. That sounds correct, sir. I think July 25 was the 
day it was reported. As far as July 29 being the date the FBI took 
over, I couldn’t say from memory. 

Mr. Greenwood. The e-mail says that among the things that 
they did were foot dragging on the Mustang case. Now, I am not 
sure but how much foot dragging can you do in 4 days? 

Mr. Busboom. Me, sir? 

Mr. Greenwood. Yes, Mr. Busboom. 

Mr. Busboom. Again, I do not know if July 29 is the second date. 
I haven’t seen this e-mail before so this is the first time I have read 
it. 

Mr. Greenwood. Do you think he dragged his foot on this? Do 
you think Walp and Doran dragged their feet, all four of them, in 
4 days? Isn’t it the case that your office was informed about this 
case in September of the year before? 

Mr. Busboom. Of the Mustang case? 

Mr. Greenwood. Yes. 

Mr. Busboom. No, sir. That is not correct. 

Mr. Greenwood. I am sorry. The Bussolini case. When did your 
office become aware of that matter? 

Mr. Busboom. The TA-33 case? 

Mr. Greenwood. Yes. 

Mr. Busboom. I became aware in July 2002. Subsequent to 
that 

Mr. Greenwood. When were your employees aware of it? 

Mr. Busboom. Subsequent to that I have seen memoranda, two 
memos, that talk to someone knowing about it as early as fall of 
2001 . 

Mr. Greenwood. When was action taken? 

Mr. Busboom. When was action taken, sir? 

Mr. Greenwood. Yes. 

Mr. Busboom. Again, according to the memoranda that we have 
on file, the person who knew about it in 2001 did call the FBI. 

Mr. Greenwood. When? 

Mr. Busboom. In September 2001. 

Mr. Greenwood. Okay. And did anything happen as a result of 
that? 

Mr. Busboom. I don’t know, sir. 

Mr. Greenwood. Mr. Salgado, do you know the answer to that 
question? Mr. Dickson, do you know the answer to that question? 

Mr. Dickson. I don’t believe anything happened. 

Mr. Greenwood. That employee is still there. Is that right? 

Mr. Salgado. My understanding that it is and that your are cor- 
rect, sir, that as far as I know that there was a notification made 
to the FBI and that nothing happened after that internally. 
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Mr. Greenwood. Here is what I am trying to reconcile. Okay? 
An employee of the Laboratory is aware that it appears that two 
other employees of the Laboratory are ordering tens of thousands 
of dollars of personal camping, hunting, sporting equipment and 
hoarding it in a bunker somewhere. 

How many months go by between the time that people at the lab 
become aware of this issue and something is ultimately done to 
propagate this case and to take some action on this case? How 
much time goes by? 

Mr. Salgado. As far as I know, it was until the FBI in July 
2000. 

Mr. Greenwood. Mr. Salgado, would you sit forward, please? 

Mr. Salgado. As far as I know, it was not until Mr. McDonald 
went to the FBI personally in the year 2002. It was between Sep- 
tember 2001 and July 2002 that any active investigative 
component 

Mr. Greenwood. Let us call that 10 months. Ten months go by 
in that case and nobody is fired for foot dragging. Four days go by 
in the Mustang case and we have got to get rid of these guys for 
dragging their feet and blowing the case. Can you understand how 
that looks to us? Can any reconcile — why should we not look at 
that and say we have got two extraordinarily different standards 
here. 

In one case we are acutely aware — people at the lab are acutely 
aware of what appears quite obviously to be thievery. Ten months 
go by before anything happens. In another case, Walp and Doran 
come into town and you give them the Mustang case and 4 days 
later you accuse them of dragging their feet, blowing it. How can 
you reconcile those two matters? Anybody? Mr. Busboom? 

Mr. Busboom. I wouldn’t attempt to reconcile it for you, sir. I 
haven’t seen this e-mail so I wasn’t familiar with this logic here. 
I will say on the other case that I have been told after the fact that 
the FBI was immediately notified. My deputy told me that the in- 
formation was 

Mr. Greenwood. Was a record made of that initial contact to the 
FBI? Is it possible to document it that, in fact, the FBI was, indeed, 
notified? 

Mr. Busboom. The only thing I have seen, sir, were memoranda 
written after the fact. 

Mr. Greenwood. Written after the fact. 

Mr. Busboom. That is correct, sir. 

Mr. Greenwood. Mr. Salgado, can you understand how we 
would — is that the standard procedure? If you contact the FBI 
about a matter as serious as that, is it standard procedure at the 
lab to not make any contemporaneous record of that contact? 

Mr. Busboom. I would have expected a contemporaneous record. 
I have not seen one. 

Mr. Greenwood. Okay. Have you asked the individual why it 
was that he did not make — how he reconciles his statement after 
the fact that he notified the FBI in September with the fact that 
he made no record of that contact? 

Mr. Busboom. Yes, sir. We certainly did ask that question. Mr. 
Salgado asked us in October who knew what when and I personally 
was sent off by Mr. Salgado to get that answer. That is when the 
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memoranda were written. One was written in October by Mr. Walp 
which outlined who, what, when. 

It referred to a second memorandum written by Mr. Sprouse in 
July of that year which had similar information. Mr. Sprouse’s 
version of it was that it was, indeed, turned over to the FBI but 
they were extraordinarily busy with September 11 stuff because 
that is exactly when it was reported and nothing happened. 

Mr. Greenwood. I am just waiting for someone to explain to me 
how you can look at the 4 days of responsibility that Walp and 
Doran had on the Mustang case and say they dragged their feet 
and they blew the case. What did they specifically do wrong in 
those 4 days, Mr. Salgado? 

Mr. Salgado. I have never said that they blew the case, No. 1. 
No. 2, I don’t know anything about dragging their feet in this 
arena. I may have seen e-mail before. I don’t recollect it, to be hon- 
est with you. 

Mr. Greenwood. What did they do wrong in the Mustang case? 

Mr. Salgado. I think in the Mustang case there was a series of 
issues in the Mustang case that were difficult for us to deal with 
which was tied itself to misinformation, inaccurate information. 

Mr. Greenwood. Provided by Walp and Doran in 4 days? 

Mr. Salgado. In my opinion, provided by Walp and Doran in 4 
days and the continuing period of time in which there were further 
engagement, No. 1. 

Mr. Greenwood. Be specific. What misinformation did they pro- 
vide? 

Mr. Salgado. There was 

Mr. Greenwood. I am going to ask you to sit forward. I am 
going to have to tie your chair forward. 

Mr. Salgado. May if I move this, a little bit. There were a series 
of issues, sir, that dealt with it. There were things, and Mr. 
Dickson has probably a little bit more of the details, but there were 
issues about where the vehicle was to be delivered, who lived at the 
location, were the names the same or were they not the same, was 
there 

Mr. Greenwood. And this was all the information that was 
gathered during that 4 days? 

Mr. Salgado. I am not sure. As I indicated to you, sir, there 
were issues of inaccurate and incomplete information that was de- 
livered both within the 4 days and beyond because there was a con- 
tinuation of information. 

Mr. Greenwood. Mr. Dickson, can you shed any light on this? 

Mr. Dickson. I do not subscribe to the notion that there was foot 
dragging with respect to the Mustang case. That was not the com- 
plaint that I had made. 

Mr. Greenwood. My time is up but, Mr. Salgado, you just testi- 
fied that the sender of this e-mail, Milum, is someone who have 
known for a very long time. 

Mr. Salgado. Yes. 

Mr. Greenwood. They have worked closely with you. Are you 
aware that she says they were foot dragging? 

Mr. Salgado. I am aware now. 

Mr. Greenwood. You were not aware until this moment? 
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Mr. Salgado. Sir, I really don’t remember looking at that e-mail. 
I may have but I don’t remember that. I really don’t. 

Mr. Greenwood. Would you concur that they dragged their feet? 

Mr. Salgado. On the Mustang case? No. There was not a foot 
dragging in the Mustang. There was a lot of issues surrounding 
that case but foot dragging is not how I would describe it. 

Mr. Greenwood. The gentleman from Washington is recognized. 

Mr. Walden. Oregon. 

Mr. Greenwood. Oregon. I am sorry. 

Mr. Walden. One of those northwest states. Thank you, Mr. 
Chairman. Mr. Dickson, I want to have you refer to Tab 87 which 
is an e-mail from — the sender says Schiffer@beasley.LANL.gov. It 
is addressed to you, Mr. Busboom, and to Mr. Tucker from Kenneth 
Schiffer. I want to read it for the record. 

I says, “Subject: IG. FYI I was called this morning by Peter 
Schleck from the IG’s office in the Forrestal. He made an appoint- 
ment to meet with me on 12/17/02 to discuss my knowledge of the 
issues surrounding Walp and Doran. I proposed to limit my re- 
marks to the documentation I have from 8/00 concerning meetings 
we held with the Bureau and LAPD regarding the issue of lost/ 
theft of lab property. 

The thrust of my message would be to point out that as early as 
8/00 the lab surfaced this problem to law enforcement and worked 
with them to address it. This was not something “new” which Walp 
and Doran discovered. I recollect also that I mentioned this meet- 
ings to Glenn when he was hired and provided him with a general 
background of the meetings we had had. 

I also recall saying this was not a simple matter and that there 
were sensitivities Glenn would have to consider when moving for- 
ward with it. I further explained my role in the matter. Let me 
know how this sits with you all. Ken.” Mr. Dickson, I guess the 
question I have, it would appear from an outsider that maybe Mr. 
Schiffer is trying to get the story straight about what you and Mr. 
Busboom and Mr. Tucker should tell the IG. Doesn’t this e-mail 
seem a little odd to you from a legal standpoint? 

Mr. Dickson. No, it actually does not, Congressman Walden. It 
is not uncommon for Mr. Schiffer in particular, and some others 
around the Laboratory, who are going off to become involved in 
some interview or something to just give me a heads up about what 
they are dong. 

I remember this e-mail. I never responded to it. I never talked 
to Mr. Schiffer about it. He is an experienced FBI agent and for 
some reason or the other from time to time if he is doing some- 
thing, he will just let me know what it is I guess on the theory that 
if I hear about it, I will at least know what is going on. There is 
no effort on his part, as best I can remember, to ever clear any- 
thing that he is trying to do with me, or to ask for my input as 
to what he ought to say. 

Mr. Walden. Mr. Busboom, did you respond? 

Mr. Busboom. I don’t recall if I responded but I certainly did get 
this e-mail. I have seen this. Yes, sir. 

Mr. Walden. What about the concept that the IG’s interviews 
are confidential? Doesn’t this raise an issue with that? Tell me how 
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the IG process works. Maybe I don’t understand. I thought it was 
supposed to be confidential. 

Mr. Dickson. Mystically. I am not aware and was never told by 
the IG that their process was confidential. I have looked at the IG 
orders and have not seen anything that suggested confidential. If 
it is confidential, I did not know about it and was not instructed 
that way when I was interviewed by the IG myself. 

Mr. Walden. Do you know, to the best of your knowledge, did 
Mr. Tucker respond to this e-mail? 

Mr. Dickson. No, I don’t know. 

Mr. Busboom. I don’t know, sir. 

Mr. Walden. You don’t know? All right. Mr. Salgado, I want to 
go into the issue of the stolen items because you have taken offense 
to the concept of the “greening of the valley” or whatever. I have 
never been there. I don’t have a clue but I watched the digital pic- 
tures they displayed here for us of the equipment the chairman ref- 
erenced that was allegedly stolen equipment and all of that. 

As a taxpayer I get kind of upset about that. We have heard also 
reports of some $800,000 in hand tools being purchased from a sole 
source contractor, an individual. I don’t know if that is still under 
investigation or not but it is a little difficult to understand. 

You state in your testimony that Los Alamos is not a den of 
thieves who are keeping the valley green. We know that the major- 
ity of lab employees are honest people. I fully believe that. That is 
generally the case in most organizations. 

But can you explain why our staff can go through procurement 
records and in a few hours find purchase after purchase of knives, 
camping gear, sleeping cots, top of the line Gore-Tex camping gear, 
auto equipment, and many other of what would appear to us to be 
obviously personal purchases that the Laboratory and the Federal 
Government have paid for. I have got a list here that the staff has 
provided me of card transactions for Boundary Waters tent. It is 
Tab 136 if that would be helpful. 

While you’re looking that up, I want to give you a couple of ex- 
amples that we received just last night. These purchases do not in- 
volve any of the people whose names have already been in the 
press. Tab 136 there are photos included for your viewing conven- 
ience. 

This is just for one vendor of camping supplies. Let us start with 
$1,435 Boundary Waters two-person tent. We can go on to the 
hunting knife sharpener, two bought in a month. There is my per- 
sonal favorite, a pet heating pad for $119.99. Women’s lined slip- 
pers, apparently necessary at the lab, as are GameView digital 
cameras which can sense game hundreds of yards away. This just 
goes on and on. These are pretty obvious ones. Did you find it, Mr. 
Salgado? 

Mr. Salgado. I have the chart. For clarification of my point, are 
the items that we are addressing at this Tab 136, are those items 
that are outside the scope of what I refer to as the TA-33 investiga- 
tion? 

Mr. Walden. The answer, I am told, is yes. 

Mr. Salgado. I have no knowledge of these. I will say this. There 
were a lot of items that were purchased subsequent to the Sierra 
Grande fire. Many of these things, I believe, that the former IGs, 
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Mr. Layton and Mr. Masten, also looked at to see whether or not — 
they raised issues, I know, for instance, about water coolers and 
things like that that were needed for environmental work. 

I know nothing about these. The first time I believe I have just 
seen this is right now. I have no indication, but I would assume 
that if it was done in 2002 this was part of the study that was un- 
dertaken by the former IGs but I don’t know that. 

Mr. Walden. It actually says fiscal year 2001. 

Mr. Salgado. I am sorry, fiscal year 2001. The former IGs that 
we brought in, John Layton and Charles Masten, and the 
PricewaterHouse group, I believe, went back 48 months. I would 
think this should have been included in that review but I don’t 
have personal know of it, sir. 

Mr. Dickson. Mr. Walden, may I? 

Mr. Walden. Certainly, Mr. Dickson. 

Mr. Dickson. If I may, in August of this year one of the respon- 
sibilities I was assigned was to work with the purchase card review 
team in its efforts to try to get to the bottom of the Mustang and 
other related vulnerabilities. As a part of that work, the 
PricewaterHouseCoopers team developed withering lists of items, 
like you’re talking about, as a way of trying to test the system and 
see if there was glitch. 

I interceded because I learned not to jump to any conclusions 
about some of these more exotic sounding items in terms of their 
business purpose at the Los Alamos National Laboratory. You will 
find as you go through many — I don’t know about these obviously 
but if you were to pull the string on these, there is a very good 
chance that you would find, although at this point they are seem- 
ingly ridiculous purchases, they turn out to have a very legitimate 
business purpose. PricewaterhouseCoopers did, in fact, work their 
way through page after page of these items. 

Mr. Walden. Let me interrupt you for a second. I am sorry. Who 
made the determination that they have legitimate purposes? The 
people who purchased them? 

Mr. Dickson. No. The PricewaterHouse did selected searches, 
identified seemingly inappropriate items, made phone calls, made 
visits, looked at items, and strangely found explanations for the 
great majority of those items. 

Mr. Walden. A great majority. Okay. 

Mr. Dickson. I think it is very appropriate to look at those and 
question them, but I don’t think you’re at the end of the process 
by just having looked. 

Mr. Walden. I understand that. Let me switch subjects for a 
minute. Prior to firing Mr. Walp and Doran, did you discuss with 
Mr. Salgado the possibility they could achieve whistleblower status 
and, if so, did Mr. Salgado say to you — what did he say to you 
about that prospect? Did you discuss it with him? 

Mr. Dickson. Yes, I did. What we talked about was the notion 
that there was risk in any action that had to do with Mr. Walp and 
Doran. My position with respect to those two gentlemen was that 
we should assume for purposes of making the decision that they 
would be looked upon as whistleblowers and then decide whether 
or not the reason that the Laboratory was — the decision that the 
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Laboratory was making was based upon ground unrelated to their 
disclosure of information. 

Mr. Walden. What role did Dr. Browne play in the decision to 
fire Walp and Doran? 

Mr. Dickson. I would say that he relied upon other and was pro- 
vided with information before the decision was made and incurred 
in it based upon the recommendation. 

Mr. Walden. Was he actively involved in considerations to fire 
Mr. Walp and Mr. Doran? 

Mr. Dickson. He was informed before the action took place. I 
would say that of all of the managers of the Laboratory who were 
involved, John was not the principal person. 

Mr. Walden. Why were there so many folks at the lab in man- 
agement involved in this decision in your perspective? 

Mr. Dickson. Well, you know, there really aren’t that many 
when you think about it. The S Division, Stan Busboom reports to 
Jim Holt. He is one of the people that was listed. Jim Holt then 
reports to Mr. Salgado who reports to Director Browne. I am the 
Laboratory counsel and provide legal services for the Laboratory. 
It is sort of really chain of command type issue. 

Mr. Walden. Is that the standard practice for probationary em- 
ployee dismissals? 

Mr. Dickson. No. It can be. It depends on the circumstances. 

Mr. Walden. How often? 

Mr. Dickson. I am not involved in a great number of these deci- 
sions but in cases that have a propensity to be high profile, they 
can go all the way up to the top. The rationale — the problem with 
this particular one, Congressman Walden, is that the purchase 
card review team in this activity were considered to be extremely 
important to the Laboratory. 

A lot of people were interested in and involved in that process. 
The fact that Mr. Walp and Mr. Doran were supposed to be sup- 
porting that team had the tendency to elevate their work perhaps 
to an abnormal level. 

Mr. Walden. Given that it was so high profile, or you indicate 
that was a concern, why was Mr. Busboom involved? 

Mr. Dickson. He is my manger. The division leader. 

Mr. Greenwood. The time, gentlemen, has expired. The 
gentlelady from California is recognized for 10 minutes. 

Ms. Eshoo. Thank you, Mr. Chairman. I would like to ask the 
panelists today if there is anything that you know of, relative to 
all of the mismanagement that we are reviewing, and the abuse, 
and what I think is fraud as well, and I really think a dereliction 
of duty on the part of the top team at the lab. Does any of this in 
your assessment impinge on any national security issues? Mr. 
Busboom first. 

Mr. Busboom. I am not aware of any direct connection. I haven’t 
seen any security incidents connected with the thefts. The only 
time I know that took place was the TA-33 had a concurrent secu- 
rity incident with the suspects involved in the case itself Ms. 
Eshoo. Is that resolved that you are referring to? 

Mr. Busboom. I don’t know, ma’am, because I didn’t conduct that 
inquiry. 

Ms. Eshoo. Whose responsibility is it to check it out? 
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Mr. Busboom. That particular inquiry was conducted by Mr. 
Hawkins. 

Ms. Eshoo. Who is Mr. Hawkins? 

Mr. Busboom. He is the division leader of Nonproliferation and 
International Security who owns TA-33. 

Ms. Eshoo. Where is that now? 

Mr. Busboom. I don’t know, ma’am. 

Ms. Eshoo. Does anyone follow up on any of these things? Can 
any of you inform the committee? 

Mr. Salgado. Yes. I would advise the committee that the secu- 
rity violations or infractions were addressed by line management 
and appropriate action was taken pursuant to those. 

Ms. Eshoo. When was that? 

Mr. Salgado. That was taken immediately following the October 
24 meeting I had with the U.S. Attorney and the FBI. 

Ms. Eshoo. So that has been resolved? 

Mr. Salgado. Yes. And, in my opinion, there has been no jeop- 
ardy of national security in either of these activities. It was a high 
profile for the Laboratory and myself to be the balance of activity. 

Ms. Eshoo. I would appreciate that. I have in the previous hear- 
ing asked everyone that came to testify that same question because 
I think that obviously we have to keep our eye on the main ball, 
so to speak, not that today’s testimony we are discussing today 
isn’t important. 

I think in the last question that was asked by my colleague, the 
term “abnormal level” was used by you, Mr. Dickson. What do con- 
sider abnormal level? What did you mean by that? They raised 
their concerns to an abnormal level. 

Mr. Dickson. The intention to the dismissal of what we would 
call probationary employees had greater level of attention just be- 
cause of who they were and what they were involved in at the 
time. I was asked the question is it normal for all of these termi- 
nations or dismissals of probationary employees to be at that level. 
He answered no. The next question was why was this one and that 
was the answer to that question. 

Ms. Eshoo. Have any of you ever participated in prior to Mr. 
Doran’s and Mr. Walp’s firings in anything like this before that we 
perhaps didn’t know about that you can tell us about today? Is this 
the very first time on your watch that anyone that raised serious 
questions, were they caught in some probationary period? Were 
there others that were fired that we may not know about? 

Mr. Dickson. I think I may have created a misapprehension. 
What I meant when I used the word raised is that the decision- 
making process of Mr. Walp and Doran was at a higher level than 
perhaps might be typical. That is all I meant. It has nothing to do 
with the fact that they claimed to have raised issues. 

Ms. Eshoo. Well, the issues that they raised were clearly not ap- 
preciated. Otherwise, I don’t think you would be here today. I 
mean, that, to me, is one of the more obvious things. It is like a 
10,000 pound gorilla in the middle of the room. 

What I am very disappointed in today, I must say this, is that 
if I were to entitle or to characterize this panel, with all due re- 
spect to each one of you, is that this is the panel of denial. I think 
that goes to the heart of why the abuses that we are reviewing why 
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we are even reviewing them. And refer to the place as the institu- 
tion. 

We have a probationary period and people that maybe their style 
of communicating you found objectionable. As stewards of a public 
place and a public contract, I don’t know what it would take to get 
your attention to the things that really mattered. 

You are saying the things that were charged on the credit card, 
where was it appropriate? Did anyone ever see that there was an 
attempt for a Mustang? Does that fit into something that is kind 
of regular order or regular business at your place? 

Mr. Salgado. Of course not. 

Ms. Eshoo. Whose attention did that come to before it was Mr. 
Walp or Mr. Doran? Let me ask you that. Mr. Busboom, do you 
know anything about it? Anyone ever bring it to your attention? 

Mr. Busboom. Specifically about the list there? 

Ms. Eshoo. The Mustang. 

Mr. Dickson. The Mustang came to the attention of the card 
holder who disputed the charge. The charge was reversed by the 
credit card company and there has been no loss to the Government. 
That is the answer. 

Ms. Eshoo. How about the person that tried to charge this? Did 
that say anything to you? I have to tell you, if someone on my staff 
tried to charge a Mustang on the Federal credit card I have, it 
would have raised a real flag. Now, maybe I am unusual. All right? 
Then again, maybe you are in the way you have run this place. 
Doesn’t that just violate you? 

Mr. Salgado. Ma’am, if I may respond. 

Ms. Eshoo. Yes. 

Mr. Salgado. Absolutely Ms. Eshoo. Do. 

Mr. Salgado. Absolutely. First of all, it was raised basically by 
the BUS Division who brought it immediately to our attention. We 
immediately at that time put an internal review team to start look- 
ing at all the purchase card activity that we had looked at. 

We immediately also then decided that we needed to bring in an 
external review team in immediately to start looking at and ques- 
tioning the process, procedures, and activities that were going on. 
That immediately raised a red flag to us. It wasn’t brought to us 
by Walter Doran. It was brought to us by the BUS Division oper- 
ations and we put the internal team in place and then an external 
team in place immediately. 

Ms. Eshoo. External, internal, but Walp and Doran didn’t count 
into this. I have to tell you that I think that in an organization who 
is at the top counts. Why? Because by what they say, what they 
do to help create a transparent organization, an organization that 
understands that rules matter, that conduct matters, and that it 
starts from the top. You see? 

So I think you have failed, with all due respect, the good people 
that are part of this place. But that is not enough. That is not 
enough. In order to restore confidence both to the policymakers and 
to the American taxpayer, this place has to be hosed out. I don’t 
think people should be rewarded by contracts. I stated this in the 
last hearing. 

I think that the University of California has to go tier by tier 
through the management however that is done. That is up to the 
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University of California to do that. There has been a contract in 
place for decades. The University of California is a great univer- 
sity. I think that you have failed her by what you have done and 
what you have not done. 

I think if there is anything that has underscored that today, it 
is what I would call the denial panel. It is doing this. I raised two 
children and it is instructive to raise children. I remember going 
into a room and saying, “Who spilled the milk on the rug?” One 
would say, “I wasn’t even here.” He was standing in the room. The 
other one would say, “It is my brother.” You see? This panel re- 
minds me of that. 

I think there is serious denial on your part. I am sorry to say 
that but I think that it is absolutely the case. I also think that if 
I thought so last time around that the university has to go tier by 
tier in terms of the management team because this is not a man- 
agement team. This is not a management team in my view. 

Mr. Chairman, thank you for allowing me again to participate in 
the subcommittee’s investigation in oversight. It is an important 
one. I believe that this can be fixed but I don’t have confidence in 
terms of the people that are still left in charge. With that, I know 
that my time is up. The red light is blinking. Thank you. 

Mr. Greenwood. Thanks, gentlelady. I want to go back, Mr. 
Salgado, to the e-mail from Milum. Is it your testimony that you 
had nothing to do with the preparation of this e-mail? 

Mr. Salgado. I have no recollection of this e-mail. There were 
a lot of facts that went into it. Mr. Chairman, could you give me 
the number again? 

Mr. Greenwood. Yes. It is 47. Did she say to you, “The Univer- 
sity of California wants to know why you fired Walp and Doran 
and I have to respond to them,” and ask you any questions as to 
why they were fired? 

Mr. Salgado. I have no recollection of the request coming in, No. 
1, and so 

Mr. Greenwood. My question is did you have conversations with 
her about a request or about her communicating to the University 
of California about why Messrs. Walp and Doran were fired? 

Mr. Salgado. I don’t have a recollection of that conversation spe- 
cifically, but there were — I am not even sure of the date of this — 
December 11. Previous to that that she had been engaged in the 
conversations and helped draft the proposed letter of dismissal so 
there were conversations that took place. I really have no recollec- 
tion of this. I don’t know whether the request came to her. I guess 
it came to her specifically. I don’t know. 

Mr. Greenwood. In there she says among the complaints 
against Walp and Doran was that they had “no plan for bringing 
the review to closure.” This is the Mustang case. Now, to this day 
LANL has failed to addressed Ms. Anaya’s employment status at 
LANL. She has been on paid leave for over 6 months. The question 
is is there a plan for bringing this matter to a closure 6 months 
later? 

I mean, Walp and Doran were criticized for not bringing it to clo- 
sure in 4 days. It is still not in closure. It is 6 months later. The 
woman who is suspect in this case, or at least people suspect that 
she is responsible for this conduct, is on paid leave. 
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The question is is the pot calling the kettle black here? If these 
guys are criticized for not bringing this to closure in 4 days, and 
the Laboratory hasn’t closed it for 6 months, should everyone in- 
volved in this case be dismissed in the same unceremonious way? 

Mr. Salgado. Obviously the answer to that question is no. I 
don’t know where that case is. 

Mr. Greenwood. Do you, Mr. Busboom? 

Mr. Busboom. No, I don’t, sir. 

Mr. Greenwood. Mr. Dickson? 

Mr. Dickson. I do, Mr. Chairman. The action on the Lillian 
Anaya matter was deferred for a number of months with the spe- 
cific request first of the Federal Bureau of Investigation and, sec- 
ond, request of the DOE IG. Two weeks ago 

Mr. Greenwood. Was that request before or after the 4 days 
that Messrs. Doran and Walp had responsibility? 

Mr. Dickson. It was. Those were later. 

Mr. Greenwood. Afterward. Okay. 

Mr. Dickson. Those requests were, let us just say, relieved for 
lack of a better words, about 2 weeks ago. The discipline process 
has been invoked and it is expected that there will be a review 
board which is convened next week for the purpose of asking what- 
ever division is to be made with respect to her employment status. 

Mr. Greenwood. Okay. The e-mail also says that, “Walp lost or 
misplaced evidence in his custody. This rationale actually refers to 
two knives that were stolen from the S Division after they had 
been received by S Division employee James Mullens from Michael 
Alexander, the brother of one of the T-33 suspects. 

At the time that Mullens received items from Mr. Alexander he 
was serving as the LANL liaison with the FBI. In fact, at this point 
Mr. Busboom had removed Mr. Walp from his role as FBI liaison 
and instructed Mr. Walp to have no involvement in the TA-33 mat- 
ter. 

Mr. Mullens was holding the Alexander items pursuant to the in- 
structions of FBI Special Agent Camel.” Mr. Busboom, do you real- 
ly mean to hold Mr. Walp responsible for the theft of evidence from 
the investigation from which he had specifically been instructed to 
stay away? 

Mr. Busboom. Not as the FBI liaison but as the office leader, 
certainly. I expected all the property issues to be properly ad- 
dressed. 

Mr. Greenwood. In fact, isn’t it true that Mr. Walp took imme- 
diate action to determine who stole the knives from the evidence 
custodian and even offered to take a lie detector test regarding this 
matter. 

Mr. Busboom. I don’t know about the lie detector test but my un- 
derstanding was that the Inspector General was investigating. 

Mr. Greenwood. Did Mr. Walp take immediate action? 

Mr. Busboom. I don’t know what immediate action he took. No, 
sir. 

Mr. Greenwood. Is it true that following the discovery of the 
theft of the knives that one of S divisions long-time employees, Bill 
Sprouse, went home sick for the afternoon and later refused to take 
a lie detector test regarding the theft of the knives? 

Mr. Busboom. I am not aware of that, sir. No. 
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Mr. Greenwood. Anybody else aware of that? All right. Do you 
think that Mr. Walp is responsible for the theft of the knives? 

Mr. Busboom. No, sir. I think he is responsible for the safe- 
guarding of the evidence. 

Mr. Greenwood. Okay. And did he — has evidence been safe- 
guarded historically in a different way at the lab? 

Mr. Busboom. Oh, absolutely. You put in the chain of custody 
and you lock it up in the evidence locker or in a vault. Yes, sir. 
Absolutely. 

Mr. Greenwood. It was in a locked office in a secure building. 
Was it not? 

Mr. Busboom. It was in a locked office as far as I understand. 
Yes, sir. But it was not in the property locker and it was not in 
chain of custody. 

Mr. Greenwood. Let me ask this question. I would like you to 
describe, Mr. Salgado, the interaction with Messrs. Walp and 
Doran with regard to their firing. This letter was written. They 
were given the letter. Were they afforded the opportunity to defend 
themselves? 

Mr. Salgado. I was not part of that process so I can’t answer 
the question. 

Mr. Greenwood. Mr. Busboom, do you know the answer to that 
question? 

Mr. Busboom. The answer is no. They asked for their resigna- 
tions and then when they weren’t forthcoming, they were termi- 
nated 2 weeks later. 

Mr. Greenwood. Okay. Ms. Anaya has taken 6 months, is going 
before a board. Will she have the opportunity to present her side 
of the story? 

Mr. Dickson. Yes, she will. 

Mr. Greenwood. Okay. 

Mr. Dickson. Ultimately. 

Mr. Greenwood. Okay. Let us assume that hypothetically that 
the conclusion is that she did wrong and she is terminated here. 
Okay? Now, I would like you to compare the way that she is han- 
dled. She is allegedly a perpetrator of a crime. 

Messrs. Walp and Doran are people looking for perpetrators of 
crimes. They are given no opportunity whatsoever to defend them- 
selves. They are told to leave, to resign. They don’t resign and they 
are told that they are fired. I think they are given half an hour to 
get out. 

Now, Ms. Anaya, on the other hand, has been waiting 6 months. 
She is going to come before a board. Why would these two matters 
of dismissal of an employee be handled in such radically different 
fashions? 

Mr. Dickson. The answer is basically a creature of lab policy 
which is not dissimilar to Government policies all over the place. 
Congressman, it is normal for Government employers to have what 
are referred to as probationary period. These employees in these 
probationary periods are treated as employees at will and they do 
not have all the due process rights that long-service employees 
such as Mrs. Anaya had. 

The problem with Mrs. Anaya’s termination all along has been 
the request and the demands of law enforcement agencies not to 
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disturb the status quo while ultimate decisions are being made 
with respect to her employment. We would love to have taken ac- 
tion with respect to her entirely back in October. 

Mr. Greenwood. Let me ask this question. I am sure that — my 
guess is that Messrs. Doran and Walp were not the first proba- 
tionary employees to be asked to resign or fired. Is that a fair 
statement? 

Mr. Dickson. I am sorry? I think I missed the 

Mr. Greenwood. My guess is that over the course of time other 
employees at LANL who have been on probationary status have 
been terminated. 

Mr. Dickson. That is right. 

Mr. Greenwood. My question is because they are on proba- 
tionary status is it the policy of the Laboratory they don’t get an 
opportunity to defend themselves? They can make allegations 
against probationary employees? Is that the way it works? 

Mr. Dickson. Well, what that really means is that there is no 
formal process by which they can complain over their termination. 
That is not to say that managers will turn a deaf hear if a proba- 
tionary employee would 

Mr. Greenwood. My question is this. I asked why it was that 
Messrs. Walp and Doran were not afforded the opportunity to re- 
spond to the charges made against them and the causes given to 
them for why they were fired. The answer is because they were on 
probation. 

Mr. Dickson. Yes. 

Mr. Greenwood. So if that is the answer, then I would assume 
that is the way you treat all probationary employees. You make al- 
legations about them, they are not afforded an opportunity to re- 
spond, and out they go. The allegations against them could be abso- 
lutely false but because they are on probationary status, they don’t 
get to offer up their side of the story or defend themselves in any 
kind of a process. Is that the way it is? 

Mr. Dickson. That is correct. 

Mr. Greenwood. That sounds like a terrible policy. 

Mr. Dickson. Congressman Greenwood, that is in my experience 
the rule or the policy that exist in every governmental entity in the 
State of New Mexico and, as far as I know, throughout the country. 
There is a period of time during which employees come to an orga- 
nization which they do not accrue the due process rights. We call 
it the new employee evaluation period. A lot of other places call it 
probation. That is the way the rule is and whether it is fair or not 
is open to question. 

Mr. Greenwood. Mr. Salgado, did you want to make a point? 

Mr. Salgado. I just want to make a point, Mr. Chairman, that 
this did not happen in somewhat of the stark vacuum we are talk- 
ing about. It is my recollection that there were issues of perform- 
ance that were raised in the early part of September and that those 
were basically — those issues were gone through the chain of com- 
mand and that I believe Mr. Busboom or Mr. Tucker had ongoing 
discussions with Mr. Walp and Doran about their performance. 
There were these issues that did take place I know in the early 
part of September and October timeframe. I believe that is correct. 

Mr. Greenwood. Mr. Busboom, did you have a comment? 
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Mr. Busboom. That is correct, yes. 

Mr. Greenwood. All right. Mr. Dickson, you want to make a 
comment? 

Mr. Dickson. I would like to address the notion of the aggres- 
siveness with which these disciplinary actions have taken. Since 
the beginning of the Mustang case there have been a lot of atten- 
tion focused on the Laboratory. The first thing that the Laboratory 
did in order to rectify the situation was to establish the purchase 
card review team. 

In my view that was an aggressive, open, thorough process by 
which we were going to specifically deal with some of these issues 
that have been raised by Congresswoman Eshoo. It was an ex- 
pected outgrowth of that activity that we would discover other acts 
of misconduct if you are auditing you might find. 

Parallel to these ongoing events with the purchase card review 
team was the theft of TA-33. We have coordinated that investiga- 
tion with the FBI very closely. As a matter of fact, you may recall 
from your review of the record that we were criticized for having 
threatened the FBI by saying we are going to move Mr. Bussolini 
and Mr. Alexander out and thereby disturb the FBI investigation. 

We needed to get those people out of TA-33. We needed to make 
sure that the security was preserved and that we didn’t suffer any 
further loss. We gave the FBI a window of time and after a point 
said this is as far as we can go and took them out. They were dealt 
with within a matter of days. They are no longer employed by the 
Laboratory. 

The force of circumstances in order to accommodate the law en- 
forcement needs, accommodate the security needs and accommo- 
date just the operational needs, we have to make accommodations 
between the law enforcement and all of these people in order to do 
things. Some of these delays built into the system are caused by 
the collaboration among those various entrants. 

Mr. Greenwood. Okay. I want to thank all the panelists for your 
testimony, for being here with us voluntarily today. We are going 
to have to recess now because we have votes on the floor. I would 
also without objection include into the record Congressman Wal- 
den’s introductory opening statement. 

With apologies to the second and third panels, this recess will 
have to continue until 4. We will return here at 4. 

[Whereupon, at 1:31 p.m. the subcommittee recessed to recon- 
vene at 4 p.m] 

Mr. Greenwood. We will reconvene and we will call forth Mr. 
Darling. 

Mr. Darling, if you would come and be seated. 

Mr. Bruce Darling is the Senior Vice President of University Af- 
fairs and Vice President for Laboratory Management, University of 
California. 

Welcome back. 

Mr. Darling. Thank you, Mr. Chairman. 

Mr. Greenwood. We appreciate you being here and we are try- 
ing to accommodate your schedule so we will try not to delay you 
too much. 
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As you recall from the last panel, this is an investigative hearing. 
We take testimony under oath. Do you have objection to giving 
your testimony under oath? 

Mr. Darling. I do not, sure. 

Mr. Greenwood. Okay. Pursuant to the rules of the committee 
and the House, you are entitled to be represented by counsel. Do 
you wish to be represented by counsel? 

Mr. Darling. I do not. 

Mr. Greenwood. Okay. Then if you would stand, raise your right 
hand. 

[Witness sworn.] 

Mr. Greenwood. You are under oath and recognized for your 
opening statement, sir. 

TESTIMONY OF BRUCE B. DARLING, SENIOR VICE PRESIDENT, 

UNIVERSITY AFFAIRS, INTERIM VICE PRESIDENT FOR LAB- 
ORATORY MANAGEMENT, UNIVERSITY OF CALIFORNIA 

Mr. Darling. Thank you, Mr. Chairman. Good afternoon, Mr. 
Chairman, Mr. Deutsch, and members of the committee. First of 
all, I appreciate your willingness to accommodate me. My father 
died at the beginning of January, my uncle died at the end of Janu- 
ary, and unfortunately my great uncle suffered a stroke Monday. 
We had to make a difficult decision of terminating life support and 
I would like to go home and visit him before he dies in the next 
day or two so I really appreciate your willingness to accommodate 
me. 

What I would like to do with your permission is to read my brief 
oral testimony and then perhaps respond to one or two questions 
that came up this morning for which I don’t think you received a 
complete answer. Then I would be happy to answer any questions 
that you might have. 

Mr. Greenwood. Excellent. Thank you. 

Mr. Darling. What I would like to do today is to reemphasize 
to the committee and to the American people that the University 
of California is committed to reforming the business and manage- 
ment practices at Los Alamos National Laboratory; that senior 
University officials continue to investigate potential abuses at the 
Laboratory and to institute appropriate reforms. Our goal remains 
to raise our business practices to the level of our science and weap- 
ons programs and to restore public confidence in the Laboratory 
and the University. 

As you know, I was appointed Interim Vice President for Lab 
Management in addition to my other role at the university on Jan- 
uary 8 of this year. At the first hearing on February 26 I provided 
you with a comprehensive list of options that the University has 
taken to address the business, procurement, and property problems 
at the lab. 

With your permission, what I would like to try to do today is to 
address several specific issues raised by the committee during the 
hearing on February 26, 2003. I would just note that on a number 
of these issues, I have consulted with Steven Doran in the last few 
days prior to coming here so that you know we are maintaining 
open communications as we go forward. 
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I would also say that we intend to review each of the answers 
that we come up with in response to these questions that were 
raised by Mr. Walp and Mr. Doran and the committee with them 
and with you and will do so in complete candor. If you have addi- 
tional information that leads us down another track, we will be 
happy to pursue that with the same level of diligence. 

We have continued to make additional management changes at 
Los Alamos. Most recently we reached settlement agreements with 
former Security Division Director Stanley Busboom and his Deputy 
Gene Tucker, as well as with the former Audits and Assessments 
Director Katherine Brittin. All three will be leaving the Laboratory 
in April, two retirements and one separation. 

In addition, our Deputy General Counsel is meeting, as we 
speak, with the U.S. Attorney in Albuquerque to obtain the addi- 
tional information we need to make decisions about further man- 
agement changes at the Laboratory and to better understand some 
of the circumstances that are still in question about the relation- 
ship between the U.S. Attorney and the FBI and Senior Laboratory 
managers. 

Another important issue is the current status of the individual 
who is alleged to have misused her purchase card to attempt to buy 
a Ford Mustang, Lillian P. Anaya. With the Department of Energy 
Inspector General’s permission the Laboratory is now investigating 
possible disciplinary action. There was an interview with her on 
Friday, March 7, and although this requires due process, we expect 
the matter to be completed and the individual’s employment status 
to be qualified in April. 

Additionally, I now have more information about Mary Francis 
Wood and Clarissa Rodriguez in response to Chairman Green- 
wood’s questions during the last hearing. At my direction the Lab- 
oratory this week did send a letter to Ms. Wood’s employer de- 
manding repayment of the nearly $2,000 inappropriately charged 
on her purchase card at a casino and elsewhere. We have referred 
this matter and the Clarissa Rodriguez case, which involved a 
fraudulent travel voucher, to the Los Alamo District Attorney for 
possible law enforcement action and we wait his decision. 

There were a number of additional questions raised about the 
misuse of the Laboratory’s procurement systems. Let me address a 
number of them: 

First, the allegation regarding excessive gasoline purchases 
seems to be explained by an improperly calibrated compressed nat- 
ural gas pump meter. That meter has been corrected and is now 
dispensing the same amount of fuel as it shows on the meter. 

And, further, there was the fact that one of the vehicles that was 
receiving fuel was a fuel tanker that would take gasoline up to the 
Laboratory, distribute it then to emergency vehicles that were not 
supposed to leave the premises, generators and other onsite ma- 
chinery. This might well explain why there was a high level of gas- 
oline usage that did not correspond with the very low mileage on 
that tanker truck. Again, we are pursuing these issues and if there 
is additional information that comes to light, we will pursue that 
as well. 

Second, there has been no settlement to date with the Contract 
Associates matter. I think there was a statement made that the 
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university and the lab had settled up for $50,000. However, the 
University’s Audit Office has confirmed poor controls and record 
keeping both by the lab and the vendor, and that inadequate con- 
trols were built into the contract terms. 

The new controls are now in place and we have contracted with 
PricewaterhouseCoopers to conduct a comprehensive contract close- 
out audit of that contract so we know whether there are any dis- 
puted issues that need to be resolved and how to do so. 

Based on the findings, we will seek appropriate reimbursement 
from Contract Associates. I might add, we have encouraged com- 
petition from a number of other vendors so we are not relying sole- 
ly on that company to make the purchase of the goods that were 
previously bought from that company. 

Finally, questions were raised about the ineffectiveness of the 
Laboratory’s controls over its Local Vendor Agreements (LVAs) and 
Just-in-Time contracts (JITs). The external review team that was 
led by two former Federal Inspectors General and 
PricewaterhouseCoopers did begin a review in mid-January of 
those procurement practices and it is scheduled to issue its report 
in April. The University will act aggressively to implement any and 
all necessary reforms. 

In the meantime, I should let you know that we have reduced the 
number of LVAs from 35 to 27, set new restrictions on their use, 
reviewed each agreement to determine its continued value to the 
Laboratory, and we are developing additional controls to strength- 
en these agreements. 

On security matters, it was alleged that the security clearances 
of those involved in the thefts at the TA-33 facility had not yet 
been revoked. We have looked further into this matter and, as I 
testified before, the clearances were suspended by the Department 
of Energy at our request a full 6 weeks before they were officially 
terminated from the Laboratory on December 17, 2002. 

Finally, there was testimony 2 weeks ago about the current state 
of morale in the Office of Security Inquiries. While this has been 
a continuing concern of Interim Director Nanos, I should also note 
that the University independently dispatched its Director of Secu- 
rity to speak to the OSI staff both as a group and individually. 

He concluded that morale of the office is indeed poor, that the 
unit is understaffed and has a large backlog of work. We intend im- 
mediately to address these problems, both through reorganization 
and other steps Interim Director Nanos will take. 

A number of allegations were made regarding time card and 
work order fraud. While a 2001 audit does not suggest systemic 
problems, we intend to expand our 2002 audit procedures to more 
aggressively look for time and materials overstatements. 

Additionally, we have discussed this matter with Steven Doran 
to see if there are any other avenues that he thinks are available 
that we might pursue. 

In closing, I want to emphasize, as I did 2 weeks ago, that the 
University has not and will not let its focus on the important busi- 
ness and management issues that we are discussing today distract 
the Laboratory from fulfilling its mission to the Nation. We remain 
focused on ensuring that the Laboratory’s scientific and weapons 
programs continue to meet their objectives. 
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These objectives include ensuring the continued viability of the 
Nation’s nuclear stockpile, monitoring nuclear proliferation around 
the globe, and helping prevent and prepare for nuclear, biological, 
and chemical attacks. The work being done at Los Alamos today is 
as important as at any time in the 60 years that the University has 
had the privilege and responsibility of managing the Laboratory. 
We remain honored to oversee this important work on behalf of the 
Nation. 

I would like to just conclude by thanking you again for this op- 
portunity to address you. I would be pleased to answer your ques- 
tions. If I may, I will just respond to some of the items that came 
up this morning. 

[The prepared statement of Bruce B. Darling follows:] 

Prepared Statement of Bruce B. Darling, Senior Vice-President, University 
Affairs, University of California 

Good afternoon, Mr. Chairman, Mr. Deutsch, and members of the Committee: I 
would like to take this opportunity to reemphasize to the Committee and to the 
American people that the University of California is committed to reforming the 
business and management practices at Los Alamos National Laboratory that are the 
focus of this hearing. I would also like briefly to address several specific issues 
raised the last time I appeared before you about which I now have additional infor- 
mation. 

Senior University officials continue to investigate potential abuses at the Labora- 
tory and to institute appropriate reforms. As I said the last time I appeared before 
you, our goal is to raise our business practices to the level of our science and weap- 
ons programs — which all of us agree the nation can be proud of — and in so doing, 
restore public confidence in the Laboratory and the University. 

With your permission, I will now address several specific issues raised during the 
Committee’s hearing on February 26, 2003. On a number of these issues, I have con- 
sulted with Steven Doran for clarification and additional information. 

management changes 

We have continued to make additional management changes at Los Alamos. Most 
recently we reached settlement agreements with security division director Stanley 
Busboom and his deputy Gene Tucker. Both will be separated from the Laboratory. 

We have begun discussions with Katherine Brittin and we expect resolution of her 
status in the very near future. In addition, our Deputy General Counsel is meeting, 
as we speak, with the U.S. Attorney in Albuquerque to obtain the additional infor- 
mation we need to make decisions about further management changes. 

Another important issue is the current status of the individual who is alleged to 
have misused her purchase card to attempt to buy a Ford Mustang. For some time, 
the Laboratory refrained from pursuing a personnel action against this individual 
because of a pending investigation by the Department of Energy Inspector General. 
The Laboratory recently obtained the Inspector General’s assurance that a Labora- 
tory investigation could be conducted without interfering with the Inspector Gen- 
eral’s investigation. 

Since receiving the Inspector General’s permission, the University has directed 
the Laboratory to investigate whether disciplinary action is appropriate. As you 
know, the Laboratory and the University must observe certain requirements of due 
process in conducting such an investigation. The Laboratory’s human resources divi- 
sion is expected to complete its formal investigation by the end of this week. The 
result may be to convene a Case Review Board to evaluate the findings underway 
by the human resources division investigation, and to recommend disciplinary action 
against the individual in question. We expect this process to be completed — and the 
individual’s employment status to be finally resolved — in April. 

Additionally, I now have more information about Mary Francis Wood and Clarissa 
Rodriguez in response to Chairman Greenwood’s questions during the last hearing. 
Ms. Wood was a contract employee at the Laboratory who used her purchase card 
to make cash advances and other inappropriate purchases. The Laboratory termi- 
nated her employment on August 19, 2002, and the matter was later referred to the 
DOE Inspector General. At my direction, the Laboratory this week sent a letter to 
Ms. Wood’s employer demanding repayment of the amounts inappropriately charged 
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on her purchase card. The University has referred this matter to the local New Mex- 
ico District Attorney for possible law enforcement action. 

Clarissa Rodriguez was a Laboratory employee who cashed a fraudulent travel 
voucher. The Laboratory accepted Ms. Rodriguez’s resignation on September 23, 
2002, and she repaid the Laboratory on that date. The Rodriguez matter was re- 
ferred to the DOE Inspector General shortly after the Laboratory learned about it. 
The University has referred this matter as well to the local District Attorney. To 
the best of our knowledge, the Inspector General’s investigations into the Wood and 
Rodriguez matters are ongoing. 

PROCUREMENT MATTERS 

There were a number of additional questions raised about the misuse of the Lab- 
oratory’s procurement systems. Let me address a number of them: 

First, it was asserted that purchase cards were used to purchase more fuel than 
fire trucks and other similar vehicles could hold. In looking into this matter, we 
were informed that some of the purchases involved compressed natural gas that was 
being dispensed from a gas pump with a miscalibrated meter. (The meter has been 
re-calibrated to properly record the amount of fuel that is dispensed. ) The other pur- 
chases involved a dual-tank fuel truck that dispenses fuel to emergency response 
vehicles, emergency generators and other critical machinery at the Laboratory. This 
explains the unusually high amount of fuel that was used. In neither case does it 
appear that there was any fraud or abuse involved. 

A second issue was the allegation that Contract Associates “overbilled” the Lab 
for millions of dollars and yet the Lab is prepared to settle the case for only $50,000. 
For the record, there has not been a $50,000 settlement. However, the University’s 
Audit Office has confirmed poor controls and record keeping both by the Lab and 
the vendor, and that inadequate controls were built into the contract terms. The 
new controls are now in place and we have contracted with PricewaterhouseCoopers 
to conduct a comprehensive contract closeout audit, which will be supervised by the 
UC Auditor. Based on the findings, we will seek appropriate reimbursement from 
Contract Associates. In addition, several other vendors are now providing the goods 
provided by Contract Associates so that there is competition in obtaining the goods. 

Finally, questions were raised about the ineffectiveness of the Laboratory’s con- 
trols over its Local Vendor Agreements (LVAs) and Just-in-Time contracts (JITs). 
The University learned about these concerns from Mr. Walp and Mr. Doran several 
weeks prior to the last hearing. We took these concerns seriously and pursued them 
immediately, as we have with every other issue that has been raised by Mr. Walp 
and Mr. Doran. 

In response, we asked the External Review Team chaired by two former federal 
Inspectors General, and aided by a dozen forensic accountants from 
PricewaterhouseCoopers to expand its review of the Laboratory’s purchase card pro- 
gram to include a review of all Laboratory procurement, including LVA and JIT con- 
tracts to determine whether these agreements are vulnerable to abuse. 

The External Review Team began this project in mid-January; it is scheduled to 
complete its review and issue a report in April. When the External Review Team’s 
review is completed and its report is issued, the University will act aggressively to 
implement any and all necessary reforms. In the meantime, we have reduced the 
number of LVAs from 35 to 27, set new restrictions on their use, reviewed each 
agreement to determine its continued value to the Laboratory, and we are devel- 
oping additional controls to strengthen these agreements. 

SECURITY MATTERS 

It was alleged that the security clearances of those involved in the thefts at the 
TA-33 facility had not yet been revoked. We have looked further into this matter 
and, as I testified before, the clearances were suspended by the Department of En- 
ergy on October 31, 2002 — a full six weeks before the employees’ official termi- 
nations on December 17, 2002. 

Finally, there was testimony two weeks ago about the current state of morale in 
the Office of Security Inquiries. While this has been a continuing concern of Interim 
Director Nanos, the University independently dispatched a representative to speak 
to the OSI staff both as a group and individually. He concluded that morale is in- 
deed “poor,” that the unit is understaffed and has a large backlog of work, and that 
it remains divided between those who share Mr. Walp and Mr. Doran’s concerns and 
those who reject the allegations made about inadequate reporting and poor account- 
ability. We intend immediately to address these problems, both through reorganiza- 
tion and other steps Interim Director Nanos will take. 
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TIME CARD AND WORK ORDER FRAUD 

A number of allegations were made regarding time card and work order fraud. 
While a 2001 audit does not suggest systemic problems, we intend to expand our 
2002 audit procedures to more aggressively look for time and materials overstate- 
ments. Additionally, we have discussed this matter with Steven Doran, in his new 
capacity as the Director of Security for the Office of the President, to determine 
other avenues for possible investigation. 

In closing, I want to emphasize, as I did two weeks ago, that the University has 
not and will not let its focus on the important business and management issues that 
we are discussing today distract the Laboratory from fulfilling its mission to the na- 
tion. We remain focused on ensuring that the Laboratory’s scientific and weapons 
programs continue to meet their objectives. These objectives include ensuring the 
continued viability of the nation’s nuclear stockpile, monitoring nuclear proliferation 
around the globe, and helping prevent and prepare for nuclear, biological, and chem- 
ical attacks. The work being done at Los Alamos today is as important as at any 
time in the 60 years that the University has had the privilege and responsibility 
of managing the Laboratory. We remain honored to oversee this important work on 
behalf of the nation. 

Thank you again for this opportunity to address the Committee. I would be 
pleased to answer your questions. 

Mr. Greenwood. Why don’t you just go right ahead and do that. 

Mr. Darling. Thank you. One of the questions that came up this 
morning was is any of the material that appeared in the 30-pound 
box of Laboratory documents that went to the Albuquerque Journal 
classified information. 

This was an area of concern to us and with the cooperation of 
both the attorney for the Albuquerque Journal and the publisher 
of the Albuquerque Journal we were able to have a national nu- 
clear security administration classifying official go out, review the 
documents, and determine that there are no classified documents 
in that material and so we are all comforted to know that there 
was no breach of national security by the release of those docu- 
ments to the newspaper. 

In addition, you asked about two key meetings. One was the 
meeting with the FBI and senior Laboratory management officials. 
Just to clarify, that was a meeting that took place on October 24, 
to the best of my recollection. It was a meeting between Mr. 
Salgado and Mr. Dickson from the Laboratory and the U.S. Attor- 
ney, and I believe some FBI agents. 

That remains a very important meeting because that is the meet- 
ing at which there continue to remain differences of opinion about 
what the U.S. Attorney and the FBI conveyed to the Laboratory of- 
ficials about either their satisfaction or dissatisfaction with Mr. 
Walp’s and Mr. Doran’s performance. 

You also asked about the date of the meeting in which senior 
Laboratory officials met to determine the fate of Mr. Walp and 
Doran. To be clear, to the best of my knowledge, that was on No- 
vember 18. There was some confusion about who was present at 
that meeting. I believe it was said that Mr. Busboom and Mr. 
Marquez were present. To the best of my knowledge they were not 
present. 

In previous meetings they told us that they were not members 
of that meeting in which Mr. Walp and Mr. Doran’s fate were dis- 
cussed. I believe the participants in that meeting were Mr. 
Salgado, Ms. Milum, Mr. Dickson, Mr. Holt, and Mr. Kruger. So I 
would be happy at this point, Mr. Chairman, to answer any other 
questions you might have. 
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Mr. Greenwood. Thank you, Mr. Darling. The Chair recognizes 
himself for 10 minutes. On December 18, 2002, you interviewed 
several people including Mr. Salgado. At that time you took exten- 
sive notes. During your interviews you asked Mr. Salgado to ex- 
plain why LANL fired Mr. Walp and Mr. Doran. 

You previously testified that Mr. Salgado told you he was con- 
cerned that Walp and Doran would obtain whistleblower status fol- 
lowing their anticipated meeting with the Department of Energy 
Inspector General. 

Reportedly he also told you that he suspected that they were the 
source of the anonymous 30-pound box of documents that were de- 
livered to the Albuquerque Journal to which you just referred. Can 
you tell the subcommittee about your interview with Mr. Salgado 
and whether any of the other people you interviewed told you that 
they had discussed Walp and Doran’s potential whistleblower sta- 
tus with Mr. Salgado prior to their firing. 

Mr. Darling. Yes, I would be pleased to. As I indicated at the 
last hearing, we interviewed 14 officials both at Los Alamos and at 
the university over a 2-day period, December 18 and 19. What 
emerged was a story with many consistencies and a few striking 
differences. 

Mr. Salgado was very candid with us. He told us that the meet- 
ing that I just described on November 18 had taken place. He de- 
scribed that Mr. Busboom, who was Mr. Walp’s and Mr. Doran’s 
immediate supervisor, was not present in the room. He indicated 
that there were two issues that were discussed that was related to 
their termination during their new employee evaluation period. 

One of those items was that the Inspector General had sent an 
official from Washington, DC to Los Alamos to interview employees 
at the lab. That Mr. Salgado had spoken to the DOE Inspector 
General. That the DOE Inspector General refused to tell him who 
the representative was going to interview at the lab and that he 
suspected that it was going to be Mr. Walp and Mr. Doran. 

He did indicate to us, as he said today, that he thought there 
were a number of performance issues which contributed to the deci- 
sion to terminate their employment. But he did go on to say that 
he was concerned that if Mr. Walp and Mr. Doran were inter- 
viewed by the Inspector General, that would somehow confer, I 
think the term he used was technical whistle blower status on 
them and that it would make it more difficult for them to be termi- 
nated after that meeting. One of the reasons for making the deci- 
sion to terminate them when they did was because of that forth- 
coming meeting. 

Second — I am sorry. I have forgotten your second point. 

Mr. Greenwood. So have I. Oh, the 30-pound box of documents. 
Yes. Did he raise that issue? 

Mr. Darling. Yes, he did. He indicated — no, I am sorry. There 
was a separate meeting on December 12 at which some of us met 
with Secretary Abraham, Deputy Secretary Costello and NNSA Ad- 
ministrator Brooks. It was in that meeting that he told the Sec- 
retary that he suspected, though I think the term he used was it 
is very likely that it was Mr. Walp and Mr. Doran who had pro- 
vided the materials to the Albuquerque Journal and that he was 
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certain that the box of documents had come from the Office of Se- 
curity Inquiries. 

Mr. Abraham, the Secretary, I think captured all of our feelings 
at that meeting when he responded by saying, “If you do not know 
that to be a fact, you should not be raising that issue. It under- 
mines your case and it is not something that you should be saying.” 
As I said, I think that echoed the sentiments of everyone else in 
the room at that time. 

Mr. Greenwood. The University of California terminated Mr. 
Busboom’s association with the lab yesterday. Is that correct? 

Mr. Darling. Mr. Busboom will retire on April 2. I believe the 
agreement with Mr. Busboom was reached at the end of last week 
if I recall correctly. 

Mr. Greenwood. And why did the university want Mr. Busboom 
to retire? 

Mr. Darling. We had three options. One option was to terminate 
Mr. Busboom. A second option was to allow him to take the posi- 
tion that I described at the last hearing with a reduced salary. I 
think his salary currently is $190,000 and the law practice would 
have been to reduce it to, in this case, $140,000 commensurate 
with responsibilities of the new position that had been identified. 
The third was to reach a legal settlement. 

Given his prior performance as reflected in the performance eval- 
uations that are in Laboratory files, our general counsel said that 
if we did terminate him, that he would have strong grounds for a 
wrongful termination suit. In these wrongful termination suits he 
would prevail and that the Laboratory would be responsible for 
paying many, many multiples of what it is that we have agreed to 
settle for. 

If you pursue the second option, which was to allow Mr. Busboom 
to be reassigned to an additional position — a new position at the 
lab at a lower salary, we would then be faced with paying that 
lower salary for an indefinite period of time. 

As you might imagine, as the years would roll on that would also 
amount to a very large amount of money. What we decided is in 
view of the recent events, the best thing that we could do for Mr. 
Busboom and for the Laboratory and for the American people 
would be to allow him to retire and to provide him with a fair set- 
tlement. 

Mr. Greenwood. And what was that? 

Mr. Darling. That fair settlement is a 12-month compensation 
equal to his current compensation of $190,000 per year, COBRA 
health insurance benefits for that same period of time, and his at- 
torney’s fees. 

Mr. Greenwood. Okay. You just explained to me how you could 
terminate the relationship or change the relationship with Mr. 
Busboom. My question is why? In other words, Mr. Busboom sat 
here and you were here and basically said he didn’t do anything 
wrong. Your attorney said he advised you that if he had a strong 
wrongful termination case, that he could win. Under those cir- 
cumstances why did the university want him to be gone? 

Mr. Darling. Well, we believe that the circumstances sur- 
rounding the termination of Mr. Walp and Mr. Doran were inap- 
propriate. That we received discrepant views from Mr. Busboom 
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and Mr. Tucker in our meeting with them on December 18 about 
why they were hired in the first place. What degree of authority 
they were to be given at the Laboratory for conducting their inves- 
tigations. 

And I would just summarize it by saying that if we were told 
they were only to do inquiries and not investigations and that was 
an important distinction for the Security Division. On the plane 
home that night as we reviewed documents, what we found was 
that the job description, the job announcement, and the job adver- 
tisement all suggested that they were being hired to do investiga- 
tions which I think conveys a different level of seriousness about 
the matter than just an inquiry. 

And that we did not believe that either the Laboratory Security 
Division or the senior management of the lab took appropriate 
steps to guide them, to try to reconcile the issues that came up that 
caused the conflict that you heard about today, and ultimately the 
decision to terminate them was an unwarranted decision and so we 
have made that decision for that reason. 

Mr. Greenwood. How about Mr. Salgado? Tell us about his sep- 
aration. 

Mr. Darling. I was not directly involved with Mr. Salgado. Dr. 
McTague, who will appear on a later panel, was the Vice President 
for Lab Management at that time. When Dr. Browne informed 
President Atkinson, I believe, on December 23 that he intended to 
resign from the Laboratory, Dr. McTague spoke to Mr. Salgado. 
Mr. Salgado had not yet heard the news. 

My notes reflect the fact that Mr. Salgado told Dr. McTague that 
Mr. Salgado would step down as well. He was prepared to assume 
responsibility for what had happened. The understanding between 
them, I believe, was that Mr. Salgado would come to work in Dr. 
McTague’s office for a period of 6 months or be compensated for a 
period of 6 months. 

There was somehow a breakdown in communication because Mr. 
Salgado says that he did not learn that he was separating from the 
Laboratory until January 2 when the university issued the press 
announcement. I can’t explain that discrepancy but then the uni- 
versity began a series of negotiations with Mr. Salgado. 

Those negotiations concluded on January 31 without reaching 
agreement and the president decided on January 31 to terminate 
Mr. Salgado who is an at-will employee and, therefore, could be ter- 
minated whereas Mr. Salgado and others, that I am sure we will 
be talking about, were not at-will employees. Excuse me, Mr. 
Busboom. Thank you, Mr. Walden. 

Mr. Greenwood. You testified that Charles Lobello, one of the 
University of California’s outside counsel, was scheduled to meet 
with the U.S. Attorney’s Office in New Mexico today. What do you 
hope to learn from the U.S. Attorney in New Mexico and has the 
University of California had any other substantive discussions with 
the U.S. Attorney or the FBI regarding the LANL investigations of 
2002 ? 

Mr. Darling. Yes. Both Mr. Lobello, former U.S. Attorney, and 
Mr. Lumburg, our Deputy General Counsel, are in Albuquerque 
today to meet with a number, I think four or five members of the 
U.S. Attorney’s Office there. 
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This is something that we sought to do beginning of December 
right after December 18 when we learned more details about the 
terminations of Mr. Walp and Doran, but this is the first occasion 
that it was possible to hold that meeting. 

We had no substantive discussions up until then. There have 
been a number of discussions trying to explain what our intentions 
our, trying to schedule the meetings, etc. This will be the first 
meeting. The purpose of the meeting is to try to find out, one, what 
were the relationships between the Laboratory and the U.S. Attor- 
ney and the FBI. Were they good. Were they not. Were there dif- 
ferences in the relationship between Mr. Walp and Mr. Doran, on 
the one hand, and the senior Laboratory management on another. 

Is it possible that senior FBI officials were saying one thing to 
Mr. Dickson and Mr. Salgado and yet the agent involved in the 
case was saying something different to Mr. Walp and Doran that 
specifically relates to the question of whether Mr. Walp and Mr. 
Doran were authorized or not authorized to provide information 
about cases being reviewed by the FBI to senior Laboratory man- 
agement. 

Third, how might we keep that relationship strong and more pro- 
ductive in the future. Last, whatever information they might have 
about the cases that Mr. Walp and Mr. Doran were pursuing and 
how is it that they view the professionalism and the competence of 
Mr. Walp and Mr. Doran. 

Mr. Greenwood. Thank you, Mr. Darling. 

The Chair recognizes the gentleman from Florida, Mr. Davis, for 
10 minutes. 

Mr. Davis. Mr. Darling, before it becomes painfully obvious I will 
confess to you that I have stepped into the middle of this and I will 
do my best to try to handle this in a competent fashion. I am going 
to read you some questions that have been prepared by our staff 
and perhaps some of these points have been covered if I am not 
being sufficiently clear. I am sure you will help me. 

One of the points that was surprising to us this morning is Mr. 
Salgado stated that the cultural issues at Los Alamos including the 
lack of operational formality and management discipline caused 
many of the problems. But the evidence further suggest that nei- 
ther Mr. Salgado nor Mr. Dickson really practiced operational for- 
mality or management discipline in their dealings with Mr. Walp 
and Mr. Doran. 

Both of them moved outside their designated roles to try to run 
criminal investigations instead of leaving that job to the profes- 
sionals the lab had hired. Mr. Salgado wanted to direct on a daily 
basis the Mustang investigation. Mr. Dickson wanted to be in 
charge of the TA-33 investigation and control all the communica- 
tions with the FBI and the U.S. Attorney’s Office. Is this the way 
you view the situation as well? 

Mr. Darling. One of the conclusions that I think came — there 
were five people who met with me at the Laboratory to pursue 
these matters. I think it is fair to say that all of our view was that 
Mr. Walp and Mr. Doran were being held to more exacting stand- 
ard of competence than Laboratory management was holding either 
other employees or holding itself. I will give you a couple of exam- 
ples that were brought up this morning. 
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You will recall that Mr. Dickson and Mr. Salgado said that Mr. 
Walp and Mr. Doran provided inaccurate information about an ad- 
dress for Lillian P. Anaya. The confusion arose because there is an- 
other employee that I should add very clearly here was not in- 
volved in any of these matters but who has the name of Lillian M. 
Anaya. 

There was some initial confusion during that short period on 
which they were working on the Mustang case about whose ad- 
dress should be examined for the purposes of finding out where the 
Mustang had been delivered. We were told that was inaccurate in- 
formation because they provided Lillian M. Anaya’s address. 

Yet, that night on the plane flying home when we reviewed a 
Laboratory document that was being supported by the Laboratory 
administration, we found four separate addresses for Lillian P. and 
Lillian M. Anaya, none of which corresponded to the address that 
the Laboratory had told us was the correct address. 

Now, if there was that much confusion on the part of the Labora- 
tory management and its advisors about the address, yet they did 
not hold themself to that same standard of accuracy, we did not 
understand why it was that Mr. Walp and Mr. Doran were being 
held to that standard of accuracy and why it was that that fact was 
a fact that was used for their termination. 

That is one example of the type of issues that we found very 
troubling that led us to pursue the matter with the degree that we 
have and finally to reinstate the employment of both of these indi- 
viduals. There were other discrepancies like this. That wasn’t the 
only one. 

Mr. Davis. One of the surprising points is that Mr. Walp and 
Doran were never allowed to attend meetings with Mr. Salgado 
and Mr. Dickson. Mr. Walp’s counterpart at the FBI often at- 
tended, however. How was Mr. Walp supposed to understand the 
agreements made or have any input into them if he couldn’t attend 
these meetings? 

Mr. Darling. Well, I think the Laboratory administration would 
say that Mr. Dickson was assigned the responsibility for liaison to 
the FBI and the U.S. Attorney so it was appropriate for that to 
take place. Like you, I come to the conclusion that the people who 
are working on issues need to be deeply involved. 

They are the ones who hold the facts and it is very important 
that those work as a team. I, again, do not believe that the Labora- 
tory administration reflected that sense of a team involving the 
people who had the greatest responsibility in these matters and I 
think that was a misjudgment on their part. 

Mr. Davis. I believe it was Mr. Salgado who said he had only 
spoken to Mr. Walp a few times. Yet, he had a strong opinion that 
Mr. Walp was not competent. Does it surprise you that he never 
asked Mr. Walp about any of his complaints? 

Mr. Darling. That is one of the troubling issues. As I say, the 
October 24 meeting was a key meeting that was cited as a reason 
for terminating Mr. Walp and Mr. Doran. Mr. Salgado told us that 
he came back from that meeting having heard from those officials 
that the lab had blown the Mustang case. 

Mr. Salgado came back from that meeting telling us that he be- 
lieved that meant that Mr. Walp and Mr. Doran had blown the 
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Mustang case. Mr. Salgado came back from that meeting thinking 
that the U.S. Attorney and the FBI were saying that Mr. Salgado 
had blown the case by the aggressive nature in which he pursued 
it. Am I misusing names again? 

Mr. Walden. I think you meant either Mr. Dickson or Mr. 
Busboom came back. 

Mr. Darling. I meant Mr. Dickson came back. Mr. Dickson, who 
had accompanied Mr. Salgado had a different interpretation of the 
message. I am sorry for confusing names here today. Mr. Dickson 
believed it was Mr. Salgado who was being pointed to by the U.S. 
Attorney for blowing the case by pursuing it before the FBI was 
able to develop a case. 

Now, our question was why did they not speak to each other 
about that? Why did they not speak to Mr. Walp and Mr. Doran 
about that? Why did they not ask the U.S. Attorney and the FBI 
about that? 

Therefore, when you take the action to terminate someone and 
you do it on the ground that you are going to cite later, it seems 
to me you have a deep responsibility to inquire a little bit further 
than just wondering about what someone said. You have the re- 
sponsibility to go back and be sure of what someone said. 

Mr. Davis. Just one more question. If you will bear with me, I 
am going to read you something that our counsel is attempting to 
write right now more abbreviated. There has been discussion about 
changing the 60-year-old culture at Los Alamos. Yesterday at a 
hearing in the California State Senate the university’s treatment 
of whistleblowers was challenged. Mr. Nanos admitted that he had 
not been kind to whistleblowers. 

I want to refer you to a case we have begun to look into as an 
example of what can happen. With reference to Tab 132, this is a 
report from an administrative law judge concerning the termi- 
nation of Jimmy Russell from S Division. Mr. Russell was a con- 
tract employee who had worked at S Division for 15 years. He was 
a self-assessment team leader, did audits and assessments of secu- 
rity programs. 

In 1999 he had a dispute over whether certain data should be 
identified as security infractions or security incidents. Shortly 
thereafter he was terminated and removed from the work place for 
threatening behavior. His group leader, Kevin Leifheight and Mr. 
Busboom were specifically cited as playing a crucial role in col- 
lecting and transmitting unfounded allegations of Mr. Russell’s 
threatening behavior. 

The Judge further found the consensus for the immediate termi- 
nation of Mr. Russell. It was reached by an emergency advisory 
panel at LANL, was substantially tainted by the selective and mis- 
leading information that it received from these UC managers. Mr. 
Russell won in court but lost his job. No disciplinary action was 
ever taken against either one of these gentlemen. 

One of the members of the emergency panel told us that Mr. 
Russell was not dangerous and that he simply went along with Mr. 
Busboom and Leifheight. We are going to look into this further and 
want you to promise that you will also look into the treatment of 
Mr. Russell and his accusers who were found in the wrong. 
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Mr. Russell was unemployed for 2 years and lost an opportunity 
to become a lab employee because of these actions by Mr. Busboom, 
Mr. Leifheight. He is not the first Los Alamos contractor employee 
who has found himself in the street as the barrier of bad tidings. 
This is what you need to deal with if you are going to change the 
culture at the Laboratory. What can you do in this situation? 

Mr. Darling. Mr. Davis, let me just say that Admiral Nanos is 
the new interim director so he has only been on the job since Janu- 
ary 6 so I don’t think he has helped create that culture. I think he 
is one of the individuals who is involved in trying to change that. 
He has been very open. He has been holding meetings with all Lab- 
oratory employees receiving hundreds of e-mails from employees. I 
think there is a sincere belief on the part of the lab employees that 
he will help open up the communication for the reasons that you 
mentioned. 

With regard to Mr. Russell I first learned about the case in a 
question from Mr. Deutsch at the hearing on February 26. We have 
reviewed the decision by the representative of the Department of 
Energy. We have not talked to counsel that represented the Lab- 
oratory which is something we are seeking to do and we need to 
do. 

Unfortunately, it appears to be a case in which the personnel in 
the Office of Securities Inquiries failed to sufficiently analyze the 
underlying fact of the case. It appeared there was a failure to re- 
solve issues short of an administrative hearing. 

It appeared that there was an underlying distrust reflected in 
what I briefly read in the decision from the Department of Energy 
official toward the Laboratory officials who were dealing with Mr. 
Russell so we need to understand a few more facts which we are 
trying to do in order to address your question. The first fact why 
the supervisors in the Office of Security Inquiries did not do an in 
depth analysis of the facts prior to termination. 

Second, why the deficiencies in the evidence and why was there 
no effort made to reconcile these differences before the termination. 
I think we have some of the same questions in this case that I al- 
luded to in the case of Mr. Walp and Mr. Doran and it is something 
we are pursuing right now. 

Mr. Davis. Once you conclude your analysis, what conceivably is 
the best thing you could do to compensate Mr. Russell and to send 
the appropriate message about how people will be treated hence- 
forth in situations like that? 

Mr. Darling. That is a good question, Mr. Davis, but I think it 
would be premature of me to try to respond. We really don’t know 
the full set of facts. We are pursing them seriously. Once we have 
them, I think as you have seen in many of our options, we are pre- 
pared to take action. We will not be reluctant to do so. I think it 
is important that we look at the facts first. 

Mr. Walden. Thank you, Mr. Davis. 

Mr. Darling, let me just read for the record here part of a state- 
ment from the decisionmaker in the case. It says, “I find the UC 
based its decision to terminate his assignment [meaning Mr. Rus- 
sell] on the alleged incident of threatening behavior by Mr. Russell 
which lacked any substantial factual basis and other incidents 
were grossly exaggerated. Moreover, I find that Mr. Russell’s su- 
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pervisor, his group leader, and his division director appeared to 
have played a crucial role in collecting and transmitting unfounded 
allegations of Mr. Russell’s threatening behavior.” It goes on from 
there. I am sure you have read. 

Mr. Darling. I have skimmed it. 

Mr. Walden. Who is his supervisor or who made the decision to 
terminate? Was that Mr. Busboom? 

Mr. Darling. Mr. Walden, you are taking me beyond a level of 
knowledge that I have. As I said, I have just learned about this. 
I have not read the full case so I am not able to answer that ques- 
tion. 

Mr. Walden. That goes back to July 2000, I think. It would be 
interesting to know. That is a pretty damning indictment, frankly, 
from an administrative law judge. 

Mr. Darling. It is a very troubling statement. 

Mr. Walden. I don’t envy the task that you have agreed to walk 
into either, Mr. Darling. You have a lot on your plate. I have a 
question, though. Several of them. Maybe we can move through 
them. So Mr. Busboom is going to get paid $191,000 salary, his in- 
surance for a year, and his attorney’s fees? 

Mr. Darling. Yes. I believe the figure is $190,000 but I am not 
going to quibble. 

Mr. Walden. $190. Okay. Mr. Salgado is terminated without any 
compensation because he is an at-will employee. 

Mr. Darling. That is correct. 

Mr. Walden. What about Mr. Doran? What is his status right 
now in terms of settlement? 

Mr. Darling. I am glad you asked. You asked that question at 
the last hearing and I had to go off and attend to other duties. Mr. 
Doran is someone with whom we were negotiating since we rein- 
stated him on January 17. He is now employed by the President’s 
Office of the University of California as Director of Security for the 
Office of the President to do two things. 

One is to oversee the security guards that we have in the build- 
ing. The second is to assist Senior Vice President Molinex who is 
responsible for business and financial matters and the university 
auditor who reports to Mr. Molinex and any special investigations 
that they deem appropriate at any of our 10 campuses or three na- 
tional laboratories. 

Mr. Walden. So his status is settled? 

Mr. Darling. It was settled. I learned this morning from his at- 
torney, Ms. Bonabe — we though we had an agreement in terms of 
the settlement. I learned from her this morning that there is one 
outstanding issue. I believe she is here, or at least was here. It is 
something we are trying to understand and resolve as quickly as 
possible in the same sense of openness and fairness in which we 
have pursued his rehiring in the first place. 

Mr. Walden. How much compensation is he seeking? 

Mr. Darling. Let me see if my memory will serve me well here. 
I believe his compensation is $105,000 per year. That is for work- 
ing at the university. 

Mr. Walden. Right. In terms of a settlement? 

Mr. Darling. There is a settlement amount. I am sorry but I am 
just drawing a blank on the dollar amount. 
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Mr. Walden. Perhaps we can get that at some point. 

Mr. Darling. If you will bear with me for a moment I have 
something here but I don’t know if it has — no, I am sorry. I do not 
have those details. I would be happy to report back to you. 

Mr. Walden. I guess at least the fundamental question with 
these sorts of settlements, who actually ends up paying that? 

Mr. Darling. I am glad you asked that question. 

Mr. Walden. Does that get billed back to the Federal Govern- 
ment? 

Mr. Darling. No. With many of the costs that we have taken on 
whether it be hiring in PricewaterhouseCoopers, whether it is hir- 
ing Ernst & Young, all of these settlement agreements will be paid 
for by the university. We will not seek reimbursement from the 
Federal Government for them. 

Mr. Walden. Mr. Darling, I am told that recently LANL dis- 
closed that an employee came forward to declare that for a number 
of years he had been selling LANL computer source codes and then 
using the proceeds to purchase new computers for his section rout- 
ing the money through his personal bank account. Who is handling 
this matter? What is the status of the review? Have you deter- 
mined whether any LANL funds or computers were converted to 
this employee or others for personal gain or benefit? 

Mr. Darling. Yes. I learned about this, I believe, about the time 
of the last hearing or shortly thereafter. There was an individual 
who was writing unclassified computer code. I just want to empha- 
size that so we don’t get confused with any national security issues. 

Apparently we have an apparatus where one can take technology 
and license it to the private sector so that we get good ideas into 
the market place and that way, I think, do the American public a 
great service from inventions developed with Federal funds. 

He instead apparently chose to go around that process either out 
of frustration with it or for some other reason. I don’t know. I don’t 
want to attribute motives. He did, indeed, license that software 
code to a number of firms. We are looking into that. The university 
auditor is looking into that aggressively. 

One of the issues we had to deal with was whether to put him 
on investigatory leave while this was going on. The decision was 
made that since he was very cooperative there was no need to do 
that. We have learned that there are at least $100,000 involved. 
Perhaps more. He says he used it solely to make purchases at the 
Laboratory and that is one of the things we will be investigating 
along with, frankly, reviewing all of his bank records and any other 
financial transactions and see if that is true. 

Mr. Walden. I appreciate that, Mr. Darling. I guess the entre- 
preneurial spirit is alive and well at the lab. We have seen a num- 
ber of different examples, this being among them. What are the 
safeguards? How do you know that somebody else isn’t doing this 
that hasn’t come forward or hasn’t been caught? How do you keep 
track of that? Do you feel the system is adequate? 

Mr. Darling. Mr. Walden, I don’t know the system at Los Ala- 
mos very well. The University of California has one of the most — 
let me just back up and say this comes about as a result of the 
Bayh Act in the early 1980’s. The idea was to take ideas that at 
that point languished within the realm of the Federal Government, 
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put them to work in the market place, and drive the creation of 
new companies, jobs for people, and much of what you have seen. 

The University of California is the largest licenser of technology 
of any university in the United States. I believe our revenues last 
year were around $80 million from licensing everything from tech- 
nology, etc. We have a very good system. You are obliged as an em- 
ployee when you go to work at the university, or one of our labs, 
to sign an agreement that you will turn over all of your patentable 
inventions to the University of California. 

We then have a process that provides an incentive back to the 
scientists so that they will receive personally some of the money in 
return. The department will receive the money and the university 
will receive some money in order to achieve that. We have a proc- 
ess that is reviewed, audited, and so forth in order to try to ensure 
the sanctity of that. 

Mr. Walden. Yes. I understand. I guess my question would be 
the process for somebody who wants to play by the process is pretty 
easy to follow. The question is what are the safeguards to make 
sure that somebody doesn’t go around that. I assume you will be 
looking into that. 

Mr. Darling. Yes. 

Mr. Walden. Reportedly the FBI recently interviewed Janet 
Campbell, an architect formerly employed by UCSF regarding alle- 
gations that certain construction engineering contractors violated 
California law regarding bids for UC construction projects. Are you 
aware of any lawsuits or allegations of bid rigging, price bundling, 
or improper drafting of proprietary building specifications at recent 
UC construction projects at LANL or Sandia? 

Mr. Darling. I am not. I did learn from Mr. Molinex that there 
was a complaint. I don’t know whether it was by this individual. 
We are looking into a complaint. I was not aware that it was at 
Los Alamos. Sandia is a separate Laboratory. I am not aware of 
anything to do with Sandia. 

Mr. Walden. Reportedly the plaintiff in one of these lawsuits 
against UC is scheduled to meet with the representatives of the UC 
Office of the President and has asked that Mr. Doran attend this 
meeting. Apparently UC has denied this request. Do you have any 
information on that? 

Mr. Darling. That is the first I have heard about this, Mr. Wal- 
den. I would be happy to inquire about it as soon as the hearing 
is over. 

Mr. Walden. Mr. Busboom was paid to retire. What about Tuck- 
er and Katherine Brittin? 

Mr. Darling. Mr. Tucker is a very similar circumstance to Mr. 
Busboom. He will also be retiring on April 2. The terms of the 
agreement are quite similar. One year of compensation at his com- 
pensation which I believe is $165,000 per annum, 1 year of COBRA 
insurance benefits, and, in this case, partial attorney’s fees. 

Mr. Walden. And Katherine Brittin? 

Mr. Darling. Katherine Brittin will be departing from the Lab- 
oratory on April 17. We have provided, again, for the same reasons 
that I explained earlier, 1 year of salary, 18 months of COBRA ben- 
efits but no attorney’s fees or other costs. 

Mr. Walden. All right. 
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Mr. Darling. I realize that these are very large numbers. For 
many Americans these are salaries that they might never be able 
to aspire to in a lifetime. I don’t want to minimize in any way the 
dollar amounts involved, but I do want to just to reiterate that 
when we looked at the alternatives, they would have indeed been 
much, much more expensive. 

Mr. Walden. There are a lot of people in my district who would 
love to come there and get fired or retire early. 

Mr. Darling. I understand that. 

Mr. Walden. It is outrageous. I understand, I guess, what you 
face. It seemed to me that given the issues that are involved in the 
lab and the people that have not been held responsible in any 
measure seem to be able to milk this system and walk out the door 
with an extraordinary settlement and 

Mr. Darling. Mr. Walden, your display is one that my colleagues 
that are here with me today have seen me express in recent weeks 
as I have pursued how it is that we might come to a different con- 
clusion here. They will tell you that I pushed very hard for termi- 
nation. It was only after repeated attempts on my part to find a 
way to do so that we ended up where we are today. 

Mr. Walden. Do you concur with the IG’s comment that it was, 
I believe the term was, incomprehensible that Mr. Walp and Mr. 
Doran were fired? 

Mr. Darling. I do. In my oral testimony on February 26 I said 
that not only was it unwarranted, but that we did agree with the 
DOE Inspector General’s term that we found it utterly incompre- 
hensible. 

Mr. Walden. If everybody agrees that it is incomprehensible, 
why isn’t the person who did the firing and signed the letter fired 
without compensation? 

Mr. Darling. Mr. Salgado was terminated without compensa- 
tion. 

Mr. Walden. Mr. Busboom signed the letter. Didn’t he? 

Mr. Darling. Yes, he did. I think, however, he testified today 
that he did not make the decision and that is one of the points of 
discrepancy that became evident on December 18. Mr. Busboom 
told us initially that he had made the decision to terminate them 
for a variety of performance reasons. 

Then as we progressed through the day and informed Mr. 
Busboom that there had been a meeting on November 18 at which 
their termination was discussed and ultimately settled, we asked 
Mr. Busboom whether he had been aware of that meeting. Mr. 
Busboom expressed great surprise. He had not only not partici- 
pated in the meeting, he had not been aware that the meeting had 
taken place. 

He had not been aware that the chief of staff, the director and 
deputy director of the Laboratory, had offered the termination let- 
ter. He only knew that it came from his immediate supervisor, Mr. 
Holt. I think Mr. Busboom would acknowledge as he did today that 
he did not make the termination decision, that it was made by Mr. 
Salgado. I think I heard him say that earlier this morning. 

Mr. Walden. But it sounds like you just said that he told you 
initially that he made it based on a series of reports. 



166 


Mr. Darling. I believe he thought he did. Then I think as we 
pursued our interviews with the 14 people and new information 
came out, I think we gave Mr. Busboom information that caused 
him to realize that he had not after all made the decision, that the 
decision had been made for him and the letter had been drafted for 
him. 

I would say what he did was he probably believed there were 
performance inadequacies that might have justified the termi- 
nation and he edited very slightly the letter but the decision was 
made by Mr. Salgado as he said to us, and as he said to you. 

Mr. Walden. My time has expired but that is the most bizarre 
story I have ever heard in employment and I have been a private 
employer for 17 years. I don’t understand how somebody thinks 
they are letting somebody go and then discovers they really didn’t 
do it. 

Mr. Darling. It is another instance of troubling issues that left 
us not only perplexed but troubled and why it is that we pursued 
the issues well before we knew that your committee was even in- 
terested. This was a very troubling matter to the five of us as you 
might imagine. 

Mr. Walden. I can. 

Mr. Greenwood. My wife just got me to buy her new drapes and 
she convinced me it was my idea. 

Mr. Darling. I think the chairman had seen the movie “My Big 
Fat Greek Wedding” where one can see an example of that trans- 
action taking place. 

Mr. Walden. And now for either a song or a poem, I hope. The 
gentleman from Massachusetts, Mr. Markey, is recognized for 10 
minutes. 

Mr. Markey. I can actually go to “My Big Fat Greek Wedding” 
and I think I am going to go to that for my opening moment then. 
I will say that the problem with the University of California, Mr. 
Darling, is that they thought they could spray Windex on anything 
and it would make it okay like the father in “My Big Fat Greek 
Wedding.” It is important ultimately to have to deal with the 
issues. You just can’t spray it away and hope that it is gone. 

The questions I have for you relate to the way the University of 
California treats whistleblowers. In the case of Mr. Walp and Mr. 
Doran, their stories were all over the press. Congress weighed in. 
UC has, at least, partially remedied the situation. 

Not all whistleblowers at UC get much attention. Take, for exam- 
ple, Dee Kotla who worked for Livermore until 1997. She was fired 
after she testified that she had witnessed sexual harassment at the 
lab. The lab said she hadn’t been retaliated against but rather was 
fired for “improperly using her telephone and computer.” 

It turned out she made a whopping $4.30 worth of personal calls. 
She sued and she won $1 million. The university appealed. She 
then asked for her legal fees, about $700,000 to be paid by UC, and 
she won that, too. The University of California continues to appeal. 
The University has run up at least $800,000 in legal fees fighting 
this case for 6 years, all over $4.30 worth of personal calls bringing 
the grand total to $2.5 million, all supposedly because of a $4.30 
telephone call. 



167 


In the meantime, Dee Kotla has to live each day of her life ex- 
plaining why she was fired to perspective employers. Now, my 
question is, Mr. Darling, are you going to pay for all these legal 
fees or is the Federal Government going to pay for all the legal 
fees? 

Mr. Darling. I do not know the answer to that question, Mr. 
Markey, because I am not familiar with the case, but I assure you 
I will look into it. 

Mr. Markey. Well, again, you said earlier, “We are going to pay 
for the legal fees” in this one case that we were talking about. I 
wouldn’t want anyone to get the misimpression that you are willing 
to assume all of these legal fees since the Federal Government ulti- 
mately reimburses you, the Department of Energy. Unfortunately, 
that creates a disincentive for you to settle since the Department 
of Energy will reimburse you for continuing on with this case in- 
definitely over a $4.30 phone call. 

I will get to my question momentarily, but before I do I want to 
name just a few other whistleblowers that the University of Cali- 
fornia has forced to fight for justice for years since they have not 
had the benefit of major press attention or a congressional hearing. 

Michele Doggett. I would like to say her name. She was fired by 
Livermore in 1999 after she disclosed waste, fraud, and mis- 
management. Don Adrian who alleges that in 1997 Livermore con- 
spired to steal a defense contract from his company after he re- 
ported waste, fraud, and mismanagement of funds that the lab was 
supposed to use as part of a cooperative research and development 
agreement. 

Janet Benson who has had a whistleblower case pending against 
Livermore since 1994. Charles Quinones, a security guard, fired by 
Livermore right after September 11 after he disclosed security and 
safety problems. And you have already been talking about Jimmy 
Russell, a former Los Alamos employee who was fired after making 
disclosures of security violations who had to fight for years with no 
income before he finally won. 

Is the University of California, Mr. Darling, committed to quickly 
resolving these and the other whistleblower cases? 

Mr. Darling. Mr. Markey, you bring these to my attention for 
the first time. I have only been in this position since January 8, 
as I mentioned before you came into the room. If you bring them 
to our attention, we will look into them with a degree of serious- 
ness that we have shown thus far. 

Mr. Markey. The university often argues in court that it has 
State sovereign immunity and, therefore, can’t be sued under Fed- 
eral statutes even though these activities occurred at a Federal nu- 
clear weapons lab. It then turns around and bills DOE and Amer- 
ican taxpayers for its legal fees. How do you justify that? 

Mr. Darling. I am not an attorney and I am simply not in the 
position to have the information to comment in response to your 
question. 

Mr. Markey. Okay. Now, in each of these cases that I have just 
listed, is it your understanding that the Department of Energy will 
bear the legal cost or will the University of California will bear the 
legal costs? 
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Mr. Darling. Since this is the first time I have heard of them, 
I am in no position to answer you either way. 

Mr. Markey. Again, I continue to believe that 95 percent of these 
costs are passed onto the Department of Energy, again creating a 
tremendous disincentive for you to ever settle since the Federal 
taxpayer will pick up the legal fees. As a result, you could continue 
harassing these poor people forever at Federal taxpayers’ expense. 
I just think there is a point in time at which this just has to end. 

If you are willing to put these bills on the University of Cali- 
fornia, these incredible legal bills, that is one thing, but if you 
going to try to continue to put this on the Federal tab, believe me, 
okay, it is not going to last much longer because I think there is 
a bipartisan commitment here to end this practice of harassing 
these people indefinitely. 

Now, you said earlier that one of the individuals who fired the 
two Los Alamos whistleblowers just agreed to leave the lab for set- 
tlement of $190,000, health insurance, and all his legal fees. This 
is the guy who fired the whistleblowers. Have you ever offered a 
year’s salary, health insurance, and legal fees to Mr. Walp or to the 
other whistleblowers who were wrongly fired? 

Mr. Darling. Mr. Markey, we had an extended discussion about 
this right before you walked into the room. I did say that the indi- 
vidual who terminated their employment was terminated himself 
with no compensation whatsoever. Second, we have rehired both 
Mr. Walp and Mr. Doran at their full former salaries. I think we 
have shown the seriousness of intent here to try to redress these 
improper activities. 

Mr. Markey. So Walp is a consultant and you have rehired him? 

Mr. Darling. We rehired both Mr. Walp and Mr. Doran. Let me 
just back up and walk you through the sequence. We learned about 
their determination on November 25 midday. They had been termi- 
nated and escorted off the lab property that morning. We imme- 
diately began to pursue information because we did not feel that 
the reasons that were offered to us for their termination were ap- 
propriate. 

In late December after we learned that they had an attorney we 
started meeting with them. That meeting occurred on January 17. 
As I explained at the last hearing, once we had an opportunity to 
meet with them and hear their story, we immediately offered to re- 
hire them and did so that very day. 

Coincidentally, that was the day a letter arrived from, I believe, 
this committee urging us to do that same thing. Your investigators 
had met with them beforehand and I think it was a display of our 
honesty and integrity that we came to the same conclusion that 
you did and decided to rehire them. 

They were rehired not only from that day forward, Mr. Markey, 
but we did pay their retroactive pay back to the date they were 
originally fired and we immediately entered into settlement discus- 
sions to try to compensate them financially for the fact that they 
had been terminated improperly in our judgment. 

In addition to that, we have with the exception of the one item 
I mentioned a moment ago to your colleagues reached agreement 
with Mr. Darling going forward to assume the new position at the 
university. With regard to Mr. Walp, Mr. Walp’s attorney and our 
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attorney are still in settlement discussions so I am not able to com- 
ment further on that. 

Mr. Markey. I guess what I would say is that if the guy who 
fired the whistleblowers gets $190,000, health insurance, and all 
his legal fees, somebody who gets fired should at least be offered 
the same deal. If it is not that as a minimum, then you have to 
question whether or not there is an uneven playing field still in ex- 
istence at UC in terms of how you view these two groups of people, 
the perpetrator and the victim. 

Mr. Darling. You make an important point. What I did say is 
that while Mr. Walp and Mr. Doran are being compensated, the in- 
dividual who fired them is receiving no compensation whatsoever. 
That is Mr. Salgado. Mr. Salgado was terminated without com- 
pensation. 

Mr. Markey. So the $190,000 is going to Busboom? 

Mr. Darling. Not to Mr. Salgado. 

Mr. Markey. Not to Mr. Salgado. But Busboom did sign the let- 
ter that canned these people. 

Mr. Darling. That is correct. This morning Mr. Busboom testi- 
fied, and as I was describing the scenario to your colleagues before 
you walked in, that is not our judgment, nor is it the judgment of 
Mr. Busboom that it was Mr. Busboom who terminated them. Mr. 
Busboom was handed a letter that he signed. Mr. Salgado made 
the decision. Mr. Salgado has admitted to making that decision. 

Mr. Markey. So you consider him to be an innocent party here? 

Mr. Darling. I do not consider him to be an innocent party. 
What I did say is that we had three options. We had the option 
to terminate Mr. Busboom. We had the option to allow him under 
Laboratory policy to be reassigned to another position at the Lab- 
oratory at a lower salary. Or we had the opportunity or the option 
to settle the matter. 

Based on a review by general counsel of Mr. Busboom’s previous 
employment and performance evaluations at the Laboratory, I was 
informed after extended discussions that if we had terminated him, 
he would have grounds for successful wrongful termination suit 
that would have cost the university many, many multiples of the 
$190,000 figure you just described. 

Second, if we had reassigned him at a lower salary, he would 
have had indefinite employment which would have kept him on the 
payroll at a very large dollar amount ultimately, or the option of 
settling as we did. I explained to Mr. Walden a moment ago, I real- 
ize these are very large dollar amounts and I in no way wish to 
minimize them. I do wish to say that was the lowest dollar amount 
that we felt we could conclude this matter — with which we could 
conclude this matter. 

Mr. Greenwood. The time of the gentleman has expired. The 
gentleman from California, Mr. Radanovich, is recognized for 10 
minutes. 

Mr. Radanovich. Thank you, Mr. Chairman. I will be brief, Mr. 
Darling, with my questions. They are really surrounding the ques- 
tions that I have on CREM devices. My first is regarding that inci- 
dent and wanting to know whether there was any classified mate- 
rial that was missing or vulnerable. Was it classified material or 
was it declassified? What was the nature of the material? 
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Mr. Darling. Let me back up and say that in, I believe, Novem- 
ber or December 2002 Los Alamos did a complete and comprehen- 
sive inventory of all classified removable media. That is what 
CREM stands for, classified removable electronic media; disks, 
flash cards, etc. 

There were over 61,000 items. They found none to be missing. 
What I understand is there are a number of instances that came 
up prior to that. There was one hard drive carrier that had been 
bar coded improperly, was maintained in a properly secured and 
stored area where it was not accessible to anyone who did not have 
access to that area. 

But as I think Admiral Nanos indicated on January 15, the per- 
son who put that barcode on unfortunately did not check to see 
whether there was an electronic media with classified information 
in it. To this day we do not know whether there was such an item. 
It does not show up on the inventory. 

Every effort to try to determine whether it existed is negative so 
I cannot answer your question but we do not believe after checking 
to the best of our ability that there was any classified information 
missing. 

Mr. Radanovich. Has the system that you have set up since 
then, has it shown itself to be effective? 

Mr. Darling. We are changing the system. It is becoming much 
more robust for the very purposes that you allude to. We will be 
checking it thoroughly to make sure that it does. I would ask you 
to hold us accountable for doing that. 

Mr. Radanovich I am going to be quick because we have a vote 
going on, but has Los Alamos officials followed Department of En- 
ergy and NNSA procedures in self-assessing whether any of the 
classified material was missing or vulnerable and did the lab report 
the incidents to the DOE? 

Mr. Darling. My understanding, Mr. Radanovich, is that the 
Laboratory reported the items to DOE within the time period in ac- 
cordance with DOE guidelines and that the lab is following DOE 
guidelines. 

Mr. Radanovich. Were any classified material mislabeled or de- 
stroyed during routine Laboratory efforts to discard old CREM de- 
vices? 

Mr. Darling. My understanding is that any classified material 
whether on a hard drive or on removable medium is put through 
an extensive and very carefully monitored process to first erase any 
information from the medium, second to sanitize it, and third to de- 
stroy it so that there is no possibility whatsoever after doing that 
that anyone can obtain the material that was originally stored on 
those devices. 

Mr. Radanovich. All right. Thank you very much. 

Mr. Greenwood. Thank you, gentlemen. At the risk of causing 
our future witnesses to pull out their hair, let me mention that we 
have three votes on the floor. We will recess and we will return 
here at 5:30. We will then bring Mr. Hernandez and Mr. Marquez 
forward and we will try to speed up the process thereafter. We 
don’t have anymore votes on the floor tonight so that should go 
more quickly. 
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Mr. Darling, thank you again for your testimony. You are ex- 
cused and the committee is in recess. 

Mr. Darling. Thank you, Mr. Greenwood, for accommodating my 
schedule. I appreciate it. 

[Whereupon, at 5:06 p.m. the subcommittee recessed to recon- 
vene at 5:43 p.m.] 

Mr. Greenwood. Okay. The committee will return to order 
again. I apologize to all of you gentlemen for the long day. 

Wisely, the staff has decided we are going to combine panels two 
and three so welcome to John Hernandez who is the former BUS- 
5 team leader at Los Alamos; Mr. Richard A. Marquez, Associate 
Director for Administration at the lab; Dr. John Browne, Senior Re- 
search Scientist and former Laboratory Director; Mr. John P. 
McTague, Professor of Materials, Materials Department, former 
Vice President of Laboratory Management, University of Cali- 
fornia; Mr. Ralph Erickson, Manager of Los Alamos National Lab- 
oratory Site Office at the NNSA. 

I should note that Mr. Marquez is accompanied by Mr. Stan 
Hettich, Director of Procurement at Los Alamos. Welcome. You 
gentlemen have heard me say that this is an investigative hearing 
and it is our custom to take testimony under oath. Does anyone ob- 
ject to testifying under oath? 

Witnesses. No. 

Mr. Greenwood. You are permitted pursuant to the rules of the 
House and this committee to be represented by counsel. Do any of 
you wish to be represented by counsel? 

Witnesses. No. 

Mr. Greenwood. Okay. If you would stand and raise your right 
hands. 

Okay. Please be seated. You are under oath. I suspect that we 
will start here with Mr. Hernandez. 

Mr. Hernandez, you don’t have testimony? Is that correct? 

Mr. Hernandez. Not an opening statement, sir. 

Mr. Greenwood. Not an opening statement. Okay. Very well. 
Then Mr. Marquez. 

TESTIMONY OF JOHN HERNANDEZ, FORMER BUS-5 TEAM 
LEADER, LOS ALAMOS NATIONAL LABORATORY; RICHARD A. 
MARQUEZ, ASSOCIATE DIRECTOR FOR ADMINISTRATION, 
LOS ALAMOS NATIONAL LABORATORY; JOHN C. BROWNE, 
SENIOR RESEARCH SCIENTIST AND FORMER LABORATORY 
DIRECTOR, LOS ALAMOS NATIONAL LABORATORY; JOHN P. 
McTAGUE, PROFESSOR OF MATERIALS, MATERIALS DEPART- 
MENT, FORMER VICE PRESIDENT FOR LABORATORY MAN- 
AGEMENT, UNIVERSITY OF CALIFORNIA, SANTA BARBARA; 
AND R AT. P H E. ERICKSON, MANAGER, LOS ALAMOS NA- 
TIONAL LABORATORY SITE OFFICE, NATIONAL NUCLEAR SE- 
CURITY ADMINISTRATION, U.S. DEPARTMENT OF ENERGY, 
LOS ALAMOS 

Mr. Marquez. Mr. Chairman, my name is Rich Marquez and I 
am the Associate Laboratory Director for Administration, Los Ala- 
mos National Laboratory. Thank you for the opportunity to provide 
testimony today regarding the Laboratory’s procurement and prop- 
erty management issues. 



172 


I have submitted a written statement and I would like that to 
be included as part of the record. 

Mr. Greenwood. It will be. 

Mr. Marquez. Thank you. Within 90 days of beginning my as- 
signment in February 2002 I directed the development of a 3-year 
strategic plan to address what I considered to be weaknesses sur- 
rounding the procurement function. Simply stated, the Laboratory’s 
procurement function had not kept pace with the robust science 
and technical side of the house. 

When we did develop a procurement excellence plan, in hindsight 
it is clear we prescribed a tune-up when an overall was probably 
required. The special inquiry of the DOE Office of the Inspector 
General found no evidence of coverup. However, there were con- 
cerns and allegations that the laboratory had obscured or even con- 
cealed issues regarding property and procurement vulnerabilities. 
I would like to address a number of these issues. 

First is the so-called Palmieri memo dated April 10, 2002. Ac- 
cording to the IG the Laboratory issued and immediately rescinded 
a memorandum requiring corrective actions to address problems re- 
garding the management of Government property. 

While this has raised some doubt about management’s commit- 
ment to address control weaknesses, the fact is that the memo was 
reissued by me after full and formal coordination with the Labora- 
tory senior executive team as well as with Mr. Palmieri and his 
subordinate staff. And, I might add, in my humble opinion, be- 
tween fiscal year 2001 and fiscal year 2002 I think it contributed 
significantly to the reduction in the unlocated, lost, and stolen 
property. 

The next issue I would like to address is the Mesa contract. 
Sometime in mid to late July 2002 I became aware that the FBI 
had begun an investigation regarding alleged theft in connection 
with purchases made under the Mesa contract. Mesa contract is a 
blanket order agreement which was awarded on November 1, 2000. 
In 16 months the contract had grown from a simple $100,000 task 
order to $2.7 million. 

As I have indicated to the staff of this subcommittee and their 
field investigations, I cannot defend the manner in which this con- 
tract was administered. The contract has now expired but we have 
taken a number of important corrective steps including reassign- 
ment of Mr. Hernandez’ team leader. 

To his credit his wrote a letter to his management acknowledging 
his responsibility and accountability and by his own admission his 
skills are more suited to major procurement staff work than to su- 
pervision and management. In addition, as Mr. Darling has now re- 
ported twice at this subcommittee, the Layton- 
PricewaterhouseCoopers team is now conducting an extensive re- 
view of the entire procurement function. 

Now I will address the various purchase card transactions that 
have come to the attention of this subcommittee. On July 25, 2002 
I was advised about the attempt to purchase a Ford Mustang using 
a laboratory purchase card. At the same time I was told of $1 mil- 
lion of other purchases made by the same card holder over a 2-year 
period from a company called G&G Industrial Supply. I later 
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earned that the card holder had virtually unlimited purchasing au- 
thority levels. 

Within a couple of weeks I also learned about casino advances 
made under a Laboratory purchase card issued to a secretary in 
the Procurement group. To compound the problem, I discovered 
that she was a subcontractor employee and as a member of the 
Procurement organization she could self-approve her purchases on 
the card. 

Shortly thereafter Mr. Salgado and I agreed to pursue a twofold 
strategy for dealing with the purchase issues. First, we appointed 
an internal committee to take a critical look at our current pur- 
chase card procedures and recommend immediate changes. As a re- 
sult, within shortly over a month I issued revised purchase proce- 
dures on August 26, 2002. 

Second, we established an external review committee led by John 
Layton to do a thorough review of the Laboratory’s purchase card 
program. This team and its work has been described to you in pre- 
vious testimony by Mr. Darling. 

Now that we have the Layton report and the UC audit report, 
we will develop a formal corrective plan that meets the challenge 
given us by Chairman Greenwood when he visited the Laboratory. 
That is, we are committed to constructing a model purchase card 
program. 

We continue to aggressively pursue property management correc- 
tive actions as well including the beginning on February 3 or a 
wall-to-wall inventory and the formation of a cross-cutting team to 
take a hard look at the entire cradle-to-grave supply chain manage- 
ment process at the laboratory. 

We need to manage our property acquisition in a more integrated 
fashion. In conclusion, let me say that new processes and tech- 
nology are only part of the solution. The real lesson learned from 
this experience is that people are our most effective internal con- 
trol. 

It is precisely because we do not have a culture of thieves that 
there was not a great exploitation of the flaws in our processes and 
the breakdown of our business practices. The most recent Harvard 
Business Review has an article entitle, “Predictable surprises and 
disasters you should have seen coming.” The article makes the 
point that by actively encouraging people to speak up, executives 
can bring to the surface many problems that might otherwise go 
unmentioned. 

I think Interim Director Nanos recognizes this and has taken ac- 
tions to create an open environment that celebrates the fact that 
people are now bringing issues forward. This is the point that DOE 
Inspector General Greg Freedman made in his testimony about 
changing the culture and acting on employee concern. 

Thank you for the opportunity to present testimony. 

[The prepared statement of Richard A. Marquez follows:] 

Prepared Statement of Richard Marquez, Associate Laboratory Director 
for Administration, Los Alamos National Laboratory 

My name is Richard Marquez, and I am the Associate Laboratory Director for Ad- 
ministration, Los Alamos National Laboratory, a position I have held since February 
of 2002. 



174 


I am joined today by John Hernandez and Stan Hettich of the Laboratory’s Busi- 
ness Operations Division, which reports to me. 

I thank you for the opportunity to provide testimony regarding the procurement 
and property management issues reported in this and other public forums. 

Virtually all of my career has been directly or indirectly related to the nuclear 
weapons complex and to federal resources management. Because of that, I keenly 
appreciate that the road to strong mission and program performance at a national 
laboratory leads through the effective and efficient buying of goods, services, con- 
struction, and equipment. 

Within 90 days of beginning my assignment, I directed the development of a 
three-year strategic plan to address what I considered to be weaknesses surrounding 
the procurement function at the Laboratory. I did this after reviewing the internal 
and external audit reports on file and after considering some key metrics on volume 
of procurement activity versus staffing. 

I was struck by the fact that from 1996 to 2002, the procurement volume had vir- 
tually doubled from $620 million to well over $1 billion. But I was concerned when 
I discovered that staffing over that same period had remained almost static. More- 
over, attrition and leadership changes were continual. When I arrived at the Lab- 
oratory the third procurement director in a three-year time frame had only recently 
taken the helm. 

I also found very critical audit reports that were somewhat dated and that reput- 
edly had been responded to with corrective actions by management. 

Of note, I also found “Outstanding” performance evaluation ratings under the con- 
tract for procurement as well as virtually all business management functions, in- 
cluding property management. 

In spite of what I regarded as somewhat conflicting indicators, it was my view 
then that the Laboratory’s procurement function had not kept pace with the robust 
science and technical side of the house. That view, and my resolve to upgrade the 
procurement function, has only increased since that strategic plan was developed. 
What has changed is the understanding of the depth of the problems and the extent 
of commitment required to fix those problems — the diagnosis was for a tuneup and 
an overhaul is required. 

As Bruce Darling testified to this Subcommittee two weeks ago, the University 
of California has taken a very active and strong role in correcting the deficiencies 
that have been reportedly publicly. I am heartened by the commitment and resolve 
that the University has shown in tackling the many issues we face. Coupled with 
Pete Nanos’s leadership, I believe that we can and will make changes and that we 
can sustain those changes over time. 

I am not surprised by the special inquiry of the DOE Office of Inspector General 
(OIG) in that it found no evidence of coverup regarding the problems at the Labora- 
tory. However, I would like to address reported concerns and allegations that the 
Laboratory “obscured” or even concealed issues regarding property management or 
procurement vulnerabilities. 


PROPERTY MANAGEMENT 

In the January 28, 2003, DOE OIG report on their special inquiry of Los Alamos 
National Laboratory operations, the report concluded that the Laboratory took a 
number of actions that “obscured” serious property management and security prob- 
lems. 

Palmieri Memo Rescinded and Reissued 

One area of OIG concern involved the finding that the Laboratory “issued, then 
immediately rescinded without adequate explanation” a memorandum requiring cor- 
rective actions to address problems regarding the management of Government prop- 
erty. In the opinion of the OIG, this raised doubts about management’s “commit- 
ment to address identified control weaknesses”. The memorandum has also been the 
subject of various news media reports. 

Let me list a quick chronology regarding that memorandum: 

• The memorandum in question was issued by the former Laboratory Chief Finan- 

cial Officer, Thomas Palmieri. Mr. Palmieri’s memorandum was dated April 10, 
2002, but not formally issued until April 18, when it was distributed via e-mail. 

• The memorandum was retracted by Mr. Palmieri on April 19 as a result of direc- 

tion I received from Joe Salgado, former Principal Deputy and Chief Operating 
Officer. He was sensitive to a wide-spread distribution of employees’ names be- 
yond those who had a need to know this information and, because of the impor- 
tance of the subject, Mr. Salgado wanted a more formal “top down” discussion 
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and dissemination of the memorandum from me to each of the other Associate 
Laboratory Directors. 

• With respect to his concern for a more formal distribution, on Sunday, April 28, 

I wrote an e-mail to the Laboratory’s senior executive team in advance of an 
April 29 weekly senior executive meeting conducted by the Laboratory Director 
every Monday morning. The e-mail covered four topics, three of which were re- 
lated to business and financial management, which I intended to discuss as 
agenda items for that meeting. The e-mail also included an advance copy of a 
memorandum that I formally distributed April 29. 

• On April 29, I did, in fact, re-issue the memorandum to the Laboratory’s senior 

executive team. 

It is significant to note that, on the morning of April 29, prior to the senior execu- 
tive team meeting, I forwarded my April 28 e-mail to Mr. Palmieri, his deputy Den- 
nis Roybal, his chief of staff, and the Laboratory’s two principal property managers, 
Allen Wallace and John Tapia. It should also be noted that the formal distribution 
of the April 29 memorandum also included those same individuals as well as the 
60 Laboratory property administrators and the 120 Laboratory business team lead- 
ers deployed across the Laboratory. 

OIG Interview of Mr. Palmieri 

I mention this because Mr. Palmieri, when interviewed on December 18, appar- 
ently forgot that the memorandum had been re-issued and advised the OIG other- 
wise. I do not agree with the DOE OIG’s conclusion that we “obscured” serious prop- 
erty management problems but it would appear that we did obscure the very serious 
manner in which we followed up on property management issues. 

The April 29 Memorandum 

My April 29 memorandum was virtually the same as the Palmieri memorandum 
except that each Laboratory Associate Director was given the relevant unlocated, 
lost, and stolen property lists for each Division that reported to him. It included the 
guidance that all reasonable efforts be made to locate such property and provided 
that, after review of the circumstances for the loss, managers “may deem that indi- 
viduals should be held accountable or otherwise disciplined”. 

Attached to the memorandum were the same four reporting mechanisms intended 
by the Palmieri memorandum: 

• missed assignment of property to accountability statements within 60 days as re- 

quired by Laboratory policy; 

• lost and stolen property per Division; 

• inventory exceptions, by which we intended to report discrepancies between as- 

signment of property and exceptions taken by the assigned custodian; and, 

• trend reports. 

Of these four reports, the Property Management Group did issue the 60-day as- 
signment report and the inventory exceptions report was produced in accordance 
with Appendix F requirements of the prime contract. The property group produced 
trend reports on request of management. The lost and stolen report was sent with 
my April 29 memorandum. Also, I received two corrective actions plans, one for a 
Division with unusually high levels of property unaccounted for and one for an Asso- 
ciate Director covering all of the Divisions reporting to him. 

The Year-End Results 

I think any fair assessment of the results of the re-issued memorandum and the 
Property Management Group’s follow up actions would conclude that the memo- 
randum was highly effective in raising the management level of attention to prop- 
erty management. 

At the time the memorandum was distributed, the cost of “unlocated” property in 
the inventory was $735 thousand and by September 30, 2002, that number was 
down to $484 thousand. With respect to lost or stolen property, we dropped from 
$533 thousand at the time of the memorandum to $206 thousand by September 30, 
2002. 

Clarification of Reporting Lost and Stolen Property 
The DOE OIG special inquiry found a substantial degree of “dysfunction” with re- 
spect to roles and responsibilities regarding lost and stolen property. As indicated 
by Mr. Darling in his February 26 testimony, the Laboratory has clarified that lost 
and stolen property is to be reported to the Office of Audits and Assessments, which 
now directly reports to the University of California Office of the President. 
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THE MESA CONTRACT 

The next issue I would like to address is the Mesa Contract and the involvement 
by people in the Business Operations Division. That involvement was two fold. One, 
Business Operations Division administered the contract. And, two, personnel in 
Business Operations Division supported Security Division and the Federal Bureau 
of Investigation in the criminal investigation of property purchased under that con- 
tract for personal use. 

Some time in mid-to-late July, 2002, Joe Salgado, then Principal Deputy and 
Chief Operating Officer of the Los Alamos National Laboratory, advised me that the 
Federal Bureau of Investigation (FBI) had begun an investigation regarding alleged 
criminal improprieties in connection with purchases made under the Mesa Contract. 
Mr. Salgado did not share with me many details but advised me that my “need to 
know” was in order to make sure the FBI and our security organization had appro- 
priate support from the Business Operations Division in terms of getting access to 
contractual records. 

Security Division and FBI investigation 

Shortly after this meeting, Stan Busboom, then Security Division Director for the 
Laboratory, called me and requested support from John Tapia, Deputy Group Lead- 
er for Property Management. Mr. Busboom advised me that John’s expertise in 
property management would be useful to Glen Walp and Busboom as they worked 
with the FBI on the TA33 case. I agreed to that support and notified John Tapia 
that he was to provide any support required from the Security Division. 

To my knowledge, Mr. Tapia provided excellent support to Mr. Walp, Mr. Doran, 
Mr. Sprouse, Mr. Tucker, and even the FBI agent in charge. According to Mr. Tapia, 
his support included a description of the buying and property functions, copies of 
the Mesa Contract, credit card transactions, and Local Vendor Agreement records. 

Because Mr. Tapia required information from the procurement organization as 
well as his own property management group, Mr. Tapia would call me and ask me 
to advise procurement officials that he was authorized to request business records. 
I did that and, so far as was ever reported to me, the security investigation on the 
TA33 case was fully supported by the Business Operations Division and the staff 
in my directorate. 

Procurement Background 

I would like to make some observations about how the Mesa Equipment & Supply 
contract got to where it was and where the contract stands now. 

Before it had its own contract with the Laboratory, Mesa was a supplier to the 
Laboratory as a sub-tier contractor to a Just in Time vendor known as Frank’s Sup- 
ply. Their volume of sales under the Just in Time arrangement was reportedly on 
the average of $400 thousand per year. 

The Mesa Contract was awarded by the Laboratory as a small business contract 
on November 1, 2000, with a not-to-exceed ceiling of $100 thousand. On March 6, 
2001, the contract was modified to increase the ceiling to $500 thousand. On Janu- 
ary 23, 2002, the fourth and final change to the dollar ceiling increased the ceiling 
to $2.7 million. In sixteen months, the contract had grown from $100 thousand to 
$2.7 million. 

The contractual arrangement is referred to as a Blanket Order Agreement which, 
in simple terms, means that employees with purchase authorization across the Lab- 
oratory can make purchases under the contract. 

As I have indicated to the staff of this Subcommittee in their field investigations, 
I cannot defend the manner in which this contract was administered. I know that 
our procurement personnel questioned some individual purchases with at least one 
of the individuals who was terminated and is under FBI investigation. But we could 
have, and should have, done more. 

I was advised by Laboratory Counsel to leave the contract open pending the FBI 
field investigation. The contract term expired October 31, 2002. The FBI executed 
search warrants in this case on October 31, 2002. 

Follow up Actions 

What have we done since the FBI action? 

• As the purchase card events unfolded and after my own review of the Mesa con- 
tract file, I directed the Business Operations Division to create a separate pro- 
curement review organization that would serve as a quality assurance office for 
Laboratory procurements. I wanted this office to serve as the agent of standard- 
ized policies, consistent terms and conditions, training requirements for staff, 
and, perhaps most importantly, institution of periodic desk-top audits of con- 
tract administration files and management of trend data. My experience as well 
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as management literature tells me that just the fact that management is re- 
viewing files and transactions eliminates a substantial percentage of internal 
control vulnerabilities. 

• The University of California and the Laboratory are reviewing what can be done 

relative to eligibility of Mesa Supply & Equipment to do business at the Labora- 
tory, including an evaluation of breach of contract and what debarment policies 
apply. Preliminary evaluation indicates that our policy is to utilize federal gov- 
ernment debarment actions as the operative determinant for precluding contrac- 
tors from doing business with the Laboratory. Given that, I will engage in fur- 
ther discussions with DOE and NNSA procurement officials on this matter. 

• We have reassigned the Team Leader who had direct oversight of the adminis- 

trator of that contract. John Hernandez was that Team Leader and he is here 
with me today. Similar to the Team Leader who had oversight of our purchase 
card program, Mr. Hernandez wrote a letter to his management acknowledging 
his accountability. By his own admission, Mr. Hernandez’ skills are more suited 
to major procurement staff work than to supervision and management and his 
long career at the Laboratory reflects this. 

• I plan to determine the amount that represents fraudulent transactions and, to 

the extent they are not within the scope of the Mesa contract, I plan to present 
a claim to that firm in that amount. For those items for which I cannot substan- 
tiate that they are out of scope, then we will go through a process of finding 
items of use by our facilities support contractor or by the Laboratory. After that, 
we would consider those items unallowable costs and so advise the NNSA Con- 
tracting Officer. 

• Finally, as reported by Mr. Darling, the University of California has engaged the 

Layton/Price Waterhouse Coopers team to do an extended review of the entire 
procurement function, to include two years of data mining in connection with 
the various procurement mechanisms utilized by the Laboratory. Those include 
Blanket Purchase Orders, Just in Time contracting, and Local Vendor Agree- 
ments. The University of California and the Laboratory are committed to acting 
on any findings and recommendations resulting from that review, similar to the 
review of the purchase cards. 

THE MUSTANG CASE, G&G TOOLS, AND CASINO ADVANCES 

Now I will turn my attention to the various purchase card transactions that have 
come to the attention of this Subcommittee. 

The Ford Mustang case 

With regard to the attempt to purchase a Ford Mustang using a Laboratory pur- 
chase card, I was advised of that case on July 25, 2002, by Stan Hettich, Procure- 
ment Group Leader, and Dennis Roybal, Deputy Division Leader for the Business 
Operations Division. They informed me that the Purchase Card Administrator, Ms. 
Arleen Roybal, had received a call from Bank of America on July 18 that informed 
her of the attempted Mustang purchase as well as vehicle accessories. The at- 
tempted purchases occurred during a period from May 3 through May 23, 2002, 
using the Laboratory purchase card issued in the name of a Laboratory purchasing 
official. 

I was also told that the cardholder disputed the charges with Bank of America 
when the May purchase card statements were issued by the bank. 

G&G Tools 

At the same June 25 meeting, Mr. Hettich advised me of other purchases made 
by the same cardholder over a two-year time frame. These included over $1 million 
in tools for our Engineering, Sciences and Application Division. I was not particu- 
larly surprised by the volume of tool purchases given the scope of engineering effort 
by this Division. I was taken aback by the fact that tools were purchased under our 
purchase card program instead of our Just in Time Program, which is the appro- 
priate mechanism for tool purchases. 

The Just in Time Program requires dye-marking of tools by vendors. The pur- 
chases were made under a limited exception granted by the procurement organiza- 
tion but the terms of the exception were not met. Moreover, I was surprised to find 
out that the cardholder had virtually unlimited purchasing authority levels. This 
particular cardholder had a single transaction limit of $50 thousand and her month- 
ly limit was $900 thousand. 

I directed Mr. Hettich to notify both Audits and Assessments and Security Divi- 
sion. I followed up a few days later with Mr. Hettich and he advised me that he 
had, in fact, notified Mr. Walp and Gil Griego of the Audits and Assessments office. 
Also on July 25, 2002, I notified Mr. Salgado and advised him that I had directed 
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Mr. Hettich to notify Audits and Assessments and Security Division. Mr. Salgado 
pointed out to me that the Department of Defense was undergoing critical reviews 
of their purchase card programs and he asked me for a briefing on the purchase 
card process and procedures. Mr. Vern Brown, Mr. Hettich and I briefed Mr. 
Salgado on July 29. 

The Casino Advances 

On or about August 9, Dennis Roybal, Deputy Division Director of the Business 
Operations Division, advised me of casino advances made under a Laboratory Pur- 
chase Card issued to Ms. Mary Frances Wood. Apparently this surfaced as a result 
of a desktop audit done by the Purchase Card Office on past transactions. Eleven 
cash withdrawals at three New Mexico casinos were made in the amount of $1,400 
between March 19 and April 26, 2002. I was told that the purchase card office had 
directly notified Mr. Doran but, similar to the Mustang case, I asked Mr. Roybal 
to notify Audits and Assessment and Security Division and I notified Mr. Salgado. 
Ms. Wood was placed on administrative leave on August 19 and subsequently termi- 
nated. 

What particularly troubled me about this notification was that Ms. Wood was a 
contractor employee assigned to the Procurement Group Leader’s Office. I was even 
more concerned that Mr. Stan Hettich, Procurement Group Leader, was listed as 
the approving official for Ms. Wood’s purchases. I later discovered that Ms. Wood, 
as well as other personnel in the procurement organization, could “self approve” 
their purchases. 

Some time between the date (July 25, 2002) I was informed of the Mustang case, 
and August 26, 2002, I took two actions that are relevant to your inquiry here. 

• One, I assigned John Tapia as the single point of contact for purposes of informa- 

tion flow to Security Division regarding property management, purchase cards, 
as well as the Mesa contract. Frankly, I was concerned about a possible conflict 
of interest in the procurement group given the fact Stan Hettich was shown as 
an approving official for Ms. Wood. I did not want to compromise any ongoing 
law enforcement investigations. I personally called the Purchase Card Adminis- 
trator, Arleen Roybal, and advised her that she was to give full cooperation to 
Mr. Tapia and the Security Division. 

• Two, I advised Mr. Salgado on the details I had regarding the Mesa Contract and 

the purchase card incidents. It was difficult at that time to know whether any 
of these were related incidents or how rampant the problem was. Mr. Salgado 
was equally concerned and he and I agreed to a two-fold strategy, which in- 
volved an immediate fix to the purchase card policies and procedures and an 
in-depth review of purchase card transactions to see how widespread the pur- 
chase card abuse problem was. 

Purchase Card Policies & Procedures 

First, we agreed to appoint an internal committee to take a critical look at our 
current purchase card procedures and recommend immediate changes that ad- 
dressed problems such as the purchase card authorities and limits, lack of approv- 
ing officials, and receipt of property ordered. That committee consisted of John 
Tapia, Laboratory Counsel Frank Dickson, and the former Contracts and Procure- 
ment Director of the NNSA’s Albuquerque Operations Office, Mr. William Meyers, 
who serves as a consultant to me on special assignments. I chartered that com- 
mittee and directed them to thoroughly study the most current Department of De- 
fense OIG reviews and the recommendations from those studies. Based on those rec- 
ommendations, and after feedback from Laboratory Division Directors, I issued re- 
vised Purchase Card Procedures on August 26, 2002. 

The Layton Committee 

Second, it was agreed that Joe Salgado would have a conversation with John 
McTague, the former University of California Vice President for Laboratory Man- 
agement about the establishment of an external review committee to do a thorough 
review of the Laboratory’s purchase card program. After Mr. Salgado and Mr. 
McTague discussed the idea, it was decided that McTague would direct the Labora- 
tory to form such a team and direction was given accordingly. A team was put in 
place by the Laboratory which was led by former DOE Inspector General John 
Layton and supported by the University of California’s audit firm of Price 
Waterhouse Coopers to do a thorough review of purchase card purchases over the 
past few years. 

On August 26, 2002, Mr. Salgado chartered that committee and the committee 
began its methodical review of some 170 thousand transactions and $120 million 
dollars worth of purchase card activity covering the period from October 1, 1998, 
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through June 30, 2002, a forty-five month period. The Layton Committee issued a 
formal report of its findings on December 12, 2002, and, in addition to several find- 
ings and recommendations, referred $4.9 million in transactions to the Laboratory 
for further disposition, including several which they suggested for referral to the Of- 
fice of Inspector General. 

The Laboratory’s Management Response to the Layton Committee Report 

By memorandum dated December 9, former Laboratory Director John Browne for- 
mally tasked me to respond to the Layton Committee report. The memorandum was 
premised upon a November 20 draft report issued by the Layton Committee to Joe 
Salgado. My assignment was to reconcile all purchase card accounts that had not 
been reconciled, resolve all questionable purchase card transactions, and otherwise 
address the Layton report findings and recommendations. Shortly after that time, 
Joe Salgado requested that the University of California independently audit the 
Laboratory’s management response to the Layton Committee report. 

In anticipation of that requirement, on December 4, I issued a Laboratory-wide 
data call for documentation required to validate purchases called into question. On 
December 6, I formed a Project Team, led by Jay Johnson, Acting Controller in 
Business Operations Division, to methodically address each and every questioned 
transaction and account. On December 13, I again made a Laboratory-wide request 
for documentation based on preliminary conversations with Patrick Reed as to the 
extent of documentation he required to satisfy his audit methodology. He wanted 
convincing documentation relative to software licensing purchases and items that 
the Layton Committee considered questionable. The Laboratory cooperation was 
overwhelmingly positive, the project team worked incredibly long hours under ardu- 
ous conditions, and we concluded our project on January 31, 2003. 

Mr. Reed issued an interim audit report on February 10, 2003. His report con- 
cluded that we had provided adequate documentation or justification to support all 
but around $200 thousand in purchase card purchases. As reported by Mr. Darling, 
the University of California plans to reimburse the NNSA for those costs. 

Laboratory Purchase Card Program Corrective Actions 

Now that we have both the Layton report and the Reed report, we are developing 
an action plan that integrates the recommendations and implements corrective ac- 
tions. In addition to the changes articulated in my August 26 announcement of pur- 
chase card changes, we have implemented many fixes already but I know we still 
have a ways to go before we have a program that is sustainable. 

• We have made current all of our reconciliations, eliminating a significant backlog 

of reconciliations. 

• We have re-formed the Purchase Card Program office, providing new interim lead- 

ership and staff to work off the corrective actions and develop robust adminis- 
trative tools including monthly and quarterly audits. 

• We have completed purchase card refresher training for all Laboratory card hold- 

ers and approving officials. We have suspended cards for failure to meet the 
training requirements. 

• We have dropped the number of purchase card holders from over a thousand to 

around 585. 

• We have begun to design automated systems changes that will eliminate the need 

for manual reconciliation and to enhance internal controls features. 

• We have collaborated with Livermore National Laboratory and Lawrence Berke- 

ley Laboratory to establish standardized University of California purchase card 
policies. 

In addition, I have shared with NNSA Headquarters and the Los Alamos Site Of- 
fice some Lessons Learned which might be of use to the rest of the Nuclear Weapons 
Complex M&O contractor sites. 


CORRECTIVE ACTIONS 


Wall-to-Wall Inventory 

When John Browne tasked me to respond to the Layton Committee report on De- 
cember 9, he also assigned me several actions related to property management. The 
key assignment required revised Laboratory procedures for: 

• ensuring that controlled property is entered into the inventory at the time of re- 

ceipt, regardless of how purchased; 

• periodic reconciliation of property records with procurement records; 

• ensuring that the Security Division, line managers, and property custodians take 

prompt action to find unlocated property; 

• ensuring that spot and random property audits are completed; and 
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• addressing any other property management issues that I found warranted action. 

My evaluation of the property management issues surrounding this assignment 
made me realize that, as an institution, we were not prepared to implement “fixes” 
without a thorough understanding of the problem. In my opinion, it was a matter 
of “first things, first”, and I thought it would be wise to scope the magnitude of the 
problem through a wall-to-wall inventory. I was not comfortable with the current 
use of accountability statements given the lack of public credibility in our property 
management controls. 

After a follow up meeting in December with John Browne and Joe Salgado, we 
concluded that the appropriate course of action was a wall-to-wall property inven- 
tory. I directed the Property Management Group to develop a wall-to-wall inventory 
project plan, which I subsequently approved, and on February 3, that wall-to-wall 
inventory was initiated. The methodology and the results will be validated by Price 
Waterhouse Coopers and the NNSA. 

As of today’s date, we have inventoried over 70% of the 84,000 controlled property 
items in our inventory. We have accounted for over 70% of the cost of our controlled 
inventory, which is approximately $940 million. 

Cradle-to-Gra ve Supply Chain Integration Team 

We are also finding items in our Laboratory sweep that were not originally bar- 
coded. This underscores the importance of reviewing the cradle-to-grave process of 
supply chain management at the Laboratory. We need to formalize and integrate 
the steps that lead from ordering, to purchase, to receipt, to accounting, to entry 
into the inventory, to reporting as lost or stolen, and, where necessary, the need to 
institute individual accountability. 

In January, I chartered a team of Laboratory personnel to re-engineer the entire 
supply chain so that it is integrated and visible to the entire Laboratory. That team 
is led by Carol Smith, our very capable Warehouse Manager, and her team is ex- 
pected to provide a report within the next few weeks. 

Drop Point Survey 

In my opinion, the single largest vulnerability of the Laboratory’s property man- 
agement system is the fact that, at our 43-square-mile Laboratory, it is not feasible 
to have a single warehouse as the sole location for delivery of property. 

As a part of the business and financial improvements that Bruce Darling dis- 
cussed at the February 26 Subcommittee hearing, the Laboratory has also per- 
formed a survey of its 580 property delivery points which are referred to as “drop 
points”. The Business Operations Division surveyed each of those points to assess 
the security, the volume, and the safety and housekeeping issues. I expect a report 
soon with their recommendations for improvement and tighter control but in the in- 
terim the number of drop points have been reduced to 440 and we have re-instituted 
clear accountability of control of these points by building and facility managers. 

Clarification of Reporting Lost and Stolen Property 

The DOE OIG special inquiry found a substantial degree of “dysfunction” with re- 
spect to roles and responsibilities regarding lost and stolen property. As indicated 
by Mr. Darling in his February 26 testimony, the Laboratory has clarified that lost 
and stolen property is to be reported to the Office of Audits and Assessments, which 
now directly reports to the University of California Office of the President. 

Management of Data 

The two external review teams that are reviewing property and procurement data 
have expressed concern regarding the Laboratory’s ability to produce consistent and 
reliable data without significant manual manipulation of data. In essence, this was 
the root cause of the primary finding of the recent OIG review of our firearms inven- 
tory — we were unable to document the inventory of a dozen Glock handguns that 
were stuck in a property accounting backlog. In too many instances we have Labora- 
tory business and financial personnel trying to “muscle” inadequate data systems 
on old information platforms. The Laboratory is embarked on an Enterprise Re- 
source Project that will modernize our management of business and financial data. 
This will help us document the right kinds of data and provide managers timely ac- 
cess to quality data they need to make resource management decisions and better 
control assets and accountability for those assets. 

Sanctions and Accountability 

There have been legitimate concerns raised by this Subcommittee and others re- 
garding individual accountability for Government property and the sanctions in 
place for violation of Laboratory procedures. I believe that our current disciplinary 
policies provide for such accountability but our practice in consistently enforcing 
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sanctions needs improvement. Interim Director Nanos has a Laboratory-wide initia- 
tive in place to study all of our policies and he has indicated clear support for en- 
forcing accountability in connection with our Federal stewardship responsibilities. 

CONCLUSION 

Let me close by assuring you that the Laboratory is committed to correcting the 
many vulnerabilities in our business operations. I am highly encouraged by the re- 
solve and commitment the University of California has shown in vigorously sup- 
porting positive change. I am proud of my association with the many thousands of 
honest and dedicated employees who have been working long hours, day after day, 
to regain the credibility of our neighbors, our customers, and the American tax- 
payers. 

We can fix processes and we can apply technology to the problem of internal con- 
trols, but we would fail again as a Laboratory if we don’t heed the real lesson 
learned from this experience. People are our most effective internal control. It is pre- 
cisely because we do not have a “culture of thieves” that there was not a greater 
exploitation of the flaws in our processes and the breakdown of our business prac- 
tices. 

The most recent Harvard Business Review has an article entitled, Predictable Sur- 
prises: The Disasters You Should Have Seen Coming. It makes the point that organi- 
zational vulnerabilities are often the toughest to overcome but that, by actively en- 
couraging people to speak up, executives can bring to the surface many problems 
that might otherwise go unmentioned. I think Interim Director Nanos recognizes 
this as a value and has taken actions that acknowledge this by creating an open 
environment that celebrates the fact that people are now bringing issues forward. 
This is the point that DOE Inspector General Greg Friedman made in his testimony 
about changing the culture and acting on employee concerns. 

Thank you for the opportunity to present testimony. 

Mr. Greenwood. Thank you, sir. 

Dr. Browne. 


TESTIMONY OF JOHN C. BROWNE 

Mr. Browne. Thank you, Mr. Chairman and members of the 
committee for this opportunity to make this statement. I, too, 
would like to submit my written statement for the record. 

I will try to be brief. You have covered a lot of the points already 
in earlier panels. Let me start by saying that there are no excuses 
for theft, waste, fraud, or abuse by anybody. That is a strong per- 
sonal belief that I hold. 

I would like to put a few things in context if I may, Mr. Chair- 
man. Los Alamos is a very large complex operation. We have on 
any given day 12,000 to 14,000 people on our site. Our site covers 
43 square miles. That is about the size of the District of Columbia. 
We have a lot of buildings, over 2,000 buildings, hundreds of miles 
of road. That is not to make an excuse but it is to put in context 
the complexity of the large scale of operating this facility. 

We have a very important national security mission which I 
know you are aware of. I spent a lot of my time focused on this 
mission. I had the responsibility as Laboratory Director to annually 
certify the five weapons out of the seven types that are in the U.S. 
nuclear stockpile in a letter that I am required to send to the Sec- 
retary of Defense and the Secretary of Energy. That is a very im- 
portant responsibility and one that takes a lot of time throughout 
the year to address. 

The second part of our mission is to reduce the threat of weapons 
of mass destruction. Since September 11 we spend a lot of time 
dealing with threats of nuclear, biological, and chemical weapons 
including the DNA analysis that occurred on the anthrax attacks 
that occurred here in Washington, New York, and Florida. 
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However, having said that, even though I did focus on our mis- 
sion, I felt that I was fully accountable for everything that hap- 
pened at our laboratory. I don’t want to make any excuses that be- 
cause I depended on other people to look at operations because of 
the scope of things that somehow I am less accountable. I felt that 
I was fully accountable for all the actions of all the people on our 
site all the time. 

Let me just cover a few issues and then see if I can sum up. In 
terms of the TA-33 theft, I know Mr. McDonald testified a couple 
of weeks ago. When this was first brought to my attention that he 
approached the FBI, which was in late June of last year, and Mr. 
Salgado told me about this, I remember the discussion Mr. Salgado 
had and Mr. Salgado said to me, “Mr. McDonald is a really stand- 
up guy. He was willing to come forward and really take a risk in 
a sense by saying that there were things going on at our Labora- 
tory which were improper.” I just wanted to make it clear that is 
the discussion we had at that time. 

Then in mid-July when I heard about the Mustang case from Mr. 
Marquez and Mr. Salgado, the question came up earlier this morn- 
ing, “Weren’t you outraged?" I was very outraged. I won’t use the 
words that, in fact, I conveyed at the time to some of my managers. 
I was incredulous that anybody would even attempt to use a pro- 
curement card for this. 

The only good thing I would say is that the control system, in 
a sense, in this one case actually worked because the charges were 
blocked by the system. However, to me it pointed out we had other 
serious problems. As Mr. Marquez has just said, we immediately 
said, “Let us go look and see if we have other problems.” We had 
seen what had happened in the Department of Defense. We read 
the GAO reports and the first thing we said was, “Let us take a 
quick look at what else is happening at Los Alamos.” When we 
looked we didn’t like what we saw. We immediately said, “Let us 
go get this external team together that the former IG John Layton 
chaired.” That is the situation that I saw. 

Let me just conclude since my time is up by saying that I don’t 
believe I allowed any type of coverup to occur at our Laboratory. 
I certainly had no intention of ever preventing any information 
from getting out of our Laboratory to any investigatory body, the 
Department of Energy, the University of California, or certainly 
this committee. The DOE IG report did not find any evidence of 
any coverup by management. 

I wish that these events had not occurred at Los Alamos but they 
did. People who committed illegal acts or inappropriate acts should 
be held accountable for their actions. But I do not believe that Los 
Alamos is a culture of theft. I don’t believe the facts support that. 
Instead, I would say that Los Alamos really is a culture of public 
service. That is, at least, the Los Alamos that I have been familiar 
with for the last 24 years. 

In my opinion, what we all need to do now, and Bruce Darling 
brought this up, is I think we need to make these corrections that 
the University of California and the Laboratory are putting in 
place. But we need to learn from these mistakes. What were the 
root causes of the mistakes, learn from them, make the changes, 
and move on. 
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The reason I say that is I believe our mission is very, very crit- 
ical to our country at this time. Maybe as important as it has ever 
been in our history. Thank you, Mr. Chairman. 

[The prepared statement of John C. Browne follows:] 

Prepared Statement of John C. Browne, Former Laboratory Director, Los 
Alamos National Laboratory 

Mr. Chairman and distinguished members of the Subcommittee. Thank you for 
the opportunity to present this statement regarding the procurement and property 
issues at Los Alamos National Laboratory. 

There are no excuses for theft, waste, fraud or abuse of government property, 
whatever the amount and whether by University of California or subcontractor em- 
ployees. In many talks and written statements to the Laboratory over my 5 years 
as Director I have stated that integrity must be a key value of our institution. We 
must be good stewards of the taxpayers’ money. 

LANL is a large, complex operation with a very important national security mis- 
sion. On any given day there are 12-14,000 people on site. Our site covers 43 square 
miles — mesas, canyons connected by hundreds of miles of roads. There are over 2000 
buildings, some of which require high physical and cyber security. To carry our pro- 
grams we perform many hazardous operations — nuclear, high explosives, chemicals, 
X-ray machines, etc. Our FY03 budget is close to $2 billion — roughly one-half of 
which is spent on purchases. 

We have a critical national security mission. Our core mission is to ensure the 
safety and reliability of U.S. nuclear weapons. LANL has responsibility for certi- 
fying 5 of the 7 different nuclear weapon types in the U.S. stockpile. We take this 
responsibility very seriously and it received my highest attention during the past 
five years. Our other major mission area is to reduce threat of weapons of mass de- 
struction to our homeland, our troops, and our allies. Since Sept. 11, 2001, we great- 
ly increased our work on counter-terrorism — especially against weapons of mass de- 
struction. For example, we designed and built nuclear detectors that have been de- 
ployed in Russian borders and ports; we assisted in the DNA analysis of the anthrax 
attacks in Washington, New York, and Florida and fielded biological detectors 
around the country, including at the Salt Lake City Olympics. 

As Lab Director I was accountable for all the activities of the laboratory and the 
actions of all the people on our site — good and bad — whether technical, administra- 
tive work or operations — a challenging job, but a rewarding job. 

procurement issues 

The possibility of theft at our TA33 site was raised by a contractor employee, Mr. 
McDonald, who testified here a few weeks ago. Mr. McDonald did the right thing 
by being persistent when his earlier attempts to report this illegal activity did not 
result in action. When I found out about the TA33 theft allegations in late June 
2002, I asked Mr. Salgado, my principal deputy, to stay on top of this issue and 
keep DOE, UC, and me informed on a regular basis. We both felt that Mr. McDon- 
ald’s actions were exemplary. 

A few weeks later, Mr. Salgado reported that an attempt to purchase a Mustang 
with a procurement card had been uncovered by our Business Services Division and 
by our bankcard service provider. This seemed incredulous to me, but in light of the 
recently reported procurement card abuses in the Department of Defense, we asked 
Mr. Marquez, my Associate Director for Administration, to conduct a quick scan of 
other LANL procurement card activities. This quick review turned up several appar- 
ent abuses. Based on this information, and after consulting with Dr. John McTague, 
UC Vice President for Laboratory Management, we decided to conduct an external 
review that was set up in August under the leadership of two former Inspectors 
General, John Layton and Charles Masten, and auditors from Pricewater- 
houseCoopers. 

The external review found that, while policies and procedures were in place at 
LANL, internal controls and oversight needed strengthening. We made significant 
changes in our procurement card practices in August 2002; more changes have been 
made recently. 


property inventory issues 

While LANL has received outstanding grades for its property inventory results 
since 1999, questions were raised in the press about missing equipment being an 
indicator of widespread theft at the Laboratory. There are over 70,000 property 
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items at LANL, whose original value is about $1 billion. Our inventory system ac- 
counted for over 99.7% of these items in each of the last four years. Many items 
reported in the press, such as large magnets and specialized electronic equipment, 
were located at the Lab after searches were conducted. These items had been moved 
from their original site for new uses and the inventory system had not been cor- 
rected. There were over 400 computers reported missing in the last four years. We 
have over 33,000 computers at LANL used for R&D, as well as administrative mat- 
ters. I agree with our critics that this scale of unaccounted computers is too high 
and steps have been taken to reduce the chances for theft of such computers. None 
of the 400 computers was used for classified information. 

There presently is a 100% wall-to-wall inventory being conducted at LANL. This 
should help resolve discrepancies and increase confidence in our inventory method- 
ology which follows best industrial and government practice. 

OTHER MANAGEMENT CHANGES 

LANL has been an organization in transition since the end of the Cold War. In 
response to changing requirements, improvements in safety and security were made 
in the mid- to late-1990s, including major changes following the hard drive incident 
that this committee investigated in 2000. All 61,000 classified removable electronic 
media were bar-coded two years ago and I directed several audits since that time. 
Our Nuclear Emergency team was re-organized, under new leadership and with im- 
proved procedures. Overall, reports by the DOE Office of Independent Assessments 
show a positive trend of improvements in safety and security over the past 5 years 
at LANL. 

To make further improvements in operations, UC and LANL brought in external 
companies two years ago to review our safety and security operations, project man- 
agement, planning and budgeting systems, and nuclear operations. We began to im- 
plement the recommendations of these reviews last year. 

Based on my previous experience in information systems, I also brought in an In- 
formation Technology (IT) consulting company, Gartner Group, two years ago to rec- 
ommend changes in our IT systems, which I believed to be insufficient to carry out 
our responsibilities. We began to implement IT system changes based on their rec- 
ommendations last year; the IT system was contracted to IBM/Oracle for develop- 
ment. It is designed to provide managers administrative and operational informa- 
tion in a timely manner. My regret is that all the changes did not come fast enough 
to prevent these present problems. 

CONCLUDING REMARKS 

LANL does not have a culture of theft. I do not think that the facts and data sup- 
port such a characterization. Yes, we have some people who committed some illegal 
acts. We have fired some employees, some are under administrative review by 
LANL, and some are still under FBI investigation. The vast majority of LANL peo- 
ple are dedicated to the service of this nation. 

I did not allow or support any cover-up. The DOE IG report did not find evidence 
of any cover-up by management. I believe that I kept the DOE and the UC informed 
of the information on these events as it became available to me. I formed internal 
and external reviews of the situation. I approved changes to LANL controls on pro- 
curement cards in August. When anonymous allegations of cover-up appeared in the 
press in November, I immediately asked Undersecretary Brooks to have the DOE 
IG investigate. 

I wish that these events had not occurred at Los Alamos — but they did. Our em- 
ployees are human and humans make mistakes, and they should be held account- 
able for their actions. But I do not believe Los Alamos has a culture of theft — it is 
a culture of public service. 

The University of California has responded aggressively and is making the needed 
changes. In my opinion, we should learn from these mistakes and move on. LANL’s 
mission has never been more important to our nation. 

Thank you for the opportunity to make these remarks. 

Mr. Greenwood. Thank you. 

Mr. McTague. 

TESTIMONY OF JOHN P. McTAGUE 

Mr. McTague. Mr. Chairman, members of the committee, at the 
outset I want to say that I regret what transpired at Los Alamos. 
As the University of California Vice President for Laboratory Man- 
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agement when many of the events that are being investigated oc- 
curred, I am ultimately responsible for the mistakes and mis- 
management by the Laboratory. 

In my written testimony I explain my involvement with the 
science policy and our national labs over the course of my varied 
career and my long-standing belief that the labs must be run in a 
manner that promotes and ensures excellence both from a scientific 
and a business perspective. 

When President Richard Atkinson appointed me Vice President 
for Laboratory Management, I assumed the post with this in mind. 
I took up my duties, determined to see the Laboratory implement 
Appendix 0 of the contract between the University and the Depart- 
ment of Energy, improve their cooperation and coordination with 
the Department, and prioritize proper project management and 
best business practices. 

In many ways I believe that the University and the Laboratory 
made progress toward achieving these goals during my time as vice 
president. When I stepped down from the position, for instance, the 
Laboratory’s construction projects were on time and either at or 
below budget. Problems, however, clearly exist at Los Alamos. 

I first heard of the weaknesses being explored by this committee 
in August 2002 when Joe Salgado informed me that one Laboratory 
employee had attempted to purchase a Ford Mustang using her lab 
issued purchase card and that another employee had received cash 
advances at a local casino using her card. 

In that same call I was told that some Laboratory employees 
working in a high sensitive area were being investigated by the 
FBI for purchasing goods for their personal use through a Labora- 
tory contract. As with Dr. Browne, I found these incidents out- 
rageous. Among other actions, I immediately called for the creation 
of an outside review team to evaluate and critique the Laboratory’s 
purchase card system. That is what became the Layton Committee 
which I directed the Laboratory to do in a letter of August 16. 

I also directed that the other University-managed labs, namely 
Livermore and Berkeley, review their purchase card systems for 
potential abuse. Similarly, the day I first learned of allegations 
that managers at Los Alamos might be conspiring to conceal prop- 
erty mismanagement and to stifle ongoing investigations, I drove 
to the Lab — I happened to be in Santa Fe that day — to look into 
the accusations first hand. 

These subsequent steps, however, cannot excuse what occurred 
already at Los Alamos. I regret that I did not detect these problems 
earlier. I spent much of my time as Vice President for Laboratory 
Management addressing what I knew were actual or potential 
weaknesses within the structure of the three laboratories. Regret- 
tably, I missed some areas. 

I also want to touch briefly on what I know about the termi- 
nations of Glenn Walp and Steven Doran. Mr. Salgado told me in 
advance that he intended to recommend to Director Browne that 
Los Alamos terminate Mr. Walp and Mr. Doran. That was in the 
week prior to the actual dismissal. 

Based on what I knew from Laboratory officials at the time, I 
thought that the lab had valid grounds for firing both men and told 
Mr. Salgado to do what he felt was right. However, in light of what 
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I subsequently learned from this committee, from Secretary Abra- 
ham, and others, I now have serious reservations about the termi- 
nation decision. 

In conclusion, I find the conduct at Los Alamos inexcusable and 
I am sorry that these events were not identified and corrected ear- 
lier in my tenure. Our national labs are extraordinary facilities and 
they must be managed with the utmost care and diligence. 

I do believe that the investigations by this committee, the De- 
partment of Energy, the University and others, will make Los Ala- 
mos and the University stronger improved institutions. Thank you. 
[The prepared statement of John P. McTague follows:] 

Prepared Statement of John P. McTague, Former Vice President for 
Laboratory Management, University of California 

Mr. Chairman, Mr. Deutsch, and members of the Committee: My name is John 
McTague, and from June 1, 2001, through January 6, 2003, I served as the Vice 
President for Laboratory Management for the University of California. 

I am grateful for the opportunity to appear today and address your concerns about 
the property procurement and management systems at Los Alamos National Lab- 
oratory. I greatly appreciate the diligence and dedication this Committee has shown 
in exposing problems at the Laboratory. Let me be clear: I was the University offi- 
cial directly responsible for overseeing Los Alamos National Laboratory when the 
events you are investigating occurred; they happened on my watch; I accept respon- 
sibility. Like you, and like the University, I consider the allegations of mismanage- 
ment and theft disturbing and inexcusable. 

PROFESSIONAL BACKGROUND 

I come before you today having devoted much of my life to science and our na- 
tional laboratories. In the academic, public, and private sectors, I have overseen, 
managed, and evaluated large-scale technology facilities, projects, and organizations 
requiring a high level of scientific and technical expertise. I believe that our na- 
tional laboratories can and must realize scientific excellence while simultaneously 
achieving management accountability, cost effectiveness, and efficiency. 

After graduating from Georgetown University and receiving a PhD from Brown 
University, I began my career as a member of the technical staff at the North Amer- 
ican Rockwell Science Center in California. I then joined the faculty of the Univer- 
sity of California, Los Angeles as a professor of Chemistry and a member of the In- 
stitute of Geophysics and Planetary Physics. During my twelve years at UCLA, I 
also served as a consultant to the Physics Division at Los Alamos and received fel- 
lowships from NATO, the Alfred P. Sloan Foundation, and the John Simon 
Guggenheim Foundation. During the course of my academic career, I have authored 
or coauthored over eighty scientific publications. 

In 1982, I left UCLA to become chairman of the National Synchrotron Light 
Source Department at Brookhaven National Laboratory. When I arrived at the de- 
partment, construction was underway on what was planned to be the most powerful 
x-ray ring in the world. The project, however, suffered from poor management, cost 
overruns, and schedule delays. By the time I left Brookhaven, the project was back 
on line. 

From 1983 to 1986, I served as Deputy Director of the White House’s Office of 
Science and Technology Policy, and in 1986, I was Acting Science Advisor to Presi- 
dent Reagan. Following my service in the White House, I spent twelve years with 
the Ford Motor Company, serving first as Vice President for Research and then as 
Vice President for Technical Affairs. In both these positions, I came to appreciate 
even more the importance of managing scientific research while balancing cost, effi- 
ciency, and environmental concerns. 

While at Ford, I continued to play an active role in the nation’s science policy and 
national laboratories. In 1990, the first President Bush appointed me to the Presi- 
dent’s Council of Advisors on Science and Technology. From 1990 through 2000 — 
under four different Secretaries of Energy and two different administrations — I 
served as a member of the Secretary of Energy Advisory Board, an organization that 
enjoys broad input into various energy-related matters, including weapons policy. 
During this same ten-year period, I served as the very first cochairman of the De- 
partment of Energy Laboratory Operations Board. This position, as you might imag- 
ine, gave me insight into both the strengths and weaknesses in the management 
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of our national laboratories. During the mid-1990s, I also chaired the Board of Over- 
seers for Fermi National Laboratory and was a charter member of the University 
of California’s President’s Council on the National Laboratories. 

APPOINTMENT AS VICE PRESIDENT FOR LABORATORY MANAGEMENT 

It was, I believe, because of my varied work experiences and longstanding interest 
in the management of our national laboratories that University of California Presi- 
dent Richard Atkinson named me the University’s first Vice President for Labora- 
tory Management. 

In July 2000, as a cochairman of the Department of Energy Laboratory Oper- 
ations Board, I learned of then Energy Secretary Bill Richardson’s uncertainties 
about the University’s oversight of Los Alamos and Lawrence Livermore National 
Laboratories. The Secretary’s reservations came at a critical time; he was in the 
process of deciding whether to renew the University’s contract to manage both lab- 
oratories. Consequently, I sent Secretary Richardson a letter describing the Univer- 
sity’s great strengths and weaknesses as a manager. 

I reminded the Secretary — as I remind all of you today — that the two laboratories 
have for “over a half century given this nation a vastly unmatched superiority in 
nuclear weapons and nonproliferation technology.” “There is,” I told him and tell 
you, “no remotely close second place contender, either among our allies or our poten- 
tial adversaries.” Part of the labs’ dominance was — and is — directly attributable to 
the University of California’s management. I explained that UC “is exceptionally 
strong in two critical areas: personnel systems and technical quality control.” Both 
factors, I emphasized to the Secretary and reemphasize today, “are at the heart of 
the superiority we have sustained.” 

Yet for the many positives in the University’s management, I noted problems also 
existed. My criticisms of the University were direct and blunt. I informed the Sec- 
retary that “unacceptable weaknesses in project and security management” existed 
at Los Alamos and Lawrence Livermore. To remedy these shortcomings, I argued 
for the establishment of a “single, unambiguous line of authority and account- 
ability.” I recommended that the University create “a strong vice presidential posi- 
tion devoted full time” to overseeing and working with the laboratories. The person 
holding this office, I told the Secretary, “should have the resources and expertise 
to make the laboratories act as a system, to assess and assure the performance of 
the laboratory directors, as well as technical excellence of programs, major project 
management, personnel systems, safety, security, and business practices.” 

Secretary Richardson subsequently renewed the University’s contract, but he con- 
ditioned renewal on the University making specific improvements in its oversight 
system. One of these conditions — which are identified in Appendix O of the renewed 
contract — mandated that the University establish the office of Vice President for 
Laboratory Management. 

Sometime after sending my letter to Secretary Richardson, I received a call from 
President Atkinson, whom I had known for twenty years. He asked if I would con- 
sider interviewing for the new position. I had not sought the job; I was just begin- 
ning to enjoy my new retired life in Santa Barbara. Nonetheless, I told President 
Atkinson that I would interview for the post, but that he must understand that, if 
selected, I would only serve for a limited time. I intended, I told him, to stay in 
the position long enough to oversee the establishment of the office and regulariza- 
tion of the relationship with the Department of Energy, and the successful comple- 
tion of the Appendix O requirements. 

On June 1, 2001, I became the first University of California Vice President for 
Laboratory Management. 


TENURE AS VICE PRESIDENT 

I assumed my new responsibilities with several systemic goals in mind for both 
Los Alamos and Lawrence Livermore. First, I was determined to see the University 
and the laboratories meet the milestones set forth in Appendix O. Second, and from 
a more programmatic perspective, I wanted the two labs to strike a healthy balance 
between competition and cooperation. The labs, I felt, must continuously push one 
another toward excellence. However, the competitive frenzy should not obscure the 
larger point: Both labs play a vital role in developing and maintaining our country’s 
nuclear weapons arsenal. Therefore, where appropriate, I aimed to have the labs 
share their facilities, balance workloads, and work together toward creating unified 
definitions and safety standards. In essence, I hoped that the labs would operate 
as a system in carrying out their day-to-day activities. Third, I wanted the labora- 
tories to make proper project management and best business practices an integral 
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part of their operations. Budget and time constraints, I wanted the laboratories to 
understand, could not be ignored. 

These more overarching concerns were by no means my only priorities. The lab- 
oratories needed to take preventive measures against possible cyber attacks and 
physical assaults. Lab-specific issues also concerned me. For example, I was deter- 
mined to prevent a recurrence of cost overruns and missed deadlines at the National 
Ignition Facility being constructed at Lawrence Livermore. On a less scientific level, 
both labs — but particularly Los Alamos — faced exploding healthcare costs that had 
to be reined in. 

Looking back, I believe the University and the laboratories made good strides to- 
ward achieving these goals during my nineteen-month tenure. On the security front, 
the University retained Aegis, a Washington, D.C. based consulting company, to re- 
view and critique the labs’ security systems. I subsequently ordered the laboratories 
to implement Aegis’s recommendations. I note that in the most recent simulation 
of a physical attack, Los Alamos performed extremely well. Improvements were also 
made in project management. When I stepped down, the major construction projects 
at the laboratories — including Lawrence Livermore’s National Ignition Facility — 
were meeting the Department of Energy’s milestones for cost and performance. 
Some construction projects were actually running ahead of schedule and below cost. 

Indeed, I was so pleased with progress being made by the laboratories and the 
University that in February 2002, I informed President Atkinson that I intended to 
resume my retirement by the end of the year. In October 2002, a month before I 
formally announced my resignation, the National Nuclear Security Administration 
completed a two-year review of Los Alamos and Lawrence Livermore, during which 
the agency evaluated the laboratories for management accountability, safety and se- 
curity, facilities safety, and project management. The two laboratories received the 
highest possible scores in all categories. Therefore, as I prepared to return to Santa 
Barbara, I believed that the University and the labs were well on their way toward 
fulfilling the Appendix O obligations and improving their management operations. 

RECENT PROBLEMS AT LOS ALAMOS 

Sadly, as my tenure drew to a close, I suddenly learned of the deficiencies in Los 
Alamos’s property management and procurement systems. I must confess, given the 
high marks received by the Lab’s property audits in recent years, these discoveries 
came as a surprise. In hindsight, I should have devoted more time and energy to 
investigating the handling of property at Los Alamos. 

Purchase Card 

In early August 2002, Joe Salgado, then the Lab’s Principal Deputy Director, tele- 
phoned and informed me that one laboratory employee had attempted to purchase 
a Ford Mustang using her lab-issued purchase card, and that another employee had 
used her card to obtain a cash advance at a local casino. Needless to say, I was ap- 
palled to hear of these incidents. More troubling, however, was Mr. Salgado’s warn- 
ing that the Lab’s automatic reconciliation process had not detected the illicit trans- 
actions. 

I took immediate action after receiving Mr. Salgado’s report. On August 16, 2002, 
I sent a letter to Director John Browne instructing him to establish the External 
Review Team to evaluate the Lab’s purchase card system. The Review Team would 
be headed by two former inspectors generals and assisted by the accounting firm 
of PricewaterhouseCoopers. In addition, I instructed Mr. Salgado to give me weekly 
updates on the Lab’s progress in resolving the purchase card issues. Finally, I or- 
dered the other two national laboratories managed by the University, Lawrence 
Berkley and Lawrence Livermore, to investigate their purchase card systems and 
determine whether they suffered from problems similar to those afflicting Los Ala- 
mos. Fortunately, the reports I received indicated they did not. 

TA-33 

In the same conversation that Mr. Salgado first informed me of the problems with 
the Lab’s purchase card system, he also told me that some Los Alamos employees 
had purchased goods for their personal use using a Lab purchase order contract. Mr. 
Salgado explained that because the FBI was currently investigating the matter, he 
had limited information and the Lab’s ability to undertake its own investigations 
was restricted. Mr. Salgado did say, however, that the suspected thieves worked in 
one of the Laboratory’s sensitive areas. 

In later conversations with Mr. Salgado, I was told that officials in the Lab’s Se- 
curity and Safeguards Division were informed of the thefts in September 2001 and 
had notified the FBI, which did not take action for some time. Yet these same offi- 
cials failed to report the matter to the Inspector General or senior managers at Los 
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Alamos. As I told Mr. Salgado at the time, I believe the security officials made a 
mistake by not immediately passing the information up to their superiors or taking 
steps to notify the Inspector General. 

Mr. Salgado also subsequently told me that he and Frank Dickson, the Lab’s Lab- 
oratory Counsel, felt that the FBI needed to conclude its investigation more rapidly. 
Allowing suspected thieves to continue working in a highly sensitive area of the 
Lab, he explained, posed an unacceptable security risk. 

Walp and Doran Terminations 

No discussion of the recent troubles engulfing Los Alamos could possibly be com- 
plete without mentioning Glenn Walp and Steven Doran. Like many of my Univer- 
sity of California colleagues, I appreciate that Mr. Walp and Mr. Doran did the na- 
tion, the Lab, and the University a service in publicizing their concerns over the 
Lab’s property management system. 

I first heard the names Glenn Walp and Steven Doran on November 5, 2002, 
while meeting in Santa Fe, New Mexico, with project managers from Los Alamos, 
Lawrence Livermore, and Lawrence Berkley National Laboratories. While in Santa 
Fe, I was told of an article in the Energy Daily newspaper alleging that senior Los 
Alamos managers were concealing property mismanagement at the Lab and inter- 
fering with ongoing investigations. I found that assertion very troubling, and drove 
that same day to Los Alamos to look into the matter further. Once at the Lab, I 
met individually with Mr. Salgado and Jo Ann Milam. Later in the day, I held a 
much larger meeting involving Mr. Salgado, Frank Dickson, James Holt, Stanley 
Busboom, Gene Tucker, and Scott Gibbs. The general discussion of the meeting con- 
firmed many of the details in the article. During this meeting, Mr. Dickson stated 
that he had previously lost confidence in Mr. Walp and Mr. Doran and that he did 
not trust either man. As best I could tell, all the other participants agreed with Mr. 
Dickson’s assessment. 

The week before Thanksgiving, Mr. Salgado called to give me his weekly update 
on the purchase card system. During the conversation, he said that the Lab lacked 
confidence in Mr. Walp and Mr. Doran, and he reported that the Lab had to act 
at once because both men were approaching the end of their probationary periods 
and about to go on vacation. Based on what Mr. Salgado said, I thought the proba- 
tionary periods would expire while Mr. Doran and Mr. Walp were away from the 
Lab. Mr. Salgado pointed out that Mr. Walp had incorrectly accused an employee 
in the Lab’s Human Resources Department of obstruction of justice, and other rea- 
sons offered as justifications for the terminations included Mr. Walp’s refusal to co- 
operate with the External Review Team and the unreliability of reports submitted 
by Mr. Doran. After listening to Mr. Salgado, I asked whether he had spoken with 
Director John Browne about the terminations. He responded that the Director was 
out of town, but that he would consult him over the weekend. I then told Mr. 
Salgado to do what he felt was right. 

Based on the apparent unity of Laboratory managers, I did not doubt Mr. 
Salgado’s actions or motivations when he notified me of his intention to recommend 
termination to Director Browne. Now, however, I have serious doubts about the ac- 
tions. I subsequently learned, for instance, that neither Mr. Walp nor Mr. Doran 
were approaching the end of their probationary status. In fact, the probationary pe- 
riods for both men ran into 2003, and both periods could have been extended by 
Laboratory managers. 

Secretary Abraham played an instrumental role in triggering my reassessment of 
the terminations. During the Secretary’s December 12, 2002 visit to Santa Fe, Direc- 
tor Browne explained the Laboratory’s reasoning for terminating Mr. Walp and Mr. 
Doran. It was a case I had heard before, and a case, frankly, that I had accepted 
as plausible and defensible. Secretary Abraham offered a new, fresh perspective. As 
his probing questions demonstrated, an outsider objectively reviewing the situation 
might wonder if the terminations were warranted. The Secretary, as well as this 
Committee, helped shed new light onto the firings. 

CONCLUDING THOUGHTS 

Our national laboratories are extraordinary institutions that provide an invalu- 
able service to this country. They have no peer in the realm of scientific research 
and technical expertise. There is always room for improvement, however. I have de- 
voted much of my life to bettering the project management of our national labora- 
tories so as to ensure that their business practices match their scientific excellence. 
During my tenure as Vice President for Laboratory Management, I believe the Uni- 
versity and Los Alamos made real and substantial progress toward improving man- 
agement, oversight, and programmatic performance. 
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Yet the failings at Los Alamos demonstrate that we must do much better. The 
events being investigated by this Committee are inexcusable. Theft and mismanage- 
ment of government property — regardless of size — cannot be tolerated. When I pro- 
posed creating the position of Vice President for Laboratory Management, I empha- 
sized the importance of accountability. Ultimately, I was the University official in 
charge of overseeing Los Alamos, and I regret what occurred at the Lab. But I am 
also grateful to this Committee, to Secretary Abraham, to Mr. Walp and Mr. Doran, 
and to the Inspector General for investigating, identifying, and publicizing the 
weaknesses at the Lab. I am convinced that the University and Los Alamos are be- 
coming stronger and improved institutions because of these revelations. 

Thank you again for your efforts and for the opportunity to appear today. I would 
be happy to answer your questions. 

Mr. Greenwood. Thank you, sir. 

Mr. Erickson. 

TESTIMONY OF RALPH E. ERICKSON 

Mr. Erickson. Good afternoon, Mr. Chairman, members of the 
subcommittee. My name is Ralph Erickson. I am the current Man- 
ager of the National Nuclear Security Administration’s Los Alamos 
Site Office. I was assigned to the Los Alamos Site Office in July 
2002 as Director, reporting to the Manager of the Albuquerque Op- 
eration Office. 

During the middle of December 2002, as a part of National Nu- 
clear Security Administration’s restructuring, the Albuquerque Op- 
eration Office was disestablished and the Los Alamos Site Office 
began reporting directly to the National Nuclear Security Adminis- 
tration’s Administrator Office in Washington, DC. At that time, I 
became the Manager of the Los Alamos Site Office. 

I am now responsible and accountable, to the Administrator, for 
the oversight and contract management for the contract with the 
University of California, related to the Los Alamos National Lab- 
oratory. My new responsibilities include functions that were pre- 
viously the responsibility of the Manager, Albuquerque Operations 
Office, such as Business Management oversight and evaluation. 

Given the events of the past 8 months, which includes the De- 
partment of Energy’s Office of Inspector General Special Inquiry, 
ongoing Federal Bureau of Investigation and other related activi- 
ties, I have taken a number of actions to begin to address the find- 
ings and recommendation which have come from these events: 

I have directed that the Los Alamos National Laboratory take 
appropriate salary action for those individuals reassigned to lower- 
level positions. 

I have directed the Los Alamos National Laboratory to take five 
specific actions related to the recently issued Office of Inspector 
General report on fire arms inventory and report back to me in 
person on a monthly basis as to the status of the corrective actions 
taken by them. 

These corrective actions will be validated by the National Nu- 
clear Security Administration. 

I have directed that Los Alamos National Laboratory establish 
an internal tracking system, to capture all findings, observations, 
lessons learned, and recommendations related to these and other 
assessment activities. This tracking system will include corrective 
actions, and a schedule for implementing the corrective actions. Los 
Alamos National Laboratory will identify a point of contact for each 
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action. The National Nuclear Security Administration will review 
each action for adequacy and validate closure. 

I have taken actions to reengineer the Business Management 
Oversight Process, which is conducted by National Nuclear Secu- 
rity Personnel. Formerly, this process was focused on performance 
improvement (efficiency, and economy), and the process was func- 
tionally aligned. 

Assessments were conducted vertically within functional areas 
such as property, procurement, and finance. I have added steps to 
assure that transactions will be evaluated in a cradle-to-grave fash- 
ion horizontally across all functional areas. 

Thus, transactions involving the acquisition of personal property 
for example, will be assessed from inception to completion assuring 
that approved procedures are properly implemented across the Los 
Alamos National Laboratory business management activity. This 
methodology will insert an element of internal control review into 
the performance assessment process. 

Finally, as corrective actions are implemented, and validated for 
closure, I will also review each action and take appropriate actions, 
such as a contracting officers determination of allowable costs in 
order to assure that the Government’s and the taxpayers funds are 
recovered as appropriate. 

Thank you for the opportunity to appear before this committee. 
This concludes my statement; I would be pleased to answer any 
questions. Thank you. 

[The prepared statement of Ralph E. Erickson follows:] 

Prepared Statement of Ralph E. Erickson, Manager, Los Alamos Site Office, 

National Nuclear Security Administration, U.S. Department of Energy 

introduction 

Good morning Mr. Chairman and Members of the Subcommittee: My name is 
Ralph Erickson, and I am the current Manager of the National Nuclear Security Ad- 
ministration’s Los Alamos Site Office. I was assigned to the Los Alamos Site Office 
in July 2002 as Director, reporting to the Manager of the Albuquerque Operation 
Office. During the middle of December 2002, as a part of National Nuclear Security 
Administration’s restructuring, the Albuquerque Operation Office was disestab- 
lished and the Los Alamos Site Office began reporting directly to the National Nu- 
clear Security Administration’s Administrator Office in Washington, D.C. At that 
time, I became the Manager of the Los Alamos Site Office. 

I am now responsible and accountable, to the Administrator, for the oversight and 
contract management for the contract with the University of California, related to 
the Los Alamos National Laboratory. My new responsibilities include functions that 
were previously the responsibility of the Manager, Albuquerque Operations Office, 
such as Business Management oversight and evaluation. 

Given the events of the past eight months, which includes the Department of En- 
ergy’s Office of Inspector General Special Inquiry, ongoing Federal Bureau of Inves- 
tigation and other related activities, I have taken a number of actions to begin to 
address the findings and recommendation which have come from these events: 

• I have directed that the Los Alamos National Laboratory take appropriate salary 

action for those individuals reassigned to lower level positions. 

• I have directed the Los Alamos National Laboratory to take five specific actions 

related to the recently issued Office of Inspector General report on fire arms in- 
ventory and report back to me in person on a monthly basis as to the status 
of the corrective actions taken by them. These corrective actions will be vali- 
dated by the National Nuclear Security Administration. 

• I have directed that Los Alamos National Laboratory establish an internal track- 

ing system, to capture all findings, observations, lessons learned, and rec- 
ommendations related to these and other assessment activities. This tracking 
system will include corrective actions, and a schedule for implementing the cor- 
rective actions. Los Alamos National Laboratory will identify a point of contact 
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for each action. The National Nuclear Security Administration will review each 
action for adequacy and validate closure. 

• I have taken actions to reengineer the Business Management Oversight Process, 
which is conducted by National Nuclear Security Personnel. Formerly, this proc- 
ess was focused on performance improvement (efficiency, and economy), and the 
process was functionally aligned. Assessments were conducted vertically within 
functional areas such as property, procurement, and finance. I have added steps 
to assure that transactions will he evaluated in a cradle to grave fashion hori- 
zontally across all functional areas. Thus, transactions involving the acquisition 
of personal property for example, will be assessed from inception to completion 
assuring that approved procedures are properly implemented across the Los Al- 
amos National Laboratory business management activity. This methodology will 
insert an element of internal control review into the performance assessment 
process. 

Finally, as corrective actions are implemented, and validated for closure, I will 
also review each action and take appropriate actions, such as a contracting officers 
determination of allowable costs in order to assure that the Government’s and the 
taxpayers funds are recovered as appropriate. 

Thank you for the opportunity to appear before this committee. This concludes my 
statement; I would be pleased to answer any questions. 

Mr. Greenwood. Thank you, Mr. Erickson. 

The Chair recognizes himself for 10 minutes. 

Mr. Marquez, the committee obtained a report that was gen- 
erated in last December. It was requested by BUS-5 team leader 
that shows items that were deemed sensitive that were not prop- 
erty tagged as they should be. 

Now, that report says there were over $600,000 in desktop com- 
puters untagged, $150,000 plus in pocket PCs, $188,000 in print- 
ers, $20,000 plus in scanners, $193,000 plus in work stations, 
$7,400 in network servers, $751,000 in lap tops. How can anyone 
sit here with a straight face and say that this property manage- 
ment system is not severely flawed given these numbers? 

Mr. Marquez. I am not familiar with the particular list. I do 
have a list that the University of California provided me. I suspect 
it is probably the same list. The list I have seen has roughly 500 
individual transactions and it is roughly computers and computer 
peripheral equipment. 

As we speak, I have my staff inventorying that to try to track 
it back to serial numbers and purchases. So far, sir, with 65 per- 
cent of that complete, we have all of those showed up as bar coded 
and in the inventory. I would like to finish that and I would like 
to provide this committee with that report. 

Mr. Greenwood. All right. Which among you had direct respon- 
sibility for the purchase card program? 

Mr. Hettich. As the procurement manager I would say I had di- 
rect responsibility. 

Mr. Greenwood. Okay. Reference was made, and I forget which 
one of you testified, to, I think, with regard to the Mustang case 
that the individual in charge had self-approved status. 

Mr. Hettich. Correct. 

Mr. Greenwood. Now, it seems to me so obvious that a system 
in which employees self-approve their expenses is obviously flawed. 
I can’t imagine. That is not the way it works in the Congress. I can 
tell you that. 

I can tell you that if I buy a train ticket and put it on my Federal 
credit card, I better bring that stub in and I better give it to the 
woman who puts this report together and she sends it off to some- 
body else who matches it against the dates and so forth and ap- 
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proves. If I make a mistake anywhere in my reporting, I have got 
a problem. It seems so self-evident that any system that has self- 
approval is automatically flawed. How could you have a system like 
that? 

Mr. Hettich. I can give you the historic on it. It was actually 
set up that way in 1996 when the credit card system was first set 
up. 

Mr. Greenwood. What were they thinking then? 

Mr. Hettich. The logic at that time was if, in fact, you are giving 
a buyer a warrant to make a purchase under a PO system, then 
you don’t — they effectively self-approve that. They release that con- 
tract action so in the case of a P-card it is an equal type of concept. 
I personally disagree with that idea. I agree with you. 

Mr. Greenwood. How long have you personally disagreed with 
that? 

Mr. Hettich. Well, I became the procurement manager in Janu- 
ary of last year. Just so you have a context, I am the third procure- 
ment manager the Laboratory has had in 3 years and during a pe- 
riod where our growth in procurement actions was going up tre- 
mendously. 

The problem was, quite honestly, I have to admit and, again, you 
have others say this and I won’t use that as an excuse, but I didn’t 
realize that actually that is how the structure was at that time. 
When I found out, I was outraged. I mean, it just struck me 

Mr. Greenwood. You know, there was a lot in the news, I think 
somebody mentioned it today, about these kinds of problems in 
other departments, the Department of Defense. 

Mr. Hettich. That is correct. 

Mr. Greenwood. There were stories about somebody in the De- 
partment of Defense who paid for his girlfriend’s breast enlarge- 
ments or something using a credit card. There were all kinds of ri- 
diculous abuses of the credit card system. 

Mr. Hettich. I had actually asked for a review of the credit card 
system in January when I first became the procurement manager 
and got a status from the then team leader over the small pur- 
chasing operation and the purchase card administrator on what is 
the status of our system. At that time that was not one of the 
issues that was raised unfortunately. 

Mr. Marquez. Mr. Chairman, let me just interject. We can look 
backward, and I agree, but it is not defensible. When we looked at 
it, and I had a small committee formed to look at this, the first 
place they looked, as Dr. Browne testified, was DOD OIG reports. 
They were rampant at the time. 

If you will notice in the August 26 revision of the procedures, 
which I issued, there is no continued self-approval. You have to 
have separate approvals. I mean, we all recognized at the time 
when we looked at it that it wasn’t acceptable. I still believe it’s 
not acceptable and we changed it. 

Mr. Greenwood. Okay. Let me stay with you, Mr. Marquez. 
Past procurement card audits dating back to 1998 identified the 
same systemic issues with the program time and time again. 
Checklist to ensure cards were closed out properly when employees 
leave the lab do not exist. Regular audits of programs not occur- 
ring. Property controlled items not properly accounted for. 
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As I mentioned in my opening statement, I would like to know 
now what about your new procedural changes leads you to believe 
they will assist in solving the problems where none of the other au- 
dits and suggestions worked? 

Mr. Marquez. If you look at my written testimony, sir, you will 
see that when I started the job, I indicated in my written testimony 
that you had mixed signals. Yes, you had audit reports, but you 
also had corrective actions that were recorded that indicated that 
management had addressed the issues. 

You had ratings from the customer that were outstanding. There 
were mixed signals in this process. Notwithstanding that, your 
challenge is well taken. I believe that the answers are really pretty 
straight forward. First of all, I think you have to have sanctions. 
You have to have sanctions for the card holders and the review and 
approval officials that do not do their job. You have to have sanc- 
tions for people that abuse purchase cards. Our disciplinary 
procedures 

Mr. Greenwood. As my daughter would say, “duh.” 

Mr. Marquez. But my point is we have disciplinary procedures 
that cover that but our practices don’t evidence that we rigidly en- 
force and follow up. That is a single difference. In January we sus- 
pended close to 200 cards for people who did not do the requisite 
training. We have not done that in the past. The scope of the cards. 
You know, we let this thing grow to where we had too many card 
holders. 

We have dropped it from something like 1,100 down to 585. We 
have got problems with our automated system. Every time we in- 
vent a system, we find ways to manually override it so that the in- 
ternal control checks don’t occur. We are going to fix that. And 
then, frankly, two other things that I think are just as important. 

We have, in my opinion, an over reliance on audits to do internal 
control’s work. I think the answer is that the business organiza- 
tions, whether they be the accounting people, the property people, 
the procurement, they have to do their own internal control desk- 
top audits. They have to routinely check. 

As I indicated in my written testimony, experience and industry 
practice tells you that if management is paying attention, a lot of 
the internal control issues should go away. And, finally, and this 
is probably the most important, I really insist and maintain in my 
testimony, and I believe this with all of my heart, your best inter- 
nal control is the very people who have the cards who observe oth- 
ers. If we create an environment of openness where they can bring 
forward issues, then that is another way to catch 

Mr. Greenwood. I certainly agree with that. It has been testified 
here that now there is this new spirit of rejoicing about bringing 
information forward. My question is did the opposite exist before? 
Was it your sense that prior to these changes that there was — that 
individuals who felt they were aware of wrongdoing going on by 
their coworkers were discouraged from bringing that forward? 

Mr. Marquez. I think you are going to find different views by 
different managers at the Laboratory. I will just share my own per- 
sonal view. I believe that I have seen enough one-on-one conversa- 
tions with people that they do believe that there would be retalia- 
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tion if they brought forth issues. I have heard that on more than 
one occasion. 

Mr. Greenwood. What do you think led them to believe that? 
Can you think of cases where there has been retaliation? 

Mr. Marquez. I have had to review cases that claim retaliation 
in my capacity as the Associate Lab Director. 

Mr. Greenwood. Retaliation by whom? 

Mr. Marquez. By supervisors and managers. I have had people 
come to me and share who, in fact, have been past whistleblowers 
who to this day still claim that they are being retaliated against. 

Mr. Greenwood. And you have investigated those claims? 

Mr. Marquez. Yes, I have. Yes, sir. 

Mr. Greenwood. And have you found they have veracity? 

Mr. Marquez. I have found that in most cases a lot of these 
issues don’t go away. People go through the process and they don’t 
feel like justice was served at the end of that process. I am being 
candid with you. That’s frankly my own assessment. 

Mr. Greenwood. You are under oath. You had better be candid. 

Mr. Marquez. But I have to tell you, those issues don’t go away 
and I think, frankly, part of our problem is that we don’t cultivate 
relationships. We don’t have relationships amongst subordinates. 
We don’t have vertical relationships. We don’t have relationships 
even in the business community. We don’t spend a lot of time on 
that and I think we need to spend more time on that. 

Mr. Greenwood. Mr. McTague, did you want to comment on 
that? 

Mr. McTague. Yes. With respect to the issue of whether there 
is hope that things will be better now with the new system, the 
University of California has a purchase card system, a single sys- 
tem at its 10 university campuses and the two other national lab- 
oratories that it manages. There have not been the systemic prob- 
lems on the campuses or at the other laboratories with this new 
system which is now the one that has essentially been put into 
place at Los Alamos so hope springs eternal. 

Mr. Browne. Mr. Chairman, could I make a quick comment? 

Mr. Greenwood. Please. 

Mr. Browne. This whole subject really consumed a lot of my en- 
ergy for a couple of years, this whole question of fear in the work 
place. The way I tried to address this was by a lot of employee 
focus groups. Going out in the laboratory and sitting down with 
employees without their supervisors there. I heard the same thing 
that Mr. Marquez just testified to. 

What I tried to do to address it was to give the employees more 
avenues to come forward, an ombuds office. I put in place at the 
time I became director something called Ask The Director where 
you could ask me anonymously or tell me what you thought was 
the problem and I would answer that publicly in our news bulletin. 

We had a series of these things. I think there is still some funda- 
mental barriers in our institution that I have struggled with that 
have caused this fear to still exist and it goes back a long time. I 
know 10 years ago when I was in a different position at the Lab- 
oratory I dealt with the same fundamental problem and I talked 
to employees about what drives this fear in the work place. 
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I think we have to just continue to do what Dr. Marquez says. 
The Lab Director has to stand up and say that it is okay. I have 
done that. I have done that on many occasions. I actually had a 
policy which I called my zero policy and that stood for zero people 
mistreatment at our Laboratory, zero safety incidents, zero security 
incidents. 

Ironically I got some pushback from our employees because tech- 
nically they said you can never achieve zero. My answer to the em- 
ployees was, “What number is okay?” In my opinion, there is no 
other number. You may not ever get there but the fact is that 
should be your goal as a leader of an institution. 

Mr. Greenwood. Thank you. 

The gentleman from Florida. 

Mr. Davis. Thank you. I have a series of questions that, if coun- 
sel is prepared, I would like to run through. 

Mr. Hettich, I want to start with you and the Mustang investiga- 
tion. Why did you not report this to OSI as soon as you found out 
about it? 

Mr. Hettich. Sir, I have to disagree with the statement that was 
made that I did not. I got to Mr. Marquez as quickly as I could. 
After I talked to Mr. Marquez as the head of AD that we ultimately 
responded to, first of all, he asked me to make sure that I informed 
both AA-4, which was the Waste, Fraud, and Abuse Unit, and OSI. 
Historically, just so you have 

Mr. Davis. I am short on time and I know you will correct me 
if I am not putting this in the appropriate context. He did direct 
you to report this to OSI? 

Mr. Hettich. To both. 

Mr. Davis. And you did so? 

Mr. Hettich. Yes, sir. 

Mr. Davis. And how timely did you do so? 

Mr. Hettich. I called Mr. Walp the next day. We arranged 

Mr. Davis. Can you be specific on the date, if you can recall? 

Mr. Hettich. I would say — well, interestingly enough, I had 
found one of the call backs on it. The call back from Steve Doran 
was on the 25th but I had talked to Mr. Walp before that. There 
was also an allegation made that it was only because of John Topia 
which is not correct. 

Mr. Davis. Let me just understand this specific point. My infor- 
mation is the problem was discovered on the 18th. Does that mes- 
sage help you recall what date you would have talked to him? 

Mr. Hettich. It was discovered on the 18th. I was informed of 
it on the Wednesday of the week before the 25th. I talked to Mr. 
Marquez, called Mr. Walp on the Friday. Met with my people on 
the Tuesday for more information on it. Met with Mr. Doran actu- 
ally, I think, the next day. Then with Mr. Walp and Mr. Doran on 
Thursday. 

Mr. Davis. Mr. Dickson’s office knew about it in a couple of days. 
Did his office tell you to start your own investigation by calling the 
suspect employee and the suspect vendor? 

Mr. Hettich. No. Not me, but I am not sure if they had a con- 
versation with either Mr. Holder, who is the team leader, or the 
purchase card administrator. 
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Mr. Davis. Are you aware that Mr. Holder gave those instruc- 
tions to the purchase card administrator and, if so, why did he do 
that? 

Mr. Hettich. I am not sure why he gave those instructions to 
the purchase card administrator. I think what he was trying to do 
was establish the facts so that he understood what was happening 
in this. As has been pointed out, she had immediately disputed it 
when the statement came out. Statements are like your own. They 
come out the month after. A May statement would have come out 
in June. 

Mr. Davis. Were you planning to have your people go out and get 
phone records and check on delivery methods? Were you planning 
to call the FBI yourself or were you going to let Bank America han- 
dle the problem since they had already reimbursed the vendor? 

Mr. Hettich. Actually, the first thing I wanted to do was talk 
to senior management as soon as I found out about it what they 
would like me to do with it. I would have automatically called AA- 
4 the same day that I found out about it but I wanted to make sure 
that Mr. Marquez was aware of it. I knew that OSI was taking a 
different role than they had historically taken on it. We discussed 
it and he said that he wanted to make sure that we were informing 
both avenues simultaneously and I did that. 

Mr. Davis. Mr. Marquez, do you agree with the description of the 
events? 

Mr. Marquez. I agree with the description relative to Mr. 
Hettich’s and my conversation. I have really no knowledge of Mr. 
Holder’s actions. 

Mr. Davis. In your capacity as the person in charge of all kinds 
of procurement, can you explain to us how the blanket purchase 
order like the Mesa agreement could have gotten out of hand with- 
out somebody monitoring it? Different people have told us this par- 
ticular type of method was ripe for abuse. 

Mr. Marquez. As I have said to the staff members, there is real- 
ly no excuse for the Mesa contract. The structure of it by its nature 
was more open than any blanket we had ever put together that I 
could find. It started out as a very small contract with a limited 
scope. It was expanded. 

While there was some review, the oversight was clearly not 
enough. Even though it had been in existence for quite a period of 
time by the time that I became the procurement manager, honestly 
the procurement manager in general should have known about it. 
I should have known about it. I can’t defend that piece. I mean, I 
can’t defend why that contract was structured as open as it was. 

Mr. Davis. I believe you may have said to Mr. Walp at some 
point that the system had become too customer oriented meaning 
the customer got what they wanted. Do you think that explains 
why the system was failing? 

Mr. Hettich. Actually, just so you understand, there was an- 
other aspect of what I told Mr. Walp and Mr. Doran. There were 
actually three things I said to explain the system differences. One 
was that in the mid-1990’s there was a decision that the procure- 
ment and property personnel that were distributed, that were in 
the field, instead of reporting directly to the property management 
and procurement management, actually reported to a different 
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BUS group. So the person that was overseeing their salary raises 
and everything else was not necessarily the procurement manager 
or the property manager. 

That was changed in February 2002. By the way, the other thing 
that I raised with them was the G&G Industries as the same time 
when they came over, at the same time I mentioned Mustang. 

Mr. Davis. In your opinion, do contract administrators have 
enough time to monitor the purchases to make sure they are legiti- 
mate? 

Mr. Hettich. No. 

Mr. Davis. So it’s really a matter of personal accountability for 
each of the administrators. If the administrator is honest and does 
their job appropriate, everything will work out fine. If they don’t, 
there are opportunities for misuse. 

Mr. Hettich. I think one of the things that Mr. Marquez said 
that is probably the most important is the level of oversight. Just 
to give you a comparison, for instance, at Lawrence Livermore the 
BUS organization has four people that look specifically at that. 
That is an independent organization. That is what Mr. Marquez 
has set up for us now also within our BUS organization. 

Mr. Davis. Mr. Hernandez, I would like to ask you to comment 
on the same point in terms of the oversight. 

Mr. Hernandez. I think the problem with this blanket, how it 
got out of hand, is due to, one, understaffing within procurement. 
The administrator of this contract is an honest person. She does a 
good job. Spends an abnormal amount of hours at work. We are 
overwhelmed with new requirements from requestors. Once you 
have a full plate of new requests you are being pushed to get these 
things out. Usually you have last minute requests. The administra- 
tion and oversight of the contracts end up suffering. 

Mr. Davis. Mr. Marquez, what plans do you intend to undertake 
to deal with this problem that everyone seems to agree? 

Mr. Marquez. The staffing issue? 

Mr. Davis. Yes, sir. 

Mr. Marquez. Actually, we have done some things. Our organi- 
zation in procurement is funded out of our G&A, general and ad- 
ministrative account. In fiscal year 2002 shortly after I got there 
I mentioned that we formed this procurement excellence plan. A 
tab of that, a section of that has to do with staffing. 

In between Stan Hettich and I and his team we laid out a 3-year 
plan. It is obvious now looking back it’s not aggressive enough so 
with the help of the University of California we were going to go 
out actively and vigorously and recruit MBA level, whatever it 
takes to fix the staffing shortages. 

Mr. Davis. So this was a 3-year plan because you did not think 
it was an immediate problem but a problem with a long-term solu- 
tion? 

Mr. Marquez. No. It was a 3-year plan because historically at 
the Laboratory what I saw in terms of procurement profile is that 
since 1996, as I mentioned in my written testimony, they had pret- 
ty static staffing and I felt like it was going to be an uphill battle 
to try to address the procurement and other administrative staffing 
areas so I put together a modest plan. Obviously it wasn’t aggres- 
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sive enough. We actually funded some positions both in 2002 and 
2003 largely because of my intervention relative to the budget. 

Mr. Davis. I think my time is about up so let me close with this 
question. Dr. Browne, Mr. Salgado apparently has told us that peo- 
ple at the Los Alamos Lab treated the taxpayer’s money as “Mo- 
nopoly money.” He told us expensive furniture and food were 
bought as were thousands of dollars for shirts congratulating peo- 
ple. Do you agree with Mr. Salgado and what has been done or 
what will be done about this? 

Mr. Browne. I don’t think I would have chosen the term Monop- 
oly money. 

Mr. Davis. What term would you have chosen? 

Mr. Browne. I think it goes back to this question of formality 
of operations. What I mean by that is whenever you have resources 
to work a problem for the Government, you really need to have a 
system in place that allows you to plan your program, to budget 
what you are going to spend it on, telling your customer what you 
need to carry it out, and you need a good evaluation system that 
says how well you are doing it. 

It’s more formality and project management and yet allowing 
enough flexibility for local managers to make some good judgment 
decision, not so rigid. What I think Mr. Salgado was saying was 
that the system, unfortunately, maybe had too much flexibility in 
the sense that some poor judgment by a few people in terms of how 
they use their resources that were at their disposal to carry out 
programs was maybe not with the best judgment that they could 
exhibit. 

For example, we have a program with the Department of Energy 
for morale funds. That is a program that is approved by the De- 
partment of Energy up to a certain limit. If someone chooses to try 
and go around that system to augment that fund, that is an unal- 
lowable cost. Mr. Erickson, I know, would tell me it is an unallow- 
able cost and we would have to figure out another way to cover 
those expenses. 

Those were Joe Salgado’s words. I never would have said Monop- 
oly money. It conveys a little different context than I would which 
is more of this you have got to have rigorous formality when you 
are dealing with taxpayer’s money. 

Mr. Marquez. Mr. Davis, may I comment? 

Mr. Davis. Please. 

Mr. Marquez. The Congressman from California this morning 
made a point about, “What are you doing about it? You have got 
these cultural issues.” I would like to tell you that we are doing 
something about it. I have formed a Business of Procedures Prac- 
tices Council. PP3 we call it. What it is is a cross-section of the 
technical side of the house, all of the division leaders. 

As we make the corrective changes that we are proceeding with 
now, they sit on a steering committee and if they have objections, 
they needed to voice them then. If there are going to be pro- 
grammatic impact, they need to let us know. 

What we do by this is get their buy-in each step of the way as 
we change and forge this new culture. To sit and say we have got 
this culture of accommodation, or whatever the term was that was 
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used, I wanted to let you know we are doing something about ad- 
dressing that cultural issue. 

Mr. Walden. All right. Where to start? I want to make a couple 
of comments. Dr. Browne, you triggered something that I think is 
important. I fully understand — well, I don’t. Nobody understands 
what you have been through because it has probably been very dif- 
ficult. 

You talked about size and scale of the operation. Even given 
that, you are still responsible. I appreciate that, you taking respon- 
sibility. It seems to me, though, that big organizations hire people 
and pay them pretty significant salaries to deal with the scope of 
the problems that may exist. I hear size and scale. We face it all 
across the Federal Government. I don’t care how big or small your 
business is, you are going to have bad apples but, dog gone it, at 
some point. 

I appreciate your comments about Mr. McDonald being a stand- 
up guy. The great irony is, though, that he went with Bill Sprouse 
at OSI apparently. He told us he did at least once, if not more than 
that, to say there’s a problem. He felt like he had been ignored. 
How ironic if, indeed, all of that is true. If Mr. Sprouse had actu- 
ally done something about it, who knows what would have hap- 
pened, how all of the lives would have been different. 

That’s what troubles me is that my understanding is both the 
University system has basically hired back Mr. Walp and is work- 
ing with Mr. Doran. Obviously we have heard today and before 
that there wasn’t necessarily just cause to fire them, so that leads 
me to believe they didn’t do anything wrong. They were the whis- 
tleblowers. They identified the problems. 

They were fired inappropriately and, in fact, the people who fired 
them have been dismissed with a nice severance parachute. Two 
weeks ago, I think it was, they sat here, Mr. Walp and Mr. Doran, 
and said the people they hired who were still there, the investiga- 
tors or investigator, reported to them basically they are just as 
frustrated as ever, that nothing has changed. 

Now, I hear things are changing. We also hear, though, that cer- 
tain LANL managers have suggested that the University of Califor- 
nia’s actions to rehire Walp and Doran are “only so much window 
dressing” and it is just a passing storm. 

Mr. Marquez, do you care to comment on that? That is the heart 
of the issue here. Is there real change or is this just wait it out 
until the storm passes? 

Mr. Marquez. I believe it’s real change. I don’t believe that 

Mr. Walden. You don’t think it is window dressing? 

Mr. Marquez. No, sir. I believe that the University of California 
has demonstrated, at least to me, in the areas that I have to ad- 
minister that they are sincere about the effort to make change. 
They are bringing resources to the table. They are bringing support 
on a daily basis. I have no doubt this is a sincere change. 

Mr. Walden. Okay. Mr. McTague and Mr. Marquez, are you fa- 
miliar with the settlement/retirement agreements with Busboom, 
Tucker, and Brittin? 

Mr. McTague. That all occurred after my time. 

Mr. Marquez. That’s a University of California action and I am 
not aware of it. 
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Mr. Walden. So you don’t know whether they included any in- 
demnification? 

Mr. Marquez. I have no idea. 

Mr. Walden. Anybody know at the table? No one is in a posi- 
tion? Okay. 

Mr. McTague. Might I make a comment on your discussion ear- 
lier in the questions about that this time around are things really 
going to get fixed. From my perspective, retrospectively now, two 
things that are very important to making the system really work 
are, one, a very good audit line of authority. Ultimately the respon- 
sibility for running the Laboratory goes to the Regents of the Uni- 
versity of California. 

The system that was in place for audit up until December, I 
guess, was that the local audit operation at Los Alamos in effect 
reported indirectly to the director and only very weakly up through 
the Office of the President to the Regents where there is an impor- 
tant audit office headed by Pat Reed. The connection now is that 
audit function reports directly to Mr. Reed so that it is independent 
of the system at the Laboratory. 

Mr. Walden. That’s good. 

Mr. McTague. I think that is extremely important. The other 
important thing is the robustness of management systems. We 
have enough testimony that the management systems were not ro- 
bust, antiquated, etc. Bringing in the Ernst & Young group to take 
a look at the total of the financial and other management systems 
at the Laboratory, I think, is an opportunity that would not have 
come about unless this committee had started the investigation. 

Mr. Walden. I appreciate that. Mr. Erickson, the NNSA fiscal 
year 2002 appraisal of the LANL rated the Lab’s procurement and 
personal property management areas as “excellent” despite all the 
problems that had arisen at that time. Can you explain what that 
rating is based on and how it is that a system rated as excellent 
could allegedly allow two employees to walk off with lab property 
of over $150,000 Government purchased property? 

Mr. Erickson. The actual BMOR report, you may have heard it 
called that, Business Management Operations Report, was basi- 
cally completed in about the August, early September timeframe by 
the portion of the Albuquerque Operations Office that at that time 
had responsibility for reviewing those business, procurement, and 
property activities. 

Based on the information that was available to them at that 
time, none, or very few, of the activities that had come to light as 
a result of the investigations in this hearing process were known. 
The FBI was investigating a number of issues, the Mustang case 
and others, as well as the TA-33 case. Those were under investiga- 
tion. 

Given the fact that they were under investigation by the FBI, we 
weren’t aware of all the details at that particular time and the peo- 
ple who did that report were not aware. That report was then 
issued at the very beginning of October of last year. 

The appraisal was put together in the latter part of October. At 
that point in time a few more of these details had come out. I made 
the decision to lower their rating by one grade and that is the rat- 
ing that was made a part of the actual appraisal. 
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Mr. Walden. Just one grade? 

Mr. Erickson. Again, because we didn’t have the information. 
We did not have the data. This was prior to the firings of the two 
gentlemen. This was before we knew what was going to come out 
of the FBI investigation. 

Mr. Walden. You know, Mr. Erickson, it is probably frustrating 
for you to have me sit here and question all the work you are doing 
but I spent 5 years on a community bank board and served on the 
audit committee. 

We had the regulators in periodically. They were amazing at 
what they could find down to the gnat’s eyelash practically. They 
were very rigorous. We welcomed it as a board because it kept our 
tails out of trouble. How do we get that into these systems? We had 
our own internal auditor. We had an external auditor. Then they 
would come in. 

Mr. Erickson. And that is one of the things that we are endeav- 
oring to correct as we have moved beyond this. The metrics that 
were used by the BMOR people tended to be very vertical in an or- 
ganization. They didn’t take a transactional look at how things 
really crossed the line between procurement and property and 
things like that. This year based on what we found and what we 
learned we are changing that process. 

Mr. Walden. Are you changing auditors? 

Mr. Erickson. We’re not changing auditors because we rely on 
two things. One, the Federal employees whom we used before. We 
also use the IG on an annual basis to look at our books. 

Mr. Walden. You don’t use an outside Government auditor? 

Mr. Erickson. It’s all within house, if you will. The internal is 
our own organization, the NNSA. We also rely on the IG as, if you 
will, the external organization. We don’t go to Arthur Anderson. 

Mr. Walden. Nobody does that anymore, Mr. Erickson. In part 
as a result of this committee, I might add. 

Mr. Erickson. I recognize that. 

Mr. Walden. We are trying to avoid all those issues. When did 
you find out about the Bussolini-Alexander case? 

Mr. Erickson. I was informed of that toward the latter part of 
August. I had heard about the Mustang and the P-card, as it is 
sometimes is called, issue. 

Mr. Walden. Who told you about it, Bussolini-Alexander? 

Mr. Erickson. That was Joe Salgado. 

Mr. Walden. And what was your response? 

Mr. Erickson. I was astounded, amazed, disappointed, and very 
upset. 

Mr. Walden. Did you notify anybody at NNA or DOE about the 
problem? 

Mr. Erickson. Yes. I immediately notified at that time my im- 
mediate boss which was John Arthur who was the manager at Al- 
buquerque and also 

Mr. Walden. No relation to Arthur Anderson? 

Mr. Erickson. No relation, sir. Then also the administrator’s of- 
fice, Linton Brooks’ office, within headquarters. 

Mr. Walden. So that is the action you took and then out of your 
hands from there? 
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Mr. Erickson. In a sense out of my hands because those are on- 
going investigations by the FBI. We stand away from that and let 
the FBI do their job until they are complete. 

Mr. Walden. I just want to close my part and turn it over to my 
colleague here. The fact is it still troubles me that Walp and Doran 
were here 2 weeks ago reporting to us that in their opinion and 
what they are hearing the same problems are still going on. I just 
leave you with that. Whether it is accurate or not I don’t know. I 
hope you take that to heart. 

Mr. Deutsch. 

Mr. Deutsch. Thank you. Mr. Marquez, I am going to refer to 
an e-mail dated January 23, 2002, from Robert Holder to Dennis 
Roybal. If you want to take a look at it, it is at Tab 107 in the 
book. Who are Mr. Roybal and Mr. Holder? 

Mr. Marquez. I can’t find the tab but Mr. Roybal was — what was 
the date? 

Mr. Deutsch. January 23, 2002. 

Mr. Marquez. Until recently Mr. Roybal was the Deputy Divi- 
sion Director in the Business Operation Division. Mr. Holder until 
recently was a team leader for the accelerated purchasing team in 
the procurement group of the Business Operations Division. 

Mr. Deutsch. Their titles now are? 

Mr. Marquez. Mr. Roybal is a special assistant to my office and 
Mr. Holder, I believe, has been reassigned as a senior procurement 
staff in the procurement group. 

Mr. Deutsch. Do they both work for you? 

Mr. Marquez. They both report to me but they work in the Busi- 
ness Operations Division. Mr. Roybal reports directly to me now. 

Mr. Deutsch. There is a concern about an IG order, the pur- 
chase case program. Is that correct? 

Mr. Marquez. I am sorry? 

Mr. Deutsch. There is a concern, or is there a concern about an 
IG order of — in the e-mail itself it talks about that, concern about 
the IG order of the purchase case program. I have it right here. 

Mr. Marquez. “DOE IG just announced they are going to initiate 
a DOE wide audit of contractor purchase card use.” I think this e- 
mail is a forwarded e-mail that originated within NNSA. I think 
what they are doing is he is forwarding an e-mail to give notice 
that they are doing a — DOE apparently is going to do a purchase 
wide 

Mr. Deutsch. In this e-mail Mr. Holder tells Mr. Roybal that the 
purchase card system allows the purchase of attractive items and 
cannot demonstrate that they are being properly controlled. Could 
you tell us what attractive property is? 

Mr. Marquez. Sensitive or attractive, if that is what he is refer- 
ring to, is a property control term which means items that are 
under $5,000 which is the normal tracking threshold but would be 
sensitive or attractive in the sense that someone might be inclined 
to steal it, walk off with it. Those would be things like, for example, 
an lap top, cameras, phones, things of that nature. 

Mr. Deutsch. And why aren’t they being controlled? 

Mr. Marquez. They are being controlled. I am not sure what this 
e-mail is all about. I would have to go through and read it. The 
purchase card regulations that I changed in August would exclude 
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purchases of this nature. It would prohibit these kinds of pur- 
chases. That was one of the key changes in that set of require- 
ments that I issued in August. 

Mr. Deutsch. Right. I mean, the words from the e-mail, “The re- 
views are not current and have likely never been current.” 

Mr. Marquez. Well, this is Mr. Holder’s view of the world, but 
I can tell you that as of the end of February when we closed our 
P-card accounts, we dropped our reconciliations and our P-card ac- 
counts to a point where we are now within $8,000 on reconciliation 
so I am not really familiar 

Mr. Deutsch. Is that February of this year? 

Mr. Marquez. Yes. February of this year. Yes, sir. 

Mr. Deutsch. So this memo is of January of last year. 

Mr. Marquez. January 2002. Keep in mind that (a) this was be- 
fore my time so you are catching me with an e-mail that I have 
not seen, but (b) in August 2002 we instituted lab wide purchase 
card changes. 

Mr. Deutsch. Right. I guess the question is what happened be- 
tween January and August? Why did it take 8 months to do that? 

Mr. Marquez. Well, first of all, to be really honest with you, I 
wasn’t aware that we were buying controlled property with our P- 
card process. I wasn’t aware of that until I found out after we had 
our purchase incidents in the summer. Obviously I didn’t agree 
with that policy and I changed it. 

Mr. Deutsch. We were provided this week with a list of all the 
computers bought on the purchase card system. In January Mr. 
Holder recommended not allowing this type of purchase. January 
2002 he noted that Sandia didn’t allow it nor did any other private 
companies. 

Mr. Marquez. Most companies don’t allow it, sir. Most Govern- 
ment institutions don’t allow it. 

Mr. Deutsch. Right. I guess my question again is this is Janu- 
ary when he was saying this. Why did it take until August to 
change the system? 

Mr. Marquez. Well, I came on board February 4 and was not 
aware of this issue until the summer of 2002. When I became 
aware of it, within a month we instituted a change procedure. 

Mr. Deutsch. Why would you not be aware of it? 

Mr. Marquez. Because we do $1.3 billion of acquisitions every 
year. It is not that it is insignificant but through the chain of com- 
mand you have to understand that Business Operations Division is 
one or eight or nine divisions that I manage on a daily basis. Some 
of these issues get to my attention and when they do, I try to take 
care of them. 

Mr. Deutsch. All right. It’s a control issue. Obviously I don’t 
want you to sign off on every purchase. Let me just follow up. On 
July 29 Vernon Brown did another purchase card assessment. This 
is after the Mustang case. It’s Tab 138 if you want to take a look 
at it, page 8. He said, “There is no mechanism to ensure that prop- 
erty rules are adhered to and it is very easy to bypass or simply 
ignore the rules.” 

Mr. Marquez. Actually, this copy is a copy, I think, I provided. 
This is my handwriting. These are my notes. What this was is this 
was the briefing that I asked Vern Brown to give to Joseph Salgado 
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and I in Joe Salgado’s office on July 29 because both of us became 
concerned. On July 25 we became notified of the P-card incident, 
I believe, with the Mustang case. That was the first one. 

By the following Monday — I think we were notified on a Thurs- 
day. By the following Monday Vern Brown had worked all weekend 
and put together a very comprehensive report for us by way of this 
briefing so that we could understand the magnitude and scope of 
the problem. 

Mr. Deutsch. Okay. Did the Inspector General miss all the prob- 
lems with the purchase card programs that have been uncovered 
since? Did he miss the suspicious purchases of sporting goods, glob- 
al positioning systems, digital cameras, binoculars, slippers, bicycle 
helmets, and the clothes that we uncovered? 

Mr. Marquez. When you say Inspector General, are you talking 
about the former Inspector General John Layton? 

Mr. Deutsch. No, the Inspector General who investigated this at 
the time. 

Mr. Marquez. Actually, what they did in July — a lot of these — 
this was like the confluence of great rivers. The IG had, in fact, 
launched their review and that came together with amazing coinci- 
dence at the same time that we discovered the Mustang case. The 
IG did more of a — as I recall, they actually pulled up 90 cases on 
a random basis and they asked us to give them all the information 
that we possibly could. We did that. 

I believe out of that review that the IG did independently, some 
of those cases were referred to the Inspector General. I have to tell 
you then that in August, August 26, I believe, John Layton’s team 
began their exhaustive review and they covered a 45-month period 
going backwards from June 30, I believe, of 2002. That would have 
been clear back to 1998. 

They looked through every single purchase card transaction. You 
have to be careful. Some of these items, for example, the TA-33, 
were purchased under a blanket purchase agreement, the Mesa 
contract. John Layton’s team did not look at that and neither did 
the Inspector General. 

Mr. Deutsch. We have gone through this but can you just quick- 
ly explain the local vendor agreements and how they work? 

Mr. Marquez. I may have to rely on Mr. Hettich but I can tell 
you what I do know. At one time we had 35 local vendor agree- 
ments. These are vendors in the Northern New Mexico community. 
The idea is to provide commodities below a certain dollar amount 
supposedly on an exigent basis. How it operates is that by your 
badge, which the Laboratory issues you, you walk into a vendor 
and you can order supplies. 

In simple terms, that is the local vendor agreement process. As 
Bruce Darling indicated, we have looked at that and we believe 
that has got vulnerabilities and we are in the process of trying to 
increase the internal controls on that program. 

Mr. Deutsch. We found knives, cameras, binoculars, Nike shoes, 
and a variety of other questionable purchases on local vendor 
spreadsheets. Has an audit ever been done? 

Mr. Marquez. I can’t tell you if an audit has been done on local 
vendor agreements. I can tell you that I, too, have found invoices 
on the local vendor, particularly the Nike shoes. That is a fairly re- 
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cent case. I looked at that. That is KSL subcontractor, two individ- 
uals that drive taxis for them. They tried to characterize those as 
safety shoes. That is not within the normal bound of the Frank’s 
Supply vendor list. We have actually challenged that and either 
KSL will reimburse us or we will go back to Frank’s Supply and 
get reimbursement from them. 

Mr. Deutsch. Right. And can you provide a direct answer wheth- 
er or not it has been audited or not? 

Mr. Marquez. I am sorry? 

Mr. Deutsch. Can you supply us with the information if an 
audit has been done. 

Mr. Marquez. I will find that out for you, sir. 

Mr. Deutsch. You are also promising us that 
PricewaterhouseCoopers is going to do an extended review of data 
mining for a 2-year period. We have not been particularly im- 
pressed by their work at this point. One can data mine for sus- 
picious vendors of purchase names. 

It has some value but you need to get out into the field and see 
if the equipment is really there at this point. There are many items 
that Mr. Bussolini and Alexander converted to personal use that 
are not obvious on their face. Are you planning at this point to ac- 
tually do field level investigations to deal with this? 

Mr. Marquez. Yes, sir. With respect to the particular slides that 
I got to see at the last testimony, I had a team spend this last 
weekend inventorying those bunkers at TA-33 and I believe that 
within the week I’ll know the contents of those bunkers and I’ll 
have some cost estimate of the items that were acquired. 

Mr. Deutsch. And my final question. You have said that you 
have only accounted for 70 percent of your controlled inventory. Is 
the claim that you accounted for 99.5 percent? 

Mr. Marquez. By DOE performance measure under our prime 
contract, in our controlled inventory we accounted for the past sev- 
eral years at above 99.5 which is the outstanding level. The 70 per- 
cent number I am not familiar with. 

Mr. Deutsch. Apparently that is in your testimony. 

Mr. Marquez. Well, I mean, you have to give me — in what con- 
text? 

Mr. Deutsch. In the wall-to-wall inventory. 

Mr. Marquez. Oh, the wall-to-wall inventory. That was started 
February 3 and as of Friday when I left the office, we had hit 70 
percent of the items that are in our inventory. 

Mr. Deutsch. So it is an ongoing inventory. 

Mr. Marquez. It is ongoing. It is not scheduled to be completed 
until September 30. I am happy to report that we are well ahead 
of the progress chart on that. 

Mr. Deutsch. Thank you. 

Mr. Walden. We are going to do one more round and I think cut 
it to 5 minutes if that is all right with you. 

Mr. Marquez, I want to go back to one point because I think I 
heard you say that the external team audit looked at every P-card 
purchase. My understanding is that it was actually mine data 
using key word. It wasn’t absolutely every purchase. Do you know 
that to be different? 
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Mr. Marquez. You know, I probably shouldn’t venture into it. I 
am not an auditor. The methodology they use I really can’t get into 
the details of that. The scope was clearly 45 months of trans- 
actions, 170,000 transactions and roughly $120 million. 

Mr. Walden. Right. We were just trying to clarify. 

Mr. Marquez. They did do data mining. They did it based on our 
automated system. It has data fields that indicate what type of 
commodity was purchased. A lot of times the signal in that data 
field that you enter in our automated system would really leave 
open to question who in God’s name would buy those kinds of 
things. 

Our team that I formed, I believe on December 6, worked 
through January 31 and our challenge was to take the list that 
PricewaterhouseCoopers left us and walk through each of those 
and justify them in advance of a UC audit report. 

Mr. Walden. Another question for you. One of the issues that 
came up were how the P-card accounts have not been reconciled. 
I think there was a major effort to get them all reconciled, some 
$3.8 million worth prior to June 30 or something. 

Mr. Marquez. That is correct, sir. 

Mr. Walden. I have a printout here from July 2002 through No- 
vember 2002. It is fiscal year 2003. This shows data that has not 
been reconciled to the tune of $677,200.47. 

Mr. Marquez. At that time that was correct. Our plan was al- 
ways to catch up because we were woefully behind. The same re- 
sources that I had to use to catch up and then we went and started 
with fiscal year 2003. I am happy to report that as of the end of 
February we are caught up and the discrepancy was at around 
$8,000 which is a significant improvement. It used to be in the 
$300,000 to $400,000 area. 

Mr. Walden. That’s good to know. 

Dr. Browne, on December 16, 2002 you were still Director at the 
Lab? 

Mr. Browne. That is correct. 

Mr. Walden. You sent an e-mail to all LANL employees declar- 
ing that Walp and Doran were “simply wrong” and there were re- 
ports of widespread theft, coverup, and interference with law en- 
forcement authorities at LANL. It is Tab 33 if you need to 

Mr. Browne. I remember the e-mail. 

Mr. Walden. Do you still hold to that opinion? 

Mr. Browne. The thing I was trying to convey to our employees 
was that I did not believe that there was this culture of theft that 
Mr. Walp and Mr. Doran were reporting in the press. I had not 
gone to the press and I felt that somehow I had to convey to our 
employees that I did not share this view that we had a work force 
full of thieves. That is what the intent of the e-mail was. 

Mr. Walden. Do you think — I guess I am trying to sort out here. 
I hear about Mustang. I hear about Mesa. I think it was Mr. Walp 
or maybe it was Mr. Doran who talked about a case that is out 
there of $800,000 purchase of hand tools from a single source. Is 
all that stuff legitimate? 

Mr. Browne. I think Mr. Marquez can answer the hand tools. 
My understanding was that was also reconciled. 

Is that correct? 
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Mr. Marquez. Yes. There were issues and I am not going to say 
they were all hand tools. They were different types of tools for ma- 
chining purposes. We have a large engineering and sciences appli- 
cation division. 

Mr. Walden. This guy went to — my understanding is 

Mr. Marquez. G&G Industry in Rio Rancho, New Mexico. It was 
basically a storefront operation. 

Mr. Walden. Part of what we were told is he would go to K-Mart 
and buy the tools. 

Mr. Marquez. It turns out he was somewhat of a pass through 
but I will tell you that the auditors that looked at this found that 
his prices were competitive with what we would have normally 
bought under the Just In Time program. That wasn’t my concern. 
My concern was they should never have been bought under pur- 
chase cards in the first place. 

That was actually in place as a procedure and policy at the time 
and they were done under a so-called exception. If you pull the 
string on the exception, most of the requirements of the excep- 
tion — I think people read the first sentence which says, “You have 
an exception under the following conditions.” They stopped before 
the word “under” and they characterized that as a blanket excep- 
tion. They went off and purchased tools for a couple of years. 

Mr. Walden. You have changed that so that cannot ever hap- 
pen — well, that should never happen again. You have done that 
through some sort of independent cross-approval? 

Mr. Marquez. Actually, we changed the purchase card require- 
ments. You cannot buy those. We made it very clear. 

Mr. Walden. Are there limits on how much — if I had a P-card 
at Los Alamos, is there a dollar limit amount on my P-card? 

Mr. Marquez. Yes, now there is. $2,500 per transaction. I think 
it is $25,000 a month. 

Mr. Walden. How do you prevent them from exceeding that? 

Mr. Hettich. The thing you have to do is what you keep on say- 
ing and what we are saying also, and that is the only way you do 
it is to audit it correctly, honestly. I mean, you have to have an 
independent assessment taking place on a regular basis. If you find 
that somebody violates the instructions, the regulations that are 
out there, then you take appropriate remedial action against the 
person. 

Mr. Walden. Is it not better to go to a purchase order system 
where somebody up the chain sings off on it? 

Mr. Hettich. The difference between the two methodologies and 
the reason that the Federal Government quite honestly pushed 
people toward P-cards is the difference in the cost of the two meth- 
odologies. If you really look at the cost of doing a P-card trans- 
action against doing a PO transaction, there is a significant cost 
difference. The question is is the risk factor 

Mr. Walden. Fraud, waste, abuse. 

Mr. Hettich. That’s right. So that is one of the decision pieces. 
In the case of Livermore what they did was establish four inde- 
pendent auditors to keep up with this and go out to the desk tops, 
as you point out, do different things like that. Put an insurance to 
their own management that the risk factor was prudent. 
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Mr. Walden. What an internal auditor would do. Do the random 
checks. 

Mr. Hettich. Correct. 

Mr. Walden. Is that in place now at Los Alamos? 

Mr. Hettich. Yes. 

Mr. Walden. I have way overshot my 5 minutes. 

You don’t have any other questions? Mr. Chairman, do you? If 
not, the chairman asks unanimous consent to enter the binder into 
the record. Without objection that is so ordered. Opening state- 
ments are already approved for entry into the record with unani- 
mous consent. 

Gentlemen, thank you for your patience today, your forthright 
comments. We very much appreciate you testifying before the com- 
mittee. With that, we stand adjourned. 

[Whereupon, at 7:02 p.m. the subcommittee adjourned.] 

[Additional material submitted for the record follows:] 

April 10, 2003 

The Honorable Jim Greenwood 
Chairman 

Subcommittee on Oversight and Investigations 
Committee on Energy and Commerce 
House of Representatives 
2125 Rayburn House Office Building 
Washington, D.C. 

Dear Mr. Chairman: At the Subcommittee’s hearing on March 12, 2003, I com- 
mitted to provide information on my actions and accomplishments to change the his- 
torical culture at Los Alamos National Laboratory by reducing an entrenched “man- 
agement by accommodation” and achieving a heightened sense of fiduciary responsi- 
bility to the American taxpayer. This letter fulfills that commitment, and I request 
that it be included in the official record of the Subcommittee’s hearings on Property 
and Procurement Mismanagement at Los Alamos National Laboratory. 

The efforts Director Browne and I made to drive change and address management 
problems at the Laboratory were noted by NNSA in its FY 02 Appraisal, dated De- 
cember 13, 2002: 

“NNSA is encouraged by the aggressive leadership demonstrated by the Labora- 
tory Director and Deputy Director — NNSA recognizes the outstanding effort on 
the part of Laboratory senior management to organize, drive improvement, and 
accelerate change in overall Laboratory culture. NNSA recognizes as well that 
LANL faces challenges such as the alarming trend in Price Anderson Amend- 
ment Act violations and the current investigations into irregularities in its pur- 
chasing activities. Nonetheless, NNSA is encouraged that LANL senior manage- 
ment has moved swiftly and demonstrated an understanding of the urgency and 
need for outside assistance as a mechanism to add credibility to the investiga- 
tion process.” 

The following actions and accomplishments are a representative, not exhaustive, 
sample of my actions and accomplishments, and they are consistent with NNSA’s 
evaluation as noted above. The list begins in the fall of 1999 when I joined the Lab- 
oratory: 

• Based on findings by the Office of Audits and Assessments (AA), I directed that 

reconciliations of bank accounts be brought current and that monthly reconcili- 
ation of bank accounts be completed thereafter. 

AA reports for several consecutive years, all of which had been filed with the 
University’s Office of the President (UCOP), noted failure by the BUS Division 
to complete monthly reconciliations for three accounts — payroll, accounts pay- 
able, and travel — for fiscal years 1995 thru 1999. Total activity in the subject 
accounts over 5 fiscal years was over $7 billion. I provided periodic progress re- 
ports to UCOP (Van Ness and Kennedy) and the Regents (Leach) until the rec- 
onciliations were completed in August, 2000. 

• Upon joining the Laboratory, I directed that each division and office that reported 

to me (BUS, HR, Audits and Assessments, Industrial Business Development, 
and others) complete a Vulnerability Analysis within 60 days. The effort re- 
sulted in over 200 findings, of which 134 were in the BUS Division. I required 
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that Divisions implement specific corrective action plans for addressing identi- 
fied vulnerabilities, and I tracked progress in weekly meetings with Division 
leaders. All Divisions except BUS had completed corrective action plans at the 
end of one year. 

• In 1999 I directed a comprehensive review of the Laboratory’s procurement pro- 

gram and procedures, using Laboratory employees and external procurement 
experts. UCOP directly participated in the review. I was led to believe that the 
review team’s commitment to consensus may have led to a document written, 
in part, to accommodate the UC representative’s preference for a “softer” report 
than some of the LANL representatives would otherwise have produced. I im- 
plemented a number of reforms and improvements as a result of the team’s re- 
port. 

• Directed the reorganization of the BUS Division and the addition of two Deputy 

Division Leaders to strengthen overall division management. 

• Implemented a corrective action plan to eliminate over a period of about 6 months 

a multi-year backlog of about 900 contract closeouts. Reviewed progress weekly 
with Division management. 

• Elevated the Small Business Procurement Office to report directly to the BUS Di- 

vision leader to strengthen management of small business contracts and pro- 
curement actions. 

• Established a small business point of contact in the Laboratory Ombudsman Office 

to assure that any small business perceptions of favoritism, procurement irreg- 
ularities, or inadequate contract administration could be reported without fear 
of reprisal. I took this action in response to indications from the small business 
community that the Laboratory was not viewed as a good business partner by 
some vendors. 

• Streamlined the process to assure prompt payments to vendors, subject to appro- 

priate checking and approval by Laboratory users of vendor-supplied equip- 
ment, materials and services. 

• Engaged The Gartner Group to advise the Laboratory on its business information 

management and related information technology activities. Implemented The 
Gartner Group’s recommendations, thus avoiding significant expenses that 
would have resulted in inadequate systems. 

• Cancelled the Laboratory’s PeopleSoft project on the basis of cost/benefit analysis 

and ill-conceived scope; avoided planned project expenses. 

• Initiated an Enterprise Resource Planning project (ERP) to modernize and stream- 

line the Laboratory’s business information management function and to adopt 
best business practices embedded in related commercial software. This is a 
multi-year project that is continuing and has been identified by the Interim Di- 
rector as one of the Laboratory’s highest priorities. 

• Continued implementation of the “Sunflower” system, used by UC at Lawrence 

Livermore and Berkeley Labs and by other contractors in the DOE system to 
support property management. 

• Continued implementation of the “TIPS” system to support the procurement func- 

tion. 

• Established a Laboratory-wide system for IT (Information Technology) governance 

to provide a central authority and Lab-wide coordinating point for policy and 
procedures and to assure that investments in IT were cost effective and re- 
viewed by the Laboratory Senior Executive Team prior to commitments. 

• Initiated three studies of the Laboratory’s computer inventory: 

• A review of the number of personal computers reported as being used at the 

homes of employees; a number of computers were returned to Laboratory 
property as a result of this study; 

• An analysis of the number and costs of computer purchases over recent fiscal 

years; the analysis was intended to guide future decision-making regarding 
methods and standards for computer purchases; 

• A review of classified computers, as mentioned in my written testimony, to as- 

sure that none of the computers reported as lost or stolen contained classified 
information and to assure that all classified computers could be located. 

• Required sound business case analysis for a number of ongoing Laboratory invest- 

ment and acquisition activities, resulting in: 

• Cancellation of the Laboratory’s agreement with a local developer to guarantee 

rentals of new luxury townhouses and high quality apartments for use as stu- 
dent housing. Laboratory staff had entered into the agreement without hav- 
ing done a sound business case analysis and without having provided full in- 
formation to the Laboratory Director. 

• Personal assumption of oversight for completion and occupancy of the Labora- 

tory’s space at the Los Alamos Research Park to assure compliance with 



211 


NNSA’s conditions of approval and cost beneficial project management. Re- 
quired weekly status reports. Like student housing, commitments to the Re- 
search Park had been made by Laboratory staff without adherence to NNSA 
requirements, without adequate financial and legal analysis, and without full 
information to and approval by the Director. 

• Established, a Blue Ribbon Task Force and related Technical Panels to provide ex- 

ternal management and technical expertise to the Laboratory’s pit production 
and manufacturing program. Laboratory and NNSA program managers have 
acknowledged that the Task Force and technical panels have been instrumental 
in putting the Laboratory in a position to meet the NNSA-determined schedules 
for this high priority national security program. The Interim Laboratory Direc- 
tor recently converted the Task Force to a comprehensive Program Management 
Review Committee. 

• Strengthened procurement support and service to high priority NNSA and DOE 

projects, including pit manufacturing, Spallation Neutron Source (SNS — a 
multi-laboratory project led by Oak Ridge), and the Accelerated Strategic Com- 
puting Initiative (ASCI) through which the Laboratory has developed its “Q” 
machine. 

• Achieved 10% reduction in overhead ratio from FY 00 to FY 02 as a result of hav- 

ing instituted a “bottoms up” approach to the annual indirect budget planning 
process. 

• Oversaw implementation of legislatively mandated travel regulations for contrac- 

tors that resulted in reductions in allowable expenses for official travel; person- 
ally reviewed travel expense claims of all Associate Directors. 

• Established an internal Advisory Committee on Administrative Policies and Prac- 

tices to assure input and buy-in from all Directorates in the Laboratory for 
adoption and implementation of new or modified procedures and practices 
aimed at making the Laboratory’s business systems more accountable. 

• Established mandatory management training for all Group Leaders to strengthen 

management capabilities in the Laboratory. Required each member of the Sen- 
ior Executive Team (SET) to lead off one of the sessions by clearly articulating 
SET expectations. The process to design and implement the training took over 
one year, due in part to resistance by Division and Group Leaders, as well as 
the Human Resources Division, to “mandatory” requirements. 

• With Director Browne, designed and implemented a significant reorganization of 

the weapons program to strengthen line management accountability. NNSA 
noted in its FY 02 appraisal, “The reorganization represents a paradigm shift 
in that line management now owns programs and is central to, accountable and 
responsible for program success. Planning is now the basis for program execu- 
tion.” 

• Realigned the Laboratory’s internal budget planning process to assure that the Di- 

rector’s strategic vision drove program planning and to strengthen the Direc- 
tor’s “ownership” of the budget. 

• Authorized total outsourcing of the Laboratory’s supplement secretarial pool and 

established procedures to assure the pool was used as an avenue to Laboratory 
employment for local residents. 

• Requested NNSA approval and subsequently implemented “hot skills” pay to as- 

sure that the Laboratory would continue to be competitive in terms of recruiting 
and retention of staff in specific, critically important scientific and technical 
areas. 

• Implemented salary surveys by external experts in compensation equity to assure 

equitable pay for ethnic and racial minorities and women. These surveys and 
related appropriate pay adjustments enabled the Laboratory to avoid litigation, 
particularly regarding the issue of pay for Asians and Pacific Islanders that 
arose in the aftermath of the Wen Ho Lee case. Salary surveys were completed 
for API and Hispanic minorities prior to my leaving the Laboratory; a third sur- 
vey covering women employees was in planning at the time of my departure. 

• Implemented a realignment of facilities management to consolidate approximately 

15 separate facility management units and thereby improve accountability and 
cost effectiveness in facility management operations. 

• With Director Browne, established an internal Strategic Security Working Group 

to review long-term security planning and operations in the aftermath of 9 / 11. 

• Assumed personal oversight of Laboratory activities to satisfy requirements of Ap- 

pendix O to the University’s contract for Los Alamos operations, including: 

• Completion of Authorization Basis (AB) documents for 5 critical facilities and for 
the packaging and transportation function. As a result of this effort, NNSA 
noted “. . . LANL’s increased emphasis and effort to support safety authoriza- 
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tion basis preparation (It appears that LANL may be the only NNSA site that 
is 10 CFR 830 compliant by the April 2003 due date).” 

• Completion of inventory and. gap analysis related to maintenance of critical 
skills to support mission requirements. 

• Implemented procedures to assure that the Laboratory was in full compliance with 

10CFR requirements for quality certification of vendors of certain types of equip- 
ment, services and materials. 

• Established a pilot effort to implement a Programming Planning Budgeting and 

Evaluation System (PPBES) aliened with NNSA’s leeislatively mandated 
PPBES system. 

• Initiated review of meal expenses in all Divisions and Directorates and subse- 

quently established more rigorous standards for Laboratory purchase of meals 
in connection with meetings. Standards were later converted to “guidance” to 
accommodate objections from some Divisions. Required Division or Group Lead- 
er certification of working meal expenses and justification/approval of excep- 
tions to standards. 

• Based on AA findings during an audit of the former Site Support Services con- 

tract, withheld current fee payments and recovered fee previously paid. 

• Required recompetition of the site support services contract and acted as Source 

Selection Official to select a new contractor with emphasis on cost effectiveness 
and partnering with the Laboratory to improve operational performance. 

In addition to the above, I met weekly — and sometimes more frequently — to track 
progress and monitor performance of all of my direct reports on issues ranging from 
resource management to safety performance to delivery on program commitments. 
In all of these sessions, I consistently emphasized fiduciary responsibility, formality 
of operations, and disciplined management. Almost without exception and not sur- 
prisingly, I found the Laboratory’s staff and managers willing and eager to respond 
and to meet expectations. Nonetheless, an ingrained culture that had historically 
under-valued effective management, meant that change came more slowly than I 
would have preferred. 

I appreciate the opportunity to supplement my testimony before the sub- 
committee. 

Sincerely yours, 


Joseph F. Salgado 
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COMMITTEE ON ENERGY AND COMMERCE 
Subcommitte on Oversight and Investigations 
Procurement and Property Mismanagement and Theft at 
the Los Alamos National Laboratory, Day 2 - March 1 2, 2003 


Tab 

Document Description 

Date 

1 

Jaret McDonald subpoena 

2/20/03 

2 

FBI letter to Frank Dickson, re: documenting conversation about investigation 

9/11/02 

3 

FBI letter to Dickson, re: prospective interview list 

9/16/02 

4 

All Mustang convertible invoices, re: Lillian Anaya 

5/3/02 

5 

PWC analyst report to Frank Dickson, re: Lillian Anaya purchase card activity 

1 1/20/02 

6 

Original Mesa contract with LANL 

11/1/00 

7 

Scott Alexander memo to Barbara Martinez, re: procurement justification 

3/19/02 




9 

Anna Parks e-mail to Elinor Gwynn, re: Meeting with McDonald 

6/27/02 

10 

Bill Sprouse memo to Glenn Walp, re: Meeting with McDonald about theft 

7/29/02 

11 

Stephen Lopez letter to Robert Garcia, re: Mesa subcontracts 

8/30/02 

12 

Dickson letter to FBI and US Attorney, re: investigation at LANL 

10/30/02 

13 

Sprouse statement, re: Alexander and Peter Bussolini 

12/5/02 

14 

Six search warrants - Bussolini and Alexander 

10/31/02 

15 

FBI receipt for property seized, re: Bussolini and Alexander 

11/25/02 

16 

Hernandez e-mail to David Hettich with attachment, re: Mesa cost comparison 

11/26/02 

17 

Bussolini and Alexander case review board report & Bussolini performance 

12/4/02 

18 

AMI 12 LANL Employment Regulations, re: Discipline Policy and Procedures 

11/15/96 

19 

Anthony Stanford memo to Bussolini, re: Investigatory Leave 

10/31/02 

20 

Stanford letters to Bussolini and Alexander, re: termination for cause 

12/17/02 

21 

Martinez/Hettich/Hemandez/Roybal email, re: 3 arrests and Mesa contract 

11/6/02 

22 

Personnel action form with attachments, re: Clarissa Rodriguez's resignation 

9/23/02 

23 

OSI incident reports, re: Rodriguez 

9/20/02 

24 

Walp personal notes, re: Rodriguez 

9/20/02 - 9/25/02 

25 

Larry Hanson e-mail to Phil Krugar, re: Rodriguez 

12/23/02 

26 

Stephan Doran's OSI report, re: Mary Wood interviews & Notice of Leave 

8/19/02 

27 

OIG report on Los Alamos Security assessments 

5/1/00 

28 

CIO presentation, re: "Surviving the I&E Audit," Nov 18-22 & Dec 9-20, 2002 

10/1/02 

29 

OIG report, re: Special Inquiry into Operations at LANL 

1/1/03 

30 

IG Gregory Friedman memo to Linton Brooks of NNSA, re: Special Inquiry 

2/5/03 

31 

Thomas Palmieri memo, re: Institutional Accountability for Property 

4/10/02 

32 

U.S.A. v. Lupton complaint 

1/2/03 

33 

John Browne e-mail to all employees, re: Reporting Improper Activity 

12/16/02 

34 

Supplemental Agreement to Contract, Appendix L and Appendix O 

1/18/01 
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35 

DOE letter to Robert Van Ness, re: reassigned employees 

1/13/03 

36 

Doran's job description and resume 

6/25/02 

37 

LANL letter to Doran, re: job offer 

6/25/02 

38 

LANL letter to Walp, re: job offer & performance summary 

12/21/02 

39 

Walp memo to Stanley Busboom, re: property theft at LANL 

3/26/02 

40 

Scott Gibbs memo to Joseph Salgado, re: Walp’s 3/26/02 memo (tab 39) 

12/12/02 

41 

Busboom e-mail to Dickson, re: Summary of Meetings 

10/28/02 

42 

Busboom letter to James Holt, re: termination of Walp and Doran 

11/20/02 

43 

LANL letters, re: termination of Walp & Doran 

11/25/02 

44 

Meeting Agenda for UC-Office of the President, re: Investigation Overview 

11/25/02 

45 

Termination Packet: Notes from 1 1/25/02 UCOP Meeting & NEEP documents 


46 

Bruce Herr fax to Dickson, re: Walp-Doran termination 

12/6/02 

47 

Jo Ann Milam e-mail to James Holst, re: rationale for terminations 

12/11/02 

48 

Scott Gordon & Bruce Herr memo to Dickson, re: Walp & Doran terminations 

12/1 1/02 

49 

Personal notes 

12/9/02 

50 

Personal notes 

12/11/02 

51 

Business Operations Division - Procurement briefing 

1 1/25/02 

52 

John Layton letter to Browne, with LANL Pruchase Card Program report 

12/12/02 

53 

Bruce Darling's personal notes 

12/18/02 - 12/20/02 

54 

UC recommendations packet, incl. Darling report, re: on-site review 

12/6/02 

55 

Committee letter to Richard Atkinson, re: Walp & Doran 

1/17/03 

56 

UC response letter to 1/17/03 Committee letter 

1/24/03 

57 

Press release regarding report from UC Auditor Patrick Reed 

2/10/03 

58 

Report from UC Auditor Patrick Reed, with letter 

2/10/03 

59 

Albuquerque Journal article, re: Walp & Doran, "Columbo not Dirty Harry" 

1/21/03 

60 

Pete Nanos letter to Albuquerque Journal , re: explanation and apology 

1/22/03 

61 

Darling letter to Albuquerque Journal, re: 1/21/2003 article (tab 59) 

1/23/03 

62 

Salgado letter, re: proposal to UC for "resignation" 

1/3/03 

63 

Busboom’s calendar 

Aug-Dec 2002 

63a 

Additional Busboom's calendar 


64 

Alexander JIT Purchases - FY 2000, as reported by LANL 

FY 2000 

65 

Alexander JIT Purchases - FY 2001, as reported by LANL 

FY 2001 

66 

Purchases by Scott Alexander, as compiled by the Committee 

1999-2002 

67 

Bemabei & Katz demand letter to UC President Atkinson 

12/16/02 

68 

Dave Smith e-mail to John Jennings, re: Mesa purchasing & signature forgery 

4/29/02 
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69 

OIG Report, re: “Inspection of Firearms Internal Controls at LANL” 

2/3/03 

70 

Salgado letter to US Attorney, re: Investigation of theft at LANL 

11/27/02 

71 

LVA Activity Report 

9/2000 - 7/2002 

72 

Mesa Invoices 

8/2001 - 4/2002 

72a 

Additional Mesa Invoices 


73 

John Hernandez e-mail to Stephen Lopez, re: Mesa contract 

8/26/02 

74 

JIT Purchases by other FMU-75 employee - FY 2000-2001, as reported by LANL 

FY 2000 - FY 2001 

75 

Walp e-mail to Busboom, re: required white papers 

7/26/02 

76 

Summary of Events Regarding NIS Employees 


77 

McTague letter to Browne re: P-card 

8/16/02 

78 

Browne letter to McTague re: P-card Review Team Weekly Report 

9/5/02 

79 

Charles Shank (LBNL) letter to McTague 

9/30/02 

80 

McTague letter to Browne re: property management 

11/20/02 

81 

Mass e-mail re: media 

11/26/02 

82 

E-mail to Kruger, Busboom re: media 

11/27/02 

83 

Walp letter to Frank Ward re: larcengy reports with attachments 

9/10/02 

84 

Aegis Security report 

1/3/03 

85 

S Division Reengineering 


86 

Kruger e-mail to Salgado re: DOE's response to investigations 

11/27/02 

87 

Schiffer e-mail to Dickson/Busboom/Tucker re: IG interviews 

12/5/02 

88 

Ortiz e-mail to Holder re: Anaya 

7/24/02 

89 

Wallace e-mail to Marquez re: NNSA Property Council 


90 

Marquez memo re: property valued under $5,000 

3/7/96 

91 

Tytler e-mail to DOE/NNSA re: delivery of docs to Alb. Journal 

11/18/02 

92 

Marquez memo re: P-card program modifications 

8/23/02 

93 

Wallace/Roybal memo re: tagging sensitive items 

3/19/02 

94 

Marquez e-mail re: doc copies for IG 

12/5/02 

95 

Marquez e-mail re: 12/5 e-mail 

12/11/02 

96 

Non-reconcilation dollars 

July FY02-Nov. FY 03 

97 

Wallace Memo re: FY02 Inventory 

10/22/02 

98 

Romero e-mail to Martinez re: Mesa AHA 

10/23/00 

99 

Series of Hernandez/Martinez e-mails re: Mesa, AHA, scope of contract 

2/14/02 

100 

Martinez memo re: Mesa increase 

3/6/01 

101 

Hernandez e-mail to Martinez re: Advocacy Award Program 

11/1/00 

102 

E-mail re: Mesa contract and how it shows up in LANL inventory database 

7/24/02 
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103 

Lopez e-mail to Hernandez re: Mesa 

8/15/01 

104 

Lopez e-mail to Hernandez re: Mesa and billing problems 

9/4/02 

105 

OSI Reporting systems Memo 

9/25/02 

106 

LIM on Purchasing Policies and Practices 

12/4/02 

107 

Series of e-mails re: IG audit of Purchase cards 

1/2/03 

108 

Hernandez e-mail regarding other Mesa contract 

1 1/5/02 

109 

Martinez e-mail to Hernandez re: roybal’s questions 

11/6/02 

110 

Mesa Chronology 

12/9/02 

111 

E-mails re: Nancy Williams Mesa issue 

11/20/02 

112 

Walp memo to Tucker re: OSI involvement in TA-33 case 

10/30/02 

113 

Garcia letter to Lopez re: special projects 

8/18/02 

114 

Garcia letter to Lopez re: contract increase 

7/15/02 

115 

Lopez letter to Garcia re: Mesa contract parameters 

8/28/02 

116 

Hernandez e-mail to Roybal re: Mesa contract clarifications 

1 1/7/02 

117 

Walp's position - job posting 

7/25/01 

118 

Security incident report - CREM 

10/25/02 

1 19 'Letters re: 12/19/01 security infraction 

2/4/02 

1 20 OSI incident memo re: flash cards 

9/20/02 

121 ; DOE report on Fraud, Waste, and Abuse to the Office of Inspector General 

3/22/01 

122 

Dickson Calendar (November 18-22, 2002) 

11/18/02-11-22/02 

123 

Busboom letter to Holt regarding Walp and Doran terminations 

11/20/02 

124 

Multiple copies of Busboom letter to Holt regarding Walp and Doran terminations 

11/20/02 

125 

Roybal and Martinez Self-Assessment Audit 

8/2/02 

126 

Marquez e-mail to Palmieri re: Accountability Memos 

4/17/02 

127 

CREM Inventory Data Sheet (Romero and Gutierrez) 

10/22/02 

128 ; CREM Inventory Data Sheet (Pompeo and Berning) 

10/31/02 

1 29 i Croney e-mail to Lujan regarding safe 

12/4/02 

130 

Classified Matter Protection and Control OA Data Call 


131 

Master Chronology re: FBI 

11/21/02 

132 

DOE Decision re: Jimmie L. Russell 

10/12/99 

133 

Hanson e-mail to Gunther/Hughes re: article on "hostile work environment" 

12/23/02 

134 

NNSA FY02 Appraisal of UC and LANL 

10/2/03 

135 

Browne memo to Senior Executive Team re: Corrective Actions 

12/9/02 

136 

Purchase Card Transactions with Cabelas 


137 

Glenn Walp Personal Notes 


138 

Vernon Brown LANL Purchase-Card Assessment 

7/29/02 

139 

Marquez e-mail to Hettich re: Hettich Gram #13 

3/7/03 
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Tab i 

Subpoena to Testify ( Hearing > 

Jg v 2iutf)oritp of t\)t ^ouSe of &epr£S£ntatttics of tfjt 
CongttSS of ttjc ^3niteb States of America 

To Mr._J.aretMcDonald 

You are hereby commanded to be and appear before the Sub Committee on 

Oxeisight-andJnMeaugauons. Commmes.oiLEnersyandCommercc-.. of the House of Representatives 

of the United States, of which the Hon J.ames.GrecnwoQd is chairman, in 

Room ?.?.??. of the Building in the city 

of Washington, on f'cbrururyy rrf?r. , at the hour of • PTp-.u':: 

then and there to testify touching matters of inquiry committed to said Committee; and you 
are not to depart without leave of said Commmee. 

J a the U.S. Marshal or any staff member of the Committee on Energy and Commerce 

to serve and make return. 


Witness m> hand and the seal of the House of Representatives 



CU-rk 
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. .. Mr. Juret McDonald 

Subpoena lor 


before Ihe C'ommiltee on the 

Energy and Commerce, 

Subcommittee on Oversight and 

Investigations 

Served 


I louse ol Representatives 
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U.s. Department of justice 


Federal Bureau of Investigation 


In Reply. Plane R efa to 
KleKa 


P.o. Box 25136 

Albuquerque, New Mexico B7125-G186 
September 11, 2002 


Re: Los Alamos National 

Laboratory FBI Investigations 


Mr. Frank P. Dickson, Jr. 

Laboratory Counsel 

Office of Laboratory Counsel 

Los Alamos National Laboratory {LAND 

p. O- Box 1663 

Mail Stop A-183 

Los Alamos. New Mexico 67545 

(505) 699-667-3970 
(505) 665-2301 - Fax 



Mr. Dickson, 

' The purpose of this communication is to confirm and document 
the telephonic conversation which transpired this date between 
us, at approximately 9:00 am this morning, during which time we 
discussed* the current and on-going FBI criminal investigations 
emanating from the Los Alamos National Laboratory '.LAND. 


These FBI investigations are currently assigned to 
SA Jeff Campbell, of our Santa Fe Resident Agency ; SFRA) , 
telephone number (505) 983-8711, and are currently being pursued 
in conjunction and with the cooperation of your LAN*- Security 
Department, through Security Specialist Mr. Steve Doran. 


As we discussed, the Albuquerque Division of the FBI, . 
appreciates the cooperation rendered by LANL to investigating 
officials relative to these on-going criminal investigations, and 
look forward to a expeditious and mutually agreed upon resolution 
in the near future. 


In this regard, we have been advised, and concur with you. 
assessed need for a "special* purchasing audit, which is 
currently being conducted by Ms. Kristen Rivera or the auditing 
firm Price-Waterhouse. This audit has required the acquisition 
and review of approximately 30 boxes of financial records and 
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reports, and may further require personnel interviews in the near 
future. 

As we discussed and agreed upon, it is imperative that we 
maintain a proper accounting and record of all documents acquired 
through the course of this joint investigative matter, as well as 
limiting the disclosure of this on-going criminal investigation 
to individuals who have been agreed upon, as having a need to 
know. 


Accordingly, we have achieved a mutual understanding to 
advise, and seek the concurrence of one another in all 
anticipated actions which may effect the successful conclusion of 
these investigative matters, through our identified and 
designated investigators , prior to any overt action being 
conducted which may result in any adverse or negative 
consequences . 


Should you deem it necessary to conduct personnel interviews 
in conjunction with your current purchasing audit, it is 
requested thatSA Campbell be advised of the identities of these 
1 2f iV i‘ 3 ^ als ? rio3 T Co ^Y interviews being accomplished, in an 
at tort to maintain the investigative integrity of these on-going 
criminal investigations. 

y0U3r CQricurr f nce ' and continued cooperation in this 
mutual collIbo'ratioS e lnd C exchaSge We i0 ° k f ° rward to our COI1 tinued 


Sincerely yours 


Andreas Stephens 
Special Agent in Charge 



By > 

'“Supervisory Senior Resident Agent 


2 


LANL 00004 
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U.S. Department of Justice 


Federal Bureau of investigation 


iX 


In Reply. PJ«*se Jtcfa » 
F3o No, 


P.O. Box 25136 

Albuquerque, New Mexico 8712S-Q13S 
September 16, 2 0 02 


Re: Los Alamos National 

Laboratory FBI Investigations 


Mr. Prank P. Dickson, Jr. 

Laboratory Counsel 

Office of Laboratory Counsel 

Los Alamos National Laboratory (LAND 

P. O, Box 1663 

Mail Stop A-183 

Los Alamos, New Mexico 87545 

(505) 699-667-3970 
(S05) 665-2301 - Fax 
Mr. Dickson, 



This communication will serve to acknowledge the receipt of 
your prospective interview list on Wednesday, September 11, 2002. 

This list of 46 current LANL employees and prospective 
interviewees was reviewed by Sa Jeff Campbell, along with your 
Security Specialist, Mr. Steve Doran, who concurred with the 
interviews of all, with the exceptions of Mr. Bob Ortiz, Ms 
Lillian Anaya, and Mr. Orlando Smith. 

These individuals are/may be either suspects in the current 
on-going investigations, or essential witnesses, and the 
premature disclosure of the current FBI investigations may prove 
detrimental to future interviews, or the. destruction of valued 
evidence 

As you are aware, these interviews should be specifically 
formatted and presented in such a manner as to acquire the 
desired information relative to your internal audit, without 
disclosing, and/or providing information which _ would ^ indicate or 
verify the existence of our on-going criminal investigation. 


LANL GQ00S 
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This office again expresses their appreciation in your 
continued cooperation in this matter, and remain available to 
assist you in all matters of mutual interest. 


Sincerely yours. 


Andreas Stephens 
Special Agent in Charge 


Calles V/V^/dJ-S 
Supervisory Senior Resident Agent 


2 


LANL 00006 
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fSUrflUSTflflG 

. -4-3 W E. L/give rally 
phoenix, AZ 85040 
A 02.437.2727 Fax 602.437.2477 
, 0 'wvy.a 1 1 rrjosta n g • com 


Invoice Number 
7831 
Invoice Date 
May 3, 200; 
Page 
2 


Sold To: 




Ship to: 




LILLIAN ANAYA 

P.O. BOX 1663 

LOS ALAMOS, NM 87545 
USA 

LILLIAN ANAYA 

103 GRAND CANYON DR. 

LOS ALAMOS, NM 87544 

USA 


Customer ID 

Customer PO 

Payment Terms 

ANAYA. LILLIAN 

DEPOSIT 

Net Due 

Sales Reo ID 

Shipping Method 

Shio Date 


1 TOM 

.... 

Courier ! 

6/20/02 

5/3/0? 

I Quantity 

j Item 

Description 

Unit Price 

Extension 


1-OOjENVIRO 


l.OoSERVICE 

l.OOBERVICE 


JPPiSI 


ENVIRONMENTAL WASTE FEES (OIL , 
ANTIFREEZE, ETC.) 

LO.F 

DETAIL 


Reference No: 6257 

POLICIES 

Ml deposit are non-rahmoatjfe, 

Mo return cn eJecWCaJ or special artier pert*. 

Mo return m parte that have been Imrafea. 

25% Rosier*! ng fee la appttti on now item returns 
All toad parte Ofo said as Is. Exchange only. 

Mo retime alter 15 flay* 

Wamrtactumro warrant/ only; 

N« reeponsitile far dBimge cain&a by snipping earner. 

All Anal tnvratBerfcfll Dewftnh 10% of quoted ccaj 
All shipping Oaime must fie Sled wrth earner. 

Mo refunds without receipt 


75.00 

5.00 


25.00 

150.00 


Subtotal 
Sales Tax 
Freiqht 
Total Invoice Amount 
Payment Received 
TOTAL 


75-0 

5.0 


25.0 

150.0 


29.520.00 

400.00 

29.920.00 

19.950.00 

9 . 970.00 


TOTAL P.0: 
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Privileged <& Con fidential 
Prepared at the Request of Legal Counsel 
DRAFT- Subject to Change 


November 20, 2002 


Mr. Frank P. Dickson, Jr. Tab 5 

Laboratory Counsel 

Los Alamos National Laboratory 

P.O. Box 1663 

Mail Stop All 83 

Los Alamos, NM 87545 


Subject: Review of Lillian P. Anaya Purchase Card Activity 


We were retained by Los Alamos National Laboratory (LANL) to conduct an administrative 
review of the LANL Purchase Card Program. In conjunction with this review, the External 
Review Team (hereafter, “Review Team") was asked to separately analyze the purchase card 
procurement activity of Lillian P. Anaya, a buyer assigned to the Engineering Sciences and 
Applications (ESA) division of LANL. 1 Specifically, we were requested to: 

1. Gather information concerning the alleged attempted purchase of a Mustang automobile 
using Ms. Anaya’s LANL purchase card;* 

2. Review circumstances surrounding Ms. Anaya's purchases of tools, especially from 
G&G Industrial Supply; 

3. Analyze Ms. Anaya’s purchase card activity for other unusual or potentially improper 
transactions. 

Our findings with respect to these issues arc summarized in this letter and in Attachments A and 
B hereto. In analyzing these issues, we collected and relied on materials which were either 
publicly available or were provided by LANL personnel. 3 We also performed extensive 
electronic data mining procedures on LANL purchase card data for the period beginning October 
1, 1998 and ending June 30, 2002 (hereafter the Review Period). The Review Team did not 
interview Ms. Anaya or her direct supervisor, Robert Ortiz, during much of the Review Period. 
These individuals were outside the scope of our review per an agreement between the Federal 
Bureau of Investigation (FBI) and LANL. Furthermore, \vc did not interv iew or contact 
individuals located outside the LANL facility including Tom Thomson of All Mustang and 
Henry George of G&G Industrial Supply. 


1 The Review Team, chaired by former Department of Energy (DOE) Inspector General. John Ijvion. and vice- 
chaired by Charles C. Masten, former Department of Labor inspector General, was assisted by a forensic accounting 
team from PricewaterhouseCoopers (PwC). lead by Donald Kint/er. 

2 The automobile and associated parts were charged to Bank of America account number 44.X(>-S6(KM)01 7-(>257. 

3 Documents deemed relevant to the findings presented herein are included in the Appendix to this letter report. 


PWC00006I 
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Privileged A Confidential 
Prepared at the Request of Legal Counsel 
DR.4FT- Subject to Change 


I. Background 

Ms. Anaya began her LANL career in 1970 as summer employee in the Youth Opportunity 
Program. According to LANL personnel records, her current title is Procurement Contract 
Specialist 1 (a GS-06 level position). Ms. Anaya presently earns $46,050 per year and works as 
a buyer for the ESA division 4 In February 2002, Ms. Anaya began reporting to John Hernandez, 
Procurement Team Leader for ESA, DX (Dynamic Experimentation) and NMT (Nuclear 
Materials Technology) divisions (prior to this date she reported to Robert Ortiz, ESA Finance 
Team Leader). 

Ms. Anaya is married to Jose M. Anaya (Mel), also a LANL employee. They reside at 15 B 
Rockinghorse Rd., Santa Fe, New Mexico. 

During our Review Period, approximately $ 120 million in procurements were made on LANL 
purchase cards. 5 Of this amount, Ms. Anaya was responsible for more than 13% of the value, 
purchasing over 1 1,000 items worth more than $15 million. Ms. Anaya’s single transaction limit 
for purchase card procurements is S50,000 and her monthly limit is $900,000. 

On May 3, 2002 a charge of $19,950 from All Mustang, an Arizona-based Internet dealer of high 
performance automobiles and parts, appeared on Ms. Anaya’s LANL purchase card account. 
During the next twenty days, an additional six charges totaling $9,970 posted to the account. In 
total. All Mustang charged $29,920 to Ms. Anaya's purchase card (hereafter the “Mustang 
Transaction”). Ms. Anaya disputed all charges and received credit in full from Bank of America 
on June 18, 2002. 

On July 18, 2002, a Bank of America representative notified Arleen Roybal, Administrator of the 
LANL Purchase Card Program, that a purchase identified as an automobile had been charged to a 
LANL purchase card. Subsequently, the LANL Office of Security and Inquiries (OSI) and the 
Federal Bureau of Investigation (FBI) were notified of the apparent misuse of a LANL purchase 
card. OSI performed a preliminary inquiry and assisted the FBI in a formal investigation. On 
August 19, 2002, LANL placed Ms. Anaya on investigative leave. 

II, Findings and Observations 
1. Mustang Transaction 

Attachment A to this letter report is a chronology of key events that are relevant to understanding 
the Mustang Transaction. In addition, we have compiled documentation in support of each event 
noted in the chronology and have included such data in the Appendix to this report. The 
following is a summary of our observations with respect to the Mustang Transaction. 


4 Ms. Anaya is currently on investigative leave. 

5 BankOne currently issues LANL Purchase Cards. During the period of this review Bank of America was LANL’s 
card issuer. 
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On May 1, 2002, the date the automobile order was placed, a series of telephonic 
communications occurred between Ms. Anaya’s office and the automobile vendor. All Mustang. 
Based on LANL attendance records, Ms. Anaya worked nine hours this day. There were no 
appointments or meetings noted in her desk calendar. In addition, training records indicate that 
she did not attend a mandatory, off-site training session with her co-workers. During the one- 
hour period the training session was in progress, the following phone calls were documented 
between Ms. Anaya’s office telephone and telephones located at All Mustang: 

a. Outgoing telephone call (9:58 a.m.) 

b. Outgoing facsimile (10:04 a.m.) 

c. Incoming facsimile (10:40 a.m.) 

d. Incoming telephone call (10:55 a.m.) 

The following are other relevant events related to the Mustang Transaction: 

• Computer records indicate that someone, logged in under Ms. Anaya’s name and IP 
address, visited the Mother's Day page on the Omaha Steaks website at 1 0:23 am on May 
1 , 2002 , 

• On May 1, 2002, two additional telephone calls were placed from All Mustang to 
Anaya’s office telephone at 10:55 a.m. and 12:02 p.m. 

• During May 2002, the following charges were posted by All Mustang to Ms. Anaya’s 
Bank of America purchase card account: 


isamiM 

ftfgSMSt 

May 3, 2002 

$19,950 

May 6, 2002 

995 

May 17, 2002 

1,995 

May 20, 2002 

1.995 

May 21, 2002 

995 

May 22, 2002 

1,995 

May 23. 2002 

1.995 

Total 

529,920 


• The above charges do not directly correlate to individual items listed on the All Mustang 
invoice dated May 3, 2002. 

• The All Mustang Invoice lists the following addresses: 
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1 


Sold To 

Lillian Anaya 

P.O. Box 1663 

Los Alamos, NM 87545 
USA 

Ship To 

Lillian Anaya 

1 03 Grand Canyon Dr. 

Los Alamos, NM 87544 
USA 


The “Sold To” address is the general mail stop for LANL mail. It is available on the 
LANL website. The “Ship To” address is one house number away from the address of 
Lillian M. Anaya’s residence (101 Grand Canyon Drive). 6 Lillian M. Anaya, a LANL 
employee, works in the Health, Safety and Radiation Protection (HSR) division. To our 
knowledge Lillian M. Anaya is not related to Lillian P. Anaya and was not involved with 
the Mustang Transaction. 

• Between May 27, 2002 and June 4, 2002, Ms. Anaya received a copy of the May 27, 
2002 Bank of America purchase card statement, including the All Mustang transactions. 

• On June 4, 2002 a call was placed from Ms. Anaya's office to All Mustang. This call 
lasted approximately one minute. Another call, lasting approximately two minutes, was 
made on June 10, 2002. 

• A “reverse query” of the LANL telephone system conducted by Alyn Ford of the LANL 
Telecommunication Group (CCN-4) indicated that the only calls placed during the 
months of May and June 2002 to any of All Mustang’s eleven known telephone or 
facsimile numbers were made from Ms. Anaya's office telephone. 

• In an interview conducted and documented by FBI Special Agent Jeffrey Campbell, Ms. 
Anaya denied ordering the automobile. 7 She could not explain the telephone call and 
facsimile originating from her office telephone to All Mustang on May 1, 2002. She also 
could not explain how her purchase card number could have been compromised. 


6 We performed an address search on Yahoo.com. Wc entered the name Lillian Anaya m Los Alamos New Mexico 
and were returned the 101 Grand Canyon Drive address. 

7 Based on a copy of an FBI memorandum of interview (FD-302) provided by OS I. 
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2. Purchase of Tools on LANL Purchase Card 


In 1998, LANL implemented a policy change, which added tools to the list of items not 
authorized for purchase on LANL purchase cards. 8 On February 5, 1998, Ms. Anaya sent an 
email to Annette Houston, JIT contract administrator, requesting that ESA be granted an 
exemption from this new rule. Ms. Houston granted the request subject to the following 
caveats: 

• Utilize JIT whenever possible. Ms. Anaya was instructed to address all inventory or 
pricing issues with Frank’s Supply (LANL's JIT vendor for tools) so that future orders 
could be fulfilled through JIT. Ms. Houston also stated that Frank's Supply would 
accommodate ESA’s requirements for emergency or rush orders by delivering on 
weekends and holidays, 

• Take personal responsibility for dye-marking all tools procured using a purchase card, 
and 

• Forward written acknowledgment that she agreed to all terms set forth by Ms. Houston. 


In her email response, Ms. Houston states that the exemption was specific to Ms. Anaya and was 
“not a blanket approval for all of the ESA procurement staff’. On February 10, 1998, Ms. 
Anaya sent a reply email stating, “We will use the JIT contractors whenever possible. I have 
read and understand the dye marking requirements and agree to act as subcontractor and dye 
mark those items which require marking". Ruby O’ Rear, Adminstrator of the LANL Purchase 
Card Program, approved the exemption. 

Our review of Ms. Anaya's purchase card activity revealed the following: 

• Extensive purchases of tools from an Albuquerque vendor, G&G Industrial Supply 
(G&G). In total, Ms. Anaya purchased approximately $1 .5 million from G&G in 
approximately 400 separate transactions during our Review Period. Our data mining 
procedures determined that more than half these purchases were for tools. Furthermore, 
based on the description provided by Ms. Anaya, many of these items appear to be 
standard tooling, rather than specialized items. 

• Procurement of items available from LANL JIT contractors (in violation of Ms. 

Houston’s exemption caveats). We provided a sample of 24 items purchased by Ms. 
Anaya from G&G to LANL's JIT contracting group, lead by Richard Stricklcr. The JIT 
group reviewed the items purchased to determine if they were available from a LANL JIT 
contractor. Of the 24 items reviewed, 22 were available on JIT. The JIT group was able 
to ascertain Frank’s price for 10 of the items reviewed. Overall, based on this limited 


This change was precipitated by the February 9. 1998 implementation of dye-marking requirements for tools. 
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sample, G&G’s pricing was comparable to, and in some cases lower than. Frank's 
Supply. 

• At least $6,917 in shipping charges from G&G. Per Mr. Strickler, shipping is free on 
items purchased from JIT contractors such as Frank's Supply. 


3. Other Purchase Card Activity 


In conjunction with the overall review of the LANL Purchase Card Program, we analyzed Ms. 
Anaya’s LANL purchase card activity for the 45-month period beginning October 1 , 1 998 and 
ending June 30, 2002. Specifically, we: 

• Performed data mining procedures on Ms. Anaya's purchase card activity to assess 
indications of potentially improper transactions, and 


• Selected 104 samples of Ms. Anaya’s purchase card activity for a detailed transaction 
review. 


a. Results of Data Mining 

We obtained Ms. Anaya’s purchase card data electronically from Eric Martinez in the LANL 
Purchase Card Office. In total, Ms. Anaya made 5,912 purchases (1 1,462 items) totaling 
$15,078,1 10 during our Review Period. We performed data mining procedures on this data 
including key word searches and criteria queries (i.e. no description, not reconciled, etc.). 

• Two statements (541 items) were not reconciled within 21 days as required by the LANL 
purchase card policy, y 

• 3 items had no description. 

• 2,719 items had descriptions which suggest the items were attractive for personal use, 

• 1,215 items had descriptions indicating the item purchased may be unauthorized or 
unallowable in accordance with LANL's purchase card policy. 

• All of Ms. Anaya’s purchase card procurements were self- approved, in violation of 
LANL’s written purchase card policy. 0 


9 During the reconciliation process, cardholders verify that charges posted to the Purchase Card statement arc valid 
and also provide additional detail such as descriptions of the items purchased and cost center coding 

10 All buyers were permitted to self-approve their purchase card transactions. 
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b. Results of Transaction Review 

We selected 104 items from Ms. Anaya's total purchases of 1 1,462 items. Of the total selected, 

1 1 items were selected randomly and 93 were judgmental ly selected through our data mining 
procedures as potentially improper transactions. 11 We located documentation for 86 of the 104 
items selected (83%). 12 A summary of the transactions reviewed is attached hereto as 
Attachment B. 

Of the 86 items reviewed, we found: 

• 38 purchases of restricted items (unallowable and/ or unauthorized per LANL’s purchase 
card policy), 

• 17 items for which the business purpose or government need was not clear, 

• 43 items which were available on JIT, 

• One instance in which Ms. Anaya's purchase card number appears to have been 
compromised (the credit card receipt was signed by someone other than Ms. Anaya), 

• One split purchase (possibly to circumvent the established card limit), 

• Ms. Anaya failed to reconcile her March and April 2000 purchase card statements. As a 
result, 7 of the 86 items reviewed were not reconciled, and 

• Failure to track two disputes totaling approximately $4,000 to resolution. We could find 
no evidence that the bank ever credited the disputed items. 

III. Limitation of Procedures Performed and Resultant Findings 

The observations outlined in this letter are based on the procedures performed. During the 
process of performing our work, we were not able to independently verify all events. Per an 
agreement between the FBI and LANL, we did not interview several LANL employees, whose 
insights may be relevant to our findings. In addition, we were requested not to contact or 
interview individuals outside of the laboratory. Finally, our findings are based on our procedures 
and are stated herein. We do not make any representation as to their adequacy of sufficiency for 
your purposes. 


11 These items were selected because they exhibited indicators of reconciliation or approval deficiencies, JIT 
availability, unclear business purpose and other issues. 

12 Of the 18 items for which documentation was not located. 6 were missing from Ms. Anaya’s existing purchase 
card files. The remaining j_2 items were more than 3_ years old and were likely discarded in accordance with LANL’s 
then document retention policy. 
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If you should have any questions regarding our work, please do not hesitate to contact me. 


Sincerely, 


John C. Layton 

Chair, LANL Purchase Card Program External Review Committee 


Attachments 

Appendix 
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SUBCONTRACT AWARD, 
PURCHASE ORDER 


Tab 6 

ORDER NUMBER MUST APPEAR 
ON OUTSIDE OF EACH PACKAGE 
AND ON ALL SHIPPING PAPERS 
AND INVOICES 


CONTRACT AWD/PO NO. 

124329-001-01' 4J 


AWARD/CONFIRMATION DATE 
01 Nov 2000 


EFFECTIVE DATE 
01 Nov 2000 


[TOTAL AWARD VALUE 

$100,000.00 


ONTRACT TYPE 
Firm Fixed Price 


ISSUED BY 
BARBARA MARTINEZ 


TELEPHONE 
(505) 667-8540 


FAX 

(505) 667-8641 


EMAIL 

bam@lanl.gov 


ADMINISTERED BY 
BARBARA MARTINEZ 


TELEPHONE 
(505) 667-8540 


FAX 
(505) 667-8641 


EMAIL 

bam@lanl.gov 


s 

MESA EQUIPMENT & SUPPLY CO 

S 

LANL for US DOE 

1 

Los Alamos National Laboratory 

u 

PO BOX 91568 


H 

Building SM30 

N 

P.O. Box 1663 

B 

7100 2ND ST NW 


1 

Bikini Atoll Road 


ATTN: Accounts Payable, M/S P240 

C 

ALBUQUERQUE, NM 

871991568 

P 

Los Alamos, NM 87545 

O 

Los Alamos, NM 87545 

O 

N 

T 

R 

A 

C 

T 

O 

R 

Phone: (505)345-0284 
Fax: (505) 345-9227 

CONFIRMED BY: 

Robert Garcia 

QUOTED BY: 

Robert Garcia 

01 Nov 2000 

17 Oct 2000 

T 

O 

REF: 24329-001-01 4J 

C 

E 

T 

O 

REF: 24329-001-01 4J 

INVOICE TERMS: 

Net 10 Days 


The Subcontractor agrees to furnish and deliver all items or perform all services identified in this subcontract for the consideration 
r ! herein. This subcontract expressly limits acceptance to the terms referenced herein and/or attached hereto, and any additional 
o, wiferent terms proposed by the Subcontractor are rejected unless expressly assented to by the University in writing. 

ACKNOWLEDGEMENT - PLEASE SIGN AND RETURN PROMPTLY TO: 

BARBARA MARTINEZ M/S D442 

P. O. Box 1663 

Los Alamos, NM 87545 
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j Los Alamos, New Mexico 87545 


PAGE 2 of 5 

(. . id by the Regents of the University of California under 

Gvi.iTiment Contract No. W-7405-ENG-36 Dated January 1, 1943 

SUBCONTRACT AWD/PO NO. 
24329-001-01 4J 

ITEM j DESCRIPTION 

( QUANTITY ) UNIT ISSUE j UNIT PRICE 

| EXTENSION j DELIVERY 

Q0G1 Air compressors. Vacuum 

NOT TO EXCEED 

$100,000.00 31 Oct 2002 

Systems, Material Handling, Machine Tools and 

Machine Shop Supplies 


PERF. PERIOD: 01 Nov 2000 to 31 Oct 2002 

FOB: FOB Origin, Freight Collect 

SHIP VIA: See "Ship Via" Note(s) 


1 

TOTAL CONTRACT AMOUNT 

$100,000.0000 
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Special Provisions 


Upon it’s acceptance, this subcontract issued by the University of California, hereinafter called 
the “University,” to Mesa Equipment Company, hereinafter called the “Seller,” shall supersede 
all prior understandings and commitments governing the item(s) described herein and shall 
constitute an agreement between the parties on the following terms and conditions and in Form 
765C, dated 2/99, is hereby incorporated by reference. These terms and conditions are available 
from the web at: 

http://bus.lanl.gov/bus5/vendor/terms-conditions.htm 


1 . Lab-Wide Blanket of Air Compressors, Vacuum Systems, Material Handling, 

MachineTools and Machine Shop Supplies. 

The discount structure will be in accordance with Mesa Equipment memo dated 10-17-00 
(Attachment #1). Price List will be provided upon request. 

SHIP VIA: FOB: Origin. Contract Administrator or Procurement Assistant will designate 
carrier. 

NOTE I: 

The term of this BPA shall be for the period November 1, 2000 through October 3 1, 2002 with 
one-three year option. 

NOTE 2 : 

The Contract Administrator for this subcontract is Barbara Martinez, Phone 505-667- 8540. 
Purchases exceeding $5,000.00 per line item must have contract administrator’s prior approval 
and signature. In the absence of Contract Administrator the Procurement Assistant, Arleen 
Roybal, Phone 505-665-7446 should be contacted. Fax 505-667-8641 applies for both. The 
University may change these persons upon notice to the vendor. 

NOTE 3: 

Any LANL personnel are authorized to issue an order under this blanket purchase order. 
Requestor will complete an order form for processing an order. The order form must contain the 
following information: Date, Manufacturer and Model number. Item Description, Quantity, Unit 
of Issue, Unit Price, Extension, Delivery Date, Requestors Name, Requestors Phone Number, 
Requestors Z-number, Requestors signature and LANL cost codes. The University shall identify 
product/equipment in Seller’s Product Catalog and Published Price List. 
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NOTE #4: 

If material being purchased is already on a cuiTent JIT, Mesa Equipment personnel are to remind 
requestor of this. It is up to the requestor’s discretion as to where to buy and document why it 
was purchased from Mesa Equipment versus JIT. Mesa Equipment personnel will make a 
notation on their invoice that requestor was advised. 

NOTE #5: 

The Laboratory will not accept any manufactured equipment or component that is assembled 
with hex-head cap screws (bolts) with any manufacturer’s insignia identified on the attached 
Suspect Fastener Headmark List. Hoisting and Rigging equipment require QA approval. A copy 
of order must be faxed to contract administrator. Ken Brandt, Phone 665-6377 or Roberta 
Abeyta, Phone 667-1378 must grant procurement approval. Certificate of Conformance or 
Certified Material Test Reports may be required with material. 

NOTE 6 : 

The Seller shall submit bi-monthly invoices with spreadsheet and order forms attached. 

The invoice must include the blanket purchase order number. The spreadsheet must contain the 
invoice number, order form number, customer’s name, Z-number and the applicable LANL 
charge codes. If the order form and spreadsheet are not attached to the invoice, the invoice will 
be returned to the seller. 

NOTE 7: 

The purchase order-ceiling amount is $100,000.00. This is a ceiling amount only and in no way 
obligates the University to expend beyond the amounts actually incurred. Funds in the amount 
of $100,000.00 for the purchases through 10-19-01, are currently available and allotted to this 
contract. 

NOTE 8: 

The term of this purchase order is subjectto the University’s annual obligation of funds for 
payment under this purchase order. Presently, the University has obligated the sum of 
$100,000.00 to cover the first twelve (12) months of the contract. The University will notify the 
seller at least thirty days before the end of each tweive-month period of the obligation of funds 
for each consecutive twelve-month period. Obligation for subsequent twelve-month periods will 
be by modification to this contract. The University shall have no requirement to pay any sums 
other than those obligated for each twelve month period, and nothing in the purchase order shall 
be construed to require the University of the U. S. Department of Energy to violate the 
prohibitions of 31 UCS 1341 (Anti Deficiency Act). If the University does not annually obligate 
funds to make payments under this purchase order, the purchase order shall terminate. 

NOTE 9: 

The University is not obligated to pay the seller any amount in excess of the ceiling price. The 
Seller is not obligated to continue performance or otherwise incur costs in excess of the ceiling 
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price unless and until the contract administrator has notified the seller in writing that tile ceiling 
price has been increased and specifies the revised ceiling price. If and when the ceiling price is 
increased by the University, any costs incurred by the seller in performance of the work called 
for herein prior to the increase being made shall be payable to the seller to the same extent as if 
they were incurred after the ceiling price has increased. The University shall not be obligated to 
pay the Seller any amount in excess of the ceiling price. 

NOTE 10: 

The Seller shall notify the University in writing when this aggregate of expenditures and 
outstanding commitments allowed under this contract equals. 75% of the above limitation. 

NOTE 11: 

Within a. year from award of purchase order, the Seller is expected to support a facility in 
Espanola or surrounding area. At this time Mesa Equipment will hire and train personnel in the 
northern New Mexico area. Mesa Equipment divisions an entrepreneurial mentoring program 
with college bound students from northern New Mexico. At this time the contract administrator 
will require quarterly report on mentorship. 
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Definitions 

As used in this form, the following terms have the meanings stated: 

(a) Commercial Item — Has the meaning stated in the clause at FAR 52.202-1, Definitions. 

(b) DEAR— The Department of Energy Acquisition Regulations. 

(c) DOE — The United States Department of Energy. 

(d) FAR — The Federal Acquisition Regulations. 

(e) Goods — Ail tangible property, except land or interest in land, and including tooling, equipment, materials supplies, etc., 
used in connection with a subcontract. 

(f) Government — The government of the United States of America. 

(g) Subcontract — A subcontract is a legally binding agreement issued under the Prime Contract and between the 
University and a third party that contains the essential terms and conditions under which goods or services wiii be 
furnished to the University. 

(h) Subcontractor — The party entering into the subcontract with The Regents of the University of California. 

(i) Lower-tier subcontractor — An individual or legal entity that has entered into an agreement with a Subcontractor for die 
delivery of goods or services necessary for the Subcontractor's performance of the subcontract. 

(j) University — The Regents of the University of California, a constitutional corporation and instrumentality of the State of 
California, which operates Los Alamos National Laboratory under Prime Contract W-7405-Eng-36 with the Department of 
Energy. 

(k) University's procurement specialist — The representative of the University of California authorized to address 
contractual issues, and execute and/or administer subcontracts on behalf of Los Alamos National Laboratory. 

Preamble 

(a) Pursuant to the terms of Contract W-7405-Eng-36, the University has agreed to appropriately treat requirements of 
federal statutes and Presidential executive orders in procurements using funds provided under the contract. 
Consequently, many of the standard terms and conditions contained herein are similar to terms and conditions used by 
federal agencies. However, the University is not a federal agency or instrumentality: the use of similar terms and 
conditions is only for Use administrative convenience of the University. 

(b) The Subcontractor shall furnish the goods and/or services covered by the subcontract subject to all the terms and 
conditions set forth in the subcontract including the following, which the Subcontractor, jn accepting the subcontract, 
agrees to be bound by and to comply with in all particulars, and no other terms or conditions shall be binding upon the 
parties unless hereafter accepted by them in writing. Written acceptance or shipment of all or any portion of goods or 
the performance of all or any portion of the services covered by the subcontract shall constitute unqualified acceptance 
of all University terms and conditions. The terms of any quotation referred to in the subcontract are included and made a 
part of the subcontract only to the extent of specifying the nature of the goods or services ordered, the price therefore, 
and the delivery thereof, and then only to the extent that such terms are consistent with the terms and conditions of the 
subcontract. 

(c) This form incorporates one or more FAR and/or DEAR clauses by reference. The version of the FAR and/or DEAR 
clause in effect as of the effective date of the subcontract shall apply with the same force and effect as if they were given 
in full text. Throughout these clauses, the term “contract" shall mean this Subcontract; the term “Contractor" shall mean 
“Subcontractor; the term "subcontractor" shall mean "Lower-tier subcontractor" ; and the terms "Government” and 
“Contracting Officer" shall mean the University. Upon request, the procurement specialist will make the full text of the 
clauses available. 

(d) The Subcontractor shall comply with ail applicable Federal, State and local laws, executive orders, rules and regulations 
applicable to its performance under this subcontract. 

"A" Clauses Apply to Subcontracts at All Dollar Levels 

Clause A1 — .Assignment of Claims 

(a) The Subcontract or any right, remedy, or obligation hereunder is assignable in whole or in part by the University to the 
Government or its designee. Under the Assignment of Claims Act, as amended, 31 U.S.C. 3727, 41 U.S.C. 15 
(hereinafter referred to as the Act), the Subcontractor may assign its rights to be paid amounts due or fo become due 
because of the performance of the subcontract to a bank, trust company, or other financial institution, including any 
federal [ending agency. The assignee under such an assignment may thereafter further assign or reassign its right under 
the original assignment to any bank, trust company, or other financial institution. 

(b) Any assignment or reassignment authorized under the Act and this clause shat! cover at! unpaid amounts payable under 
the subcontract and shall not be made to more than one party, except that an assignment or reassignment may be made 
to one party as agent or trustee for two or more parties participating in the financing of the subcontract. 

1 
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(c) The Subcontractor shall not furnish or disclose to any assignee under the subcontract any classified document, including . 
the subcontract or information related to work under the subcontract until the University authorizes such action in writing. 

Clause A2 — Changes 

Changes in the terms and conditions of this subcontract may be made only by written agreement of the parties, see Preamble 
(b), above. 

Clause A3 — Collect Shipments 

Goods purchased f.o.b. shipping point must be forwarded freight collect. (Note: Government freight rates do not apply to 
prepaid shipments. Excess costs will be deducted from the amount invoiced for the goods if the goods are not shipped collect 
in accordance with the following instructions). The following notation must appear on the bills of lading or express receipt: 

"This shipment is for the account of the U.S. Government, which will assume the freight charges. It is subject 
to the terms and conditions set forth in the standard form of the U.S. Government's bill of lading and to any 
available special rates or charges." 

Clause A4 — Declared Valuation of Shipments 

Except as otherwise provided on the face of the subcontract, all shipments by the Subcontractor under the subcontract for the 
University's account shall be made at the maximum declared value applicable to the lowest transportation rate or 
classification, and the bill of lading shall so note it 

. Clause A5 — Delivery of Excess Quantities 

The Subcontractor is responsible for the delivery of each item quantity within allowable variations, if any. If the Subcontractor 
delivers and the University receives quantities of any Hem in excess of the quantity catted for (after considering any allowable 
variation in quantity), such excess quantities will be treated as being delivered for the convenience of the Subcontractor. The 
University may retain such excess quantities up to $250 in value without compensating the Subcontractor therefore, and the 
Subcontractor waives all right, title, or interest therein. 

Quantities valued in excess of $250 will, at the option cf the University, either be returned at the Subcontractor’s expense or 
retained and paid for by the University at the unit price in the subcontract. 

Clause A6 — Discounts for Prompt Payment 

Discounts for prompt payment will be taken if it is in the University's best interest to do so, and if payment is made within the 
discount period stated in the subcontract, or offered on an individual invoice. In connection with any discount offered for 
prompt payment, time shall be computed from the latter of receipt of material or the date the invoice is received at the 
following address: Los Alamos National Laboratory. Accounts Payable, Mail Stop P240, P. O. Box 1663, Los Alamos, NM 
87545. For the purpose of computing the discount earned, payment shall be considered to have been made on the date the 
University check was dated or an electronic funds transfer payment was made. 

Clause A7 — Disputes 

(a) Definitions. For purposes of this clause: 

(1) "Board" means the Energy Board of Contract Appeals that has been established by (he Secretary of Energy pursuant 
to Section g(a)(1) of the Contract Disputes Act of 1978, 41 U.S.C. § 607(a)(1). 

(2) "Arbitration decision" means a decision of the Board in an arbitration pursuant to this clause. 

(3) “Claim" means a written demand or written assertion by either contracting party seeking, as a matter of right, the 
payment of money in a sum certain, the adjustment or interpretation of a contract term, or ether relief arising under or 
relating to this subcontract. A claim arising under a contract, unlike a claim relating to that contract, is a claim that can be 
resolved under a contract clause that provides for the relief sought by the claimant. 

A voucher, invoice, or other routine request for payment that is not in dispute when submitted is not a claim. The 
Subcontractor may convert such submission into a claim if it is disputed either as to liability or amount, or is not acted 
upon in 3 reasonable time, by demanding a decision by the Procurement Manager. 

(4) "Counterclaim'' means a claim asserted in a pleading filed with the Energy Board of Contract Appeals in an arbitration 
proceeding pursuant to this clause which claim arises from the same occurrence or transaction relating to this 
subcontract that is the subject matter of the opposing party's claim. Counterclaims do not need to be submitted to the 
Procurement Manager for decision. 

(5) "Procurement Manager" means a person designated by the University to decide claims of the Subcontractor or of the 
University against the Subcontractor. 
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(6) “Rules of the Board" means the Board's rules promulgated at 10 C.F.R. Part 1023, Subpart A. 

(b) Nature of This Subcontract This subcontract is not a Government contract and therefore is not subject to the Contract . 
Disputes Act of 1978 (41 U.S.C. §§ 601-613). The parties agree that the DOE is not a party to this subcontract and is not 
directly liable to the Subcontractor for claims and disputes within the purview of this clause. Further, the parties agree 
that, for the purposes of th ; s subcontract, the University is not an agent of the DOE, and that neither the presence of this 
clause in the subcontract nor provision for arbitration by the Board shall create or imply the existence of privity of contract 
between the Subcontractor and the DOE. 

(c) Scope of Clause. The parties agree that the rights and procedures set forth in this clause are the exclusive rights and 
procedures for the resolution of all claims and disputes arising under, or relating to, this subcontract. The parties shall be 
bound by an arbitration decision, which shall be enforceable as provided in the Federal Arbitration Act (9 U.S.C, . § § 1 et 
seq.) and the terms of this clause. 

(d) Submission of Claims by Subcontractor: Procurement Manager's Decision . 

(1) Unless otherwise provided in this subcontract, the Subcontractor must file any claim against the University within 30 
calendar days after the Subcontractor knew or should have known the facts giving rise to the claim. 

(2) The Subcontractor must submit any claim in writing first to the University's procurement specialist, who shall attempt 
to resolve the matter within a reasonable amount of time. If the University's procurement specialist does not resoive the 
claim in a manner satisfactory to the Subcontractor, and the Subcontractor desires to pursue further action, the 
Subcontractor must submit the claim in writing to the Procurement Manager. 

(3) Within sixty days of receipt of the claim, the Procurement Manager must issue a decision or notify the Subcontractor 
of th'etime within which a decision will be issued, which shall be reasonable, taking into account such factors as the size 
and complexity of the claim and the adequacy of the information provided by the Subcontractor in support of the claim. If 
the Procurement Manager fails to issue a decision on a subcontract claim within the specified period, the Subcontractor 
may make a demand for arbitration with the Board as if the claim had been denied. 

(4) The University's procurement specialist may also submit a claim against the Subcontractor in writing to the 
Procurement Manager, who shall issue a written decision. 

(5) The decision of the Procurement Manager shall be final and conclusive unless the complaining party demands 
arbitration by the Board in accordance with the terms of this clause. 

(e) Demand for Arbitration 

Jf the decision of the Procurement Manager is not satisfactory to a complaining party, and the complaining party desires 
to pursue further action, the complaining party must, within 45 days after receipt of the Procurement Manager's decision, 
submit to the Board a written demand for arbitration of the claim. The Board shall arbitrate the claim and any 
counterclaims in accordance with the Rules of the Board. 

(f) Right to a Hearing: Costs. In any arbitration pursuant to this clause, both parties shall be afforded an opportunity to be 
heard and to present evidence in accordance with the Rules of the Board. Unless the Board orders otherwise, each party 
shall pay its own costs of prosecuting or defending an arbitration before the Board. 

(g) Arbitration Decisions Judicial Review . An arbitration decision shall be final and conclusive unless a party, within one 
hundred and twenty days after the date of receipt of a copy of the decision, files an action to vacate, modify, or correct 
the decision pursuant to the Federal Arbitration Act. 

(h) Subcontractor Performance Pending Claim Resolution . The Subcontractor shall proceed diligently with performance of 
this subcontract and shall comply with any decision of the University's procurement specialist or Procurement Manager, 
pending final resolution of any claim or dispute arising under, or relating to, this subcontract,. 

(I) No Other Court Action . No action based upon any claim or dispute arising under, or relating to, this subcontract shall be 
brought in any court except as provided in this clause. 

(0 Choice of Law . This subcontract shall be governed by Federal law as provided in this subparagraph. Irrespective of the 
place of award, execution or performance, this subcontract shall be construed and interpreted, and its validity 
determined, according to the Federal common law of government contracts as enunciated and applied to prime 
government contracts by the Board and Federal courts having appellate Jurisdiction over the decisions of the Board 
rendered pursuant to the Contract Disputes Act of 1978. The Federal Arbitration Act and other Federal statutes 
(including the Contract Disputes Act of 1978), Federal rules (including the Federal Acquisition Regulation, the 
Department of Energy Acquisition Regulation, and the rules promulgated by the Board) shall apply in accordance with 
their respective provisions. 
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(k) Interest. Interest on amounts adjudicated due and unoaid by a party shall be paid from the date the complaining party 
files a demand for arbitration with the Board. Interest on claims shall be paid at the rate established by the Secretary of 
the Treasury of the United States pursuant to Public Law 92-41 <85 Stat. 97) for the Renegotiation Board. 

Clause A8 — Equal Opportunity: 

FAR 52.222-26 is hereby incorporated by reference. 


Clause A9 — Excusable Delays 

The Subcontractor shall be liable for default unless nonperformance is caused by an occurrence beyond the reasonable 
control of the Subcontractor and without its fault or negligence, such as acts of God or the public enemy, acts of the 
Government in either its sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes, unusually 
severe weather, and delays of common carriers. The Subcontractor shall notify the University's procurement specialist in 
writinq as soon as it is reasonably possible after the commencement of any excusable delay, setting forth the full particulars 
in connection therewith, shall remedy such occurrence with all reasonable dispatch, and shall promptly give written notice to 

the University’s procurement specialist of the cessation of such occurrence. 


Clause A10— Inspection/Acceptance 

The Subcontractor shall only tender for acceptance those items that conform to the requirements of this. subcontract The 
University reserves the right to inspect or test any goods or services that have been tendered for acceptance. The University 
mav recuire repair or replacement of nonconforming goods or reperformance of nonconforming services at no increase m 
subcontract price. The University must exercise its post-acceptance rights (1) within a reasonable time 3fter the defect was 
discovered or should have been discovered; and (2) before any substantial change occurs in the condition of the item, unless 
the change is due to the defect in the item. 


Clause All — Patent Indemnity 

The Subcontractor shall indemnify the University and its officers, employees and agents against liability, including costs, for 
actual or alleqed direct or contributory infringement of, or inducement to infringe, any United States or foreign patent, 
trademark or copyright, arising out of the performance of this subcontract, provided the Subcontractor is reasonably notified of 
such claims and proceedings. 


Clause A1 2 — Payments 

The University shall pay the Subcontractor, upon the submission of proper invoices or vouchers, the prices stipulated in this 
subcontract for supplies delivered and accepted or services rendered and accepted, less any deductions provided in this 
subcontract. Unless otherwise specified in this subcontract, payment shall be made on partial deliveries accepted by the 
University if 

(a) The amount due on the deliveries warrants it; or 

(b) The Subcontractor requests it and the amount due on the deliveries is at least $1,000 or 50 percent of the total 
subcontract price. 


Clause A1 3 — Risk of Loss 

Unless the Subcontract specifically provides otherwise, risk of loss or damage to the goods provided under this subcontract 

shall remain with the Subcontractor until, and shall pass to the Government (through the University) upon: 

(1) Delivery of the goods to a carrier, if transportation is f.o.b. origin; or . 

Deliver/ of the goods to the University at the destination specified in the subcontract, if transportation is f.o.b. destination. 

Clause A14 — State of New Mexico Gross Receipts and Compensating Tax 

(a) Within 30 days after award of the subcontract, the Subcontractor shall advise the State of New Mexico of this subcontract 
by registering with the State of New Mexico, Taxation and Revenue Department, Revenue Division, pursuant to the Tax 
Administration Act of the State of New Mexico, and shall identify the subcontract number. 

(b) To the extent required by New Mexico law, the Subcontractor shall pay the New Mexico gross receipts taxes, pursuant to 
tho Gross Receipts and compensating Tax Act of New Mexico, assessed against the Subcontractor price paid for 
performance of the subcontract, or of any part or portion thereof, within the State of New Mexico. The allowability of any 
gross receipts taxes or local option taxes lawfully paid to the State of New Mexico by the Subcontractor or its lower-tier 
subcontractors will be determined in accordance with the Costs and Expenses clause at Dear 9 70.5204- 1 3 of the 
subcontract except as provided in paragraph (d) of this clause. 
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(c) The Subcontractor shall submit applications for Nontaxable Transaction Certificates (NTTC), From CSR-3C, to the State 
of New Mexico Taxation and Revenue Department, Revenue Division, P.O. Box 630, Santa Fe, New Mexico, 87509. The 
Subcontractor shaii use the NTTC certificates strictly in accordance with the subcontract and the agreement between 
DOE and the New Mexico Taxation and Revenue Department. 

(dj The Subcontractor shall provide NTTC's to each vendor in New Mexico selling tangible personal property to the 
Subcontractor for use in the performance of the subcontract. 

(e) The Subcontractor shall pay the New Mexico compensating use tax for any tangible persona! property that is purchased 
pursuant to a NTTC if such property is not used for federal purposes. 

(f) Out-of-state purchase of tangible personal property by the Subcontractor that would be otherwise subject to 
compensating tax shall be governed by the principles of this clause. Accordingly, compensating tax shall be due from the 
Subcontractor only if such property is not used for federal purposes. 

(g) The University may receive information regarding the Subcontractor from the Revenue Division of the New Mexico 
Taxation and Revenue Division of the New Mexico Taxation and Revenue Department and, at the discretion of the 
University, may participate in any matter of proceedings pertaining to this clause of the above-mentioned agreements. 
This shall not preclude the Subcontractor from having its own representative nor does it obligate the University to 

. represent its Subcontractor. 

(h) The Subcontractor agrees to insert the substance of this clause, including this paragraph (h), in each lower-tier 
subcontract that meets the criteria in FAR 29.401-6. (b) (1 ) through (3), 48 CFR Part 29. 

(j) Paragraphs (a) through (h) of this clause shall be hull and void should the agreement referred to in paragraph (c) of this 
clause be terminated; provided, however, that such termination shall not nullify obligations already incurred before the 
date of termination. 

Clause A1 5 — Taxes 

The subcontract price includes all applicable Federal, state, and local taxes and duties. 

Clause A16 — Termination for Cause 

The University may terminate this subcontract, or any part hereof, for cause in the event of any default by the Subcontractor, 
or If the Subcontractor fails to comply with any subcontract terms and conditions, or faiis to provide the University, upon 
request, with adequate assurances of future performance. In the event of termination for cause, the University shall not be 
liable to the Subcontractor for any amount for goods or services not accepted, and the Subcontractor shall be liable to the 
University for any and all rights and remedies provided by law. If it is determined that the University improperly terminated this 
subcontract for default, such termination shall be deemed a termination tor convenience. 

Clause A17 — Termination for Convenience 

The University reserves the right to terminate this subcontract, or any part hereof, for its sole convenience. In the event of 
such termination, the Subcontractor shall immediately stop all work hereunder and shall immediately cause any and ail of its 
suppliers and lower tier subcontractors to cease work. Subject to the terms of this subcontract, the Subcontractor shall be 
paid a percentage of the subcontract price reflecting the percentage of the work performed prior to the notice of termination, 
plus reasonable charges the Subcontractor can demonstrate to the satisfaction of the University using its standard record 
keeping system, have resulted from the termination. The Subcontractor shall not be required to comply with the cost 
accounting standards or contract cost principles for this purpose. This clause does not give the University or Government any 
right to audit the Subcontractor’s records. The Subcontractor shall not be paid for any work performed Or costs incurred which 
reasonably could have been avoided. 

Clause A18 — Used or Reconditioned Material, Suspect or Counterfeit Material, Residual Inventory, and Former 
Government Surplus Property 

(a) The Subcontractor shall deliver items to the University which conform to the specifications to which they are represented 
to be manufactured. The Subcontractor shall not furnish any item or component that is used or reconditioned material; 
manufactured with suspect or counterfeit materials, parts, and/or components; residual inventory resulting from 
terminated Government contracts or subcontracts; or former Government surplus property unless such item or 
component was listed in the applicable attachment to the quotation and approved by the University's procurement 
specialist, or unless otherwise authorized in writing by the University's procurement specialist. 
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{b) Ail items or components furnished under, the subcontract shall comply with the terms and specifications contained in the 
subcontract 

Clause A19 — Warranty 

The Subcontractor agrees that goods or services furnished under the subcontract shall be covered by the most favorable 
commercial warranties the Subcontractor gives to any customer for the same or substantially similar goods or services and 
the Subcontractor shall furnish copies of same to the University. The rights and remedies provided by such warranties are in 
addition to and do not limit any right afforded to the University by any other clause' of the subcontract. Such warranties wilt be 
effective notwithstanding prior inspection and/or acceptance of the goods or services by the University. 

Clause A20 — Limitation of Liability 

Except as otherwise provided by the Subcontractor’s most favorable commercial warranty or by. an express or implied 
warranty, the Subcontractor wih not be liable to the University or Government for consequential damages resulting from any • 
defector deficiencies in accepted items. 

Clause A21 — Commercial Computer Software 

(f this subcontract is for or includes commercial software, FAR 52.227-19 is hereby incorporated by reference. 


"B" Clauses Also Apply to Subcontracts Exceeding $2500 
Clause B1 — Affirmative Action for Handicapped Workers: 

FAR 52.222-36, is hereby incorporated by reference, 

"C Clauses Also Apply to Subcontracts Over S1Q.0QQ 

Clause Cl — Affirmative Action for Special Disabled and Vietnam Era Veterans: 
FAR 52.222-35, is hereby incorporated by reference. 


Clauses o nly jaBEfe when cited in the University’s solicitation and/or Subcontract: 

Clause D1 — Utilization of Smaii, Smell Disadvantaged and Women-Owned Business Concerns f Subcontracting Flan 

fa) FAR 52.219-9 “Small, Small Disadvantaged and Women-Owned Small Business Subcontracting Plan” is hereby 
Incorporated by reference. 

(fa) F AR 52.219.8 “Utilization of Small, Smalt Disadvantaged -and Woman-Owned. Small Business Concerns” is 
hereby incorporated by reference. 
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Tab 7 

hernandezJohnJ@lanl.gov, 10:17 AM 4/27/02 -0600, MESA EQUIPMENT'S NOMINATION 


To: hernandezJohnJ@lanl.gov 

From: Barbara A Martinez <bam@lanl.gov> 

Subject: MESA EQUIPMENT'S NOMINATION 
Cc: 

Bcc: 

Attached: D:\My Documents\Mesa nomination.doc; C:\EUDORA\ATTACH\LANL Tali Ladder.jpg; 
C:\EUDO RAWTTAC HVfax1 1 7.tif; 


John, 

Attached is the information you have tasked me with. I have also left you a hard copy. The tail 
ladder attachment is printing very small. I have already left a message for Robert Garcia to fax me 
a copy. Also please note there are two e-mails under attachment labeled fax 117. 

If I need to revise any portion, please let me know. 

Barbara 


LANL 04977 


Printed for Barbara A Martinez <bam@lanl.gov> 
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Nomination 


Eagle Award for Suppliers 


This form is to be used to submit your nomination for the Supplier Eagle Award for the 
calendar year of 2001 . You may submit a nomination in as many categories that you’d 
like: Cost Savings, Partnership, Quality, Customer Focus, Innovation, and Supplier of the 
Year. Please return your award package to the Small Business Office by April 30, 2002. 
Please provide specific detail. Use as much space as you need. Additional information 
can be attached with .this form. 

Company Name: Mesa Equipment & Supply 

Contact Name and Phone Number; Robert Garcia, pht 505-345-0284 


Cost Savinas - Supplier has demonstrated efforts in reducing costs to LANL beyond the 
negotiated contract prices. Some examples include but are not limited to the following 
(please explain): 

• Consolidation - consolidating items 

• Standardization - limiting items to select from 

• Initiating quantity/transponation/process/other type discounts 

• Favorable pricing agreements/' Offering special pricing where applicable 

• Recycling/ Reusing 

• Value added sendees at no extra charge (i.e. training,. testing, equipment, certification, order tracking, 
demonstrations, trade shows) 

• Improving internal processes 

Based on the above Cost Savings Award criteria, I submit my nomination- for this award 
for the following reasons: 

Since the inception of Mesa Equipment’s BPA, requestors ao longer have to 
purchase products from Mesa Equipment through JIT. Buying direct from Mesa 
Equipment has saved requestors approximately $50,000.00 in JIT markups. In 
addition to not paying JIT markups, Mesa Equipments negotiated BFA pricing has 
saved requestors over $80,000,00. Mesa Equipment & Supply also offer free 
delivery to any tech area at the request of the user. 


Partnership - Supplier has contributed to the success LANL 5 s mission by promoting 
successful business interaction with a high level of mutual commitment. Some examples 
include but are not limited to the following: 

« Teaming with Requestors/Procurement/Outside Suppliers 

• Fostering customer service relationships 

• Creating./adapting/implemen ting/ streamlining processes to accommodate changing needs of LANL 

• Providing value-added services (i.e. training) 

» Striving for performance gains in cost, quality, delivery and cycle times 

• Enhancing supply-chain relations (JIT, manufacturer, distributor, freight carriers, etc.) 

• Providing solutions to problems that arise 
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• Proactive communications with Requestors/Procurement/Outside Suppliers (i.e. notify customers of 
requisition numbers and the status of orders.) 


Based on the above Partnership Award criteria, I submit my nomination for this award 
for the following reasons: 

Mesa Equipment & Supply has demonstrated exceptional partnership in the area of 
value added service. Earlier this year, S-Site needed special fabricated ladders for 
roof access. Mesa Equipment provided computer aided drafting services at no 
charge, to help solve the requestor’s problem. (See attachment #1) Mesa 
Equipment also came in S9,000.00 below the other bid for these ladders. Mesa 
Equipment also dedicates three outside sales representatives to LANL in order to 
provide the necessary technical expertise on the products they provide. 


Quality- - Supplier has incorporated quality into their products or services. Some 
examples include but are not limited to the following: 

• Providing quality training 

• Developing'implementing quality control measures (i.e ISO certification) 

• Ensuring reliability/safety/maintainability of products and or services 

• Remaining abreast of new and upcoming technologies 

• Inspection/testing/performance beyond existing manufacturer/service warranties 

• Ensures complies with Suspect/Counterfeit (i.e. additional testing'documentation). 

• Packaging 

• Timely communication/' response time 

• Error Reduction (Please specify) 

• Shipping 

• Order Entry 

• Returns 

• Order Tracking 

Based on the above Quality Award criteria, I submit my nomination for this award for the 
following reasons: 

In December 2001, Mesa Equipment & Supply developed and implemented a 
quality plan to comply with the Price Anderson Amendment Act. They also 
voluntarily stopped selling LANL rigging products until they could integrate the 
necessary QA measures into their quality plan. Mesa Equipment & Supply also 
evaluates and chooses the manufacturers they represent based on ISO 9001 
certification. 


Customer Focus - Supplier has provided exceptional support to meet customer needs 
beyond contract requirements. Some examples include but are not limited to the 
following: 

• Maintaining updated product/service information 

• Problem resolution 

• Timely response to customer inquires 

• Customer consultation 
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* Product'Service training 

* Produci/service fcrscwledge/ expertise 

* Timely delivery 

* Process Knowledge-returns, exchanges, repairs 

* Streamlining processes 

* Anticipate customer needs 

* Order Tracking 

* Proactive communications with requesters/BUS {he, notifying customers of requisition numbers and 
the status of orders 

Based on the above Customer Focus Award criteria, I submit my nomination for this 
award for the following reasons: 

This is Mesa Equipment & Supply’s greatest strength as a vendor. In addition to 

the product expertise and the engineering services they provide. Mesa Equipment A 

Supply’s problem resolution focus Is unparalleled. In March of this year a LANL 
requestor had electrical and mechanical problems with the equipment he had 
purchased from Mesa, Mesa Equipment & Supply brought in a factory service 
technician to assist in fixing the problems. When it was determined that the 
equipment must be seat back to the factory for repair. Mesa placed a brand sew 
unit an loan to the requestor while the equipment was being repaired. This cost 
Mesa approximately $5,000.00 because after the repair the new unit would have to 
be sold as used equipment. 


Innovation - Striving for new ways to improve internal and external processes. Some 
examples include but are not limited to the following: 

* Streamlining processes 

* Process improvements 
« Creativity 

* Increased, productivity 

* Suggesting/creating new processes 

* Keeping abreast of (and applying) current marketing/technological changes 

* Identifying new ways to work with your supply chain. 

Based on the above Innovation Award criteria, I submit my nomination for this award for 
the following reasons; 

Mesa Equipment has introduced new oil water separators to belt? MIS Division 
separate the oil and water in the air systems in their buildings and meet EFA 
restrictions. They have also introduced new ergonomic products like ad justable 
workbenches, sit-stand stools, and special anti-vibration gloves to LANL requestor 
to reduce back, wrist and hand injuries, 

LANL Supplier - The nominated supplier should have demonstrated outstanding 
performance in all rive categories: Cost Savings, Partnership, Quality, Customer Focus, 
and Innovation. 
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Based on the above Outstanding Supplier Award criteria, I submit my nomination for this 
award for the following reasons: 

Mesa Equipment & Supply has demonstrated a high level of achievement in every 
award criteria* They are always striving to produce a higher level of service at a 
reduced cost to LANL, f have received numerous phone calls and e-mails from 
LANL requestors praising the outstanding performance of Mesa Equipment & 
Supply. (See attachment #2) 

Additional Information 


la addition Mesa Equipment has opened a facility in Espanola and will hire and 
train personnel in the northers New Mexico area. Mesa Equipment has been is 
contact with Northern New Mexico Commnnitv College and are in the process of 
starting up an entrepreneurial mentoring program with college bound students 
from northern New Mexico. 


Submitted by: Barbara A. Martinez. BUS-5/Team 4, ph: 667-8540, bam@lanl.gov 
Team Leader: John J. Hernandez, ph: 667-3702, hemande 2 J 0 hrtJ@ianl.gov 
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Nomination 


Eagle Award for Suppliers 


This form is to be used to submit your nomination for the Supplier Eagle Award for the 
calendar year of 2001. You may submit a nomination in as many categories that you’d 
like: Cost Savings, Partnership. Quality, Customer Focus, Innovation, and Supplier of the 
Year. Please return your award package to the Small Business Office by April 30, 2002. 
Please provide specific detail. Use as much space as you need. Additional information 
can be attached with this form. 

Company Name: Mesa Equipment & Supply 

Contact Name and Phone Number: Robert Garda, ph: 505-345-0284 


Cost Savings - Supplier has demonstrated efforts in reducing costs to LANL beyond the 
negotiated contract prices. Some examples include but are not limited to the following 
(please explain): 

* Consolidation - consolidating items 

* Standardization. - limiting items to select from 

* Initiating quantity/transporta tion/process/o the r type discounts 

* Favorable pricing agreements/ Offering special pricing where applicable 

* Recycling/ Reusing 

* Value added services at no extra charge (i.e. training, testing, equipment, certification, order tracking, 
demonstrations, trade shows) 

« Improving internal processes 

Based on the above Cost Savings Award criteria, I submit my nomination for this award 
for the following reasons: 

Since the inception of Mesa Equipment's RPA, requestors no longer have to 
purchase products from Mesa Equipment through JIT. Buying direct from Mesa 
Equipment has saved requestors approximately $50,000.00 in JIT markups. In 
addition to not paving JIT markups. Mesa Equipment’s negotiated BPA. pricing has 
saved requestors over $80,000.00. Mesa Equipment & Supply also offer free 
delivery to any tech area at the request of the user. 


Partnership - Supplier has contributed to the success LANL’s mission by promoting 
successful business interaction with a high level of mutual commitment. Some examples 
include but are not limited to the following: 

* Teaming with Requestors/ProcuremenfrOutside Suppliers 

* Fostering customer service relationships 

« Cr eadng./adap ting/implementing/s treaml ini ng processes to accommodate changing needs of LANL 

* Providing value-added services {i.e, training) 

* Striving for performance gains in cost, quality, delivery and cycle times 

* Enhancing supply-chain relations (JIT, manufacturer, distributor, freight carriers, etc.) 

* Providing solutions to problems that arise 
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• Proactive communications with Requestors-Procurement’Outside Suppliers (i.e. notify customers of 
requisition numbers and the status.of orders.) 


Based on die above Partnership Award criteria. I submit my nomination for this award 
for the following reasons: 

Mesa Equipment & Supply has demonstrated exceptional partnership in the area of 
value added service. Earlier this year. S-Site needed special fabricated ladders for 
roof access. Mesa Equipment provided computer aided drafting services at no 
charge, to help solve the requestor's problem. (See attachment #11 Mesa 
Equipment also came in S9.0Q0.00 below the other bid for these ladders. Mesa 
Equipment also dedicates three outside sales representatives to LAKL in order to 
provid e the necessary technical expertise on the products they provide. 


Quality - Supplier has incorporated quality into their products or services. Some 
examples include but are not limited to the following: 

* Providing qualify training 

* Developing/imple men ting quality control measures (i.e ISO certification) 

* Ensuring re liability/safety/mainta inability of products and or services 

* Remaining abreast of new and upcoming technologies 

* Inspecrion/testing/performance beyond existing manufacturer 'service warranties 

* Ensures complies with Suspect/Counterfeit (Le. additional testmg/documentation). 

* Packaging 

* Timely common tea tion/response time 

* Error Reduction (Please specify) 

• Shipping 

• Order Entry 

• Returns 

* Order Tracking 

Based on the above Quality Award criteria, I submit my nomination for this award for the 
following reasons: 

In December 2001, Mesa Equipment & Supply developed and implemented a 
Qualify plan to comply with the Price Anderson Amendment Act. Thev also 
voluntarily stopped selling LANL rigging products until they could integrate the 
necesvsary QA measures into their quality plan. Mesa Equipment & Supply also 
evaluates and chooses the manufacturers thev represent based on ISO 9001 
certification. 


Customer Focus - Supplier has provided exceptional support to meet customer needs 
beyond contract requirements. Some examples include but are not limited to the 
following: 

• Maintaining updated product/service information 

• Problem resolution 

• Timely response to customer inquires 

• Customer consultation 
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• Product Serv ice training 

• Product/service knowledge/ expertise 

• Timely delivery 

• Process Knowledge -returns, exchanges, repairs 

• Streamlining processes 

• Anticipate customer needs 

• Order Tracking 

• Proactive communications with requesters® US (i.e. notifying customers of requisition numbers and 
the status of orders 

Based on the above Customer Focus Award criteria, F submit my nomination for this 
award for the following reasons: 

This |s Mesa Equipment & SbppIv*s greatest strength as a vendor. In addition to 
the product expertise and the engineering services they provide. Mesa Equipment & 
Supples problem resolution focus is unparalleled. In March of this year a LANL 
requestor had electrical and mechanical problems with the equipment he bad 
purchased from Mesa. Mesa Equipment & Supply brought in a factory service 
technician to assist In fixing the problems. When it was determined that the 
equipment mast be sent back to the factory for repair. Mesa placed a brand new 
unit on loan to the requestor while the equipment was being repaired. This cost 
Mesa approximately S5.000.00 because after the repair the new unit would have to 
be sold as used equipment. 


Innovation - Striving for new ways to improve internal and external processes. Some 
examples include but are not limited to the following: 

• Streamlining processes 

• Process improvements 

* Creativity 

* Increased productivity 

* Suggesting/creating new processes 

• Keeping abreast of (and applying) current marketing/technological changes 

♦ Identifying new ways to work with your supply chain. 

Based on the above Innovation Award criteria, I submit my nomination for this award for 
the following reasons: 

Mesa Equipment has introduced new oil water separators to help NTS Division 
separate the oil and water in the air systems in their buildings and meet EPA 
restrictions. Thev have also introduced new ergonomic products like adjustable 
workbenches, sit-stand stools, and special anti-vibration gloves to LANL requestor 
to reduce back, wrist and haod injuries. 

LANL Supplier ~ The nominated supplier should have demonstrated outstanding 
performance in all five categories: Cost Savings, Partnership, Quality, Customer Focus, 
and Innovation. 
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Based on the above Outstanding Supplier Award criteria,! submit my nomination for this 
award for the following reasons: 

Mesa Equipment & Supply has demonstrated a high level of achievement in every 
award criteria. They are always striving to produce a higher level of service at a 
reduced cost to LANL. I have received numerous phone calls and e-mails from 
LANL requestors praising the outstanding performance of Mesa Equipment & 
Supply. (See attachment #2) 

Additional Information 


In addition Mesa Equipment has opened a facility in Bspanola and will hire and 
train personnel in the northern New Mexico area. Mesa Equipment has been in 
contact w ith Northern New Mexico Community' College and are in the process of 
starting ap an entrepreneurial mentoring program with college bound students 
from northern New Mexico, 


Submitted by: Barbara A. Martinez, BUS-5/Team 4, ph: 667-8540, bam@lanl.gov 
Team Leader; John J. Hernandez, ph: 667-3702, hernandez_john_J@lanl.gov 
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Nomination 


Eagle Award for Suppliers 

This form is to be used to submit your nomination for the Supplier Eagle Award for the 
calendar year of 2001. You may submit a nomination in as many categories that you’d 
like: Cost Savings, Partnership, Quality, Customer Focus, Innovation, and Supplier of the 
Year. Please return your award package to the Small Business Office by April 30, 2002. 
Please provide specific detail. Use as much space as you need. Additional information 
can be attached with this form. 

Company Name: Mesa Equipments Supply 

Contact Name and Phone Number: Robert Garda, ph: 505-345-0284 


Cost Savings - Supplier has demonstrated efforts in reducing costs to LANL beyond the 
negotiated contract prices. Some examples include but are not limited to the following 
(please explain): 

* Consolidation - consolidating items 

* Standardization -- limiting items to select from 

* Initiating quantity/transportation-process/other type discounts 

* Favorable pricing agreements/ Offering special pricing where applicable 
» Recycling' Reusing 

» Value added services at no extra charge (i.e. training, testing, equipment, certification, order tracking, 
demonstrations, trade shows) 

* Improving internal processes 

Based on the above Cost Savings Award criteria, I submit my nomination for this award 
for the following reasons: 

Since the inception of Mesa Equipment’s BP A, requestors no longer have to 
purchase products from Mesa Equipment through JIT. Buying direct from Mesa 
Equipment has saved requestors approximately $50,000.00 in JIT markups. In 
addition to not paving JIT markups, Mesa Equipments negotiated BPA pricing has 
saved requestors over S80.000.00, Mesa Equipment & Supply also offer free 
delivery to any tech area at the request of the user. 


Partnership - Supplier has contributed to the success LANL’s mission by promoting 
successful business interaction with a high level of mutual commitment. Some examples 
include but are not limited to the following: 

• Teaming with Requestors/Procure ment/Outside Suppliers 

• Fostering customer service relationships 

• Creating./adapting/irnplementing/streamlining processes to accommodate changing needs of LANL 

• Providing value-added services (i.e. training) 

• Striving for performance gains in cost, quality, delivery and cycle times 

• Enhancing supply-chain relations (JIT, manufacturer, distributor, freight carriers, etc.) 

• Providing solutions to problems that arise 
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* Proactive communications with RequestorsilProcuiementOutside Suppliers { i .e. notify customers -of 
requisition numbers and the status of orders.) 


Based on the above Partnership Award criteria, I submit my nomination for this award 
for the following reasons: 

Mesa Equipment & Supply has demonstrated exceptional partnership in the area of 
value added service. Earlier this year, S-SIte needed s^eeiajjabrkatgd ladders for 
roof access. Mesa Equipment provided computer aided drafting services at ao 
charge, to help solve the requestors problem. fSee attachment #1) Mesa 
Equipment also came in $9,000,00 below the other bid for these ladders. Mesa 
Equipment also dedicates three oatside sales representatives to LANL jo order to 
provide the necessary technical expertise on the products they provide. 


Quality - Supplier has incorporated quality into their products or services. Some 
examples include but are not limited to the following: 

* Providing quality training 

* Developing/impicmenting quality control measures (i.e ISO certification) 

* Ensuring reliability/sa fety/maintai nabil ity of products and or services 

* Remaining abreast of new and upcoming technologies 

* Inspection/testing/perfonmnce beyond existing manyfacwrer/serrice warranties 

« Ensures complies with SuspecbCoumerfeit (i.e. additional tesimg/docunremation). 

* Packaging 

* Timely communication/response lime 

* Error Reduction (Please specify) 

* Shipping 

* Order Entry 

* Returns 

* Order Tracking 

Based on the above Quality Award criteria, I submit my nomination for this award for the 
following reasons: 

la December 200U Mesa Equipment & Supply developed and implemented a 
quality plan to comply with the Price Anderson Amendment Act They also 
voluntarily stopped selling LANL rigging products until they could integrate the 
necessary QA measures into their quality plan. Mesa Equipment & Supply also 
evaluates and chooses the manufacturers they represent based on ISO 9001 
certification. 


Customer Focus ~ Supplier has provided exceptional support to meet customer needs 
beyond contract requirements. Some examples include but are not limited to the 
following: 

* Maintaining updated produet/service information 

* Problem resolution 

* Timely response to customer inquires 

* Customer consultation 
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* Product/Service training 

* Product/service knowledge/ expertise 

* Timely delivery 

• Process Knowledge-returns, exchanges, repairs 

♦ Streamlining processes 

* Anticipate customer needs 

• Order Tracking 

• Proactive communications with requesters/BUS (i.e. notifying customers of requisition numbers and 
the status of orders 

Based on the above Customer Focus Award criteria, I submit my nomination for this 
award for the following reasons: 

This is Mesa Equipment & Supply’s greatest strength as a vendor. In addition to 
the product expertise and the engineering services they provide. Mesa Equipment & 
Supply’s problem resolution focus is unparalleled. In March of this year a LANL 
requestor had electrical and mechanical problems with the equipment he had 
purchased from Mesa. Mesa Equipment & Supply brought in a factory service 
technician to assist in fixing the problems. When it was determined that the 
equipment must be sent back to the factory for repair. Mesa placed a brand new 
unit on loan to the requestor while the equipment was being repaired. This cost 
Mesa approximately $5.000.00 because after the repair the new unit would have to 
be sold as used equipment. 


Innovation - Striving for new ways to improve internal and external processes. Some 
examples include but are not limited to the following: 

* Streamlining processes 
« Process improvements 
« Creativity 

* Increased productivity 

* Suggesting/creating new processes 

* Keeping abreast of (and applying) current marke ting/tec hno logic al changes 
» Identifying new ways to work with your supply chain. 

Based on the above Innovation Award criteria, I submit my nomination for this award for 
the following reasons: 

Mesa Equipment has Introduced new oil water separators to help NIS Division 
separate the oil and water in the air systems in their buildings and meet EPA 
restrictions. They have also introduced new ergonomic products like adjustable 
workbenches, sit-stand stools, and special anti-vibration gloves to LANL requestor 
to reduce back, wrist and hand injuries. 


LANL Supplier - The nominated supplier should have demonstrated outstanding 
performance in all five categories: Cost Savings, Partnership, Quality, Customer Focus, 
and Innovation. 
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Based on the above Outstanding Supplier Award criteria, I submit my nomination for this 
award for the following reasons: 

Mesa Eqaipment & Supply has demonstrated a high level of achievement in every 
award criteria. They are always striving to produce a higher level of service at a 
reduced cost to LANL. I have received numerous phone calls and e-mails from 
LANL requestors praising the outstanding performance of Mesa Equipment & 
Supply, (See attachment #2) 

Additional Information 

In addition Mesa Equipment has opened a facility in Espanola and will hire and 
train personnel in the northern New Mexico area. Mesa Equipment has been in 
contact with Northern New Mexico Community College and are in the process of 
starting up an entrepreneurial mentoring program with college bound students 
from northern New Mexico, 


Submitted by: Barbara A, Martinez, BUS-5/Team 4, ph: 667-8540, bam#) anl.gov 
Team Leader: John J. Hernandez, ph: 667-3702, hemandezJohnJ@lanl.gov 
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Elinor Gwynn, 11 :31 AM 6728/02 -0600, Fwd: Statement ■' Xab 9 

X-Sender: u146839@pobox1663.ianl, gov 
X-Mailer: QUALCOMM Windows Eudo.ra Version 5.1 
Date: Fri, 28 Jun 2002 1 1 :31:55 -0600 
To: kruger@ianl.gov 
Frorm-Eiinor Gwynn-<ecg@!anLgov> 

Subject: Fwd: Statement 


X-Sender: anna@popmaii.esa.lanl.gav 
X-Mailer: QUALCOMM Windows Eudora Version 5.1 
Date: Thu. 27 Jun 2002 1 1:57:53 -0600 
To: "Elinor C. Gwynn" <ecg@iani.gov> 

From: "Anna L. Parks" <anna@)anlgov> 

Subject Statement < 

Elinor, 

Please find below my statement regarding the events of last Friday, 

I received a phone cal! on Friday afternoon, June 21st, from James Stewart asking if 1 had 
contacted Jared McDonald, the JCNNM contractor. I stated that \ had not and since I wasn’t 
assigned to NIS Division any longer would he like me to forward this action to Cammie. He 
requested that I make the cal! to Jaret McDonald, i eaited Jaret and asked if he had observed any 
thing at TA-35 that was of concern. He stated yes and that he needed to meet with me. I toid him 
that I was no longer assigned to NiS and was located at ESA. He said that he didn’t care, he 
would drive to TA- 16, 

Jaret McDonald Conversation: 

He’ stated that there is waste fraud and abuse to the of $100K. He stated that Pete Bussoiint and 
Scott Alexander order things from Mesa, a Lab vendor, who contacts another vendor to obtain a 
variety of merchandise. He staled that he had overheard SA talking to Mesa about changing the 
description of items ordered so that it would not raise any flags. 

He said that they had ordered 25 jackets from J,R. Clothing along with a variety of other items 
such as knives, sleeping bags, tents, 10 "hunters’’ walkie-talkies, barbecue grill, remote control 
airplanes, 4 rotoffllers, and ATVs. He stated that "everyone” is aware of what goes on and the 
men under his supervision laugh about the purchases that are made and then vanish from the 
TA, He also said that everyone in FMU-75 are aware of what is going on but they are afraid 
because, of Pete's position. 

He also said that he had tried to report this to his management at JCNNM and they did not act on 
the information. He also said that he had been to S Division and reported that there was theft 
occurring and he had 200 photos of items that had been ordered and delivered to FMU-75. He 
stated that S Division had responded that if he did not have pictures of merchandise being 
removed from a vehicle into PB’s garage, there was not sufficient evidence to move forward with 
an investigation. He stated that he had tried for months to find someone to act on the information 
and was so frustrated that he was making himself ill. He aiso stated that he is aware of RCRA 
violations at TA-33 (ie, light bulbs being smashed and littered on the ground) as well as safety 
violations. He said that PB had instructed the students at TA-35 to attach a iadder to the top of a 
crane {tie it on), then- climb up the iadder to change the light bulbs in the Scyiiac high bay. He said 
that when he {and other workers) heard about this they complained strongly. PB asked the 
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, Elin or Gwynn, 11:31 AM 6/38/02 >0600, Fwd: Stalem gnl 


students ff they, were "scared*' but finally relented and allowed JCNNM to change the bulbs. He 
stated that he has "major safety concerns’' for ff® -students. He said that 4dm Jennings has 
been tasked with faking merchandise from TASS to PBs house and placing it In his games. Ha 
misted that J was responsible for delivering the walkie-talkies to P's hoys®. JJ said to JMthst 
when he arrived that Ps daughter, Wendy, was on the balcony and -asked If JJ was bringing more 
stuff for her dad. When JJ said yes, she reportedly starting yelling, "You're stealing for my dad!" 

This meat JJ very nervous . JM seic-.thet JJ has not been involved .in any wrong-doing in recent t • 
history, but had been previously. He said that something happened. that made JJ nervous. He 
also stated that Adrian Lovell is ’’miserable.” He related a story where P3 removed the keyboard 
of a student for s pending too much lime on the computer. PB gave the keyboard to another 
person in the group and totd them to keep. According to 4K PS had not talked to the student 
about his time on foe computer and that. In JMs' opinion, the student did not spend a great deal of 
time on the computer. He said when the incident occurred PB was truly furious. Regarding the - 
employee mistreatment, fie said that has been aware of many of foe claims listed in JS's original . 
email (he was apparently blind copied on it). He said the students are not 'treated well. He said 
after JS went to meet with PB about .SA he overheard SA making the comment, ’That little son pf 
a bitch, 1 can't beiieve-he went behind my back. Pm going to get even' with him even If it takes . 
years JM stated that he would prefer to remain anonymous, but his concerns and frustration 
with the situation has brought him to the point that if his name comes out, he'll be fine. 

C®8 fo Jennifer IVfecy: . 

1 contacted Jennifer -and asked If there was anything going on at TABS that was of concern to her 
per Elinor’s previous instructions. She stated foal the' work environment was bad and that she , . 
has ’high stress," H aiot Of anxiety" which is ’'unmanageable". She said that she has heard stories 
of people mistreatment from others, but has not been a target, nor witnessed any of the alleged 
behavior. She stated that her family has been friends with PS‘s family for many years and that he 
"is not the same person" she used to know, i asked if the was WFA going on and she said "yes!” 

1 asked if she would be willing to talk to someone (not me) about that and she said yes. 

I alsoreceived an email message from John Jennings (will attach) that slated that he had been 
told that 1 "did not like him," He had always wondered why, but was afraid to ask, Mow that i am 
• no longer assigned to MS, he decided to as k the question. 5 called him after receiving foe email 
message and asked where he had heard that false rumor. He stated that PB had told him very 
often that "HR" didn't like him, and that he should leave us alone. 

1 tried to contact Mcfttfe Cantu with AA4 to determine if the "disappearing of merchandise" would 
foil within her domain. She called me back on Monday morning and stated that Theft" is not an AA 
area, but changing receipts to not reflect what was truly being delivered definitely would i told her 
that. I would give two individuals her name and to expect a call. She stated that was fine, f then 
called JS & JM immediately to give them the AM number and foe contact person. On Tuesday, I 
fried to reach foe MIS HR team, but was not able to connect with them until 5:15 that evening, 1 
gave Cammte fvfenzarwes the details as described above. 

if you have any questions, please don't' hesitate to call me. 

Aina ' ' • 

Elinor Gwynn ‘ » 

HR-8 Staff Relations Specialist * 


Printed for Philip Kruger <Krugei#lani,gov> ' 2 
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Elinor Gwynn, 11:31 AM 6/28/62 -0600, Fwd: Statement 

: Phone: 667*3730/665*206? 

Fax: 665-0400 

■ fyiaii Stop: PI-28 . • 

E-mail: ecg@iani.gov 


Printed for Philip Kruger <Kruger@iani.gov> 
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OFFICIAL USE ONLY 


Tab 10 


o Los Alamos 

. NATIONAL LABORATORY 

memorandum 

Security and Safeguards Division 
Office of Security Inquiries 


To/MS: Glenn Walp, S-OSL MS G723 
From/MS: Bill Sprouse, S-OSI, MS G723/^^^ 
Phone/Fax: 7-571 l/Fax 7-7579 
Symbol: S-OSI; 02-049 
Date: July 29,2002 
Subject: Summary OF EVENTS 


..In response to your verbal request for a memorandum on the earliest events of case 0285-02 the following 
is provided. 

Sometime in late September of 2001 Jaret McDonald of JCNNM called and wanted to meet with me, we 
arranged a time and date, he came to my office and explained how he has been watching three lab 
employees steal the lab blind for months and he could not stand by doing nothing any longer. McDonald 
further stated the three employees were Pete Bussolini, Scott Alexander, and John Jennings of FMU-75. 
Items he described, was things like small pull behind trailers, John Deere roto tillers, winches, welders 
tools, and global positioning systems. McDonald also said they even order stuff from a Cabela’s catalog. 

The day after that meeting I contacted a friend in BUS-7 (Pat Mcdonnell) and requested he pull a report 
on everything these three had purchased in FY00 and FYD1 . 

Approximately a week later Pat called to say he had the reports 1 picked them up and when I reviewed 
them 1 could see right away that there was some suspicious purchases and a lot of them. 

I told Gene Tucker that I was calling the FBI about it because it looked like a lot of money was involved. 

I contacted Jeff Campbell of the FBI and he said it sounds like something they would be interested in and 
he arranged to come up here about the middle of Oct 01, 1 briefed Gene that the FBI was interested. 
Campbell came up looked at the documents and we discussed the fact that they should not be purchasing 
things like SOG hunting knives, binoculars and other stuff, and the fact that they were not buying one or 
two they were buying lots of them. Campbell said he would take this back to his boss and see if they 
could open a case on them. Campbell also wanted to set up a meeting with McDonald, which McDonald 
said ok to. 

By the end of Oct 01 nothing was happening and McDonald would send me an e-mail asking about any 
progress, I would then call Campbell and we did set up a meeting but Campbell had to cancel. 

He later said he was having trouble convincing his boss that just because they were buying a lot of stuff 
that don’t mean they were stealing it, 

I would leave messages for Campbell but they were pretty busy after September 1 1 511 , this went on for 
several months and it got to where McDonald would e-mail me about once a month and I would call 
Campbell and for one reason or another we would be unable to meet. 1 think Campbell was even called 
away (maybe back east) for a while. It just trailed off because we couldn’t get a meeting and of course the 
policy was if the FBI was interested we was to back off and just help them if they wanted something. 

I think McDonald finally got tired of waiting and sent an e-mail the Albuquerque FBI and they got more 
interested, which caused the meeting in July 02, the rest you are aware of. 
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Alamos 

NATIONAL LABORATORY 


Business Operations Division 
BUS*5 Team 4, Mail Stop D442 
Los Alamos, New Mexico 87545 
(505) 667-8554, FAX (505) 667-9527 
email: swlopez@lanl.aov 


August 30, 2002 

Robert Garcia 
Sales Manager 

Mesa Equipment Sc Supply Coihpany 
P.O. Box, 91 568 
Albuquerque, NM 87199 

SUBJECT: Subcontracts 2433 1 and 24329 


Tab 11 


Mr. Garcia; 

This is to document our meeting of Wednesday, August 28, 2002. Is accordance with the subject 
subcontracts, Mesa Equipment is required to comply with the following: 

1) AH items ordered by LAM. employees against the subject subcontracts must fall within the 
■ perimeters of the subcontract statement of work/item description. 

2) All orders/transactions over $2,500.00 must have the Contract Administrators’ approval. 

3) All items ordered must be delivered to the LANL warehouse, SM-30, 

4) Mesa Equipment will adequately identify the item description on invoices. 

5) Mesa Equipment is NOT authorized to exceed the ceiling amount on the subcontracts. 

The above is recorded so LANL- and MESA will have a better understanding of the subcontract details 
and intent I will be amending the subcontracts in the near future to assure these statements are explained 
in the subcontract. 

Should you have any questions, please don’t hesitate to call me at 667-8554. 

Sincerely, 


Stephen W. Lopez 

Sr. Contract Administrator 


As Equal Opportunity Employer ! Operated by the University of California 
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“IN CONFIDENCE" 


« Los Alamos 

NATIONAL LABORATORY 
Office of the Laboratory Counsel 
p. O. Box 1663, Mail Stop A! 83 
Us Alamos, New Mexico 87545 
fS05) 667-3 970 /Fbx {505) 665-2301 
E-Mail: f 


NO. 622 m3 
T-4S1 P.C2/S3 ^c&-222 


Tab 12 


Date: October 30, 2002 
Refer to: LC;02-204 


VIA FACSIMILE 

left Campbell, Special Agsat 
Federal Buresu of Investigation 
Santa Fe Resident Agency 
120 8. Federal Place #304 
Santa Fe, NM 87505 

Maty Higgins, While Collar Chief 
U. S. Department of Justice 
U. S. Attorney’s Office 
P. O. Box 607 
Albuquerque, NM 87103 


Gregory E, Calles, Supervisory Senior 
Resident Agent 

Federal Bureau of Investigation 
Division Headquarters 
P. O. Box 25186 
Albuquerque, NM 87125-0186 

Paula G. Burnett. Assistant tl S. Attorney 

U. S- Department of Justice 
U. S. Attorney’s Of&oe 
P. O. Box 6Q7 
Albuquerque, NM 87103 


Ladies & Gentlemen: 

Subject: Pending Investigation at the Los Alamos National Laboratory 

Yesterday, Laboratory' managers concerned with sensitive programs located in the Laboratory 
areas involved in the FBI’s ongoing investigation met to discuss the issue* raised in our masting 
al the U. S. Attorney’s Office last weak- Jeff Campbell was invited to the meeting but was not 
able to attend as we had hoped due to the press of other business. Adrian Gallegos of the Office 
of Inspector General in Albuquerque waa invited and did attend. 

At lasl week’s meeting, Joe Seigado told you cf the Laboratory's extreme concern over the feet 
that the H suGpects” in The ongoing investigation work in m area In which a very sensitive 
program is located This concern is intensified by a repotted security' infraction last week 
implicating the two “suspects" in the FBI investigation. Having people involved in potential 
criminal conspiracy located in the area in which this ultra-sensitive activity is being conducted is 
an unacceptable risk. Although the Laboratory recognizes the extreme importance of the 
ongoing FBI Investigation, 6 daeision has been made to read two of the “suspects” out of the 
program. This action is typical in situations in which a potential security infraction has occurred. 
The action will prohibit the '‘suspects** from having accede to the ares of the Laboratory in winch 
fro sensitive program » located; however, they will not be terminated at this time and will 


**IN CONFIDENCE - SENSITIVE INFORMATION” 

An Equal Opportunity Employer / Operated hy Uie University of California far ih* 
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JM-ftMt 1H48 ?rco:UWl LABORATORY COUNSEL'S OFFICE 5051561303 

“IN CONFIDENCE" 

CampbelJ^ggii^/CsJIes/Bomett *2 • 

UL02-204 . 


NO. 622 

7—453 P.33/C3 Jab-222 


October 30. 2002 


continue to work. Jt is the laboratory's intention to lake estion tomorrow (October 31, 2002) 
around Naan to brief the employees with the action to be effective at the class of business 
tomorrow. 

Contrary to what you may have heard yesterday, it is not and has net been the Laboratory's intent 
to terminate these ’’suspects" tomorrow nor docs it intend to inform them of tha ongoing FBI 
mvKstieatiau. That information, apparently provided to you yesterday, was incorrect. Please feal 
free to contact me if you have any questions. Thank you. 

Vetydylyyoure, 

Qyyy 

FraafcF.DfctaB.fr. L 
Lsboraiojy Counsel 


FPDrrr.am 


Cy. Adrian Gallegos, US/DOE, OIG, AJtaMHterijue, NM 
LC Records, MS AI87 
IX Pile 
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“IN CONFIDENCE” 
Statement of JS/Ll 


Tab 13 


I, Bill Sprouse, provide the following statement in conjunction with an 
investigation being undertaken by the Staff Relations Group at.the Los Alamos 
National Laboratory concerning Scott Alexander and Peter Bussolini, both of 
whom are employees of the Laboratory. 

I am employed in the Office of Security Inquiries (“OS1”) in the Security 
Division (“S' Division) at the Laboratory. On October 31 , 2002, 1 was advised 
that agents of the Federal Bureau of Investigation (“FBI") were going to interview 
Bussolini and Alexander concerning alleged thefts of government property by . . 
them. I was asked to “stand by” while the intetviews were taking place. At the 
conclusion of the interview one of the FBI agents came out of the room and said 
that Bussolini was cooperative and admitted that he had taken government 
property to his home and did not intend to bring it back. When Bussolini came 
out of the interview room, he recognized me (we had met each other at the 
Laboratory in conjunction with Lab business on occasion over the years), and 
came over and shook my hand. He said, “I’m sorry, I really fucked up.” I replied, 

“yeah, you sure did Pete." 

At that point, I was asked to.go to Bussolini’s home in White Rock, New 
Mexico, where there was a search to be conducted pursuant to a warrant. When 
I arrived at the house, Chris (last name unknown to me), an FBI Agent, Adrian 
Gallegos, DOE Inspector General, Bussolini and myself were there, along with I 
believe three other agents who had started the search and one Los Alamos 
Police Officer. One of the agents came out of the house with, a Moen faucet 1 
learned that the water had been tamed off to the house. It was later tamed back 

Paget of 3 LANL 01278 
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“IN CONFIDENCE” 

Statement of 
00 - 

1 on while I was still at the house. At first, I waited out in the front and then went 

2 into the bouse. One of the agents told Bussolini that they did not want to tear the 

3 house up, and for him to point the items for them to confiscate. I saw the agents 

4 come out of the house with two television sets, a Hoover vacuum cleaner, a 

5 Hoover carpet cleaner, some knives, tools and a range finder. At that point, I 

6 overheard Chris tell one of the other agents that Bussolini said that was all that 

7 he had taken. Chris then called Jeff Campbell, who I believe is the agent in 

8 charge of the investigation. I observed Chris talking on the cell phone. When he 

9 was finished with the conversation, he said, “this guy is jacking us around. He's 
to just giving us enough to make us stop.” 

u I also observed agents in a recreational vehicle parked by the house. I did 

12 not see them take anything from the RV. 

13 The agents then went into the garage. I was standing right outside by the 

14 garage door. I observed that there were four large rolling tool boxes. I saw the 

15 agents confiscate a large Stihl chaim saw, a set of Michelin tires, some brand 

16 new tools which were on a tool rack and a new ax. In a locker, there were 

17 several sleeping bags and other camping gear. Some of the items were still in 
is boxes. I remember there were eight packages of pipe sealant, with two tubes 

19 per package. It seemed fairly obvious to me which items were Bussolini’s and 

20 which were items that were covered by the warrant. The latter items were 

21 generally new and were segregated from things that looked as if they belonged 

22 to the house. 
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“IN CONFIDENCE” 
Statement of 
00 - 


1 

2 
. 3 

4 

5 

6 

7 

8 
9 

10 

11 

12 

13 


When the agents had concluded their search, I gave Bussolini a letter 
placing him on investigatory leave. He read it and made a comment ,"it pretty 
much says it all, I guess,” signed both copies and gave them back to me. I gave 
him one copy. At around that time a truck was coming from another place where 
a search had been conducted to load the items that had been taken from 
Bussolini’s premises. 

I did not see the warrant 1 would also add that Bussolini’s firearms were 
confiscated which I understand is standard procedure in such a situation. It was 
my understanding that they would later be returned. 

The foregoing information is true and accurate to the best of my 
knowledge. 

/ 2 - 
Date 
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kruger@lant.gov, 12:10 PM 12/23/2002 -0700, Clarissa Rodriguez 


To: kruger@ianl.gov 

From: Lawrence W Hanson <iwhanson@Sanl.gov> 

Subject: Clarissa Rodriguez 

Cc: 

Bcc: 

Attached: 


Phil r 

FWfW, ! can recall several cases at both UCSF and L8NL where we accepted resignations in 
similar circumstances even in cases where it was not dear that we would get the money back. 
Clearly, if we could be rid of a problematic employee, that was the priority. There was virtually no 
thought given to NOT accepting the resignation, then terminating the employee, and running the 
risk of the action being contested. 

Larry 


Printed for 


LANL 03585 
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Tab 14 


A0 106 fRev. 7/87) Affidavit far Search V. 


FIT, ED 


UNITE-D STATES ClciTRlCT CCjOrTT 

United States District Cd€HPt ERQUS - MSWMEX:c0 

DISTRICT OF HgrMtrico 


-GCT 3 0 7007 


In the Matter of the Search of 

(Him, mrtdtoi* at tm* of forao*. prap»-v v ta 6a *<wd 

A residence located at 248 Canada Way, 

Ian Alamos, Now Mexico, 87S44, a white stu coo 
two story dwelling with a red tile roof, with a mad 
box in front of the residence marked with the 
numbers "248" 



FOR SEARCH WARRANT 


CASE NUMBER: Q ^ ^ 05 8 8 


I Jeffrey W. Campbell being duty swam depose and say 

{ afh a(n) Special Agent, Federal Bureau of Investigation and have reason to believe 

offcwmk 

that O on the person of or El on the property or prerrises known as 

A residence located at 248 Canada Way, Los Alamos, New Mexico, 87544, a white stucco two story dwelling with a red tile roof, 
with a mail box In frodt of (he residence marked with the numbers "248" - 


in the State and District of New Mexico 

there is row concealed a certain person or property, namely 

A Genesis Gold Baifacque Gas Grill and a Mocn brand shower head, handles, and tub spout 
which t$ <w «f mow b»*« tv «o»«H wewe *cl«<wh Rofe <1 (fc) f 

evidence of the theft af Federal Government property, to indude the Federal Government property outlined in the affidavit. 
Property that constitutes fruits, evidence, and instrumentalities of crime* against the United State*, 

concerning a violation of Title 18 United States code, Sedionfs) 641 , 371, 666 . 

The facts to support a finding of Probable Cause are as follows: 


See Attached Affidavit hereby incorporated by reference as if fully restated herein. 


Continued on the attached sheet and made a part hereof. ® Yes D No 



Jeffrey W. Gunphdl 


Tdcpbonicslly approved by SAUSA Maty Higgins Special Agent 

Sworn to before me. and subscribed in my pn=wrjce F«L*r*l Bureau of Inve^rigatw 


30 Oc^oWec- 2-oO 

* MLu^a 

efmje N 

lAu cO 

D«te • 

a c rVi„... „ 

Gry -vta/L 




279 


2 

3 

4 

5 

6 

7 

8 

9 

10 
11 
12 

13 

14 

15 

16 

17 

18 

19 

20 
21 
22 

23 

24 

25 

26 

27 

28 


IK THE DISTRICT COURT OF THE UNITED STATES 

FOR THE DISTRICT OF NEW MEXICO 

In che matter of the search of ) 

A residence ) 

located at 248 Canada Way, ) 

Los Alamos, New Kexico, 87544, } AFFIDAVIT IN SUPPORT 

a white stucco two story ) OF SEARCH WARRANT 

dwelling with a red tile roof, ) 

with a mail box in front of the ) 

residence marked with the } 

numbers *24 8 * ) 


AFFIDAVIT 


I, Jeffrey W. Campbell, being duly sworn, depose 

arid say: 

1) I ara a Special Agent of the Federal Bureau of 
Investigation (FBI) currently assigned to the Santa Fe, 

New Mexico Resident Agency within the Albuquerque Division. 

I have written affidavits far arrest and search warrants. I 
have been a Special Agent for the Federal Bureau of 
‘Investigation '(FBI) for three years. Prior to employment 
with the FBI, x served as a South Carolina State Trooper for 
six years. 

2) The information contained within this affidavit 
is known to me as a result of tny own investigation, 
investigation 'by other law enforcement .officers, or based on 
reports made to me by other law enforcement officers. 

3) Peter Bussolini, Scott Alexander, and Los 
Alamos National Laboratory (LANL) Employees, here after 

1 
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referred to as LANL Employees #1, #2, #3, #4, $5 and #6, are 
employed within Facility Management Unit 75 as direct LANL 
employees or LANL contract employees. Fetex Bussolini is the 
"Team. Leader" within Facility Management Unit 75 and part of 
his duties include budget responsibility and spending 
discretion for the unit. Scott Alexander acts as the second 
in command under Peter Bussolini and serves as the 
! "Purchaser* for the unit- The LANL employees and LANL 
contract employees within Facility Management Unit 7S perform 
land supervise building repairs and general maintenance within 
their respective jurisdictional areas on .LANL property. 

4) LANL Employees Si, #2. #4, H5 and H6 have 
provided direct evidence and testimony that Peter Bussolini 
and Scott Alexander have abused their respective positions as 
Team Leader and Purchaser for Facility Management Unit 75 by 
improperly purchasing various items with LANL funds which 
they there after removed from LANL property and kept the 
items for personal use. LANL Employees #1, #2, #4, #5 and 
#6, identified Scott Alexander ae the primary purchasing 
agent for Facility Management Unit 75 and also identified 
Scott Alexander as providing various items purchased with 
LANL funds to Peter Bussolini. Because Peter Bussolini 
serves as the Team Leader for Facility Management Unit 75, he 
is afforded the opportunity and responsibility of reviewing 
the purchases of all personnel within his unit and the 
maintenance of his unit's budget. According to LANL Employee 
#4, Peter Bussolini is presented with budgetary documentation 
monthly for his review and approval. 
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5) LANL maintains a "Blanket Purchase Order" 
contract, number K 24329-00i-0l.« This contract is 
specifically for purchases made by LANL employees through 
Mesa Equipment and Supply in Albuquerque, New Mexico, The 
"Blanket Purchase Order" contract is written to allow up to 

; $2, 700, 000. GO in purchases by LANL employees. The Mesa 

I 

! Equipment and Supply purchase order contract stipulates only 
, "Air Compressors, Vacuum Systems, Material Handling, Machine 
| Tools, and Machine Shop Supplies" may be 'purchased via this 
Lab -Wide Blanket Order Purchase Agreement- This purchase 
order contract allows LMIL employees to purchase items for 
business purposes simply by supplying' the Mesa Equipment and 
^vpply salesperson with the LANL employee's "2" number. The 
LANL issued "Z K number is a unique number assigned to each 
LANL employee. LANL Employees HI, 82, #4 and #5 indicate 
Robert Garcia is the sole Mesa Equipment and Supply 
salesperson who caters to the purchasing needs of employees 
within Facility Management Unit 75, 

6) The Los Alamos National Laboratory grounds, 
facilities, and material are owned by the United States 
Government. The Department o£ Energy oversees LANL 
operations and the University of California administratively 
manages the laboratory. 

7) Peter Bussolini requested the use of LANL 
Employee $4*s truck, to move boxes from LANL property to bis 
residence at 248 Canada Way, Los Alamos, New Mexico. At the 
time of the request, Peter Bussolini was driving his two door 
Porsche sports car to work and was unable to fit the large 

7 
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[boxes in His vehicle . LAN l Employee 64 owns 3 sizable box 
[Style truck capable of moving numerous large boxes. I.A.K 1 . 
Employee #4 was hesitant to utilize his truck for this 
purpose but agreed to do as his supervisor, Peter Bussolini, 
requested. Peter Bussolini and LftNL Employee *4 loaded 
several large boxes on approximately four separate occasions 
during the early part of year 2002 into LRK1. Employee #4'e 
box truck. LAND Employee #4 was instructed by Peter 
Bussolini to drive the box truck with its loaded contents to 
hie residence in Los Alamos, New Mexico. During all four 
trips, Peter Bussolini and LANL Employee #4 unloaded the 
boxes from the truck and placed the boxes inside Peter 
Bussolini 's garage. Some of the items loaded into Peter 
Bussolini 1 c garage in the four trips from LANL grounds 
included air compressors, Coleman heating lamp®, and other 
boxes with duct tape covering the description of the items 
inside the box. During his deliveries to Peter Bussolini 's 
residence, LANL Employee 64 identified a black ■'Weatherguard 1 ' 
truck tool box and new in appearance chain saws on the left 
side of the residence, which he recognized as items similar 
to items maintained at IANL. LAM, Employee #1 believes 
several of the items he delivered to Peter Bussolini 's 
residence are the Game make and model of - items purchased with 
LAKL funds and delivered to Facility Management Unit 75 by 
Mesa Equipment and supply salesperson Robert Garcia. Peter 
Bussolini explained to LANL Employee S4, that he paid Robert 
Garcia for the items out of his own personal funds and not 
with LAND funds. 
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8 } While LANL Employee #4 was at Peter fiuseolini's 
■•■iiioimu tiuj .1115 mu rmui uciistij m tuix^ iuua, fetei 
Bussolini's daughter stated to LAND Employee # 4 , «So you're 
stealing for my daddy." LANL Employee £4 felt uncomfortable 
iwith the statement and decided not to deliver any further 
items to Peter Bussolini's residence. When Peter Russolini 
would request the use of LANL Employee #4 ' s box trucks he 
would advise Peter Bussolini that the box truck was disabled 
in order to avoid making the suspect deliveries. 

9) On December 20, 2C0X, Scott Alexander utilized 
LANE's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, Mow Monica and purchased thirty 

eight "Ohmnios SUirl {*-.} * Ju ^ y «,r cnliuv ylvyy 

He also purchased on the same invoice fifteen pairs of 
^ "Th insulate Glove (s) * in medium, large, and extra-large 
sizes. The total mirchasp. nrirs for the al nvps RtvJrt-st 

totaled $8b4.B0. The shipment number on the invoice is 
1QS2368-0001-Q1. The invoice reads, "Delivered by Robert, 
1/03/02." The referenced items were purchased by Mesa 
Equipment and Supply through Cabela's Hunting and Fishing 
Cataloa. T.AKTT, Spoirl rv Snr><~i?>lncr TV>v»n arlir-i <sArt t- ho 

above referenced purchases utilizing LANL's blanket purchase 
order contract with Mesa Equipment and Supply are considered 
unallowable purchases due to the specific language outlined 

in ui8 uuiiLidUL ueutuiuity mm ie permissible. 

3.0> On crunusiij XI, XQ02, JcuLI Alexander utillzea 
T.aM L«s Blanket l>urohnco Ordor oontraoft with Mcoa Equipment 

Mill! Omruli lit filllimm I mu . u< m mi t l< u uilii itttit ti I U 
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Cover (s), Olive Drab", one "Carburet, 3 XL, Cortex coat, one 

"Mvtm lUKwx abi., sax* v- new n,4i«iuuo w**«o uj-mi , 

"Mens Hiker 851, Size 9 1/2 * New Balance brand trail shoe, 
one "Mens Hiker 851, Size 11 1/2" New Balance brand trail 
shoe, three "Alaskan Guide Rectangle Bag, Long -20Deg.* 
sleeping bags, four "Trekker v Rectangular Bag, XL -20* 
sleeping bags, four Trekker V Bag, XL -20, four Cutdoorsman 
II Bag, -20 beg, * , four Alaskan Guide Sleeping Pad, Large", 
four "Rocking Arm Ch»ir(s}, four "Deluxe Arm Chair (s), four 
"Reclining Lounger (s), four "Portable Buddy Heaters", four 
Kodiak 7 in 1 BagCs)*, one Twelve Peaks Parka XL, 
Blueridge/Black " t one "Twelve Peaks Parka Large, 

Bluer idge/B lack" , one “insulated Gui dewear Tall Large Parka, 
Graphite/Black", one Insulated Guide wear Tall XL Parka 
Graphifce/Black* , one Gortex Guidewear Jacket LG Marine* 1 , and 
one Gortex Guidewear Jacket XL Marine, for a total price of 
$6,536.62, The referenced items were purchased by Mesa 
Equipment and Supply through Cabela's Hunting and Fishing 
Catalog. Scott Alexander signed the referenced invoice, as 
the individual who accepted delivery of the merchandise. 

Scott Alexander is 6*4" and weighs 220 pounds. According to 
IANL Employee #2, Scott Alexanders wears an extra -large 
jacket and size twelve shoes. Peter Buss'olini .is 5*10 "and 
weighs X6S pounds. Recording to LftNL .Employee $2, Peter 
Bussolini wears a size 9 shoe and a large jacket.. LANL 
Employee #2 can not identify anyone within Facility 
Management Unit 75, other than Pete Bussolini and Soofcfc 
Alexander, who owns and wears numerous Cabela's issued, winter 
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[jackets and New Balance 851 trail shoes. LAND Security 
| Specialist Steve Doran advised the above referenced purchases 
utilizing LAKL’s blanket purchase order contract with Mesa 
Equipment and Supply are considered unallowable purchases due 
:to the specific language outlined in the contract describing 
what is permissible. 

11) On February 14, 2002, Scott Alexander utilised 
i LAND’S Blanket Purchase Order contract with Mesa Equipment, 
and Supply in Albuquerque, New Mexico and purchased one 
"Large Marine" Goretex Guidevear Jacket -Regular, one *EX- 
: Large Baltic Blue" Goretex LTD Pullover Jacket -Regular, and 
:one W XL Tall Baltic Blue Clothing" Goretex LTD Pullover -Tall, 
for a total price of $519.80. The shipping number on the 
invoice is 1054674-001-01. The invoice reads, "Robert to 
Deliver" and "Delivered by Robert 02/19/2002." The 
referenced jackets were purchased toy Mesa Equipment and 
Supply through Cabela’s Hunting and Fishing Catalog. LAND 
Security Specialist Steve Doran advised the above referenced 
purchases utilizing LAND'S blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what is permissible - 

12} In Kay or June 2002, Peter Bussolini 
requested LAND Employee #4 to assist in cleaning out the 
garage at his residence- LAND Employee #4 witnessed 
numerous tools, a drill press, tool chests, new in appearance 
boxes, and other items that appeared to toe similar to items 
stored within Facility Management Unit 75 's jurisdiction on 
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LAHL grounds, 

13) On March OS, 2002, twenty-four Coleman Camping 
Lanterns and four Coleman stand up heaters, item number 
5040-751, were purchased utilizing Scott Alexander's -Z" 
number via the Blanket Purchase Order contract with Mesa 
Equipment and Supply. The invoice for the purchase of the 
Coleman lanterns and heaters shows a "Shipment Number" of 
1055521-0001-01. -Robert to deliver- is designated on the 
invoice. The total cost to UUtt for the Colemar, lanterns and 
heaters totaled $2,406.84. Scott Alexander signed the 
invoice signifying he received the referenced items. LANL 
Security Specialist Steve Doran advised the above referenced 
purchases utilizing LMiL's blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what is permissible. 

14} On October 24, 2002 , the Affiant witnessed a 
black in color We&therguard brand truck tool box stored 
outside Bunker 22, TA-33 and a Coleman brand gas stand up 
heater and stihl brand chain saws at Bunker 23 , TA-33. 

IS} On July 30, 2001, five •'Genesis Gold Barbecue 
Gas Grills'* were purchased utilizing Scott Alexander's *2" 
number via the “Blanket Purchase Order" contract with Mesa 
Equipment and Supply, The invoice for the purchase of the 
gas grills shows a “Shipment Number* of 1045633-0001-01. 
“Robert will deliver* is designated on the invoice. The 
total cost to LANb for the five gas grille totaled $- 4 # l?$. 
Scott Alexander is shown to have signed the invoice accepting 
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[delivery of the five gas grills on August 08, 2001. LAfcDu 
| Security Specialist Steve Doran advised the purchase of the 
I referenced gas grills utilizing the Mesa Equipment and Supply 
Purchase Order contract would be considered an unallowable 
purchase . I ANL Security Specialist Steve Doran advised the 
above referenced purchases utilizing hMIL's blanket purchase 
order contract with Mesa Equipment and Supply axe considered 
unallowable purchases due to the specific language outlined 
in the contract describing what is permissible. 

16) The Affiant has viewed on several occasions 
during the months of August, September, and October, 2002, 
two "Genesis Gold Barbecue Gas Grills" positioned on LANt, 
property at TA-33, Bunkers 22 and 23. LAND Employee #4 has 
witnessed a gas grill positioned outside of Building 68, 
TA-3S. The referenced gas grill is accompanied by a Coleman 
stand up heater. The Affiant has been unable to identify the 
location of the remaining two "Genesis Gold Barbecue Gas 
Grills’* on LANI* grounds. 

17) On October 01, 2002, the Affiant witnessed in 
plain view a gas grill on the back porch of Peter Bussolini’s 
residence. The gas grill appeared to be consistent with the 
appearance of the "Genesis Gold Barbecue Gas Grills" stored 
at TA-33, Bunkers 22 and 23 that were purchased with ItANb 
funds via the Mesa Equipment and Supply Blanket Purchase 
Order contract. The Affiant also witnessed the same in 
appearance gas grill in plain view located on the front porch 
of Scott Alexander’s residence in Chamita, New Mexico on 
August 02, 2002. 
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18 } On January 28, 2002, Scott Alexander utilized 
LAKL's Blanket Purchase order contract with Mesa Equipment 
jand Supply in Albuquerque, New .Mexico and purchased five "LTLT 
Command Center, Command Center Monitor (s) 11 and one "ult 
; S tand, Stand for Command Center" for a total price of 
; $3 ,374. 64. The invoice "Shipping Number* is 1053844-0001-01- 
The referenced invoice was signed by Scott Alexander as the 
recipient of the merchandise. The invoice reads, "Robert to 
deliver." IANL Security Specialist Steve Doran advised, the 
.above referenced purchases utilizing LANL’s blanket purchase 
order contract with Mesa Equipment and Supply are considered 
unallowable purchases due to the specif ic' language outlined 
in the contract describing what is permissible. 

19) On February 12, 2002, Scott Alexander utilized 
LAMI^s Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased one "MES 
ZNTBRI332N Monitor* priced at §329.35. The invoice "Shipping 
Numher* is 10S4584-0001-01 , The invoice reads, "Deliver by 
Robert . * LANL Security Specialist Steve Doran advised the 
purchase of the referenced "monitors * utilizing the Mesa 
Equipment and Supply Purchase Order contract would be 
considered an unallowable purchase. LANL Security Specialist 
Steve Doran advised the above referenced purchases utilizing 
LANL‘s blanket purchase order contract with Mesa Equipment 
and Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what ic 
permissible- 


28 


20) During middle September 2002, IANL Employee: 
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#2 and #5 witnessed a Televison/VCR combination unit mounted 
in the Recreation Vehicle {RV) of Peter Bussolini parked in 
the driveway of Peter Bussolini *s residence in Los Alamos, 

New Mexico, L&NL Employee #2 estimated the televison/VCR 
combination unit incorporated a 19 inch viewing screen. Lake 
E mployees U2 and #5 have witnessed for the past several 
months the same' in appearance televison/VCR combination unit 
in the LANL office of Peter Bussolini. lane Employee number 
U2 overheard Peter Bussolini and Scott Alexander refer to the 
televison/VCR combination units as * monitors" and that they 
were recorded as "monitors 1 * when they were purchased. 

21} On October 10, 2002, the Affiant displayed a 
photograph of a “Panasonic" brand televison/VCR combination 
box to LANL Employee #2. The referenced Panasonic television 
box was photographed by LANL Employee #1 inside Bunker 22, 
TA-33. The television set is identified on the box as a 
Panasonic, model PV-C2021. LANL Employee #2 confirmed the 
televison set in Peter Bussolini* s office at LANL is a 
Panasonic brand television set and appears to be the same 
make and model as the television set depicted in the provided 
photograph and the same as the televison/VCR combination set 
located in Peter Bussol.ini*s RV parked in his residence's 
driveway - 

22} On March 07, 2002, Scott Alexander utilized 
LANVs Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased four "COB 
75 WX ST Handset Mobile CB* radios. The total price for the 
purchase of the CB radios totaled $688.00* -T he "Shipment 
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Number** listed on the Mesa Equipment and Supply invoice 
forwarded to LANL for payment is 1055679-0001-01- The 
invoice reads, “Robert to deliver. " LANL Security Specialist 
Steve Doran advised the purchase of the referenced CB Radios 
utilizing the Mesa Equipment and Supply Purchase Order 
contract would be considered an unallowable purchase. IANX, 
Security Specialist Steve Doran advised the above referenced 
purchases utilizing LAND'S blanket purchase order contract 
with Mesa Equipment- and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what ie permissible. 

23) On July 29, 2002, the Affiant witnessed three 
new in the boxes Cobra, 75 WX ST Compact/Remote Mount CB 
Radios stored in Bunker 22 at TA-33 on LAND property. A new 
in the package roof mounted CB radio antenna was also stored 
in the same bunker . 

24) During the middle of September, 2002, LAND 
Employees #2 and #3 witnessed a CB Radio installed in the 
Recreation Vehicle (RV) of Peter Bussolini parked in the 
driveway of Peter Bussolini *s residence in Los Alamos, New 
Mexico. Both LAND employees recalled the CB Radio installed 
in Peter Bussolini * s RV utilized a hand held microphone 
equipped with controls on the handset- The RV was also 
equipped with a CB radio antenna mounted on the top of the 
RV. On September 24, 2002, the Affiant displayed to LANL 
Employee #2 a photograph of the Cobra, 75 WX ST 

Compact /Remote Mount C8 Radios stored in Bunker 22 at TA-33 . 
L&ML Employee U2 confirmed the CB radios stored in Bunker 22 

TO 
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:at TA-33 is the same make and model as the CB radio he 
witnessed installed in Peter Bussolini* s RV in middle 
September 2002. 

253 During the week of October 07, 2002, Peter 
Bus sol ini asked LANt Employee #2 how to cut bathroom tile. 
hmh Employee 82 responded he utilizes the blue X*ANI* "Target* 
brand tile cutter that is stored ia a shed at ta- 35. Pete 
Bussolini told LANL Employee #2 that he is currently 
remodeling the bathroom at his residence- Pete Bussolini 
asked BANL Employee 82 to leave the referenced tile cutter 
out where he can see it. h&NL Employee #2 understood this to 
mean Pete Bussolini was going to use the referenced tile 
cutter for his home remodeling project. 

261 According to LANL Employees 82 and #4, On 
October 11, 2002', XANL Employee 83 was ordered by Peter 
Bussolini to order Moen brand bathroom shower heads, a 
bathroom tub spout and its accompanying handles and material. 
The grade of the requested bathroom fixtures was above the 
normal quality ordered for installation on LANL property. 

ItAHL Employee 83 had performed plumbing work at Peter 
Bussolini ‘s 'residence at 248 Canada Way, Bos Alamos* New 
Mexico approximately two weeks prior to the request for new 
?Moexi« bathroom fixtures. On October 11, 2002, bANL Employee 
83 stated to LANL Employee 82 that Peter Bussolini is in the 
process of remodeling the bathroom at his residence in bos 
Alamos, New Mexico to include the bathroom tile and fixtures. 
LANL Employee 83 expressed his concern to NANI* Employee 81 
that lie believed the referenced Moen bathroom fixtures 
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ordered by Peter Bussolini were destined to be installed at 
Peter Bussolini 1 s residence - 

27) According to LANL paperwork presented to the 
Affiant by LANL Employee 81 and a statement made by LANL 
Employee #2, the Moen brand fixtures ordered on October IS, 
2002, by LANE Employee #3 at the request of Peter Bussolini 
were delivered to LANL on October 21, 2002, and stored at 
TA-35, Building 25. These fixtures were ordered from Dahl 
Plumbing and paid for via LANL funds utilizing the "Just in 
Time n purchasing system. During the morning of October 21 ; 
2002, LANL Employee 82 and #3 opened the referenced boxes 
inside TA-3S, Building 25 and viewed a chrome shower head, 
tub spout and handles inside the boxes. LANL Employee 82 
etched the number "75" inside the tub spout. At 
approximately 4:3GPN on October 21, 2002, LANL Employee 82 ' 

witnessed Peter Bussolini park his personal pickup truck in 
front of Building 25 at TA-35. LANL Employee 82 then 
witnessed two blue and white boxes in the jump seat behind 
the driver’s seat of Peter Bussolini; s personal pickup truck. 
The blue and white boxes were the same boxes LANL Employee #2 
had witnessed previously in the day stored at TA-35, 

Building 2S . LANL Employee #2 then witnessed Peter Bussolini 
drive out of the TA-35 parking lot in the direction of the 
main highway with the two boxes inside his personal pickup 
truck. After Peter Bussolini left the TA-35 parking lot with 
the blue and white boxes in his personal vehicle, LANL 
Employee 82 verified the blue and white boxes he had 
witnessed earlier in Building 25, TA-35 were no longer inside 
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the building. 

28) On October 30, 2002, LANL Employee #3 advised 
|LAlsL Employee #1 that he installed bathroom shower fixtures 
;in Peter Bussolinx's residence on October 29, 2002 per Peter 
IBussolini * s request. IANL Employee #3 reiterated that Peter 
Mussolini is in the process of remodeling the bathroom at his 
residence . 

29) Peter Bussolini maintains several storage 
i sheds in the badk yard of his residence. 

30) A photograph of the residence located at 248 
Canada Way, Los Alamos, New Mexico, 87544 will be located on 
Attachment #1 attached to this affidavit. 

31) In view of the foregoing, the affiant believes 
; probable cause exists for the issuance of a search warrant 
for the residence located at 248 Canada Way, Los Alamos, New 
; Mexico. 87544, a white stucco two story dwelling -with a red 
tile roof with a mailbox in front of the residence with the 
numbers "248" affixed to its side. The referenced residence 
is believed to contain specifically a Genesis Gold Barbeque 
Gas Grill and Moen brand shower head, handles, and tub spout. 
Considered to be evidence of; the ongoing Theft of Government 
Property in violation of Title 18, United States Code, 

Section 641 and Conspiracy to Commit the Theft of Government 
Property in violation of Title 18, United States Code, 

Section 371, and Theft from Programs Receiving Federal Funds, 
Title 18, Section 666. 

I swear that this information is true to the best 
of my knowledge and belief. 
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JeffSeyU?, Campbell 
Special Agent 

Federal Bureau of Investigation 
Albuquerque, New Mexico Division 
Santa Fe -Resident Agency 


<$ 

7 


9 

10 
H 


Subscribed and sworn to before me this ; 
2002. “ 
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Peter Bussolini’s Residence; 

248 Canada Way, Los Alamos, New Mexico 
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TO 3 1 505665230 1 P. 12>20 


United States District Court 

State of DISTRICT OF New Mexico 


In the Matter of the Search of 

(N«<r«l. X4d<«* <* W«( <* al 6c icl/CNisSJ 

A residence located at 248 Canada Way, 

Los Alamos, New Mexico, 87544, a white stucco 
two story dwelling with a red tile roof, with a mail 
box: id front of the residence marked with the 
numbers ''248'* 



SEARCH WARRANT 

“ 02M0588 


TO; Federal Bureau of Investigation 


_and any Authorized Officer of the United States 


Affidavits) having been made before me by 


Stiecixl Agent Jeffrey W. Camp hell 


_who has reason to 


believe that U on the person of or E on the premises known as («***. Arwtpii* 

A residence located at 248 Canada Way, Los Alamos, New Mexico, 87544, a white stucco two alary dwelling with * red tile roof, 
with, a mail box in front of the residence marked with the numbers **248" . 


in the State and District of New Mexico there is now 

concealed a certain person or property, namely 

A Genesis Gold Baibetpie Gas Grill and a Mocn brand shower head, handies, and tub spout 


1 am satisfied Uial the affidavits) and any recorded testimony establish probable cause lo beOeve that the person 
or property so described is now concealed on the poison or promises above-described and establish grounds for 
the issuanoe of this warrant 

YOU ARE HEREBY COMMANDED to search on or before 3\ £)<-4-nW<r Q~2- 

o» 

(not to exceed 10 days) the person or place named above tor the person or property specified, serving this Warrant 
and making the search (in the daytime — 6:00 A.M. to 10:00 P-M.) (at eny time in the day or night as l tind 
reasonable cause has been established) and it the person or property be found there to seize same, leaving a copy 
of this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 

seized and promptly return this warrant to the undersigned — _ ... . 

as required by taw. us ***< «*■ “**’**« 


3Q^eU«l -Oi.(?. 0 g^~Pr / \ aI 

Date and Ttare Issued ^ 

T> i ” D V_: ,,<i«....LL-;riL 


Albuquerque. New Mexico 





0> afUUi; Mid: 4* FN PUBLIC AFFAIRS 


10 


p. i 
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OATH WARRANT RECEIVED I DATE AND TIME WARRANT EXECUTED I COPY OF WARRANT ANO RScaPT FOR OEMS LEFT WITH 


INVENTORY MADE IN THE PRESENCE OF 


INVENTORY Of PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 


CERTIFICA TION 

( swear tnat this inventory is a true and detailed account ot the person or property taken by me on ttwr warrant. 


Subscribed, sworn to, am returned before me this date. 


li S. Jud$ c <*r Magistrate 


Date 
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Nov-24-2002 0S:21pn Fice-GENERAL LAW 

NUv-ttrmjd [uc uo.Hi m< I, 


T-621 P.003/013 F-484 


United States District Court's, 5 , 


In the Matter o? me Search of 

Iftvrt. Kwf H p«i »o» « pmp* t* to <m «->«.•«« 

A. residence incited at 248 Canada NV^j, 

Jais Alamos. New Mexico, S7S44. a -white *tucco 
two story ilvvclUnri with a rvd tile roof, w«il« a tojiI 
bo"C i« fruitt of the residence marked with the 
numbers “MS* 




SEARCH WARRANT 


CASE NUMBER: 


G2MC53! 


TQ: Feitcfal Biircaa of Investigation 


_ana any Authorized Officer of the United States 


Affidavits] having been made before me by Special A?cnt Jeffrey w. C3mpt»cn who has reason to 

befieve that C3 on the person of or £§ on the premses known as ***-**** v*******^ 

A rfo.j 4cntj located at 24h Canada Wsy, Dw Alamo*. New Meuco, 87S4-J, a white uni ecu wo ttoi> dweilm; with a ml tile roof, 
vitb a nidt li«% >a front of the residence ourW with the number* *’24$'* . 


District of New 


coiicaalcd a cousin person or property. namely 

A Genesis Gold Uatbcque Gas GriU and a Moca hnna shower i*nd. handles, and tub ipouc 


l am satisfied that the affidavit^;) and any recorded testimony establish probable cause to bafieve that the person 
or property sn described is now concealed on the person or premises abovo- described and establish grounds for 
the issuance of this warrant, 

YOU ARE HEREBY COMMANDED to search on or before 3 \ 0<-4oVo-r OZ . 

(not to exceed to days) tno person or place named above for the person or property specified, serving this warrant 
•and making the search (in the daytime - 6:0Q A.M to 10:00 P.M) (at any time in the day or night as l find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy 
of this warrant and receipt for the parson at property taken, and prepare a written inventory of the person or property 

seized and promptly return ih.s warrant to the undersigned 

ss required by law. v s *.a a - 


30 ^ c rklael- Q2-<£i 

Dqtc a(wJ TilR« lccy*ij 

'KWft gP L .'T^A'si USftVa,- 

N*m-s an<J T,Uc ef Juousar Otficor 


Albuquerque. New Mexico 

City «r»d SUIS ] r _l_ ' 


Sic ns lure «f Judicial Officer 
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F>484 


Alladimenl ''A” 


TTic following items lUred bdow were collected pursuant to the search warrant: 

1 '‘Mocn" brand shower fixtures, handles, spouts 

The* rcmainimi hems listed below were collected pusuant to a signed consent to search authorization 
form complied by the owner of 248 Canada Way. Los Alamos. New Mexico. Peter BussoHni: 

1 . Fourteen firearms 

2. Five ~$OG” knives 

2 Nikon laser Ranger finder 

4. Hoover Wind Tumid vacuum 

5. Zenith Television 

6 1 {cover steam vacuum 
7. Milwaukee Magnum Drill 
8 Dewalt Saw, model: DW7-H0 
9. Weed Hater Super Blower 
10 Red Bckifii Tool box with various tools 

1 1 . Six keys to Ford Truck 

1 2. Two Igloo Coolers 

1 j . Makira Cordless Chainsaw 

14. Misc. Tools 

15. 2 Car Battery v*7 case 

16. Black and Decker Circular Saw 
17 Black and Decker Sander 

18. Stili! Chain Saw 

19. Various extension cords 

20. Regent v-orkUesbc 

21. Chamberlain Waxmastcr 

22. MakUa Blower 

23. Four Mich din Tires 

24. 16 Gallon Shop Vacuum 

25. Panasonic Television 

26. Weber Grill Rotcsicrc 






£-y.r- -I'-- 1 l l^f^ 


WILLIAM W. DEATON 

U MIXED STATES MAG1STRA1E JUOGX 
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uma srArSTcOTtSr courir 

United States District CdBfiP OUE - N »-MEx;oo 


DISTPJCTOF . 


New Mwlco 


-ecr 3 0 200? 


In tfte Matter of the Search of 

A jxcrc^tioBuI vchidc(RV) 
located at 248 Canada Way Los Alamos, 
tier,- Mexico ; €7544, * -white vdnde with three 
brawn stripes exteadiog the length of vehicle, with 
New Mexico vehicle registration w 2726rvA ,< 1 
registered to Peter Bussalini 

{ Jeffrey W. Campbell 


FOR SEARCH WARRANT 

CASE NUMBER: 


3 


I am a(n) Socdal Areat, Federal Boreao of laveattggtiott _ 


02M0589 

_ being duly sworn depose and say: 
and have reason to beGevc 


that C3 on the person of of ® on the property or prem'ses known as <«<*=. *>««*» 

A recreational wtideffiV} looted at 24S Canada Way Los Alamos, New Mexico, 87544, a white vchidc with three brown 
stripes extending the length of vehicle, vrjih New Mexico vehicle registrrdaa '’27X6 rv A", registered to Peter BaxsoEai . 


in the State and District of nf<w Mexico . 

there Is now concealed a certain person or property, namely 

A Panasonic IdevisioiiA/CRconibination set, a Cobra 75 WX C8 Radio, and 3 roof mounted suKenr®. 

Which is (CWOKanWtilMK'Mai !«■« letlwth >*vl«Ru*: RaK * «• CAriat 

evidence of the theft of Federal Government property, to indadc the Federal Government property aoGtncd iu the affidavit 
Property t!«< constitutes frtiih, evidence, and mrtrvtnen entities of crimes against the United States, 

concerning a violation of Title 18 United States code, Secfcon(s) __ - 

The facts to support a finding of Probable Cause are as follows: 


See Attached Affidavit hereby incorporated by reference as if fully restated herein - 


Continued on the attached sheet and made a part hereof- 


T<h=pfc<JW«e*Uy approved by SAUSA Mary Higgins 
Sworn to before me, and subscribed ia ray presence 


13 Yes O No 




J^flSSjre-oHUTiaot 
Jeffrey W. Campbell 
Special Ar<«( 

Federal Barca <j of I avwtjgatioe 


~’.cO goog 




y. \ c.o 
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IN THE DISTRICT COURT OF THE UNITED STATES 

FOR THE DISTRICT OF NEW MEXICO 

X» the matter g£ the search of ) 

A vehicle (RV) located at 2-48 Canada) 

Way Los Alamos, Hew Mexico, 87S44, j 

a white vehicle with three 3 

hr own stripes extending the j 

length o£ vehicle, with ) 

New Mexico vehicle registration j 

*2726rvA«, registered to Peter J 

Bussolini ) 

AFFIDAVIT 

I, Jeffrey W. Campbell, being duly sworn, depose 

and says 

1) I am a Special Agent of the Federal Bureau of 
Investigation (FBI) currently assigned to the Santa Fe, 

New Mexico Resident Agency within the Albuquerque Division. 

I have written affidavits for arrest and search warrants, I 
have been a Special Agent for the Federal Bureau of 
Investigation (FBI) for three years. Prior to employment 
with the FBI, I served as a South Carolina State Trooper for 
six years. 

2} The information contained within this affidavit 
is known to me as a result of my ovm investigation, 
investigation by other law enforcement officers, or based on 
reports toade to me by other law enforcement officers. 

3) Peter Bussotini, Scott Alexander, and Los 
Alamos National Laboratory (LAND) Employees, here after 
referred to as LAND Employees Si, «2, S3, #4, Ifs and 8G, are 


AFFIDAVIT XN SUPPORT 
OF SEARCH WARRANT 
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employed within Facility Management Unit 75 as direct LANL 
employees or LANL contract employees. Peter Bussolini is the 
“Team leader* within Facility Management Unit 7S and part of 
his duties include budget responsibility and spending 
discretion for the unit. Scott Alexander acts as the second 
in command under Peter Bussolini and serves as the 
“Purchaser'* for the unit- The LANL employees and lanl 
contract employees within Facility Management Unit -75 perform 
and supervise building repairs and general maintenance within 
their respective jurisdictional areas on LANL property. 

4} -LANX, Employees 81, #2, $4, #5 and 86 have 
provided direct evidence and testimony that Peter Bussolini 
and Scott Alexander have abused their respective positions as 
Team Leader and Purchaser for Facility Management Unit 75 by 
improperly purchasing various items with LANL funds which 
they there after removed from LAND property and kept the 
items for personal use. LANL Employees IU, #2, 84, $5 and 
#6, identified Scott Alexander as the primary purchasing 
agent for Facility Management Unit 75 and also identified 
Scott Alexander as providing various items purchased with 
r*Ai£k funds to Peter Bussolini. Because Peter Bussolini 
serves as the Team Leader for Facility Management Unit 75, he 
is afforded the opportunity and responsibility of reviewing 
the purchases of all personnel within his unit and the 
maintenance of his unit's budget. According to XANij Employee 
84, Peter Bussolini is presented with budgetary documentation 
monthly for his review and approval. 

S3 IANX, maintains a “Blanket Purchase Order* 
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contract, number "24329-001-01 . * Itils contract is 
specifically for purchases made by LANL employees through 
Mesa Equipment and Supply in Albuquerque, New Mexico. The 
"Blanket Purchase Order*' contract is written to allow up to 
$2, 700 , ooo.oo in purchases by LANL employees. The Mesa 
Equipment and Supply purchase order contract stipulates only 
"Air Compressors, Vacuum Systems, Material Handling, Machine 
Tools, and Machine Shop Supplies" may be purchased via this ' 
Lab-wide Blanket Order Purchase Agreement. This purchase 
order contract allows LANL employees to purchase items for 
business purposes simply by supplying the Mesa Equipment and 
Supply salesperson with the LANL employee's «Z" number. The 
LANL issued "2" number is a unique number assigned to each 
LANL employee. LANL Employees #1, 112, 84 and #5 indicate 
Robert Garcia is the sole Mesa Equipment and Supply 
salesperson who caters to the purchasing needs of employees 
within Facility Management Unit 75 . 

6) The Los Alamos National Laboratory grounds, 
facilities, and material are owned by the United States 
Government. The Department of Energy oversees LANL 

! operations and the University of California administratively 
manages the laboratory. 

7) On January 28. 2002. Scott Alexander utilized 
LANL's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased five "ULT 
Command Center, Command Center Monitor(s)” and one -ULT 
Stand. Stand for Command Center” for a total price of 
53,374.64. The invoice "Shipping Number” is 10S3844 -0001-01 . 
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The referenced invoice was signed by Scott Alexander as the 
recipient of the merchandise. The invoice reads, "Robert to 
deliver.* 

8) On February 12, 2002, Scott Alexander utilized 
LANL’s Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, Hew Mexico and purchased one "MES 
ZNTBR.1332W Monitor** priced afc $399.95. The invoice "Shipping 
Humber* 1 is 1054584-0001-01. The invoice reads, "Deliver by 
Robert." L&NL Security Specialist Steve Doran advised the 
purchase of the referenced "monitors" utilizing the Mesa 
Equipment and Supply Purchase Order contract would .be 
considered an unallowable purchase. 

9} During middle September 2002, DAHL Employees $2 
and #S witnessed a Televison/VCR combination unit mounted in 
Peter Bussolini ’£ white with brown stripes Recreation 
Vehicle (RV) parked in the driveway of Peter Buesolini’s 
residence at 248 Canada Kay, Los Alamos, Hew Mexico. LAHL 
Employee U2 estimated the televison/VCR combination unit 
incorporated a 19 inch viewing screen, LANL Employees 82 and 
#5 witnessed the same in appearance televison/VCR combination 
unit in the LKNL office of Peter Bussolini. iANt Employee 
number #2 overheard Peter Bussolini and Scott Alexander refer 
;to the televison/VCR combination units as "monitors" and that 
they were recorded as "monitors" when they were purchased. 

10} On October 10, 2002, the Affiant displayed a 
: photograph of a "Panasonic" brand televison/VCR combination 
box to IAhl Employee $2. The referenced Panasonic television 
fcox was photographed by LMU, Employee 81 inside Bunker 22, 
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TA-33. The television set is identified on the box as a 
Panasonic, model PV-C2021. IANL Employee #2 confirmed the 
televison set in Peter Eussolini’s office at lanl is a 
Panasonic brand television set and appears to be the same 
make and model as the television set depicted in the provided 
photograph and the same as the televison/vCK combination set 
located in Peter Euseolini'e RV parked in his residence's 
driveway. 

11) Or. March 01, 2002* Scott Alexander utilized 
IAMB'S Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased four "COB 
75 HX ST Handset Mobile CB" radios. The total price for the 
purchase of the CB radios totaled $688.00. The ■Shipment 
Number" listed on the Mesa Equipment and Supply invoice 
forwarded to UUfL for payment is 1055679-0001-01. The 
invoice reads. "Robert to deliver." LANL Security Specialist 
Steve Doran advised the purchase of the referenced CB Radios 
utilizing the Mesa Equipment and Supply Purchase Older 
contract would be considered an unallowable purchase." Due to 
security related concerns, CB Radios are not allowed to be 
Utilized by bMtt employees to conduct IANL business according 
to LAKL, Security Specialist Steve noraa. 

12} - On July 29, 2002, the Affiant witnessed three 
new in the boxes Cobra, 7S WX ST Compact/Uemote Mount CB 
Radios stared in Bunker 22 at TA-33 on DANE property. A new 
in the package roof mounted CB radio antenna was also stored 
in the same bunker. 


28 


13) Hiring the middle of September 2002 , tnt.’l. 
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Employees U2 and #5 witnessed a CB Radio installed in the 
Recreation Vehicle (RV) of Peter Bussolihi parked in the 
driveway of Peter Bussolini’s residence in Los Alamos, Hew 
Mexico. Both LANL employees recalled the CB Radio installed 
in Peter Bussolini's RV utilized a hand held microphone 
equipped with controls on the handset. The RV was also 
equipped with a C8 radio antenna mounted on the top of the 
RV. on September 24, 2002, the Affiant displayed to LANL 
Employee #2 a photograph of the Cobra, 75 WX ST 
Compact/Remote Mount CB Radios stored in Bunker 22 at TA-33. 
liAHL Employee 82 confirmed the CS radios stored in Bunker 22 
at TA-33 is the same make and model as the CB radio he 
witnessed installed in Peter Bussolini's RV in middle 
September 2002. 

14) A photograph of the recreational vehicle to be 
searched which is located at 248 Canada Way. Los Alamos, Hew 
Mexico, 87544 will be located on Attachment til attached to 
this affidavit. 

15) tn view of the foregoing, the affiant believes 
probable cause exists for the issuance of a search warrant 
for a white with brown stripes recreational vehicle. (RV} , New 
Mexico vehicle registration *'2?2SrvA“, located in the 
driveway of Peter Bussolini's residence at 248 Canada Way, 

Los Alamos, New Mexico, 87544, a white stucco two storv 
dwelling with a red tile roof with a mailbox in front of the 
residence with the numbers *243" affixed to its' side. The 
referenced RV is believed to contain specifically a Panasonic 
television/ VCR combination set, a Cobra 75 wx CB Radio and a 
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ATTACHMENT #1 


Peter Bussolini’s Recreational Vehicle(RV); 

New Mexico Registration “2726rvA” 
248 Canada Way, Los Alamos, New Mexico 
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RETURN 

. DATE WARRANT RECEIVED 

DATE AND TIME WARRANT EXECUTED j 

COPY Of WARRANT AND RECEIPT FOR ITEMS LEFT WITH 


INVENTORY MADE IN THE PRESENCE OF 


INVENTORY Of PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 


' CERTIFICATION 

I swear that this inventoiy is a true and detailed account of the person of property taken by me on the warrant. 


Subscribed, sworn to. and relumed before me this date. 


U.S. Jud^e at Uaoistrala n. ( . 
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N(jy Vb ZfcJWZ 0Z:ZI FK PUBLIC flFFHl Ki> 
Wap 106 <ReV. 7/87) Affidavit (of Search Warrant* 


<0 a l3V4t>tob3Z^kl 1 


United States District CM1W 


FIL ED- 

UNITE# STATES DISTRICT c>OvJ<-v. 

£HOUe. NEW MEXICO 


State and 


DISTRICT OF . 


GCT 3 o 2002 


tn the Matlef of the Search of 

fU**. * *«**■ I***** * ^ 

Gallegos Motor* Used Car Got; State Road 
74, Home #275 Chsuait*, New Mexico, S75<K; 
Positioned with a tlgu in tTont of the ear 
lot on State Rd 74 identifying 
“Gallegos Motors’ 1 


APPLICATION ANt>'<®tl DAVTT 
FOR SEARCH WARRANT 

csen^ 02 M 0590 


v ~W. C>mnbell_ 


^ Federal Bureau of Inv estigation _ 


I am a(n) Special AgentJ 

that □ on the poison of o, S on the pntporty « t- « 

positioned with * sign ip front of the car lot on state isa j ^ 


being duly sworn depose and say. 
and have reason to believe 


in the state ana .„ ” “ 

there is now concealed a certain person or property, namely »<*«“**= 

a -Mighly Mule’ brand electric gale opener and solar panel. 

Which is («um oo. « "W«w« fe ' ‘- wcn ^ ^^^^Judethe Federal Government property outlined in tlic affidavit, 
.rid™* of the theft of !>*..! the UdE Shto. 

F „ ptrt y.b..^^^ , 

T^eTaSo^uppott a finding of Probable Cause are as follows; 


State and 


District Of 


New Mexico 


Soo Attached Affidavit hereby incorporated by reference as if folly restated herein. 


Continued on the attached sheet and made 8 part hereof. 


□ No 




Tdcphook^Uy approved h* SAUSA Mary 
Sworn to before me *rd subscribed in ray presence 

-^n ^• oQ ’^~ 


Sonatarenr a that* 

Jeffrey W. Campbell 

Special Agent 

Fcdertl UurcaU of Invcstigatt-M 
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IN THE DISTRICT COURT OP THE UNITED STATES 


3 


FOR THE DISTRICT OF NEW MEXICO 


5 

6 
7 


la. the matter of the search o£ ) 


Gslie^oa Kofcors Vnad Car £«otj J 

St&te Road n, Bouse ft 275 } 

CAaaiifca, New Kexico. 87Sfi«; J 

CoditLoaod with a sign in. faoat ) 

o£ the car lot on State M 74 5 

identifying "Ga.il egoc Hot ore’ • J 


APTIWWIT XH SBRP0RT 
Of SRXS.CS WARRANT 


H - i <5 ' l b 


9 

10 

11 
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13 
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AFFIDAVIT 

Jeffrey W . Campbell, being duly sworn, depose 

and say: 

1) I am a Special Agent of the Federal Bureau of 
Investigation {FBI 3 currently assigned to the Santa Fe, 

New Mexico Resident Agency within the Albuquerque Division. 

I have written affidavits for arrest and search warrants. I 
have been a Special Agent for the Federal Bureau of 
Investigation {FBI 3 for three years. Prior to employment 
with the FBI, I served as a South Carolina State Trooper for 
six years. 

2} The information contained within this affidavit 
as known to sse as a result of my own investigation, 
investigation by other law enforcement officers, or based on 
reports made to tae by other law enforcement officers. 

3) Peter Bussalini, Scott Alexander, and bos 
Alamos National Laboratory {LAMLJ Employees, here after 
referred to as LAKL Employees #1, «2, 63, M. #5 and #6. are 


28 
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employed within Facility Management Unit 7$ as direct LANL 
employees or lANL contract employees. Peter Bus sol ini is the 
"Team leader" within Facility Management Unit 7$ and part o£ 
his duties include budget responsibility and spending 
discretion fox the unit. Scott Alexander acts as the second 
in command under Peter Bussolini and serves as the 
“Purchaser* for the unit. The IARL employees and LAHL 
contract employees within Facility Management unit 75 perform 
end supervise building repairs and general maintenance within 
their respective jurisdictional areas on LANL property. 

4) LAKE. Employees 81, #2, 84, 85 and 86 have 
provided direct evidence and testimony that Peter Bussolini 
and Scott Alexander have abutted their respective positions as 
Team Leader and Purchaser for Facility Management Unit 75 by 
improperly purchasing various items with LML funds which 
they there after removed from LANL property aad kept, the 
items for personal use. LAJTL Employees fll* 82, 84, 85 and 
#6, identified Scott Alexander as the primary purchasing 
agent for -Facility Management Unit 75 and also identified 
Scott Alexander as providing various items purchased with 
LANT. funds to Peter Bussed, ini . Because Peter Eueeolin! 

serves as the Team Leader for Facility Management Unit 75. he 
is afforded the opportunity and responsibility of reviewing 
the purchases of all personnel within his unit aad the 
maintenance of his trait ‘s budget- According to LANL Employee 
84* Peter Bussolini is presented with budgetary documentation 
j monthly for his review and approval. 

| 5} LfcML maintains a "Blanket Purchase Order* 
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[Contract, number *24329-001-01." This contract is 
specifically for purchases made by XANL employees through 
Mesa Equipment and Supply in 7i.lbuquerqT.ie , Mew Mexico. The 
“Blanket Purchase Order* contract is written to allow up to 
$2,700, 000.00 in purchases by LANL employees. The Mesa 
Equipment and Supply purchase order contract stipulates only 
“Air Compressors, Vacuum Systems, Material Handling, Machine 
Tools, and Machine Shop Supplies" may be purchased via this 
Lab -Wide Blanket Order Purchase Agreement- This purchase 
order contract allows LANL employees to purchase items for 
business purposes simply by supplying the Mesa' Equipment and 
Supply salesperson -with the LANL employee’s *2* number. The 
LANL issued «Z a number is a unique number assigned to each 
laml employee. LANL Employees 81, 82, #4 and 85 indicate 
Robert Garcia is the sole Mesa Equipment and Supply 
salesperson, who caters to the purchasing needs of employees 
within Facility Management Unit 75. 

6) The Los Alamos National Laboratory grounds, 
facilities, and material are owned by the United States 
Government. The Department of Energy oversees L&NL 
operations and the University of California administratively 
manages the laboratory. 

7} On Jauuary 21, 2092, Scott Alexander utilized 
LANL-c Blanket: Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased three 
"High Wattage Solar Panels, 30 Watts*, three "Automatic 
; Double Gate Opetier(s) *, three "Push Button. Control (s)«, three 
i "Pin lockfs)". and three "Extra Transmitters* Cor a total 
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pfice of $4487.79, The shipment number on the invoice is 
1053424-001-01- The invoice reads, "Robert to Deliver." 

Scott Alexander's signature is on the invoice signifying his 
receipt of the merchandise,' 

8} Daring the early part of 2002, LANL Employee ttl 
observed and photographed a single "Mighty Male" electric 
gate opener positioned in Banker 23, TA-33 . 

9) On August 26, 2002, the Affiant observed a 
"Mighty Mule" electric gate opener installed on the front 
gate of the Gallegos Motors Used Car Lot on State Road 74, 
House if 2?s , Chamita, New Mexico. A solar panel was affixed 
to the gate opener. The owner of Gallegos Motors is Ray 
Gallegos. Ray Gallegos is the father of Jeanette Gallegos. 
Jeanette Gallegos is currently residing with Scott Alexander. 
Scott Alexander and Jeanette Gallegos live in the residence 
immedic tely behind Gallegos Motors and the residence of Ray 
Gallegos . 

1G) On October 24, 2002, the Affiant observed, a 
"Mighty Mule" electric gate opener inside Bunker 23, TA-33 . 

On October 28, 2002, LANE Employee If 2 observed a "Mighty 
Mule" electric gate opener and a "Mighty Mule" solar panel 
unit in a storage shed at TA-35. The third electric gate 
opener purchased by Scott Alexander on January 21. 2002 is . 
not installed or available on LAND property according to L&HL 
Employee #2 and #5. LANL Employees £2 and if 4 can not 
identify any location within Facility Management Unit 75* s 
jurisdiction at LANE where a solar panel or electric gate 
opener is installed or utilized. 
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11) k photograph of Gallegos Motors located at 
State Road 74, 1275, chaaiita, New Mexico, will be located on 
Attachment £1 attached to this affidavit. 

31) In view of the foregoing, the affiant believes 
probable cause exists for the issuance of a search warrant 
for Gallegos Motors, State Road 74, #275, Chatoita, Hew 
Mexico « The referenced location is believed to contain 
specifically a "Mighty Mule* brand electric gate opener and 
solar panel. Considered to be evidence of the ongoing Theft 
of Government Property in violation of Title 18, United 
States Code, Section 641 and Conspiracy to Commit the Theft 
of Government Property in violation of Title IB, United 
States Code, Section 371, and Theft £r cm Programs Receiving 
Federal Funds, Title IS, Section 666. 

I swear that this information ie true to the best 
of my knowledge and belief. 


Respectfully Submitted, 

T Campbell 
Special Agent 

Federal Bureau of Investigation 
Albuquerque, _ New Mexico Division 
Santa Fe Resident Agency 


Subscribed and sworn to before me this 3© day of 

2002 . — 


OcrW>ei 
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ATTACHMENT #1 


GALLEGOS MOTORS; 

STATE ROAD 74. #275 CHAMITA, NEW MEXICO 
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OK XUSliZ ta t-J 


'UiiL! 


laocjc. 


BATE WARRANT RECEIVED j OA.TE ANO TIME WARRANT EXECUTE® j COPY Of WARRANT AMO RECEIPT FOR ITEMS t£FT WITH 


JHVEmORTMAOE IN *H6 PRESENCE OF 


INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 


cmxmcfi tim 

I sw«sr that IMs fewarttory is a Uuc s«ts OeioHeO accoun! of the person oe property taken by tna an the vivxzni. 


Subscribed. swam Sa, ar,d taCuiMd befm me this dale. 


U;S. Judge erM«J*tr»te 


Oetc 
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. lfev-2Sr2l02 CS;22fn Fror-GENERAt LAV 

»28~20O2 TilE Q3?42 m ii 


*SSSS6£442=4 


r -6il P.HMI1 Nw 


•jfaei 


United States DistrictjG 

SSsKsL DISTRICT <3f 


J’lLJE rr= 

fWOB 2002 


in flw MaB« of $re Sesitfc of 

Jr***, **^.^«fcMt»«'|i^Wfe(40BWS™''>(&ttk»KW>»rJl 

Cialtag.,* M.is-<r* tfcwd Or Inf, State Road 
74, ttoioc f'i'3‘5 O, .units, Nc*v M<si|co, 875£fi; 
Pmsitfancd uitft s sfjn In frsat cf tbt ear 
Intot) Suit 1£il 74 JdcrnfyiBS 
.''CjHc^or 5if.i<wrv* 


SEAtoun ** r\.rM.\r». . 1 

021*0590 


TO; RcJcrat Ktmtan of lawdtadoa and Sf.y M8tofi2atJ Cftretf citric Unl»d States 

Atndavit(») having naan marie before nti? fey li t t ... . -Aycftt -Ig-RYcy W., gawnftt^ti „ wftft Ra?f teasaft to 

befieve that □ or. m« parson of of & cn the presTsses fewwn as *«***} 

Outages Mocnns Ujc 4 C»r l^L, Sr*** RcmfJd, Ho«it #*275 Clmtmtt, p<cw Mfcstee, 57 s£G; 
pMsitianc*! win, a sign fo fount *r rh* c*r lot on State Bd 14 rikjvafjlaj " Gatins ftfoMn" 


tft the &t*tc. ami . — . .... , District of _ rit.su.- Mcxffi» IbCfO is fto-w 

concaslM « certain person of PfQpotTy, rvameiy n^^wt***^'?**^ 

e “Mfctoy Mule" feraad dearie gate ojwac: and solsr pand. 


I am satisfied that the afStfswit{s> and any receded Ustimcfty fiSfafiHsn profcahie cause to fodfevo that trio person, 
or property so described ie n«w concealed on foe person or premises aocwfr-riescribed and establish grounds for 

tha issuance of ttiut u--.irr.Tnt. 


YOU ARE 5 lERtBY COMMANDED fc search en or before 3 1 fOrt-VoWe. 2ooZ 


imi to exceed 18 days} the .person or ptsce named ttfcav* for tne person nr property specified, serving Bus vrarfar. 
and pvaKfoa the search §n the daySrnc — 6;CQ AM. t* tffeS® P.iM-5 (at on/ time In hie day or rriqnt as i fir 

reasonable cause h3S bean established) and \f me person or property fce found there to seize same, leaving a s°R 
of this warrant and receipt for foe person of property taken .and prepare a written inventory cf the person or proper 

Seized and promptly return this warrant to .... - ,lri-e._mrierstqrted 

as required &y law. w s, mm « im-wm? 


TO jQ-.-W.tn.'. 0.-2-&. B Z °£P 

0«C arva Time IswS 


A 2or«^i?t> 1-. . PA, 


blm- u g> 



Si3^*wt8 it Jwjict*! OlScaf 
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MW S5b htH'-AiS t-K PUBLIC rtt't'H I KB 

AO 103 (Rev. 7Sm Affidavit for Search Wamtrg * 


to atb«3*>b3^3«l 




UNITED STATES DiSTfiiCT COURT 

United States District CMfT QOT “ 

Sim mi DISTSJCTOF (£J 3 0 200Z 


to the Matter at tae Search of 

A residence J«*ted State Ramd 74, 

Hou« 27SA* C3» New 1 Mexico, S7S66. A white 

tnsnufaett ired hoxttc with bloc inra and hlse wa4w 
ib utters, * cfaae w*B fitted with * dlliu link, 
fence s«rrGW«<ti the (mat of the r cadence 


AITUCA'l‘f l dNAN6 i A ; P ! i'IDA\’IT 

FOR SEARCH WARRANT 


CASE NUMBS?- 


02M0591 


i Jeffrey W. Thunabdi hang ttafy sworn depose and say; 

t aw a{n) Snc rf il Amrt, Feder al g«re«s sf and have reason to foeSeve 

OSodt o> 

that O on the person <sf or E on the property or presnses kwm as •«**■»>* 

4 residence located at State Road 74, H«use 275A, QurwO, New Mexico, STSfdi, A white 
msoofsetured bot»e with bloc trim arid bt«e window jfcuiters, a etoae Wall fitted with a chain link 
fence s<i.«G«nds die f«mt of the residence 


in |h© State >ad, District of a ^wMoiai 

there is now concealed a certain person or property, namely w»»wv ww^v** 1 * *^«a 

A Genesis <3oid Batfeequc Gas Grill. a picnic table wish umbrella located on the froat porch, two Wyoming Saws, and a Cabcla's brawl 
folding chairon th« hoot porch. 

Which is' (ZX* not « ** .raw* awf ta( *xH> l»v*. «.* «-{»; «* J» f Me** cutr. C~v«s !■*,««<«! 

evidence effete of Federal Gavrarooeftt property, to Jsdude the Federal torero Cie«( property »«£li»ed &t the sdfidavit- 

Froperiy that constitute* fruits, evidence, and laatFua*«*i*J«tj« «f crisaa against fite United State* , 

concerning a vidafton of Tide I S United States code, Sochonfs) MX , 371 , — - 

The facts to support a finding cf ProbaWe Cause ore as tollo'VS : 


See fifischetf Affidavit hereby Incorporated by refehittCe as & t «ily Instated liemrt. 


Continued « a the attached sheet and made a part hereof. 


Ono 


Teiepfionicaffy approved by SAUSA Mary fvggios 
Swans to before tac. *«d subscribed. in my pnssascc 

rA-iter c*g_ u , , <c 

<v>- « <Sry«*SU«» \ — — ^ ( A 


S^ 62 u[<m 4 Aftisw 
JrfTtry W.Cwupbai 
Sped*? Agent 

FcJcrrf IBarcuM of ftiA-cstigiiion 
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NOW wt) <ZUVid l-K PUBLIC W-mlNS 


to ai i e. 
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2 IN THE DISTRICT COURT OF THE UNITED STATES 

3 FOR THE DISTRICT OF NEW MEXICO 


4 

5 

6 
7 
$ 


Xn the mattes; of the search, of ) 
A residence located, at, } 

State Road 74, Eo«se 275A, ) 

Chamita, Ke» weacieo, *7566, } 

t white w-mifac tticed homo with fclwe ) 
trim and bltie vimSGv shutters, } 

a stone wall fitted with a chain liafc } 
feaco aurrouadi the front of the } 

residence, I 


AFFIDAVIT IN SOT PORT 
OF SEARCH WARRANT 
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11 


AFFIDAVIT 
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I, Jeffrey w. Campbell, being duly sworn, depose 

and say; 

1) I am a Special Agent of the Federal Bureau of 
investigation (FBI) currently assigned to the Santa Fe, 

New Mexico Resident Agency within the Albuquerque Division. 

I have written affidavits for arrest and search warrants, I 
have been a Special Agent for the Federal Bureau of 
Investigation (FBI) for three years, Prior to employment 
with the FBI, I served as a South Carolina State Trooper for 
six years . 

2$ The information contained within this affidavit 
is known to me as a result of my own investigation, 
investigation by other law enforcement officers, or based on 
reports made to me by other law enforcement officers. 

3) Peter Bussolini, Scott Alexander, and Los 
Alamos National Laboratory CLANL) Employees, here after 
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referred to as LANL Employees #1, #2, #3, #4, U5 and #6, are 
employed within Facility Management Unit 75 ae direct LANL 
employees or LANL contract employees . Peter Bussolini is the 
"Team Leader” within Facility Management Unit 75 and part of 
;h5.6 duties include budget responsibility and spending 
discretion for the unit. Scott Alexander acts as the second 
jin command under Peter Bussolini and serves as the . 

B Purchaser" for the unit. The LANL employees and LANL 
contract employees within Facility Management Unit 75 perform 
and supervise building repairs and general maintenance within 
their respective jurisdictional areas on LANL property. 

4} LANL iSmployees #1, #2, #4, #5 and $6 have 
provided direct evidence and testimony that Peter Bussolini 
and Scott Alexander have abused their respective positions as 
Team Leader and Purchaser for Facility Management Unit 75 by 
improperly purchasing various items with LANL funds which 
they there after removed from LANL property and kept the 
items for personal use. LANL Employees #1. U2. $4. US and 
#6, identified Scott Alexander as the primary purchasing 
agent for Facility Management Unit 7S and also identified 
Scott Alexander as providing various items purchased with 
LANL funds to Peter Bussolini. Because Peter Bussolini 
serves as the Team Leader for Facility Management Unit 75, he 
is afforded the opportunity and responsibility of reviewing 
the purchases of all personnel within his unit and the 
maintenance of his unit's budget. According to LANL Employee 
#4, Peter Bussolini is presented with budgetary documentation 
monthly for his review and approval. 
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5) L&NL maintains a ‘'Blanket Purchase Order" 
contract, number "24329-ooi-Gl .« This contract is 
specifically for purchases made by b&Nl> employees through 
Mesa Equipment and Supply in Albuquerque, Hew Mexico. The 
“Blanket Purchase order* contract is written to allow up to 
$2,700,000.00 in purchases by lanl employees . The Mesa 
Equipment and Supply purchase order contract stipulates only 
“Air Compressors,, Vacuum Systems, Material Handling, Machine 
Tools, and Machine Shop Supplies* 1 may be pur chased via this 
Lab -Wide Blanket Order Purchase Agreement- This purchase 
order contract allows LAKL employees to purchase items for 
business purposes simply by supplying the Mesa Equipment and 
Supply salesperson with the LftNL employee* s *Z" number . The 
LAN!# issued a Z” number is a unique number assigned to each 
LftNL employee- LAML Employees 82, #2, #4 and 85 indicate 
Robert Garcia is the sole Mesa Equipment and Supply 
salesperson who caters to the purchasing needs of employees 
within Facility Management Unit 75. 

6) The Las Alamos national Laboratory grounds, 
facilities, and material are owned by the United States 
Government- The Department of Energy oversees LANL 
operations and the University of California administratively 
manages the laboratory. 

7) On -July 06, 2001, four "Picnic Tablets)* were 
purchased utilising Scott Alexander*© *21“ number via the 
•Blanket Purchase Order” contract with ’Mesa Equipment and 
Supply. The invoice for the purchase of the picnic tables 
shews a * Shipment Number" of 2044601-0002-01. "Robert will 
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deliver*' is designated on the invoice. The total cost to 
IANL for the four picnic tables totals $600.00. hANL 
Security Specialist Steve Doran advised che above referenced 
purchases utilizing L&KTL's blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what is permissible - 

8} On July 19, 2001, four additiona l "Picnic 
Tablets}" were purchased utilizing Scott Alexander *c «Z« 
number via the "Blanket Purchase Order" contract with Mesa 
Equipment and Supply. The invoice for the purchase of the 
picnic tables shows a "Shipment Number" of 1Q4S2O5-CO01-Q1. 
"Robert will deliver" is designated on. the invoice. The 
total cost to LANL for the four picnic tables - totals $600.00. 
Scott Alexander's signature is on the invoice signifying 
delivery and acceptance of the merchandise. 

9) Sometime during fall 2001, LANL Employee #2 
recalled unloading patio furniture and picnic tables from the 
Mesa Equipment and Supply Company delivery truck at TA-33 . 
h&NL Employee #2 was able to observe the style and colors 
associated with the patio furniture. LANL Employee 112 can 
not identify a location on LANE property where the patio 
furniture he witnessed is maintained. The patio furniture 
was accompanied by an umbrella made for the table. 

10) On September 26, 2002, LANE Ertgsloyee #2 
observed the patio furniture and accompanying umbrella 
positioned on the front porch of Scott Alexander's residence. 
EANL Employee §2 recognized the patio furniture on Scpfcfc 
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Alexander's front porch as the same color and style as the 
patio furniture he unloaded from the Mesa Equipment and 
Supply Company delivery truck during fall 2001. 

115 On July 30 , 2001, five “Genesis Gold Barbecue 
Gas Grills" were purchased utilizing Scott -Alexander's "Z" 
number via the "Blanket Purchase Order* contract with Mesa 
Equipment and Supply. The invoice for the purchase of the 
gas grills shows a "Shipment Number* of 1045633-0001-01. 
“Robert will deliver" is designated on the invoice. The 
total cost to LA Nb for the five gas grills totaled $4,175. 
Scott Alexander is shown to have signed, the invoice accepting 
delivery of the five gas grills on August 08. 2QQ1. LANL 
Security Specialist Steve Doran advised the above referenced 
purchases utilizing tANL’s blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what is permissible. 

125 The Affiant has viewed on several occasions 
during the months of August, September, and October 2002 two 
"Genesis Gold Barbecue Gas Grills* positioned on LANL 
property at TA-33. Bunkers 22 and 23. XANL Employee fH has 
witnessed a gas grill positioned outside of Building 6B, 
TA-35. The referenced gas grill is accompanied by a Coleman 
stand up heater. The Affiant has been unable to identify the 
location of the remaining two "Genesis Gold Barbecue Gas 
Grills 0 on LANL grounds. The Affiant also observed what 
appeared to be a Gabela ' c brand cage colored "Deluxe Tam 
Chair" folding camping chair on the front porch of Scott 
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Alexander's residence. On January 21, 2002, Scott Alexander 
utilized LAND'S Blanket Purchase order contract with Mesa 
Equipment and Supply in Albuquerque, New Mexico and purchased 
four Cabela's brand "Deluxe Arm Chair (s ) " for a total price 
of §160.00. The Shipment Number on the invoice is 1053498- 
003-01. Scott Alexander signed the invoice signifying he 
accepted delivery of the merchandise. 

13) On October 01. 2002, and numerous dates prior 
to October 01, 2002, the Affiant witnessed in plain view a 
gas grill on the front porch of Scott Alexander's residence 
State Road 74, House 275A, Charaita, New Mexico. The gas 
grill appeared to be consistent with the appearance of the 
"Genesis Gold Barbecue Gas Grills" stored at TA-33, Bunkers 
22 and 23 that were purchased with LANL funds via the Mesa 
Equipment and Supply Blanket Purchase Order contract. The 
Affiant also witnessed the same in appearance gas grill in 
plain view located on the rear porch of Peter Bussolini's 
residence in Los Alamos, New Mexico on October 01, 2002. 

14) On September 26, 2002, LANL Employee #2 
recognized the gas grill positioned on the front porch of 
Scott Alexander's residence to be the same in appearance as 
the Genesis Gold Barbecue Gas Grills stored at TA-33, Bunkers 
22 and 23. 

15) On December 20, 2001, Scott Alexander utilized 
LAND'S Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased thirty- 
eight "Chatuios Shirt (s)" in a variety of colors and sizes. 

He also purchased on the same invoice fifteen pairs of 
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“Thinsulate Glove 1 3 }" in medium, large, -and extra- large 
f; ires - The total purchase price Cor the gloves and shirts 
totaled $8S4-80. The shipment number on the invoice is 
10523 €8 -00 01 “01- The invoice reads, “Delivered by Robert, 
1/03/02 The referenced items were purchased by Mesa 
Equipment and Supply through Cabela*£ Hunting and Pishing 
Catalog. XANL Security Specialist Steve Doran advised the 
above referenced purchases utilizing LAND'S blanket purchase 
■'•■"der contract with Mesa Equipment end supply are considered 
unallowable purchases due to the specific language outlined 
in the contract describing what is permissible . 

163 On January 21, 2002, Scott Alexander utilised 
Jj&Nii 1 s' Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, Hew Mexico and purchased three 
“High Wattage Solar Panels, 30 Watts*, three “Automatic 
: tble Gate Opener (s) * , three “Push button Control ( s) three 

‘ Pin Lock (s) " , and three “Extra Transmitters* „ for a total 
price of $4487.79. The shipment number on the invoice is 
10S3424-001-01. The invoice reads, “Robert to Deliver.* 

Scott Alexander's signature is on the invoice signifying his 
receipt of the merchandise- juAHt Security Specialist Steve 
Doran advised the above referenced purchases utilizing LAND'S 
] blanket purchase order contract with Kesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible. 

17) During the early part of 2002, IAKL Employee #1 
observed and photographed a single "Mighty Mule* electric/ 
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gate opener positioned in Bunker 23, TA-33, 

18} On August 26, 2002, the Affiant observed a 
"Mighty Mule " electric gate opener installed on the front 
gate of the Gallegos Motors Used Car "Lot on 'State ' Road 74 , 
House #275, Chamita, New Mexico. A solar panel was affixed 
to the gate opener. The owner of Gallegos Motors is Ray 
Gallegos. Ray Gallegos is the father of Jeanette Gallegos. 
Jeanette Gallegos is currently residing with Scott Alexander. 
Scott Alexander and Jeanette Gallegos live ’in the residence 
immediately behind Gallegos Motors and the residence of Ray 
Gallegos. 

19} On October 24. 2002, the. Affiant observed a 
"Mighty Mule" electric gate opener inside Bunker 23, TA-33. 

Ou October 28, 2002, IANL Employee #2 observed a "Mighty 
Mule" electric gate opener and a "Mighty Mule" solar panel 
unit in a storage shed at TA-35. The third electric gate 
opener purchased by Scott Alexander on January 21, 2002 is 
not installed or available on LANL property according to LANL 
Employees #2 -and. #5. XiANT* Employees #2 and #4 c ann ot 
identify any location within Facility Management Unit ?$*s 
jurisdiction at LAWL where a solar panel or electric gate 
opener is installed or utilised. 

20) On January 21, 2002, Scott Alexander utilized 
tANL's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased four *ATV 
cover (a), olive Drab-, one "Carhartt, 3 XL, Gortex coat, one 
-Mens Hiker 8 SI, Site 9" New Balance brand trail shoe, -one 
-Mens Hiker 851, Size 9 1/2" New Balance brand trail shoe. 
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oae “Mens Hiker 651, size ii 1/2“ New Balance brand trail 
shoe, three “Alaskan Guide Rectangle Bag, Long -20Deg.* 
sleeping bags, four "Trekker V Rectangular Bag, XL -20* 
sleeping bags, four Trekker V Bag, XL -20, four Outdoorsman 
11 Ba 9* -^O Deg-", four Alaskan Guide Sleeping Pad, Large”, 

| four “Rocking Arm Chair (s>, four “Deluxe Arm Chair (s ) , four 
"Reclining Lounger (s J , four “Portable Buddy Heaters", four 
! Kodiak 7 in l Bag{s) ", one Twelve Peaks Parka XL, 

| Blueridge/Black" , one "Twelve Peaks Parka Large, 

Blueridge/ Black", one "Insulated Guidewear Tall Large Parka, 
Graphite/Black", one Insulated Guidewear Tall XL Parka 
:Graphite/Blaek" , one Cortex Guidewear Jacket LG Marine", and 
one Gortex Guidewear Jacket XL Karine for a total price of 
$6,936.62- The referenced items were purchased by Mesa 
Equipment and Supply through Cabela’ s Hunting and Pishing 
Catalog. Scott Alexander signed the referenced invoice as 
the individual who accepted delivery o£ the merchandise. 

Scott Alexander is 6' 4* and weighs 220 pounds. According to 
LANL Employee $2, Scott Alexanders wears an extra-large 
jacket and size twelve shoes. Peter Bussolini is 5*10«and 
weighs 165 pounds. According to LASL Employee £2, Peter 
Bussolini wears a size 9 shoe and a large jacket. LANL 
Employee 82 can not identify anyone within Facility 
Management Unit 75, other than Pete Bussolini and Scott 
Alexander, who owns and wears numerous Cabela's issued winter 
jackets and New Balance fi51 trail shoes. LAND Security 
Specialist Steve Doran advised the above referenced purchases 
utilizing LANL’s blanket purchase order contract with Mesa 
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Equipment and Supply are considered unallowable purchases due 
fco the specific language outlined in the contract describing 
what is permissible. 

21) On January IS. 2G02, Scott Alexander utilized 
L&HL's Blanket Purchase Order contract with Mena Equipment 
and supply in Albuquerque, New Mexico and purchased eight 
“Wyoming Sav?(s) " . The Wyoming Saws were purchased by Mesa 
Equipment and Supply through the Cabela 6 s Hunting and Fishing 
Catalog Company. The total price charged to LANL for the 
eight Wyoming Saws totaled approximately $332 .00. On the 
same Mesa Equipment and Supply invoice, Scott Alexander also 
purchased five " portable catalytic Heater (sj ", four 
"Rangesafe Ear Muffs*, four “Ultimate 10 Hearing Protectors*,, 
six *460 Multi-Edge Sharpener (s) " , four "Pocket Chain Saw(s), 
four ’* Deluxe Hatchet Prune r (s) , twelve "Headlan-ps* , twenty 
“Boker Knives*, twelve “Buck Knives*, five "Hew Mexico State 
Topographic Map(s) t four "Brurifcon, Outback Compass", four 
"Pocket Torch (os), four "Micro Torch, Electronic Ignition**, 
four “Scientific Cable Free Weather Station (o 5 , three 
“Magellan Map 330 GPS* unite, and three "Magellan Map 33 0M 
GPS'" units for a total price of $11,471.47. All of the above 
listed items were purchased by Mesa Equipment and Supply 
through the “Cabela’ s minting and Fishing Catalog company. " 
Scott Aleicander ’ s signature appears on the referenced Mesa 
Equipment and Supply invoice signifying he received the 
purchased, merchandise, LANL security Specialist Steve Dorr 
advised the .above referenced purchases utilizing LAND'S 
blanket purchs.se order contract with Mesa Equipment and 
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Supply are considered unallowable purchases due fco the 
specific language outlined in the contract describing what is 
permissible. 

22) On January 21, 2002, Scott Alexander utilized 
LANL's Blanket Purchase Order contract with Mesa Equipment 
and .Supply in Albuquerque. New Mexico and purchased one “SOG 
XV- 71 X-Ray Vision Specialty Knife" for a total price of 
$266.. 65. The shipment number on the invoice is 1053494-001- 
01. The invcr'ce reads, "Robert to Deliver." Scott 
Alexander's signature is on the invoice signifying his 
(receipt of the merchandise. LANL Security Specialist Steve 
Doran advised the above referenced purchases utilizing LANL’s 
blanket purchase order contract with Mesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
per:, issible. 

23) On February 07. 2002, Scott Alexander utilized 
LANL's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque. New Mexico and purchased seven 
“SOG SV68 SOG Vision* knives, six "SOG NV70 SOG Night Vision" 
knives, six “SOG J48 SOG Jet" knives, six "SOG J47 SOG Jet" 
knives, six SOG SI SOF Bowie" knives', six "SOG S2 SOG ■ 
Trident" knives, eight "SOG M37 Seal Pup" knives, six "SOG 
S16 Airsog" knives, six *SOG S30S SOG Magna Dot" knives, six 
"SOG S29 SOG Micodot" knives, six SOG Sll SOG Winder* knives, 
six SOG S9 SOG winderll" knives, six "SOG S3 3 Gentelmen" 
knives, six "SOG W33 SOG Mini Gentlemen" knives, six. "SOG 
S42 SOG Mini Clip Outdoor" knives, six "SOG Tin! Autoclip" 



339 


NOW dtoldZ t-K PUBLIC HPPHIKii 


iu a t rjiaatjeacJWi 


1 

2 

3 

4 

5 

6 
1 
8 

9 

10 
11 
12 

13 

14 

15 

16 

17 

18 

19 

20 
21 
22 

23 

24 

25 

26 

27 

28 


knives, six "SGG S36 SOG Autoclip" knives, six "SOG S3 9 SOG 
Mini Autoclip ” knives, six "SOG S40 SOG E-Clips" knives, 
twelve "SOG S23 SOG Toolclip" knives, and six *S0G S31 SOG 
Paratool" leatherman style tools, for a combined cost of 
§8,946.40- The shipment number on the invoice is 1054372- 
001-01. The invoice reads, "Robert to Del.* Scott 
Alexander’s signature is on the invoice signifying his 
receipt of the merchandise. LAM* Security Specialist Steve 
Doran advised the above referenced purchases utilizing IANL’s 
blanket purchase order contract with Mesa Equipment and 
Supply considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible. 

24 3 On February 14, 2002, Scott Alexander utilized 
LANL’s Blanket Purchase Order contract with Mesa Equipment 
and Supply i« Albuquerque, Hew Mexico and purchased one 
"Large Marine" Goretex Guidewear Jacket -Regular, one "EX- 
Large Baltic Blue" Goretex LTD Pullover Jacket -Regular, and 
one *XL Tall Baltic Blue Clothing* Goretex LTD Pullover-Tall 
for a total price of $519.80. The shipping number on the 
invoice is I054S74-OG1-01. The invoice reads, "Robert to 
Deliver" and "Delivered by Robert 02/19/2002.* The 
referenced jackets were purchased by Mesa Equipment and 
Supply through Cafaela's Hunting and Pishing Catalog, LANL 
Security Specialist Steve Doran advised the above referenced 
purchases utilizing LANL*s blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
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contract describing what is permissible. 

25} On September 26, 2002, Scott Alexander entered 
the vehicle of IAnl Employee U2 while on LMTL property. 

Scott Alexander placed a plastic bag inside the vehicle. 

Scott Alexander exited the vehicle at his residence in 
Charaita, New Mexico with the plastic bag he had placed in the 
veliicle while on LANE property. LAN!, Employee $2 observed 
two "Wyoming Saws* in the plastic bag Scott Alexander took 
from inside the vehicle. Scott Alexander walked inside his 
residence carrying the plastic bag containing the two Wyoming 
Saws. 

26) On January 23, 2002, Scott Alexander utilized 
hANI^s Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased five **ULT 
Command Center, Command Center Monitor {s}" and one "IILT 
Stand. Stand Cor Command Center* for a total price of 
$3,374.64. The invoice "Shipping Number" is 1053844-0001-01. 
The referenced invoice was signed by Scott Alexander as the 
recipient of the merchandise. The invoice reads, “Robert to 
deliver." LANL Security Specialist Steve Doran advised the 
above referenced purchases utilizing im's blanket purchase 
order contract with Mesa Equipment and Supply are considered 
unallowable purchases due to the specific language outlined 
in the contract describing what is permissible. 

27} On March 05, 2002. twenty- four Coleman Camping 
tanfceras and four Coleman stand up beaters, stock number 
£040-751, were purchased utilising Scott Alexander’s *z" 
number via the Blanket Purchase Order contract with Mesa 
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Equipment and Supply. The invoice Cor the purchase of the 
Coleman lanterns and heaters shows a •'Shipment Number" of 
1055521-0001-01. “Robert tc deliver" is designated on the 
invoice. The total cost to IANh for the Coleman lanterns and 
heaters totaled $2,406.84. Scott Alexander signed the 
invoice signifying he received the referenced it etas . IANL 
Security Specialist Steve Doran advised the above referenced 
purchases utilizing lANL's blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what is permissible. 

28) On. October 24, 2002, the Affiant witnessed a 
black in color Weatherguard brand truck tool box stored 
outside Bunker 22, TA-33 and a Coleman brand gas stand up 
heater, railroad ties, and Stihl brand chain saws at Bunker 

■■ TA-33. 1*ANL Employee £4 stated a Coleman brand stand up 
heater is positioned at Building 68, TA-35. The remaining 
two Coleman stand up heaters are able to be located on hANL 
grounds. Approximately 12 Coleman brand lanterns were 
identified in Bunker 22, TA-33 by the Affiant on July 29, 
2002. The location of the approximately 12 remaining Coleman 
brand heaters have not been identified on LAND grounds. 

29) On February 12, 2002. Scott Alexander utilised 
LANL* s Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, Mew Mexico and* purchased one “MBS 
ZNTBRX332W Monitor* priced at $339 .95 . The invoice "Shipping 
Number* is 1054584-0001-01. The invoice reads. "Deliver by- 
Robert." LANL Security Specialist Steve Doran adviced the 
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purchase of the referenced “monitors " utilizing the Mesa 
Equipment and Supply Purchase Order contract would be 
considered an unallowable purchase. LANL Security Specialist 
Steve Doran advised the above referenced purchases utilizing 
lanl'g blanket purchase order contract with Mesa Equipment 
and Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible. 

30) LANL Employee number #2 overheard Peter 
Bussolini and Scott Alexander refer to the televison/vcR 
combination unit in Peter Bussolini 's LANL office as 
''monitors' 4 and that they were recorded as “monitors'* when 
they were purchased. Of the six “monitors" ordered by Scott 
Alexander via the Mesa Equipment and Supply blanket purchase 
order, only two of the "monitors" can be located on LAND 
grounds. According to land Security Specialist Steve Doran, 
the purchase of “monitors" via the Mesa Equipment and Supply 
blanket purchase order would be considered an unallowable 
purchase. 

31) On February 15, 2002, Scott Alexander 
utilized LANL's Blanket Purchase Order contract with Mesa 
Equipment and Supply in Albuquerque, New Mexico and purchased 
four "ABT P21SR-65-16" tires for a total price of $384.00. 

The shipment number associated with the purchase is 
1054737-0001-01. The invoice reads, "Deliver by Robert." As 
a Facility Manager at LAND, Scott Alexander would not be 
required or authorized to make repairs or purchase 
maintenance equipment for a LANL vehicle, therefore, he would 
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not be authorised to purchase such an item according to LARI 
Security Specialist Steve Doran - 

32) On March OS, 2002, Scott Alexander utilised 
LANL‘s Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased sixteen 
automobile r Rancho * brand shock absorbers for a total price 
of $1,637.36. .The shipment number associated with the 
purchase is 1055526-0002 -Cl. The invoice reads, "Robert to 
deliver . " Scott Alexander signed the invoice as the 
recipient of the merchandise. Four of the Rancho shock 
absorbers were model "3113". As a Facility Manager at land, 
Scott Alexander would not be required or authorised to make 
repairs or purchase maintenance equipment for a LAND vehicle, 
therefore, he would not be authorized to purchase such an 
item according to LANL Security Specialist Steve Doran. 

33) Sometime during early summer 2002, LANL 
Employee #5 witnessed several new Rancho brand automobile 
shock absorbers stored outside Bunker 23, TA-33, considered 

j L&NL property. A time later, I ART, Employee iSS observed new 
in. appearance Rancho brand shock absorbers installed on Scott 
Alexander's Dodge Pickup Truck. 

34) On July 29. 2002, the Affiant witnessed 
several white and red Rancho brand shock absorbers stored 
outside Bunker 23, TA-33 on LAtfL property. 

35) On August C2, 2002, LAND Security Specialist 
Dave Smith witnessed four white and red new in appearance 
Rancho brand shock absorbers installed on a 1993 Dodge Pickup 
Truck with New Mexico vehicle registration "DRW414- parked at 
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I a “cell yourself" used car lot in Los Alamos, New Mexico - 
The vehicle registration ''DRH414'’ belonged to "Scott L- 
Alexander, P.O. Box 8 94, San Juan, New Mexico, 87566. Scott 
Alexander, who resides at State Road 74, Souse 275A, Charaita, 
New Mexico, 87566, also maintains a P-0- Box 894, San Juan, 

New Mexico, 87566. The Affiant displayed a photograph of the 
referenced 1993 Dodge Pickup Truck to LANL Employee #5- LAN! 
Employee #5 confirmed the Dodge Pickup Truck with the Rancho 
brand shock absorbers is owned by Scott Alexander, L&NL 
Security Specialist Dave Smith observed the numbers ”9113" 
machine stamped on the front left Rancho shock absorber 
mounted on the 19S3 Dodge Pickup Truck. As a Facility 
Manager at LANL, Scott Alexander would not be required or 
authorized to make repairs or purchase maintenance equipment 
for a LANL vehicle, therefore, he would not he authorized to 
purchase such an item according to LANL Security Specialist 
Steve Doran. 

36) On March 07, 2002, Scott Alexander utilized 
LANL* s Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased four "COB 
7S WX ST Handset Mobile CB" radios. The total price for the 
purchase of the CB radios totaled $688.00. The "Shipment 
Number" listed on the Mesa Equipment and Supply invoice 
forwarded to LANL for payment is 1055679-QQ01-G1. The 
invoice reads, "Robert to deliver.* LAND security Specialist 
Steve Doran, advised the purchase of the referenced CB Radios 
utilizing the Mesa Equipment and Supply Purchase Order 
contract would be considered an unallowable purchase. Due to 
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security related concerns, CB Radios are not allowed to be 
Utilized by LANL employees to conduct LANL business according 
to LANL Security Specialist Steve Doran. 

37) On February 26, 2002, Scott Alexander 
utilized LANL*s Blanket Purchase Order contract with Mesa 
Equipment and Supply in Albuquerque, New Mexico and purchased 
one pair of "Polarized Lenses" for a total price of $ 194 . 25. 
The "lenses" were ordered by Mesa Equipment and Supply 
through the Cabela' s Hunting and Fishing Catalog and were 
Oakley brand sunglasses. The shipping number on the invoice 
is 1055209-0004-01. The invoice states, "Robert to Deliver." 

LANL Security Specialist Steve Doran advised the above 
referenced purchases utilizing LANL's blanket purchase order 
contract with Mesa Equipment and Supply are considered 
unallowable purchases due to the specific language outlined 
in the contract c iGcribir-r what is permissible. 

36) On March C7, 2002, Scott Alexander utilized 
LANL's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased two pairs 
of "Polarized Lenses* for a total price of $288.00. The 
“lenses* were ordered by Mesa Equipment and supply through 
the Cabala* s Hunting and Fishing Catalog and were Oakley 
brand sunglasses. The shipping number on the invoice is 
1G5S699-0001-01. The invoice states, "Robert to Deliver." 
LANL Security Specialist Steve Doran advised the above 
referenced purchases utilizing LANL*s blanket purchase order 
contract with Mesa Equipment and Supply are considered 
unallowable purchases due to the specific language outlined 

to 
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in the contract describing what is permissible. 

393 On September 26, 2002, Scott Alexander placed 
an order with Frank’s Supply Company in Las Alamos, New 
Mexico for the purchase of thirteen motorcycle helmets fox an 
approximate price totaling $3,132. The helmets were 
purchased utilizing LMTL's "Just in Time* purchasing system 
and were billed to Scott Alexander’s *2** number. Although 
thirteen motorcycle helmets were purchased by Scott 
Alexander, Facility Management 75’ s only owns two ATV’s. The 
motorcycle helmets were transported from Frank's Supply 
Company to TA-35, Building 2 parking lot on October 11, 2002. 
On. October ll. 2002, Scott Alexander was informed of the 
delivery of the motorcycle helmets. One o£ the thirteen 
motorcycle helmets ordered by Scott Alexander was a size 
extra -email. According to lanl Employee 92, Scott Alexander 
has ait ?; roxi.rr.=tely four year old eon and currently owns an 
ATV and is considering the purchase of a motorcycle. 

403 -On October 24, 2002, the Affiant observed 
twelve motorcycle helmets stared at Bunker 23, TA-33, on LAN! 
grounds. One yellow extra-large motorcycle helmet was unable 
to be located by the Affiant or LAN! Employee #2 within, 
common, areas within Facility Management Unit 75. 

41) On October 2fi, 2002, LANL Employee #2 advised 
the Affiant that Scott Alexander placed an additional order 
for four more motorcycle helmets at Frank’s Supply Company in 
LOS Alamos, New Mexico utilizing LAffL’s "Just in Time" 
purchasing system. Scott Alexander commented he purchased 
too many small sized helmets, and therefore, he needed tg 
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; replace those with larger sized helmets. Scott Alexander 
indicated he was going to return the four small sized 
motorcycle helmets to Prank's Supply Company - 

42) Scott Alexander maintains a tan colored 
storage building app roxinxa t ely twenty feet east of his 
residence . 

435 A photograph of the residence located at State 
Road 74, House #275A, Chaaita, New Mexico will be located on 
Attachment #1 attached to this affidavit. 

44) In view of the foregoing, the affiant believes 
probable cause exists for the issuance of a search warrant 
for the residence located at. State Road 74, House 27SA. 
Chandta, New Mexico, 67566, a white single story manufactured 
home with blue trim and blue window shutters. A stone wall 
fitted with a chain link fence surrounds the front of the 
residence. The referenced residence and tan colored storage 
building located approximately twenty feet east of the 
residence is believed to contain specifically a Genesis Gold 
Barbeque Gas Grill, a picnic table with umbrella located on 
the front porch, two Wyoming Saws, and a Cabela's brand 
folding chair oo the front porch. Considered to be evidence 
of the ongoing Theft of -Government Property in violation of 
Title 18, United States Code, Section 641 and Conspiracy to 
Commit the Theft of Government Property in violation of Title 
18, United States Code, Section 371, and Theft from Programs 
Receiving Federal Funds, Title 18, Section 666. 

I swear that this information is true to the be3t 


28 


of my knowledge and belief- 
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Respectfully Submitted, 



Special Agent 


Federal Bureau of Investigation 
Albuquerque, New Mexico Division 
Santa Fa Resident Agency 


Subscribed and sworn to before me 
2002 . 


... _ Q4 °Ur 

this jSO d ay of to**; 
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ATTACHMENT #1 

SCOTT ALEXANDER’S RESIDENCE; 

State Road 74, House #275A, Chamita, New Mexico 
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United States District ConrtSis D«5 irriCT CO UR :‘ 

State of DISTRICT OF Nw Mexico AL8 UQ^HRQOa NE W MEXICO 


In the Matter of the Search of 

A residence located *t Slate Road 74, 

Route 27SA, Cfiamit*, New Mexico, £7 S£6, A white 
mwinfactutcd home with blue trim and blue window 
ihrrttrrs, a atone watt fitted with a dixie link 
fence surrounds the front of the residence 


OCT 3 0 2002 

(0 '/sa/Zv??^ *£ 

SEARCH WAB&ftS'fT 


CASE NUMBER; 


02M05 91 


TO; Federal Bureau of Investigation end any Authorized Officer of the United States 


Affidavit(s) having been made before me by Sncdal Agent Jeffrey W. Campbell who has reason to 

believe that Q on the person of or 0 on the premises known as <«•«*=. 

A residence located at State Road 74, House 27SA, Qiattuta, New Mexico, 87500, A white 
manufactured home with blue trim and blue window ihutters, * stone wall fitted with * chain link 
fence surrouads the Trout of tbe residence 


in the State and District of New Mexico there is now 

concealed a certain person or property, namely p~«<i « *«***) 

A Genesis Gold Barbcquc Gas Grill, a picnic table with umbrella located on the front porch, two Wyoming Saws, and a Cabeta's brand 
folding chair on lire front porch 


I am satisfied that the affidavits} and any recorded testimony establish probable cause to beCeve that tire person 
or property so described is now concealed on the person or premises above-described and establish grounds for 
the issuance of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before 3A Oc^to^OSt- 2 y>Tj2L 

(not to exceed 10 days) the person or place named above for the person or property specified, serving this warrant 
and making the search (in the daytime — 6:00 A.M. to 10:00 PJvt.) (at any time in the day or night as l find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy 
of this warrant and receipt for the person or property taken.and prepare a written inventory of the person or property 

seized and promptly return this warrant to the undersigned 

as required by law. u^. *.<«<«« 


So rvAeky=><rriZ. “S p,^g^ 

Dale and Tcmn ensued 

L . o\\ 3 \ 





1 I2t» 2««2 62 ; 4\ FR 

weejfRcv. setr, 5n*<j\<r»iMrH 

PUBLIC «Pi-Hl«52 

IU ill OtSOtobDdiJW l r , 1 1 


RETURN 


PATE WARRANT RECEIVED | 

i 

OATS AND YTM6 WARRANT EXECUTED j 

COPY OF WARRANT A NO RECEIPT FOR HEMS LEFT WITH 


INVENTORY MACE IN THE PRESENCE OF 


INVENTORY Of PERSON Oft PROPERTY TAKEN PURSUANT TO THE WARRANT 


ceRnncATjow 

t swear that This tpYefttary te 9 Ime and detaite d account #f (tee person or praperty taken by roe «n the warrant. 


Subscribed, sworn to, and returned before me this cate. 


Date 


U.S. Judge or Magistrate 
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In tie Mailer af the Search of 

JMCrt-AWfeOt * |Hf3WI BE K»,5«SW5 

A rwiJYBC-r IscitctS at Slate Roiut 74, 

Jfuutc 27?A, lMtamln>New Mexico, $7566, A»hfo 
jtta&yf jetorcii home with trim anti !i|iw wlotMv 

scatter*, a 4W«« wall fisjedwith a clvda linU 
ftuccairnwnds fl»e frost of the rwidsmes 








SEARCH WARRANT 

CASEMUMSERj o 2r 


i'-O y[ 


jq ; Pjjjf ai ^nsm of t»vjsifigatl » «n . end Rtsy Aythortzed Officer of the unites fitttw 
AfadavStfsQ having been made before me by 

baSewe th*t O paths person af or ® eo the premises known ss »4<».*«sEspt» ***r 
A r«i4e«f«*|w*w4*t State 74» House nSA.Gntfmta.Jks* Mexico, $7S&*, A*lutc 

r.unuf*ctare4 U mvtv5»fi M«e ir3<n a*d l>tu<jwir«Iuw tliuum, * Stoat mil {tstejl with a eftam link 
PsM *K*i f«at of th* nrStdeeua 


in the, S tate sad Bistrtet of ... »*« 5s ® flw 

coneesifitl 3 certain person or property, namely <c»&a ««« ***** p»sw*s 

A Gcntsis Gold Mapo GsiS Grill. a picnic p&j wit* umbfciD lX2'cS tsnthft ftanJ patch. two Wyoming Saws. and a Cttclafelimi 
folding cloif on die front porch. 


j amsaSsled that iso affidavit) «hd any tccoraec testimony cstaafefs probable «s<ise to believe that me person 
or property eo «$e seabed is now coaceaktd o« frte person or premises abOYS-riaccnbeo and ostabSsh grotarsds for 
ths> issuance of this warrant. 

YOU Af<E HEREBY COMMANDED us search on cr before _ ~ > 1 2j?K>2L 

(not ta exceed 10 days) the person « place named above for me F**s«ft or property specified, serving this wwtar 
and making the search 6n the daytime - 6$a AM. to toroc PJvt.} <« soy Pme in the day of night ss t «*■ 
reasonable cause has been established) and i! the person or propoity be found there to seize samo, leaving a cep 
cf this warrant end receipt far the person or properry sajcen.ana prepare a written inventory of the per«»o or proper. 

sates} and promptly return this warrant to ,1gte.jfflSfg-£StSaaS — .... — - 

as requited by Saw. •* a —» 84 " -w-**** 


V (f*ySL ^ fi; ai ; i A<fcu?y«<»r<'3A.-a. 

' o5E atw'fmn* iswea c **^ 4<v4 Sc * Se 


.•^’RflCSSSS^ TtE 


SjgMturV *! jtSSatOrteer - 
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INVENTORY Of PERSON OR PROPERTY TAKEN PURSUANT TO THE VARIANT 
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Attachment ”A" 


facte w were collected pursuant to the search warrant. 

t Genesis Gold Gas Grili 
2 Cabela’s brand folding chair 
i Wyoming Saw 


JV remaining items listed bdow^erfreodeaed pursuant to a signed consent to search authorization 
fam, completed by the owner of State Road 74, House 27SA. Cfearaio, New Mexico, Scott Atadcr. 

1 . Two "pro Ears” car mufRcrs 

2, Bell Motorcycle Helmet, yellow 

3 Various M eelofjtjc brand work si oves 

4. Three Jackets 

5. Hoover carpet cleaner 

6. Weather Station weather tracker 

7. Tw-o Gerber brand pocket knifes 

8. Utevecti "Sapphire" wearable lights 

0 '1 hews Lestthanrun tools 
10, Various took 

1 i Compass 

12. Scantier 

1 3. BushneJl Ran&e Finder 

1 4 . Screwdriver battery charger 
1 5. Cabeta’s Fly Box 

15. Buck Knife- 

1 7. Two Ca/bsrr. Jackets 
IS Utility Knife 
Hh Gore-Tex Winter coveralls 
20 Cab eh’s suit case bag 

21. Magellan GPS Uuh 

22. Scvea pairCarltan pants 

23. Camdpack Wsterawsier 

24. Olive colored small bag 

25. Grey colored coal 

26. four pair deans 

27. Silence Range Safe ear muffs 
2$. Ctekky Sunglasses 

29. Six pair boois/shocs 
3Q, Two waikie talkies 
3 1, Six pair Carhari pants 
32.36" Sony T ck-vision, si and, remote 
33 Olympus 35mm camera 
3 1 . Dremel Tool and tool box 
55. Sony Video camera end bag 
36 Pujwsomc Television 
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37 Vantage Pro Whither Station 

35, Digit b \ Clock 

30. OcwqU Hditnncr Drill 

40. DewaltJtgsaw 

41. Defalt Planer 

42 Four Folding C&bda's brand chairs 

43 Do wait Compound Saw 

44 Shop Vacuum 

45 Two pairs of waders 

46 Two Coleman Lanterns 

47. Gas Grill Cover, black 
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United States District Court 

State of DISTRICT OF New Mexico 


In the Mattel of the Search of 

aOdiess or bliel UssenpOcn ot person Ot property » be searches) 

A business office used by Peter Bussolioi, 
locatetl at Technical Area 35, 

Building 2, Office #8112, 

Los Alamos National Laboratory, 

Los Alamos, New Mexico 


TO: Federal Bureau of Investigation and ary Authorized Officer of the United States 

Affidavits) having been made before me by special Agent Jeffrey W. Campbell who has reason to 

believe that 0 on the person of or El on the premises known as d«cnp<«i ***» location) 

A business office used by Peter Bussolini, located at Technical Area 35, Building 2, Office # B112, Los Alamos National 
Laboratory, Los Alamos, New Mexico 


SEARCH WARRANT 

"'o. 


,02."]3S15 


in the State and District of New Mexico there is now 

concealed a certain person or property, namely fu**o»* **«<*, « p-op^i 

See Attachment "A" hereby incorporated by reference as if fully restated herein. 


I am satisfied that the affidavits) and any recorded testimony establish probable cause to believe that the person 
of property so described. Is now concealed on trie person or premises above-described and establish grounds for 
the issuance of this warrant. 


YOU ARE HEREBY COMMANDED to search on or before 



(not to exceed 10 days) the person or place named above for !he person or property specified, ser/ing this warrant 
and making the search (in the daytime — 6:00 A.M. to 10:00 P.M.) (at any time in the day or night as I find 
reasonable cause has been established) and if the person or property b® found there lo seize same, leaving a copy 
of this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 

seized and promptly return this warrant to the undersigned 

as required by law. v s *4«**r mg »*»» 


NOV I 8 2302 


| \ ’■ UO Aw, . 


“"life. DEATON 
UMITED STATES MAGISTRATE j[inr;F 

Name and title of Judicial Officer 


at Albuquerque. New Mexico 


if Judicial Officer 
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RETURN 


DATE WARRANT RECEIVED 

DATE AND TIME WARRANT EXECUTED 

COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

INVENTORY MADS IN THE PRESENCE OF 



INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 


CERTIFICATION 


I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 


Subscribed, sworn to, and returned before me this date. 


U.S. Judge or Magistrate 




358 


• o,o jog (Rev. 7; 87) Affidavit for Searcn Warrant ■» 


United States District Court 

State awl __ DISTRICT OF New Mexico 


MW 1 8 200 1 


In the Matter of the Search of 

A business office used by Peter Bussolini, 
located at Technical Area 35, 

Building 2, Office # 8112, 

Los Alamos National Laboratory, 

Los Alamos, New Mexico 


APPLICATION AND AFFiDAVlf 
FOR SEARCH WARRANT 

CASE NUMBER: 1 J" 

UcWooi. j 


[ Jeffrey W, Campbell ' being duly sworn depose and say: 

! am a(n) Special Agent, Federal Bureau of Investigation. and have reason to believe 

Official Titte 

that □ on the person of or G3 on the property or premises known as »#*. *=««»> 

A business office used by peter Bussoliof, located at Technical Area 35, Building 2, Office # B112, Los Alamos National 
Laboratory, Los Alamos, New Mexico 


in the State and District of New Mexico; — 

there is now concealed a certain person or property, namely ,«*«*« !*»!»»«« «*>!*<* wwsaaess 

See Attachment ”A" hereby Incorporated by reference as if fully restated herein. 


evidence of the theft of Federal Government property, to include the Federal Government property outlined in the affidavit. 
Property that constitutes fruits, evidence, and itistru mentalities tit crimes against the United States, 

concerning a violation of Tille 18 United States code. Secticn(s) 2. j§2silLiiL MfeuBKR 

The facts to support a finding of Probable Cause are as follows: 


See Attached Affidavit hereby incorporated by reference as if fully restated herein. 


Continued on the attached sheet and made a part hereof. 

W / e>%. iTa <*/ Ays/r 


Sworn to before me, and subscribed in my presence 

\\i\%hi^ 

WILLIAM W. DEATON 


J y, s O No 


'SignaturYoLAAianl 
Jeffrey W. Campbell 
Special Agent 

Federal Bureau of Investigation 




ALBUQUERQUE. MEW MEXICO 

X-Jjl Ji, \e&- 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF NEW MEXICO 

In the matter of the search of } 
a business office used by ) 

Peter Bussoliai located at ) 

Technical Area(TA) 35, ) 

Building 2, Office B112, ) AFFIDAVIT IN SUPPORT 

Los Alamos National Laboratory, ) OF SEARCH WARRANT 

Los Alamos, New Mexico ) 


AFFIDAVIT 


I, Jeffrey W. Campbell, being duly sworn, depose 

and says 

1) I ara a .Special Agent of the Federal Bureau of 
investigation (FBI) currently assigned to the Santa Fe, 

New Mexico Resident Agency within the Albuquerque Division, 

I have written affidavits for arrest and search warrants. I 
have been a Special Agent for the Federal Bureau of 
Investigation (FBI) for three years. Prior to employment 
with the FBI, I served as a South Carolina State Trooper for 
six years . 

2) The information contained within this affidavit 
is known to me as a result of my own investigation, 
investigation by other law enforcement officers, or based on 
reports made to me by other law enforcement officers. 

3) Peter Bussolini, Scott Alexander, and Los 
Alamos National Laboratory (LAND) Employees, hereafter 


l 
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referred to as LANL Employees #1, #2, #3, #4, #5 and #6, are 
employed within Facility Management Unit 75 as direct LANL 
employees or LANL contract employees, Peter Bussolini is the 
'•Team Leader" within Facility Management Unit 75 and part of 
his duties include budget responsibility and spending 
discretion for the unit. Scott Alexander acts as the second 
in command under Peter Bussolini and serves as the 
"Purchaser” for the unit. The LANL employees and LANL 
contract employees within Facility Management Unit 75 perform 
and supervise building repairs and general maintenance within 
their respective jurisdictional areas on LANL property. 

4} LANL Employees #1, #2, #4, #5 and #6 have 
provided direct evidence and testimony that Peter Bussolini 
and Scott Alexander have abused their respective positions as 
Team Leader and Purchaser for Facility Management Unit 75 by 
improperly purchasing various items with LANL funds which 
they thereafter kept for personal use. LANL Employees #1, 

#2, #4, #5 and #6, identified Scott Alexander as the primary 
purchasing agent for Facility Management Unit 75 and also 
identified Scott Alexander as providing various items 
purchased with LANL funds to Peter Bussolini. Because Peter 
Bussolini serves as the Team Leader for Facility Management 
Unit 75, he is afforded the opportunity and responsibility . of 
reviewing the purchases of ail personnel within his unit and 
the maintenance of his unit's budget. According to LANL 
Employee #4, Peter Bussolini is presented with budgetary 
documentation monthly for his review and approval. 

5} LANL maintains a "Blanket Purchase Order* 
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contract, number "24329-001-02 , " This contract is 
specifically for purchases made by LANL employees through 
Mesa Equipment and Supply in Albuquerque, New Mexico. The 
'•Blanket Purchase Order" contract is written to allow up tc 
$2,700,000.00 in purchases by LANL employees. The Mesa 
Equipment and Supply purchase order contract stipulates only 
"Air Compressors, Vacuum Systems, Material Handling, Machine 
Tools, and Machine Shop Supplies" may be purchased via this 
Lab-Wide Blanket Order Purchase Agreement. This purchase 
order contract allows LAND employees to purchase these 
specific categories of items for business purposes simply by 
supplying the Mesa Equipment and Supply salesperson with the 
LAND employee's "2" number. The LAND issued "2" number is a 
unique number assigned to each LANL employee. LAND Employees 
#1, #2, #4 and #5 indicate Robert Garcia is the sole Mesa 
Equipment and Supply salesperson who caters to the purchasing 
needs of employees within Facility Management Unit 75. 

■6} The Los Alamos National Laboratory grounds, 
facilities, and material are owned by the United States 
Government. The Department of Energy oversees LAND 
operations and the University of California administratively 
i manages the laboratory. 

7) On January 21, 2002, Scott Alexander utilized 
LAND'S Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased ' four "ATV 
Cover (s), Olive Drab", one "Carhartt , 3XL, Gortex coat, one 
"Mens Biker .851, Size 9". New Balance brand trail shoe, one 
"Mens Hiker 851, Size 9 1/2” New Balance brand trail shoe. 


3 
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one "Mens Hiker 851, Size 11 1/2" New Balance brand trail 
shoe, three "Alaskan Guide Rectangle Bag, Long -20Deg." 
sleeping bags, four "Trekker V Rectangular Bag, XL -20" 
sleeping bags, four Trekker V Bag, XL -20, four Outdoorsman 
II Bag, -20 Deg.", four Alaskan Guide Sleeping Pad, Large", 
four "Rocking Arm Chair (s) , four "Deluxe Arm Chair ( s) , four 
"Reclining Lounger (s), four "Portable Buddy Heaters", four 
Kodiak 7 in 1 Bag(s)", one Twelve Peaks Parka XL, 
Blueridge/Black", one "Twelve Peaks Parka Large, 
Blueridge/Black" , one "Insulated Guidewear Tall Large Parka, 
Graphite/Black", one Insulated Guidewear Tall XL Parka 
Graphite/Black" , one Gortex Guidewear Jacket LG Marine", and 
one Gortex Guidewear Jacket XL Marine, for a total price of 
$6,936.62. The referenced items were purchased by Mesa 
Equipment and Supply through Cabela's Hunting and Pishinc 
Catalog. Scott Alexander signed the referenced invoice as 
the individual who accepted delivery of the merchandise. 

Scott Alexander is 6 '4" and weighs 220 pounds. According to 
lanl Employee #2, Scott Alexander wears an extra -large jacket 
and size twelve shoes. Peter Bussolini is 5' 10 "and weighs 
165 pounds. According to LANL Employee #2, Peter Bussolini 
wears a size 9 shoe and a large jacket. LANL Employee #2 can 
not identify anyone within Facility Management Unit 75, other 
than Pete Bussolini and Scott Alexander, who owns and wears 
numerous Cabela's issued winter jackets and New Balance 851 
trail shoes. LANL Security Specialist Steve Doran advised 
the above referenced purchases utilizing LANL's blanket 
purchase order contract with Mesa Equipment and Supply are 
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considered unallowable purchases due to the specific language 
outlined in the contract describing what is permissible. 

8} On January 21/ 2002, Scott Alexander utilized 
LMEL's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased one "SOG 
XV-71 X~Ray Vision Specialty Knife" for a total price of 
$266. S5. The shipment number on the invoice is 1053494-001- 
01. The invoice reads, "Robert to Deliver." Scott 
Alexander's signature is on the invoice signifying his 
receipt of the merchandise. LAND Security Specialist Steve 
Doran advised the above referenced purchases utilizing LANL’s 
blanket purchase order contract with Mesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible. 

9} On February 07, 2002, Scott Alexander utilized 
LANL's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased seven 
"SQG SV68 SOG Vision" knives, six "SOG NV70 SOG Night Vision” 
knives, six "SOG J4 8 SOG Jet” knives, six *'S0G J4 7 SOG Jet" 
knives, six SOG SI SOF Bowie" knives, six "SOG 52 SOG 
Trident" knives, eight "SOG M37 Seal Pup" knives, six "SOG 
S16 Airsog" knives, six "SOG S3 OS SOG Magna Dot" knives,' six 
"SOG S29 SOG Micodot” knives, six SOG Sll SOG Winder" knives, 
six SOG S9 SOG Winder! 1 * knives, six ,! SQG S3 3 Gentlemen” 
knives, six "SOG M33 SOG Mini Gentlemen” knives, six, «S0G 
S42 SOG Mini Clip Outdoor" knives, six "SOG Tini 
Autoclip "knives, six "SOG S36 SOG Autoclip" knives, six "SOG 


S 
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S3 9 SGG Mini Autoclip" knives, six "S0G S40 SOG E-Clips" 
knives, twelve "SOG S23 SOG Tool cl ip" knives, and six "SOG 
S31 SOG Paratool" leatherman style tools, for a combined cost 
of $8,946.40. The shipment number on the invoice is 1054372- 
: 001-01. The invoice reads, "Robert to Del." Scott 
Alexander's signature is on the invoice signifying his 
receipt of the merchandise. LANL Security Specialist Steve 
Doran advised the above referenced purchases utilizing LANL’s 
blanket purchase order contract with Mesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible . 

.10} On several occasions throughout the years 2001 
and 2002, LANL Employee $2 was instructed by Scott Alexander 
to meet Mesa Equipment and Supply Salesman Robert Garcia at 
the remote TA-33 site to accept and sign for deliveries. 

Scott Alexander instructed LANL Employee #2 to' remove the 
invoices from the sides of the delivered boxes and provide 
them directly to Scott Alexander. LAND Employee #2 would 
take the invoices from the delivered boxes, as instructed, 
and provide them to Scott Alexander at various locations on 
LANL property, to include Scott Alexander's office located at 
TA-35, Building 2, Office BIOS. Pete Bussolini's Office, 

B112, is located in the same hallway as Scott Alexander's 
Office . 

11) On February 14, 2002, Scott Alexander utilized 
LANL 's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased one 
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; "Large Marine" Goretex Guidewear Jacke t -Regular , one "EX- 
Large Baltic Blue" Goretex LTD Pullover Jacket -Regular , and 
one "XL Tall Baltic Blue Clothing" Goretex LTD Pullover-Tall, 
for a total price of $519.80. The shipping number on the 
invoice is 1054674-001-01. The invoice reads, "Robert to 
Deliver” and "Delivered by Robert 02/19/2002." The 
referenced jackets were purchased by Mesa Equipment and 
Supply through Cabela's Hunting and Fishing Catalog. LANL 
Security Specialist Steve Doran advised the above referenced 
purchases utilising LAML's blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what is permissible. 

12} On January 28, 2002, Scott Alexander utilized 
LAND'S Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased five "ULT 
Command Center, Command Center Monitor (s)" and one "ULT 
Stand, Stand for Command Center" for a total price of 
$3,374.64. The invoice "Shipping Number” is 1053844-0001-01. 
The referenced invoice was signed by Scott Alexander as the 
recipient of the merchandise. The invoice reads, "Robert to 
deliver." LANL Security Specialist Steve Doran advised the 
above referenced purchases utilizing LANL ’ s blanket purchase 
order contract with Mesa Equipment and Supply are considered 
unallowable purchases due tc the specific language outlined 
in the contract describing what is permissible. 

13). On February 12, 2002, Scott Alexander utilized 
LANL' s Blanket Purchase Order contract with Mesa Equipment 
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and Supply in Albuquerque, New Mexico and purchased one "MSS 
ZNTBR1332W Monitor" priced at $399.95. The invoice "Shipping 
dumber" is 1054584-0001-01. The invoice reads, "Deliver by 
Robert." LANL Security Specialist Steve Doran advised the 
above referenced purchases utilizing LANL ’ s blanket purchase 
order contract with Mesa Equipment and Supply are considered 
unallowable purchases due to the specific language outlined 
in the contract describing what is permissible. 

14) During the middle of September 2002, LANL 
Employees #2 and #5 witnessed a Televison/VCR combination 
unit mounted in the Recreation Vehicle (RV) owned by Peter 
j Bussolini parked in the driveway of Peter Bussolini* s 
: residence in Los Alamos, New Mexico. LANL Employee #2 
estimated the televison/VCR combination unit had a 19 inch 
viewing screen. LANL Employees #2 and #5 have witnessed for 
the past several months a similar appearing televison/VCR 
combination unit in the LANL office of Peter Bussolini. LANL 
Employee number #2 overheard Peter Bussolini and Scott 
Alexander refer to the televison/VCR combination units as 
"monitors* 1 . LANL Employee number #2 also overheard Peter 
Bussolini and Scott Alexander indicate that when the 
televisor sets were purchased they would be recorded as 
"monitors' 1 on the invoice. 

15) On October 10, 2002, the Affiant displayed a 
photograph of a "Panasonic" brand televison/VCR combination 
ibox to LANL Employee #2. The referenced Panasonic television 
box was photographed by LANL Employee #1 inside Bunker 22, 
TA-33, The television set is identified on the box as a 
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| Panasonic, model PV-C2021. lanl Employee #2 confirmed the 
itelevison set in Peter Bussolini 's office at LANL is a 
! Panasonic brand television set and appears to be the same 
make and model as the television set depicted in the provided 
photograph and the same as the televison/VCR combination, set 
located in Peter Bussolini 1 s RV parked in his residence’s 
driveway . 


IS) on March 07, 2002, scott Alexander utilized 
LANL 5 s Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased four "COB 
75 WX ST Handset Mobile CB” radios. The total price for the 
purchase of the CB radios totaled $688,00. The "Shipment 
Number" listed on the Mesa Equipment and Supply invoice 
forwarded to LANL for payment is 1055679-0001-01. The 
invoice reads, “Robert to deliver." LANL Security 
Specialist Steve Doran advised the above referenced purchases 
utilizing LANL's blanket purchase order contract with Mesa 
Equipment and Supply are considered unallowable purchases due 


to the specific language outlined in the contract describing 
what is permissible. 

17) According to LANL Employees #2 and #4, on 
October 11, 2002, LANL Employee #3 was ordered by Peter 
Bussolini to order Moen brand bathroom shower heads, a 
bathroom tub spout and its accompanying handles and material. 
The grade of the requested bathroom fixtures was above the 
normal quality ordered for installation or LANL property. 

LANL Employee #3 had performed plumbing work at Peter 
Bussolini 's residence at 248 Canada Way, Los Alamos, New 
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Mexico approximately two weeks prior to the request for new 
"Moen" bathroom fixtures. On October 11, 2002, LANL Employee 
#3 stated to LANL Employee #2 that Peter Bussalini is in the 
process of remodeling the bathroom at his residence in Los 
Alamos, New Mexico to include the bathroom tile and fixtures. 
LANL Employee #3 expressed his concern to LANL Employee #1 
that he believed the referenced Moen bathroom fixtures 
ordered by Peter Sussolini were destined to be installed at 
Peter Bussolini's residence. 

18) According to LANL paperwork presented to the 
Affiant by LANL Employee #1 and a statement made by LANL 
Employee #2, the Moen brand fixtures ordered on October 15, 
2002, by LANL Employee #3 at the request of Peter Bussolini 
were delivered to LANL on October 21, 2002, and stored at 
TA-35, Building 25. These fixtures were ordered from Dahl 
Plumbing and paid for via lanl funds utilizing the "Just in 
Time" purchasing system. During the morning of October 21, 
2002, LANL Employee #2 and #3 opened the referenced boxes 
inside TA-35, Building 25 and viewed a chrome shower head, 
tub spout and handles inside the boxes. LANL Employee #2 
etched the number "75" inside the tub spout. At 
approximately 4:30PM on October 21, 2002, LANL Employee #2 
witnessed Peter Bussolini park his personal pickup truck in 
front of Building 25 at TA-35. LANL Employee #2 then 
witnessed two blue and white boxes in the jump seat behind 

the driver's seat of Peter Bussolini's personal pickup truck. 

' 

The blue and white boxes were the same boxes LANL Employee # 2 
had witnessed previously in the day stored at TA-35, 
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Building 25 . LANL Employee #2 then witnessed Peter Bus sol ini 
drive out of the TA-35 parking lot in the direction of the 
main highway with the two boxes inside his personal pickup 
truck. After Peter Bussolini left the TA-35 parking lot with 
the blue and white boxes in his personal vehicle, LANL 
Employee #2 verified the blue and white boxes he had 
witnessed earlier in Building 25, TA-35 were no longer inside 
the building. 

19) on October 30, 2002, LANL Employee #3 advised 
LANL Employee #1 that he installed bathroom shower fixtures 
in Peter Bussolini’ s residence on October 29, 2002 per Peter 
Bus sol ini's request. LANL Employee #3 reiterated that Peter 
Bussolini is in the process of remodeling the bathroom at his 
residence . 

20) On October 31, 2002, a search warrant was 
executed by the Federal Bureau of Investigation (FBI) at the 
residence of Peter Bussolini, 248 Canada Way, Los Alamos, New 
Mexico. A Moen brand bathroom fixture with a "7 5" etched 
into the fixture, a Panasonic Model PVC2021 Television/ VCR 
combination set, several SOG brand knives, two Hoover Vacuum 
cleaners, a Cobra CB Radio, and other various items were 
identified and seized by investigators. All of the 
aforementioned items are believed to have been purchased via 
LANL funds and would have generated an invoice and/or a 
receipt at the time of their purchase. Peter Bussolini was 
subsequently interviewed by investigators on October 31, 2002 
and conceded the above referenced items located in his 
residence were purchased with LAN L funds. Peter Bussolini . 
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I also identified a Panasonic Television/VCR combination set, 

; similar to the one located by investigators at his residence, 
'is located in his LANL office at TA-35, Building 2, Office 
1 6112 . Some of the specific property items that were 
j identified to have been purchased with LANL funds and also 
located by the affiant in the residence of Peter Bussolini on 
October 31, 2002 include a ’’Cobra* 1 brand CB Radio, . "Moen" 
brand bathroom fixtures, several "SOG" brand knifes, a 
! Panasonic" TV/VCR combination set, a ’’Nikon” range finder, a 
! "Zenith" television set, an ’’Igloo” cooler, and a Wyoming 
I saw. All of the aforementioned items, except the M Moen w 
| brand bathroom fixtures, are believed to have been purchased 
! by Scott Alexander via LANL's Mesa Equipment and Supply 
! Blanket Purchase Order Contract. 

21} On October 31, 2002, a search warrant was 
i executed by the Federal Bureau of Investigation (FBI) at the 
residence of Scott Alexander, State Road 74, House 275A, 
iCbamita, New Mexico. A yellow "Bell" motorcycle helmet, a 
jNielson-Kollerman Weather Tracker, several "Cabela's” brand 
; jackets, New Balance 8 51 trail shoes, and other various items 
were identified and seized by investigators. All of the 
aforementioned items are believed to have been purchased 
using LANL funds and an invoice and/or a receipt would have 
! been generated at the time of their purchase. Scott 
lAlexander was subsequently interviewed by investigators on 
October 31, 2002 and conceded the above referenced items 
located in his residence were purchased with LANL funds. 
Alexander claimed to the affiant that he would purchase an 
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item with his own money, and if he liked the item, he would 
then purchase several of the items with LANL funds allegedly 
for LANL use. He also stated other items he had purchased 
using LANL funds via Mesa Equipment and Supply are stored in 
his office at TA-35, Building 2. Some of the specific 
property items that were identified to have been purchased 
with LANL funds via Mesa Equipment and Supply's Blanket 
Purchase Order and also located by the affiant in the 
residence of Scott Alexander on October 31, 2002 include 
several "Gabela's" brand, "Carhart" brand, and "Columbia" 
brand winter jackets, a Wyoming Saw, a Magellan GPS Unit, one 
"Silencio" and two "Pro Ears" ear muffs, several 
!, Mechanix"brand work gloves, several Motorola "TalkAbout" 
hand held radios, a " Neil son -Kollerman Weather Tracker", 
several "Sapphire Wearable Lights", Leatherman tools, a 
"Gerber" Knife, a "Brunton outback" compass, a "Uniden 
Bearcat Trunk Tracker II" scanner, a "Bushne!!" range finder, 
an "Olympus Stylus Epic Zoom" 35mm camera, a "Cabela's" brand 
fly fishing box, a "Camelback Water Master" hydration pack, a 
pair of "Oakley" sunglasses, a "Columbia" brand duffle bag, a 
"Vantage Pro” weather station, "Cabela's" brand waders, 
"Coleman" lanterns, a 19" Panasonic TV/VCR combination set, 
^and a "Buck" brand knife. LANL Security Specialist Steve 
Doran advised the above referenced purchases utilizing LANL's 
blanket purchase order contract with Mesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible. 
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22) When an item is purchased utilizing LANL funds, 
|a receipt and/or an invoice is generated documenting the 

! various purchase. On October 31, 2002, investigators 
! determined numerous invoices submitted by Mesa Equipment and 
! Supply to LANL for payment featured items on the invoice had 
| been mislabeled. For instance, a "work bench” listed on a 
Mesa Equipment and Supply invoice was determined to be a 
I picnic table, a "receiver" was determined to be a remote 
j controlled airplane controller, and "monitors" were 
.identified as television sets. Salesman Robert Garcia with 
Mesa Equipment and Supply told the affiant that Scott 
! Alexander requested him to alter the invoices in the above 
i described manner. 

23) On October 31, 2002 Scott Alexander and Peter 
Isussolini were placed on "Investigatory Leave" by LANL. 

! Scott Alexander and Peter Bussolini’s access to LANL 
'property, to include their office space, was suspended. LANL 
(security Officials changed the door locks on Scott Alexander 
land Peter Bussolini’s office doors and have restricted all 
LANL employees access to the space pending the approval and 
service of this search warrant. 

24) In view of the foregoing, the affiant believes 
! probable cause exists for the issuance of a search warrant 
for the office space and its contents utilized by Peter 
Bussolini located at TA-35, Building 2, Office B112, Los 
Alamos National Laboratory (LANL) , Los Alamos, New Mexico, to 
search for invoices and receipts and other documents related 
to the purchases of items from Mesa Equipment and Supply 
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and Los Alamos National Laboratory "Just in Time" (JIT) 
vendors. Property to be seized is any "Cobra" brand CB 
Radio (s), "Keen" brand bathroom fixtures (s) , "Nikon" range 
finder ( s) , "Zenith" television setts) , "Igloo" cooler (s), 
"Cabela's" brand, "Carhart" brand, and "Columbia" brand 
clothing, Wyoming Saw(s) , "Magellan" GPS Unit (si, "Silencio" 
and "Pro Ears" brand ear nvuff(s), "Mechanix" brand work 
glove (s), Motorola "TalkAbout" hand held radio(s), "Nielsen- 
Kollerman Weather Tracker Is) * , "Sapphire wearable Light (s)", 
Leatherman tool(s), "Gerber" Knife(s), "Brunton Outback" 
compass (es) , "Uniden Bearcat Trunk Tracker II" scanner (s 5, 
"Bushnell" range finder (s), "Olympus Stylus Epic Zoom” 35mm 
camera(s), "Cabela's” brand fly fishing box(s) , "Camelback 
Water Master" hydration pack(s) , "Oakley" brand sunglasses, 
"Columbia" brand duffle bag(s), "Vantage Pro" weather 
station(s), "Cabela's" brand wader (s) , "Coleman'’ lantern { s) , 
19" Panasonic TV/VCR combination set(s), and "Buck" and "SOG" 
brand knife (s) . These items will be considered to be evidence 
of a Principal who commits an offense against the United 
States in violation of Title IS, United States Code, Section 
2, Presenting a False, Fictitious, or Fraudulent Claim upon 
the United States in violation of Title 18, United States 
^Code, Section 287, Conspiracy to Commit the Theft of 
Government Property in violation of Title 18, United States 
;Code, Section 371, Theft of Government Property in violation 
iof Title 18, United States Code, Section 641, Theft from 
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1 Programs Receiving Federal Funds, Title 18, Section 666, and 

2 False Entries and Reports of Moneys or Securities in 

3 violation of Title 18, United States Code, Section 2073. 

4 I swear that this information is true to the best 


5 

6 
7 
S 

9 

10 
11 
12 

13 

14 

15 

16 

17 

18 

19 

20 
21 
22 

23 

24 


of my knowledge and belief. 

Respectfully Submitted, 

Jeffrey W. CarapbeJsl 
Special Agent 

Federal Bureau of Investigation 
Albuquerque, Mew Mexico Division 
Santa Fe Resident Agency 

Subscribed and sworn to before me this / 3 d ay of November 



U.S. Magistrate Judge 
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Attachment "A’ 


Documents to be seized are invoices and receipts and other documents related to the purchases 
of items from Mesa Equipment and Supply and Los Alamos National Laboratory "Just in 
Time"(JIT) vendors. Property to be seized is any “Cobra" brand CB Radio(s), "Moan” brand 
bathroom fixtures(s), "Nikon" range fmder(s), "Zenith" television set(s), "Igloo" coolers), 
"Cabela's" brand, "Carhart" brand, and "Columbia” brand clothing, Wyoming Saw(s), Magellan 
GPS Unit(s), "Silencio" and "Pro Ears" brand ear tnuff(s), "Mechanix” brand work glove(s). 
Motorola "TalkAbout" hand held radio(s), "Nielsen-Koilerman Weather Tracker(s)‘, "Sapphire 
Wearable Light(s)“, Leatberman tool(s), "Gerber" Knife(s), "Brunton Outback” compass(es), 
"Uniden Bearcat Trunk Tracker II" scanners), "Bushnell" range finder(s), "Olympus Stylus 
Epic Zoom" 35mm caxnera(s), "Cabela's” brand fly fishing box(s), "Camelback Water Master" 
hydration pack(s), "Oakiey" brand sunglasses, "Columbia" brand duffle bag(s), "Vantage Pro 1 ' 
weather station(s), "Cabela's" brand waderfs), “Coleman" lantem(s), 19“ Panasonic TV/VCR 
combination set(s), and “Buck" and "SOG" brand knifef's). 
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FEB- 11-2003 17509 US ATTORNEY OFFICE 5053466886 P. 02/19 

Atf fl‘3 fRav. . — — — ■ ....... 

United States District Court 

State of DISTRICT OF New Mexico 


In the Matter of the Search of 

{tiarr*. rtuu « brio! dincrintoft oi pmcK or FBMtty B btsesishof) 

A business office used by Scott Alexander, 
located at Technical Area 35, 

Building 2, Office# B106, 

Los Alamos National Laboratory, 

Los Alamos, New Mexico 


SEARCH WARRANT 

OA SE NUMBER: Q2^Q&16> 


_and any Authorized 


Officer of the United States 


Affidavits) having been made before me by 


who has reason to 


believe that □ on the person of or 23 on the premises known as (mm*. soKnptw «*#« eewns 

A business office used by Scott Alexander, located at Technical Area 35, Budding 2, Office # B106, Los Alamos National 
Laboratory, Lo* Alamos, New Mexico 


in the State and District of New Mexico than? is now 

concealed a certain person or property, namely (dmitx tn° o*n»n °r ?»«****) 

See Attachment "A" hereby incorporated by reference as if fully restated herein. 


1 am satisfied that the affidavits) and any recorded testimony establish probable cause to believe that the person 
or property so described is now concealed on the person or premises above-described and establish grounds for 
the issuance of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before 

(not to exceed 10 days) ibe person or place named above for the person or property specified, serving this warrant 
and making the search fin the daytime - 6:00 KM. to 10:00 P.M.) (at any time in the day or night as I find 
reasonable cause has bean established) and if the person or property ha found there tc seize same, leaving a copy 
of this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 

seized and promptly return this warrant to the undersigned _ 

as required by law. 


m I 8 2002 


U.m? a* 


Date and Tims Issued 

WILLIAM W. DHAT0H 

U'lrLS STAfFS i’tRISTTOTF lilPPF 


Albuquerque. New Mexico 


Name and Pile of Judicial Officer 


City ^nd State 

lH 


Signature of Judicial Officer 
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RETURN 


DATE WARRANT RECEIVED 

DATE AND TIME WARRANT EXECUTED 

DOPY OF WARRANT AND RECEIPT FOR ITEMS tEFT 'MTH 

INVENTORY MADE IN THE PR( 
1 

'SENCE OF 


INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 


CE RTIFICATION 

I swearthatthls inventory is a true and detailed account of the pe'eon or property tsken by me anlhe warrant. 


Subscribed, svmm to, and returned before me this date, 

U S. Judge or Magistrate 
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Attachment "A" 

Documents to be seized are invoices and receipts and other documents related to the purchases 
of items from Mesa Equipment and Supply and Los Alamos National Laboratory 'Just id 
Time"(JTT) vendors. Property to be seized is any "Cabala's" brand, “Caihart" brand, and 
"Columbia" brand clothing, Wyoming Saw(s), Magellan GPS Unit(s), "Silencio" and "Pro 
Ears" brand ear muff(s), "Mechanix" brand work g!ove(s). Motorola "TalkAbout" hand held 
radio(s), "Nielsen-Kollennan Weather Trackers)", "Sapphire Wearable Light(s)", Leatberman 
tool(s), "Geiber" Knife(s), "Brnnton Outback” compass(es), “Uniden Bearcat Trunk Tracker 11“ 
scsuinei(s), "BushneU" range finder(s), "Olympus Stylus Epic Zoom" 35mm camerafs), 
"Cabela's" brand fly fishing box(s), "Camelback Water Master” hydration pack(s), "Oakley" 
brand sunglasses, "Columbia" brand duffle bag(s), “Vantage Pro” weather station(s), "Cabela's" 
brand wader(s), "Coleman" lantem(s), 19" Panasonic TV/VCR combination sct(s), and "Buck” 
and "SOG" brand knife(s). 
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FEB-11-2003 17:10 US ATTORNEY OFFICE 

AO' IQS (Key. 7/67) Affidavit for Search Warrant * 


S0534668B6 P.05/19 


PILE 11... 


United States District Court 


In the Matter ot the Search of 

•ddnsEoi htief dMcriptten at perwf, pre»»rty or promMes to » mrcrwtl) 

A bnsiflcss office used by Scott Alexander, 
located at Technical Area 3S, 

Building 2, Office # B106, 

Los Alamos National Laboratory, 

Los Alamos, New Mexico 


New Mexico 


■^ p 0, 2THfC Tcoun f 

MFXIGO 

nov 1 e 20 oi 


etsfiK 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBER: 


Jeffrey W. Camphell 


1 am a(n) Special Aecnt, Federal Burean of Investigation 


being duly sworn depose and say: 
and have reason to believe 


that O on the person of or El on the property or premises known as <n«m.. tmv®rioa*m; 

A business office used by Scott Alexander, located at Technical Area 35, Building 2, Office # BlOfi, 
Los Alamos National Laboratory, Los Alamos, New Mexico 


in the State and District of New Mexico _ 

there is now concealed a certain person or property, namely (d^itBm.pwMnorpropwti-tobBMfeKf) 

See Attachment "A" hereby incorporated by reference as If fully restated herein. 

VVllich is [sfcl* one or roo.h h.w»^ ><*» BtBurewt forth, ued« Rul ® <1(h! o/fh* F*dsral Rulo* d Olrmi.l Prcg-durh) _ 

evidence of the theft of Federal Government property, to include the Federal Government property outlined in the affidavit 
Property that constitutes fruits, evidence, and instrumentalities of crimes against the United States, 

concerning a violation of Title 18 United States code, Seclion(s) . . 2,287,371,641,666,2073 . 

The facts to support a finding of Probable Cause are as follows: 


See Attached Affidavit hereby incorporated by reference as if fully restated herein- 


continued on the attached sheet and made a part hereof. 




// tsrf f i- 


Swomto before mo, and subscribed in ray presence 

NOV i 8 JQ 02 

WILLIAM W. DEATON 


3 Yes D No 


S ig na Ifia m 

Jeffrey W. Campbell 
Special Agent 

Federal Bureau of Investigation 

ALBUQUERQUE, NEW MEXICO 


Signal ure of Judioiti Officer 
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US flTTORKCY OFFICE 


5053466886 P . 06/ IS 


IM THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF NEW MEXICO 


2a the matter of the search of ) 
a business office used by } 
Scott Alexander located at ) 
Technical Arsa(TA) 35, ) 
Building 2, Office BIO 6, ) 
Los Alamos National Laboratory, } 
L06 Alamos, New Mexico ) 


AFFIDAVIT IN SUPPORT 
OF SEARCH WARRANT 


AFFIDAVIT 

I, Jeffrey W. Campbell, being duly sworn, depose 

and says 

1) I am’ a Special Agent of the Federal Bureau of 
Investigation {FBI} currently assigned, to the Santa Fe, 

New Mexico Resident Agency within the Albuquerque Division. 

I have written affidavits for arrest and search -warrants. I 
have been a Special Agent for the Federal Bureau of 
Investigation (FBI) for three years. Prior to employment 
with the FBI, I served as a South Carolina State Trooper for 
six years. 

2) The information contained within this affidavit 
is known to me as a result of ray own investigation, 
investigation by other law enforcement officers, or based on 
reports made to me by other law enforcement officers. . 

3} Peter Bussolini, Scott Alexander, and Los 
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Alamos national laboratory {LAND Employees, hereafter 
referred to as LANL Employees #2, #2, #3,. #4, #5 and #6, are 
employed within Facility Management Unit 75 as direct LANL 
employees or LANL contract employees. Peter Bussolini is the 
"Team Leader" within Facility Management Unit 75 and part of . 
his duties include budget responsibility and spending 
discretion for the unit, Scott Alexander acts as the second 
in command under Peter Bussolini and serves as the 
"Purchaser" for the unit. The LANL employees and LANL 

! contract employees within Facility Management Unit 75 perform 

I 

1 and supervise building repairs and general maintenance within 

' their respective jurisdictional areas on LANL property. 

4) LANL Employees #1, #2, #4, #5 and #G have 
provided direct evidence and testimony that Peter Bussolini 
and Scott Alexander have abused their respective positions as 
Team Leader and Purchaser for Facility Management Unit 75 by 
improperly purchasing various it eras with LANL funds which 
they thereafter kept for personal use. l&nl Employees #x, 

#2, #4, #5 and #o, identified Scott Alexander as the primary 
purchasing agent for Facility Management Unit 75 and also 
identified Scott Alexander as providing various items 
purchased with LANL funds to Peter Bussolini, Because Peter 
Bussolini serves as the Team Leader for Facility Management 
Unit 75, he is afforded the opportunity and responsibility- of 
reviewing the purchases of all personnel within his unit and 
the maintenance of his unit's budget. According to LANL 
Employee #4, Peter Bussolini is presented with budgetary 
documentation -monthly for his review and approval. 
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5) LANL maintains a "Blanket Purchase Order" 
contract, number ”24325-001-01." This contract is 
specifically for purchases made by LANL employees through 
Mesa Equipment and Supply in Albuquerque, Hew Mexico. The 
"Blanket Purchase Order” contract is written to allow up to 
$2,700,000.00 in purchases by LANL employees. The Mesa 
Equipment and Supply purchase order contract stipulates only 
"Air Compressors, Vacuum Systems, Material Handling, Machine 
Tools, and Machine Shop Supplies" may be purchased via this 
Lab-Wide Blanket Order Purchase Agreement. This purchase 
order contract allows LANL employees to purchase these 
specific categories of items for business purposes by 
supplying the Mesa Equipment and Supply salesperson with the 
LAML employee's "Z" number. The LANL issued "2" number is a 
unique number assigned to each LANL employee. LANL Employees 
#1, #2, #4 and #5 indicate Robert Garcia is the sole Mesa 
Equipment and Supply salesperson who caters to the purchasing 
needs of employees within Facility Management Unit 75. 

6) The Los Alamos National Laboratory grounds, 
facilities, and material are owned by the united states 
Government. The Department of Energy oversees LANL 
operations and the University of California administratively 
manages the laboratory. 

7) On January 21, 2002, Scott Alexander utilised 
LANL' a Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased four "ATV 
Cover(s), Olive Drab", one "Carhartt, 3 XL, Gortex coat, one 
"Mens Hiker 851, Size 9" New Balance brand trail shoe, one 
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"Mens Hiker 851, Size 9 SS* New Balance brand trail shoe, one 
"Mens Hiker 851, Size 11 Hew Balance brand 'trail shoe, 
three "Alaskan Guide Rectangle Bag, Long -2QBeg.» sleeping 
bags, four "Trekker V Rectangular Bag, XL -20" sleeping bags, 
four Trekker V Bag, XL -20, four Outdoorsman II Bag, -20 
Beg.", four Alaskan Guide Sleeping Bad, Large 11 , four “Rocking 
Arm Chair {s) , four “Deluxe Arm Chair (s.) , four "Reclining 
Lounger (s), four "Portable Buddy Heaters", four Kodiak 7 in 1 
Bag < s ) M , one Twelve Peaks Parka XL, Blueridge/Black" , one 
"Twelve Peake Parka Large, Blueridge/BXack" r one "Insulated 
Guide-wear Tall Large. Parka, Graphite/ Bla ok" , one Insulated 
Guide-wear Tall XL Parka Grapbi t e/Black " , one Cortex Guidewear 
Jacket LG Marine", and one Cortex Guidewear Jacket XL Marine, 
for a total price of §6,936.62. The referenced items were 
purchased by Mesa Equipment and Supply through Cabela' s 
Hunting and Fishing catalog. Scott Alexander signed the 
referenced invoice as the individual who accepted delivery of 
the merchandise . Scott Alexander is fi'4* and weighs 220 
pounds. According to LANL Employee #2, Scott Alexander wears 
an extra-large jacket and size twelve shoes. Peter Bussolini 
is S , 10"and weighs 165 pounds. According to LAUD Employee 
#2, Peter Bussolini wears a size 9 shoe and a large jacket. 
LANL Employee #2 can not identify anyone within Facility- 
Management Unit 75, other than Pete Bussolini and. Scott 
Alexander, who owns and wears numerous Cabela ’ s issued' winter 
jackets and Hew Balance 851 trail shoes. LANL Security 
| Specialist Steve Doran advised the above referenced 'purchases 
utilizing LANL 1 s blanket purchase order contract with Mesa • 
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Equipment and supply are considered unallowable purchases due 
to the specific language outlined in the contract describing 
what is permissible. 

8) On January 21, 2002, Scott Alexander utilized 
LAND'S Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, Hew Mexico and purchased one "SOG 
XV- 71 X-Ray Vision Specialty Knife” for a total price of 
$266.65. The shipment number on the invoice is 1053494-001- 
01. The invoice reads, "Robert to Deliver.” Scott 
Alexander's signature is on the invoice signifying his 
receipt of the merchandise. LAND Security Specialist Steve 
Doran advised the above referenced purchases, utilizing LAND'S 
blanket purchase order contract with Mesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible. 

9) On February 07, 2002, Scott Alexander utilized 
LAND'S Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased seven 
"SOG SVS8 SOG Vision" knives, six "SOG NV70 SOG Night Vision” 
knives, six "SOG J48 SOG Jet" knives, six "SOG J47 SOG Jet" 
knives, six SOG SI SOF Bowie" knives, six "SOG S2 SOG 

.Trident" knives, eight "SOG M3 7 Seal Pup" knives, six "SOG 
SIS Airsog" knives, six "SOG S30S SOG Magna Dot" knives, six 
"SOG S29 SOG Micodot" knives, six SOG Sll SOG Winder" knives, 
six SOG S3 SOG Winderll" knives, six "SOG S33 Gentlemen"' 

| knives, six "SOG M33 SOG Mini Gentlemen" knives, six, "SOG 
| S42 SOG Mini Clip Outdoor" knives, six "SOG Tini - 
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!Autoclip"knives, six “SOG S36 SOG Autoclip” knives, six "SOG 
S39 SOG Mini Autoclip" knives, six "SOG S4Q SOG E-Clips" 
knives, twelve "SOG S23 SOG Tcolclip" knives, and six “SOG 
S31 SOG Baratool" leatherman style tools, for a combined cost 
of S8.946.40. The shipment number on the invoice is 1054372- 
001-01. The invoice reads, "Robert to Del." Scott 
Alexander's signature is on the invoice signifying his 
receipt of the merchandise. XANL Security Specialist Steve 
Doran advised the above referenced purchases utilizing LANt's 
blanket purchase order contract with Mesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible. 

10) On several occasions throughout the years 2001 
and 2002, 1ANL Employee #2 was instructed by Scott Alexander 
to meet Mesa Equipment and Supply Salesman Robert Garcia at 
the remote ta- 33 site to accept and sign for deliveries. 

Scotr Alexander instructed LABI Employee #2 to remove the 
invoices from the sides of the delivered boxes and provide 
them directly to Scott Alexander. LANL Employee #2 would 
take the invoices from the delivered boxes, as instructed, 
and provide them to Scott Alexander at various locations on 
IANL property, to include Scott Alexander’s office located at 
TA-35, Building 2, Office B106. 

11) On November 13, 2002, the affiant interviewed 
Salesman Robert Garcia with Mesa Equipment and Supply. 

Robert Garcia stated be was provided a "SOG" brand knife by 
Scott Alexander sometime during the Spring or Summer of 2002. 
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12) On February 14, 2002, Scott Alexander utilized 
LAND' s Blanket Purchase Order contract with Mesa Equipment 
and supply in Albuquerque, New Mexico and purchased one 
"barge Marine 8 Goretex Gui dewear Jacket -Regular, one "EX- 
Large Baltic Blue" Gore t ex LTD Pullover Jacket -Regular, and 
one "XL Tall Baltic Blue Clothing" Gorefcex LTD Pullover-Tall/ 
for a total price of $519.80. The shipping number on the 
invoice is 1054674-001-01. _ The invoice reads, "Robert to 
Deliver" and 'Delivered by Robert 02/19/2002." The 
referenced jackets were purchased by Mesa Equipment and 
Supply through Cabela *s Hunting and Fishing Catalog. LANL 
Security Specialist Steve Doran advised the above referenced 
purchases utilizing LAND ’a blanket purchase order contract 
with Mesa Equipment and Supply are considered unallowable 
purchases due to the specific language outlined in the 
contract describing what is permissible. 

13) On January 28, 2002, Scott Alexander utilized 
LANL's Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased five "ULT 
Command Center, Command Center Monitor (s)" and one "EXT 
Stand, Stand for Command Center" for a total price of 
$3,374.64, The invoice "Shipping Number" is 1053844-0001-01. 
The referenced invoice was signed by Scott Alexander as the 
recipient of the merchandise. The invoice reads, "Robert to 
deliver,'' LAKL- Security Specialist Steve Doran advised the 
above referenced purchases utilizing LAND’S blanket purchase 
order contract with Mesa Equipment and Supply are .considered 
unallowable purchases due to the specific language outlined 
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in the contract describing what is permissible. 

14) On February 1.2, 2002, Scott Alexander utilized 
LAND'S Blanket Purchase Order contract with Mesa Equipment 
and Supply in Albuquerque, New Mexico and purchased one "MES 
SNTBR13328 Monitor’* priced at $399.95, the invoice ’’Shipping 
Number” is 1054584-0001-01. The invoice reads, "Deliver by 
Robert." XANL Security Specialist Steve Doran advised the 
above referenced purchases utilizing LAND'S blanket purchase 
order contract with Mesa Equipment and Supply are considered 
unallowable purchases due to the specific language outlined 
in the contract describing what is permissible. 

15) LAN L Employees #2 and #5 have witnessed for 
the past several months a Panasonic televison/VCR combination 
unit in the LAND office of Peter Bussolini . LAHL Employee 
number #2 overheard Peter Bussolini and Scott Alexander refer 
to the televisorx/VCR conhinafcion units as "monitors". 

LAND Employee number #2 also overheard Peter Bussolini and 
Scott Alexander indicate that when the televisor* sets were 
purchased they would be recorded as ’’monitors'' on the 
invoice . 

16) On October 10, 2002, the Affiant displayed a 
photograph of a "Panasonic” brand televisors/ VCR combination 
box to LAND Employee #2. The referenced Panasonic television 
| box was photographed, by LAND Employee #1 inside Bunker 22, 
TA-33. The television set is identified on the box as a 
Panasonic, model PV-C2Q21 . LAND Enip.loyee #2 confirmed the 
televison set in Peter Bussolini ’s office at LANL'is a 
Panasonic brand television set and appears to be the same 
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make and model as the television set depicted in the 
photograph . 

17) On October 31, 2002, a search warrant, was 
executed by the Federal Bureau of Investigation (FBI) at the 
residence of Scott Alexander, State Road 74, House 275A, 
Chamita, Hew Mexico. A yellow "Bell* 1 motorcycle helmet, a 
Nieison-Kollerm&n Weather Tracker, several “Cabela's" brand 
jackets. New Balance 851 trail shoes, and other various items 
were identified and seised by investigators. All of the 
aforementioned items are believed to have been purchased 
using LANL funds and an invoice and/or a receipt would have 
been generated at the time of fcheix purchase, Scott 
Alexander was subsequently interviewed by investigators on 
October 31, 2002 and conceded the above referenced items 
located in his residence were purchased with LANh funds. 
Alexander claimed to the affiant that he would purchase an 
item with his own money, and if he liked the item, he would 
then purchase several of the items with 1AML funds allegedly 
for XiftMXi use. He also stated other items he had purchased 
using 1ANL funds via Mesa Equipment and Supply are stored in 
his office at TA-35, Building 2, Some o i the specific 
property items that were identified to have been purchased 
with LANL funds via Mesa Equipment and Supply* s Blanket 
Purchase Order and also located by the affiant in the 
residence of Scott Alexander on October 31, 2002 include 
several w Cabela , s“ brand, ’’Carhart* brand, and ‘‘Columbia" 
brand winter jackets, a Wyoming Saw, a Magellan GPS Unit, one 
"Silencio" and two ‘'Pro Ears” ear muffs, several "Mechanix" 
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brand work gloves, several Motorola "Talkftbout" hand held 
radios, a "Neilson-Kollerman Weather Tracker'S several 
"Sapphire Wearable Lights", Leatherman tools, a "Gerber" 
Knife, a "Brunton Outback" compass, a "Uniden Bearcat Trunk 
Tracker IT" scanner, a ’‘Bushnell" range finder, an "Olympus 
Stylus Epic 2 . 00 m" 35mm camera, a "Cabela'e" brand fly fishing 
box, a "Camelback Water Master" hydration pack, a pair of 
"Oakley" sunglasses, a "Columbia" brand duffle bag, a 
"Vantage Pro" weather station, "Cabela 1 s” brand waders, 
"Coleman" lanterns, a 19" Panasonic TV/VCR combination set, 
and a "Buck” brand knife. LA 1 CL Security Specialist Steve 
Doran advised the above referenced purchases utilizing L&NL's 
blanket purchase order contract with Mesa Equipment and 
Supply are considered unallowable purchases due to the 
specific language outlined in the contract describing what is 
permissible , 

18} When an item is purchased by Scott Alexander 
utilizing LANL funds, a receipt and/or an invoice is 
generated documenting the various purchases. On October 31, 
2002 , Investigators determined numerous invoices submitted by 
Mesa Equipment and Supply to LANL for payment featured items 
on the invoice had been mislabeled. For instance, a "work 
bench" listed on a Mesa Equipment and Supply invoice was 
determined to be a picnic table, a "receiver” was determined 
to be a remote controlled airplane controller, and "monitors" 
were identified as television sets . Salesman Robert Garcia 
with Mesa Equipment and Supply told the affiant that Scott 
Alexander requested him to alter the invoices in, the above 
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described manner , 

19} On October 31, 2002 Scott Alexander and Peter 
Bussolini were placed on "Investigatory Leave” by LANL. 

Scott Alexander and Peter BuBeolini's access to LANL 
property, to include their office space, was suspended, LANL 
Security Officials changed the door locks on Scott Alexander 
and Peter Bus sol ini ' s office doors and have restricted all 
LANL employees access to the space pending the approval and 
service of this search, warrant. 

20} Scott Alexander and fellow LANL employee Howard 
Rice occupy office BiQ6 located at TA-35, Building 2. Office - 
BIOS contains two work desks and several file/ storage 
cabinets. Scott Alexander's work desk and file/storage 
cabinets are located on the west side of the office space 
positioned closest to the entrance door. Both Scott 
Alexander and Howard Rice utilize a . storage cabinet located 
in the southeast corner of office B1G6. 

21} In view of the foregoing, the affiant believes 
probable cause exists for the issuance of a search warrant 
for the office space and its contents utilized by Scott 
Alexander located at TA-35, Building 2, Office B106, Los 
Alamos National Laboratory (land , Los Alamos, New Mexico to 
search for invoices and receipts and other documents related 
to the purchases of items from Mesa Equipment and Supply and 
Los Alamos National Laboratory "Just in Time" (JIT) vendors. 
Property to be seised is any "Cabela ' s" brand, “Carhart* 
brand, and "Columbia" brand clothing, "Wyoming” Saw(s), 
[’’Magellan" GPS tfnifc(s), "Silencio" and "Pro Ears" -brand ear 
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muff (s)/ "Mechanise'’ brand work glove (s), Motorola "Talkabout" 
hand held radio (s) , " Nei Ison - Kollerman Weather Tracker (s] » , 
"Sapphire Wearable Light (s)", Leatherman tccl(s), "Gerber" 
Knife (s) , "Brunton Outback" compass (es), "Uniden Bearcat 
Trunk Tracker II" scatmer(B), “Bushnell" range finder (s), 
"Olympus Stylus 3pic Zoom* 25mm camera (s) , "Cabala's" brand 
fly fishing box(s), "Camelback Water Master” hydration 
pack(s), "Oakley* brand sunglasses, "Columbia" brand duffle 
bag(s) , "Vantage Pro" weather station(s), "Cabela's 11 brand 
wader (s), "Coleman" lantern (a) , IS" Panasonic TV/VCK 
combination ssfc(s)., and "Buck" and "SOG» brand knife(s). These 
items will be considered fco be evidence of a Principal who 
commits an offense against the United States in violation of . 
Title 18, united States Code, Section 2, Presenting a False, 
Fictitious, or Fraudulent Claim upon the United States in 
violation of Title 18, United States Code, Section 287, 
Conspiracy to Commit the Theft of Government Property in 
violation of Title 18, United States Code, Section 371, Theft 
of Government Property in violation of Title 18, United 
[States Code, Section 641, Theft from Programs Receiving 
1 Federal Funds, Title 18, Section 666, and False Entries and 
Reports of Moneys or Securities in violation of Title 18, 
United States Code, Section 2073. 

I swear that this information is true to the best 
of my knowledge and belief. 
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Respectfully Submitted, 






Jeffre^O^* Campbell 
Special Agent 
Federal Bureau of investigation 
Albuquerque, New Mexico Division 
Santa Fe Resident Agency 


Subscribed and sworn to before me this If} d ay of November 
2002 . 


u.s. v Magistrate Judge "" 
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Attachment "A" 

Documents to be seised are invoices and receipts and other documents related to the purchases 
of items from Mesa Equipment and Supply and Los Alamos National Laboratory "Just in 
Time”(JIT) vendors. Property to be seined is any "Cabela's" brand, "Carhart" brand, and 
"Columbia" brand clothing, Wyoming Saw(s), Magellan GPS Unitfs), "Silencio" and "Pro 
Ears" brand ear muff(s), "Mechanix" brand work glove(s), Motorola "TalkAbout" hand held 
radio(s), “Nielsen-Kollermaa Weather Tracker(s)", "Sapphire Wearable Light(s)", Leatherman 
tool(s), "Gerber* Knifes), "Brunton Outback* compass(es), "Unidem Bearcat Trunk Tracker H" 
scanner^), "Bushnell 1 range finder(s), "Olympus Stylus Epic Zoom" 35mm camera(s), 
"Cabela's" brand fly fishing box(s), "Camelbsck Water Master* hydration paek(s), "Oakley " 
brand sunglasses, "Columbia" brand duffle bag(s), "Vantage Pro" weather stadonCs), "Cabela's” 
brand wader(s), "Coleman" lantern(s), 19" Panasonic TV/VCR. combination set(s), and "Buck" 
and "SOG" brand knife(s). 


TOTAL P.19 
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John Hernandez, 03:09 PM 1 1/26/02 -0600. Mesa Cost Comparison 


Page 1 of 1 


X-Sender: u096617@bus-maii.lanl.gov 

X- Mailer QUALCOMM Windows Eudora Version 5.1 Tab 16 

Date: Tue, 26 Nov 2002 15:09:40 -0600 

To: "David S. Hettich (Stan)'* <dhettich@lanj.gov> 

From: John Hernande 2 <hernandezJohn J@lani.gov> 

Subject: Mesa Cost Comparison 
Cc: swlopez@iani.gov 


Stan. 


Steve is taking the hard copy to you. The electronic version is attached for your 
information. 



Ccst compare 


031.xls 


LANL 04387 


Printed for John Hernandez <hemandezJohnJ@lanl.gov> 


1/17/03 
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• Los Alamos 

NATIONAL LABORATORY 

memorandum 


Human Resources Division 
HR-SR Staff Relations 


Tab 17 


To/MS: Anthony R. Stanford, FWO-DO 
From/MS: Lawrence W. Hanson, HR-SR, P- 1 26 
Phone/Fax 7-2179/Fax 5-0400 
Symbol: HR-SR-02- 114 
Date: December 4, 2002 


In Confidence Re: (Peter Bussolini and Scott Alexander) 
Staff Relations Case No, 02-MJS-145 and 02-MIS-146 


Background 

For several months, the Federal Bureau of Investigation ('‘FBI”) has been conducting an investigation of 
possible theft of government property by Laboratory employees. The investigation focused on 
employees at TA-35, including Peter Bussolini, a Group Leader and Facility Manager, and Scott 
Alexander, Facility Coordinator. Both were formerly in NIS Division. They recently transferred to 
FWO as a part of a Lab-wide reorganization of facilities functions unrelated to the investigation. 

Investigation Summary 

On October 31, 2002, following several months of investigation, agents of the FBI and the DOE Office 
of Inspector General (“IG”) interviewed Bussolini and Alexander in conjunction with allegations that 
they were involved in the misappropriation of government property. 1 On the same day, the FBI applied 
for and received warrants to search Bussolini ’s home at 248 Canada Way, White Rock, a recreational 
vehicle located at that premises, Alexander’s home in Chamita and the Gallegos Motors Used Car Lot, 
.also in Chamita. Gallegos Motors is owned by the father of Jeanette Gallegos, who resides with 
Alexander. The above information is drawn from FBI Special Agent Campbell’s affidavit (Campbell 
affidavit in support of Warrant 2M0591, p 8, paragraph 18). 

It should be noted that the ongoing criminal investigation by the FBI and the IG delayed the Staff 
Relations investigation into this matter. Given that, some of the evidence and documentation normally 
available in an administrative investigation is not yet available. The information available, however, 
includes the search warrants and the return of the warrants. The return of the warrants lists the materials 
confiscated from Bussolini’s home and recreational vehicle and the materials confiscated from Gallegos 
Motors and Alexander’s residence. Additionally, Bill Sprouse, from S-OSI, was present when Bussolini 
concluded his interview with the FBI and IG and was also present during much of the time that the 
search was being conducted at Bussolini’s residence. Bussolini and Alexander were sent letters on 
November 27, 2002 inviting them to meet with Staff Relations on a voluntary basis to provide 
information in conjunction with the Laboratory’s administrative investigation. Through counsel, both 
declined to do so. Alexander originally agreed to meet on Wednesday, December 4, 2002. He cancelled 
the meeting, on advice of counsel, the day before we were scheduled to meet. 

The Application and Affidavit for Search Warrants detail a comprehensive listing of items believed to 
have been purloined by Bussolini and Alexander. Additionally, FBI Special Agent Campbell’s affidavit 
in support of the applications, sets forth information supplied by Laboratory employees detailing the 
processes by which government property was removed from the Laboratory' premises. 


To avoid a semantic debate, what appears to have occurred is that items were ordered through the Laboratory procure meat 
system, then diverted for the personal use of Bussolini and Alexander. 


TN CONFIDENCE 
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Hie “return' 1 of the search warrant lists tiic items confiscated pursuant to the search from Bussolini’s 
home, his recreational vehicle, Gallegos Motors and Alexander's home. 

Each of the four warrant packages contain three documents., appended hereto as Appendices #A through 
#X>, respectively. The first is the Application and Affidavit for Search Warrant, die second the signed 
Search Warrant, -and the third the “return,” v&lch indicates the items that were confiscated from the 
particular location. 

Warrant 02M05S8 pertains to BussolinFs residence. 

Warrant Q2MQ5S9 pertains to Bussoliru's recreational vehicle. 

Warrant Q2M0590 pertains to Gallegos Motors. 

- Warrant G2M0591 pertains to Alexander’s residence, 

Sprouse did not participate in the interview, but was is a “stand by" status outside of die room. When 
the interview with Bussolini concluded, Sprouse states that Bussolini (whom he knew from prior work 
interactions at the Laboratory) came over to him, shook his hand and said, “I’m sorry, 1 really fucked 
up.” Sprouse replied, “Yeah, Pete, you sure did.” 

Sprouse then went to the Bussotim residence in White Rock, where the search by agents of the FBI was 
‘ ic progress. Sprouse observed items being taken by agents from the house arid garage. He saw agents 
enter foe recreational vehicle but did not see any items confiscated from iL The items he observed taken 
from the house included a Moen faucet, two television sets, a vacuum cleaner, carpet cleaner, knives, 
tools and a range finder. From foe garage, the items included camping gear, tools, tires and a chain saw. 
When foe investigation was completed. Sprouse gave Bussolini a letter placing him on investigatory 
leave, which Bussolini signed. 

We have no witness information regarding foe events foal occurred at Gallegos Motors or foe Alexander 
home. 

As further evidence to be considered. Laboratory Counsel Frank Dickson confirmed that FBI Agents 
informed him that Bussolini and Alexander admitted during their interviews with the FBI that they 
procured goods through foe Laboratory system for their own use. 

Employment Information 

A review of Bussoliru’s work history and performance data indicates that he is a long term employee 
with a good work record. (See- Appendix #E) 

A review of Alexander’s work history and performance also reveals solid performance, (See Appendix 
#F). 

Findings of Fact 

The following facts should be considered in this case: 
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• Based on the Application and Affidavit For Search Warrant and the “return” following die 
completion of the search, property was confiscated from Bussolini’ s residence and recreational 
vehicle that was believed to be improperly obtained. 

• Based on the foregoing, property was confiscated from Gallegos Motors and Alexander’s 
residence that was believed to be improperly obtained. 

• There is no evidence that Bussolini or Alexander needed these items to perform their jobs or that 
there was any other basis for their having the material at their premises. 

• There is no evidence that Bussolini or Alexander had either borrowed the items from the 
Laboratory or that they planned to return them. 

• There is significant evidence gleaned from employees who worked for or with Alexander and 
Bussolini that they ordered material inappropriately, did not follow Laboratory procedures for 
doing so and diverted the material for their own use. 

• FBI Agents have informed Laboratory counsel that Bussolini and Alexander admitted procuring 
goods through the Laboratory system for their own use. 

• Sprouse’s statement provides additional evidence of an admission by Bussolini following the 
interview and that government property was recovered from the Bussolini residence. 

• Neither Bussolini nor Alexander provided information on their behalf in this investigation. 
While they were invited to participate, their participation was voluntary. No adverse inference 
should necessarily be drawn from their refusal to provide information in conjunction with this 
investigation. 

Relevant Policies 

Laboratory policy AM 1 12 (Discipline Process) is also applicable in this case. A copy of the policy is 
included as an attachment to this report (Appendix UG). 

Recommendation 

Despite the fact that some of the evidence in this case has not been made available to the Laboratory 
because of possible pending criminal proceedings, termination is recommended. An assessment of the 
evidence available warrants the conclusion that Bussolini and Alexander used their posi lions of 
authority at TA-35 to circumvent the Laboratory policies regarding procurement and, in fact, purchased 
goods that they later diverted for their personal use. The information provided to the FBI and IG by 
several employees describes the overt nature of their activities. The affidavits in support of the warrants 
and the “returns” on the warrants indicate that a large volume of material was recovered from the four 
search sites, much of it detailed in the Campbell affidavits. These sworn affidavits were sufficient to 
convince a U.S. Magistrate to grant the warrants. 

Laboratory policy AM 1 12 does subscribe to the principle of “progressive discipline.” hi certain 
circumstances, the seriousness of an offense may justify immediate disciplinary action, including 
termination, without prior counseling or warning. In this situation, given the circumstances outlined 
above, and in the attachments to this report, summary termination is appropriate. 

In accordance with Laboratory Policy AM 112, cases that result in potential loss of pay or position 
require the convening of a Case Review Board. At the Case Review Board, any disciplinary action, 
including termination, may be discussed. This board facilitates the exchange of advice on the proposed 
adverse action and is chaired by the cognizant Division Leader. Members of the board include the chair, 
the Director of Human Resources (or designee), a staff attorney from Legal Counsel, the Laboratory’s 
AA/EEO officer and line representatives from the employee’s group, as appropriate. In addition, the 
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Case Coordinator from Staff Relations attends and is responsible for distributing the appropriate 
information to the Case Review Board members. The Case Coordinator and Division Leader determine 
if representatives from other organizations (e.g.. Audits and Assessments, ESH-2) are required. 

Please contact Larry Hanson at 7-8730 if you have questions about the information, in this report. 


rw /^niNJtTmiTAfr’rr 
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PERFORMANCE SUMMARY 

Employee Name: BUSSOLINl PETER L Employee Z number: 088893 12/4/2002 

Division: NIS 


Group: NIS-FMU-75 

Manager Name: HAWKINS HOUSTON T 

Manager Z number: 

104180 

Perf. Appraisal Cycle: 

Review Period: 

Performance score: 

4.3 

From: 08/01/2001 

From: 08/01/2001 

Job Content score: 

4.5 

To: 07/31/2002 

To: 07/31/2002 

ORC score: 

8.8 


Performance Summary: 

Management Input: 

Pete Bussotini has continued to provide excellent Facility Management support to NIS Division 
and other FMU75 customers. Pete has for many years been improving on the overall condition of 
the FMU75 real property to support programmatic activities. This past year, Pete has completed 
electrical upgrades of TA-35-2, an important multi-tenant lab/office building. In addition, Pete has 
improved parking lots, replaced aging boilers, installed water treatment systems, and completed 
security upgrades. Pete has also ensured that no repeat RCRA findings related to used 
fiorescent bulbs will be identified by instituting a process improvement to crush old bulbs. Pete 
and the FMU75 team have obtained 3 Pollution Prevention Awards and anticipate receipt of a 
Green Zia Award. FMU75 also continues to have one of the lowest space charges in the 
laboratory and has been recognized for the significant infrastructure improvements. 

In addition to his normal duties, Pete assisted as Acting Deputy Division Leader for Operations for 
/our months. In this capacity, Pete represented NIS division on several committees and boards. 

Pete also responded successfully to several suspect Anthrax calls following the nationally 
publicized Anthrax attacks in 2001 . 

Employee Input: 

These are some of the highlights of what I feel that I (and my team) 
accomplished this performance period. 

1 . Sound financial management with a balanced budget. 

2. Zero RCRA findings. 

3. Zero security findings. 

4. Zero safety findings. 

5. Green Zia Award. We have been notified that we have won an award 
and will know the level in the next few weeks. 

6. Successful completion of a Configuration Management program and 
successful verification audit by AA-2. Configuration Management is a 
high visibility area where the DOE has found the Laboratory deficient. 

7. Three Pollution Prevention Awards. 

8. Acting Deputy Division Leader for Operations for 4 months along 

with normal FM duties. _ 

9. Management of efficient Work for Others support program at TA-33 and TA-3. 

10. Emergency manager for numerous incidents including several post 
September 1 1 fh “Anthrax* suspect issues. Proper reporting to 
Division office. 

1 1 . Space charges among lowest in Laboratory. 
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PERFORMANCE SUMMARY 

Employee Name: BUSSOLINI PETER L Employee Z number: 088893 12/4/2002 


12. 2/3 of entire budget spent for maintenance of buildings. NIS 
managed buildings although old are in good condition. 

13. Purchase and implementation of a bulb crusher which reduces the 
inventory of used bulbs and reduces the risk of a RCRA finding. 

14. Completion of protective coating (painting) of buildings atTA-35 
and TA-33. 

15. Completion of Electrical upgrades at TA-35 building 2. About $1 M 
in upgrades have been accomplished in the last several years all with 
FMU budget or other funds won by proposal. Building 2 now meets or 
exceeds all OSHA and electrical code requirements. 

16. Arranged for 2 "free" new boilers from S site. Arranged for 
design to replace 3 existing 45 year old boilers. Installation and 
testing work is about 90% complete and is scheduled to be completed 
this month. 

17. Replaced entire TA-35 parking lot with new asphalt covering old 
pot holed and cracked lot 

18. Installed new water treatment systems for all FMU-75 units. This 
was accomplished with $61 K of FWO dollars won from proposal. 

19. Security upgrades accomplished for tenants at TA-66 and TA-52. 

20. Numerous projects completed at TA-33 (about $800K) for process 
upgrades which supported N1S-10 in meeting their deliverables. 

21. Facility support to NISC which is on schedule and under budget. 


I have reviewed this Performance Summary and have had the opportunity to discuss it with my manager. 


Employee Signature 


Manager Signature 
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Personnel 


POLICY: 


PROGRESSIVE DISCIPLINE: 


IDENTIFYING PROBLEMS: 


Administrative Manual 
• — AJaf intvd LabOfSfOTV 


Tab 18 


AM 112 

November 15, 1996, 


Employment Regulations 


Discipline Policy and 
Procedures 


.01 The Laboratory has established operating rales and 
standards of acceptable conduct to ensure a 
positive, safe, and efficient work environment. 
Employees must comply with these rales and 
standards. 

NOTE: Performance problems are handled 
using the Performance Action Track. See AM 

m. 


.02 The Laboratory subscribes to the principle of 

progressive discipline to provide employees the 
opportunity to correct unsatisfactory conduct. 
Supervisors and managers should identify behavior 
problems in the early stages and provide employees 
with assistance and counseling in an effort to 
correct the problem. In certain circumstances, the 
seriousness of an offense may justify immediate 
disciplinary action, including termination, without 
prior counseling or warning. In these 
circumstances, the procedures outlined in .20-.4 1 
must be followed. Should it be necessary to 
remove the individual from Laboratory premises 
immediately, the procedures outlined in .12 and ,44 
are to be used. 


.03 Supervisors and managers may encounter a variety 
of work-related behavior problems that require 
some form of corrective action. Such employee 
problems may involve, but are not limited to, the 
following: 

Absenteeism or chronic tardiness; 

Insubordination; 

Sexual, racial, or religious harassment; 

Violation of law or Laboratory regulations; 

Violations of environmental, safety, and health 
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EVALUATING DISCIPLINE: 
Appropriate Discipline 


Factors 


Maintain Complete 


AM 112 

November IS. 1996 

Discipline Policy and Procedures 



Dishonesty, theft, or misappropriation of 
Laboratory funds or property; or 

Violations of policy or regulations concerning 
the protection or use of government property 
{see Table IQQ.U .Propertv Accountability 
Discipline ). 

Other misconduct that adversely affects 
performance and the employment relationship. 


.©■4 In administering discipline, supervisors and 

managers must use sound judgment to ensure that 
there is sufficient basis for the action, that the 
proposed solution is reasonably related to the 
seriousness of the problem, and that the solution is 
appropriate considering the employee’s past 
conduct record. 


.05 Supervisors and managers should consider the 

following factors when deciding on an appropriate 
course of action: 

Whether or not the act was intentional, 

The employee’s overall employment record. 
Previous attempts at disciplinary action and the 
results, and 

The nature of the employee’s job and the 
mission of the particular Laboratory 
organization, which may impose certain conduct 
requirements {see AM 1 10). 

NOTE: See Table 100J .ESAH Discipline: 
Violation Levels far assistance in applying 
these factors to violations of ESAH policy or 
regulations end Table IMJL Property 
Accountability Discipline for assistance in 
applying these factors to violations of property 
policy or regulations. 


.06 The supervisor or manager must maintain accurate 
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Records 


ROLES IN PROGRESSIVE 
DISCIPLINE: 

Supervisor/Manager 


Employee Relations 
Group 


Laboratory Officials 


AM 112 

November 15.1996 

Discipline Policy and Procedures 


and complete records during this process (time, 
place, and general context of discussions with the 
employee about the specific problem). The 
supervisor or manager must also communicate 
appropriately with the employee and must maintain 
specific and factual documentation of the 
counseling efforts. 


.07 Supervisors and/or group-level managers are key 
figures in the effective application of progressive 
discipline, consulting and coordinating with line 
management and with other Laboratory personnel 
as warranted by the seriousness of the identified 
disciplinary problem. Nonmanagetnent supervisors, 
such as Team Leaders, may administer oral 
counseling; all other discipline (written counseling 
and all adverse corrective actions) must be 
administered by a manager. 


.08 The Employee Relations Group (HR-2 ER) in the 
Human Resources Division provides guidance to 
managers, supervisors, and employees who have 
questions about progressive discipline issues, A 
supervisor or manager may consult with HR-2 ER 
for guidance at any stage of the preliminary 
corrective action process but managers must 
coordinate with HR-2 ER before taking any adverse 
corrective action. Before adverse corrective action 
is taken, an HR-2 ER Case Coordinator is appointed 
to facilitate the disciplinary activities until the 
employee either resumes productive work or 
terminates from the Laboratory. 


.09 Depending on the seriousness of the corrective 

action to be taken, division- level management and 
other Laboratory officials in coordination with HR- 
2 ER may be involved in review, recommendation, 
and/or approval capacities. The employee’s line 
management (group- and division-level) is 
responsible for initiating, carrying forward, and 
making final decisions about corrective action. 
Other officials become involved in corrective 
actions according to the severity of particular 
actions. Required levels of participation by these 
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RANGE OF PROGRESSIVE 
DISCIPLINES 


Employment Status 
Changes 


AM 112 

November 16,1996 

Discipline Policy and Procedures 


officials are included in the description of the 
progressive discipline process below. 


.10 In most cases, no single course of action is 

immediately obvious; instead, a range of actions — 
many of which may be acceptable— is available. 

For preliminary corrective actions, consultation 
with group-level line management and with HR-2 
£R should help ensure consistency of application of 
corrective action; for adverse corrective actions, 
review by a Case Review Board is required in most 
cases to ensure that line managers* decisions are 
within an appropriate range for consistency across 
the Laboratory. The range of progressive 
discipline is defined beginning with paragraph .14, 
presented in the order of increasing severity. 

NOTE t Failure to be promoted or the 
termination of a temporary promotion is not a 
disciplinary action. 

.1 1 Except for termination for cause, the use of 

employment status changes may or may not be part 
of the normal progression of disciplinary action. 

The following are changes that the Laboratory may 
implement in an employee’s status, either as part of 
or separate from a given disciplinary action. 

.12 Investigatory Leave — A manager may place an 
employee on investigatory leave status when the 
situation requires immediate removal of the 
employee from Laboratory premises. This action is 
appropriate when (1) the manager has reasonable 
cause to believe the employee has committed a 
serious offense and, for reasons of security, health, 
or safety, it is in the Laboratory's lest interest that 
the employee not remain at work or (2) an 
investigation is necessary to determine whether or 
not disciplinary action such as suspension or 
termination is appropriate. If corrective action is 
then deemed appropriate, it is taken in conformance 
with the provisions tegulating corrective action. 

The employee placed on investigatory leave is in 


leave with pay status. The Department of Energy 
(DOE) must be notified if a period of investigatory 
leave exceeds 30 working days. 
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Preliminary Corrective 
Action 


Adverse Corrective 
Action 


AM 112 

November 15,1996 

Discipline Policy and Procedures 


. 13~ Conditional Employment Status — This is a 

special probationary status, not to be confused with 
the trial-basis transfer or new employee evaluation 
period. This status may be used for employees 
returning from a rehabilitation program or from 
investigatory leave status or may be used when 
withdrawing a memorandum of intent to terminate 
to allow a specified period for correcting 
deficiencies. The conditions of continued 
employment are stipulated in writing, and the 
employee acknowledges receipt and agreement by 
signing the memorandum that outlines the 
conditions of the employment status. The 
provisions of reinstatement supersede all other 
policy, procedures, and conditions of employment. 
These special conditions are more strict and more 
severe than the employment terms and conditions 
generally applicable to Laboratory employees. 

. W A preliminary corrective action is an action taken 
to correct an employee’s unsatisfactory conduct. 

Oral Counseling - An informal discussion 
between the immediate supervisor or manager 
and the employee to resolve problems within the 
work group (see ,18) . 

Written Counseling - A memorandum from the 
group-level manager or higher to the employee 
describing the specific problems, proposed 
solutions, and previous oral counseling efforts 
( see. IS ) - 


.S An adverse corrective action is a disciplinary 
and/or corrective action taken by the Laboratory 
when preliminary corrective actions are considered 
inappropriate. Except for termination for cause, all 
are considered mechanisms to encourage 
rehabilitation. 

Written Reprimand - A formal written warning, 
which is appropriate when an employee fails to 
respond to oral and written counseling or when 
an act of misconduct occurs that is of sufficient 
gravity to warrant an immediate written 
response without prior counseling necessarily 
having occurred. 
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PRELIMINARY CORRECTI VE 
ACTION: 


Ora! Counseling 


Written Counseling 


AM 112 

November 15,1396 

Discipline Policy and Procedures 


Suspension Without Pay (Disciplinary Leave 
Without Pay) - An employee may be placed on 
leave without pay for disciplinary reasons for a 
period of time < 


Demotion - An involuntary reduction in salary 
or aa involuntary reclassification that results in 
a lower salary range. 

Reduction In Pay * A reduction in pay may or 
may not involve a demotion. 

Termination for Cause - Involuntary 
termination of employment for reasons 
established by current Laboratory policy. 


.16 Deleted. 


PROCEDURES 


.17 The only formal approvals required before a 

preliminary corrective action is taken are those of 
the group-level manager. However, supervisors 
may consult with HR-2 ER for assistance before 
and during oral counseling, and managers are 
encouraged to consul t with HR-2 ER before written 
counseling. 


.18 This type of counseling should include 

Definition of the unacceptable conduct. 

The conduct expected to improve the situation, 
and 

Assurance that the discussion is intended to 
avoid the need for further corrective action. 

The supervisor or manager should record the time, 
place, and nature of the oral counseling with each 
employee. 


.19 In addition to the items included for oral 

counseling, the memorandum that constitutes 
written counseling should include the following; 
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ADVERSE CORRECTIVE 
ACTION: 


Case Coordinator 


Written Reprimand 


AM 112 

November 15,1996 

Discipline Policy and Procedures 


An offer by the manager to provide assistance 
or counseling; 

A statement of other Laboratory services that 
may provide assistance to the employee for 
resolving the problem; 

A sentence at the end of the memorandum that 
reads: “I have read, understand, and 
acknowledge receipt of this memorandum;” and 

Employee signature and date lines. If the 
employee refuses to sign the memorandum, the 
refusal should be recorded. However, the 
conditions of the memorandum are still in 
effect. 


.20 The manager must consult with HR-2 ER before 
taking any adverse corrective action. When HR-2 
ER is contacted by a manager for this reason, an 
HR-2 ER Case Coordinator is appointed. 


.21 HR-2 ER appoints the Case Coordinator from 

among its employees. The Case Coordinator is the 
facilitator for all activities related to the case until 
the employee resumes productive work or 
terminates from the Laboratory. The Case 
Coordinator serves as staff to the Case Review 
Board (see .26 -. 28} and ensures that each involved 
organization appoints a representative to serve on 
this board. 


.22 Oroup-lcvel managers or higher issue written 

reprimands in consultation, with the HR-2 ER Case 
Coordinator. The employee does not receive a 
written notice before the written reprimand is 
prepared. A written reprimand must contain the 
following: 

The specific departure(s) from policy, 
procedure, regulation, or conduct standards that 
requires the reprimand; 

Supporting facts and documents associated with 
the matter; 

Action the employee must take to correct the 
problem, including the appropriate time frame; 
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Notice of Proposed 
Adverse Action 


Consult HR-2 ER 


AM 112 

Kovember 15,1896 

Discipline Policy and Procedures 


Statement of the specific time(s) at which the 
employee’s future conduct will be formally 
reviewed and by whom; 

Statement that a repeat occurrence or continued 
conduct problems will result in further adverse 
action that may include termination from 
employment; 

Statement urging the employee to correct the 
problem so that further disciplinary action will 
not be necessary; 

An offer by the manager to provide assistance 
or counseling and a statement of other 
Laboratory services available to help the 
employee, as appropriate; 

A statement of the employee’s right to pursue 
the Laboratory’s formal review procedure; and 

A sentence at the end of the memorandum that 
reads: “I have read, understand, and 
acknowledge receipt of this memorandum.” 
Employee signature and date lines are to be 
included. If the employee refuses to sign the 
memorandum, the refusal should be recorded. 
However, the conditions of the memorandum are 
still in effect. 


.23 A written reprimand is addressed to the employee 
from the employee's manager. The original is 
given to the employee, with copies for group and 
division/program files, the employee's official 
Laboratory personnel file* and HR-2 ER. Written 
reprimands are retained in personnel folders in 
Personnel Records in the Staffing Group (HR-5 
Staff) for 2 years. 


.24 A written notice of adverse action is given to the 
employee before the effective date of a proposed 
suspension without pay, demotion, reduction in 
pay, and/or termination for cause. 


.25 When drafting a formal Notice of Proposed Adverse 
Action, the employee’s manager, with the 
concurrence of the cognizant division/program 
manager, must consult with RR-2 ER. If an HR-2 
ER Case Coordinator has not been appointed, one is 
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CASE REVIEW BOARD: 


Membership 


Key Members 


AM 112 

November 15,1096 

Discipline Policy and Procedures 


appointed. The Case Coordinator ensures that each 
involved organization appoints a representative to 
serve on a Case Review Board and serves as staff to 
the board. 


.26 A Case Review Board must be convened in cases of 
demotion, suspension without pay of more than 2 
days, reduction in pay, or termination for cause 
before a written notice of adverse corrective action 
is given to the employee (see J!g~32). This board 
facilitates the exchange of information and advice 
on the proposed adverse action. A line manager 
from the cognizant division/prograni office chairs 
the Case Review Board. 



Board need not be convened if the manager has 
received approval from HR- 2 ER and from the 
division-level manager. 


.27 Members of the Case Review Board consist of the 
chair, the Director for Human Resources (BHR), a 
staff attorney from Laboratory Counsel (LC), the 
Affirmative Action/Equal Employment Opportunity 
(AA/EEO) Officer, and iinc management 
representatives from the employee’s group as 
appropriate, and the employee’s division-level 
manager. A representative from the Occupational 
Medicine Group (ESH-2), from the Facilities, 
Security, and Safeguards Divi$ion(FSS-15), or from 
other organizations may be included, if appropriate. 


.28 All key members of the Case Review Board or 

representatives (alternates or designees) must be 
present to convene or conduct the business of the 
board. Key members include the chair, the DHR, 
the staff attorney from LC, the AA/EEO Officer, 
and the division-level manager. The presence of 
others is determined by the chair and the Case 
Coordinator. An alternate or designee appointed to 
attend the meeting must be able to make decisions 
as a member of the Case Review Board. 
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AM 112 

- November 15,1996 

Discipline Policy and Procedures 


.29 The Case Review Board meets, arrives at a 

consensus, and recommends an action. The Case 
Review Board is constituted so that required 
approvals can be obtained without additional 
negotiations. The proposed action must be 
reviewed by LC and reviewed and approved by the 
cognizant division-level manager and the DHR. 


Notice Before Effective 
Date 


.30 The notice of proposed adverse action must be 

given to the employee before the effective date of a 
proposed action. 

.31 The notice of proposed adverse action is addressed 
to the employee from the employee’s group-level 
manager through the division-level manager. The 
original is given to the employee with copies for 
the group and/or division file, the employee’s 
official Laboratory file, and HR-2 ER. No other 
copies are to be prepared or distributed without the 
express approval of the HR-2 ER Group Leader or 
of LC. 

.32 A notice of proposed adverse action shall state 
The proposed adverse action, 

The reason(s) for the proposed adverse action. 
The proposed effective date, and 

The employee’s right to respond orally or in 
writing to the cognizant division-level manager 
within the designated number of working days 
after receiving the notice; however, in no case 
will the number of working days designated be 
less than 5. 


Review of Employee 
Response 


.33 Any response received from the employee is 

evaluated promptly by the cognizant division-level 
manager and the Case Review Board, if 
appropriate. 

.34 After the expiration of the response period or after 
evaluation of any response by the employee, the 
employee will be issued cither a Withdrawal of 
Proposed Adverse Action or a Notice of Adverse 
Action. 
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Notice of Adverse Action 


Termination for Cause 


AM 112 

November 15,1996 
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-35 A written notice of adverse corrective action is 

given to the employee as notification of an adverse 
corrective action effective on a stated date. 

.36 A draft notice of adverse action must be reviewed 
by LC, and reviewed and approved by the cognizant 
division-level manager and the DHR. 

EXCEPTION: The HR-2 ER Group Leader, 
instead of the DHR, may approve notices for 
suspensions without pay of 2 days or less. 


.37 The notice (other than a notice of termination for 
cause) is to be addressed to the employee from the 
employee’s group-level manager, through the 
division-level manager. The original is given to 
the employee with copies for the group and 
division, HR-2 ER, and the employee’s Laboratory 
personnel file. No other copies are to be prepared 
or distributed without the express approval of the 
HR-2 ER Group Leader or of LC. 

.38 A notice of adverse action shall state 
The action and the effective date. 

The reason for the action, and 

The employee’s right to pursue the Laboratory 
formal review procedure by filing a form within 
30 calendar days after the employee’s receipt of 
the notice. 

Contact HR-2 ER for further details. 


.39 Only the division-level manager may terminate an 
employee for cause. Requests for termination must 
be coordinated with HR-2 ER. A termination for 
cause requires review by LC and review and 
approval by the cognizant division-level manager 
and the DHR. The division-level manager i$ 
responsible for informing the Director of this 
action. 

.40 The manager may request termination for cause 
through the division-level manager. When 
termination for cause is believed necessary, the 
HR-2 ER Case Coordinator assists the division in 
preparing the necessary requests, preparing a notice 
of intent to terminate, reviewing the affected 
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REMOVAL OF DOCUMENTS: 


Early Removal 


BADGE CONFISCATION: 


CONDUCT OUTSIDE THE 
LABORATORY: 


AM 112 
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Discipline Policy and Procedures 


employee’s response, selecting a termination date, 
and preparing the termination notice. 

.41 The notice of termination for cause is addressed to 
the employee from the division-level manager. The 
original is given to the employee with copies for 
the group and division offices, HR-2 ER, and the 
employee’s Laboratory personnel file. No other 
copies are to be prepared or distributed without the 
express approval of the HR-2 ER Group Leader or 
of LC. 


.42 Records of corrective action filed in an employee’s 
personnel file shall be removed 2 years following 
the date of the document, provided there has been 
no further corrective action related to the original 
or similar action during the preceding 2 years. 


.43 A document may be removed before the scheduled 
date. To effect this action, the organization 
originating the corrective action should send a 
memorandum to LC and the DHR for review and to 
the cognizant division-level manager for approval. 


,44 If an employee’s badge is confiscated, the standard 
administrative process of disciplinary action may 
be used, as appropriate, with the concurrence of the 
DHR. Usually, the employee will be placed on 
investigatory leave (see J2) while the Laboratory 
assesses the situation. The Laboratory will then 
determine whether to reinstate the employee or 
pursue further disciplinary action, up to and 
including termination. (See also AM 702. Security.) 


.45 Certain conduct, involving an employee outside of 
work hours and not on Laboratory property, may 
raise significant concerns about the employee’s 
ability to continue employment. For example, an 
employee’s alleged criminal misconduct may, in the 
Laboratory’s discretion, constitute such a situation. 
The employee’s badge may be confiscated and the 
employee placed on investigatory leave. 
Coordination with LC, the DHR, and HR-2 ER is 
necessary. 
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12/05/2002 12:15 FAX 505 065 0400 STAFF RELATIONS 


®002 


<^Los Alamos 


NATIONAL LABORATORY 

memorandum 


Facilities and Waste Operations Division 


i'ab 19 


TofMS: 

From/MS: 

Phone/Fcx' 

Symbol: 

Dale: 


Peter L. Bussolini, FMU-75, MS E522 
Anthony T- Stanford, FWO-DO, MS K.4 


^T“ 


7-6131/5-8777 
FWO-DO/Q2-08S 
October 31, 2002 


Subject: Notice of Investigatory Leave - AM 112 

Effective Immediately, you ■will be placed on paid Investigatory Leave, pursuant to AM 1 12. The 
Laboratory will commence an internal investigation into the allegations of your misconduct. AM 1 12 
provides for Investigatory Leave in situations where an investigation is necessary to determine whether 
suspension or termination of employment are appropriate, or where art employes is alleged to have 
committed a serious offense and for reasons of health, safety, or security it is in the Laboratory’s best 
interest that the employee not be at work. 

During the period of Investigatory Leave, you must cooperate fully with the Laboratory' 's investigation 
into this matter. You must immediately return your Laboratory badge, all keys to Laboratory facilities, 
cell phone, pager, cryptocard, and any other Laboratory property, including Laboratory credit cards to me. 
Returning your badge does not mean that your clearance has been suspended or revoked. Only the 
Department of Energy has that authority. 

Until further notice, you are not allowed on Laboratory property, with the following exceptions. If you 
need to visit personnel in Staff Relations, Complaint Resolution Services, Occupational Medicine, 
including the Employee Assistance Program, or the Benefits Office, you must first contact Elinor Gwynn 
or Larry Hanson in Staff Relations, 667-8730. If you need to visit the Ombuds Office, you may contact 
them directly at 665-2837. If you have aay questions regarding tins notice or regarding Laboratory policy 
or procedure, please call Elinor Gwynn or Larry Hanson at 667-8730. 


I hereby acknowledge that I have received, read, and understand this memorandum. 


ft 1 Ur £ 

Employee Name 


&A sso SLs 


/Q~ V-o Z 

Date 


Distribution; 

Division files 
HR-SR files 

H. Sprouse, S-OSL G723 
P. Dransfield, S-6, B236 


IN CONFIDENCE 


t 
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12/05/2002 12:15 FAX 505 665 0400 


STAFF RELATIONS 




« Los Alamos 

NATIONAL LABORATORY 

memorandum 

Facilities and Waste Operations Division 


To/MS: Scott L. Alexander, FMTJ-75, MS E522 
Ftom/MS; Anthony T. Stanford, FWO-DO, MS K.4S2 cr 
Phone/Fax: 7-6131/5-8777 
Symbol: FWO-DO/02-084 
Date : October 31 , 2002 


Subject: Notice of Investigatory Leave - AM 112 

Effective immediately, you will be placed on paid Investigatory Leave, pursuant to AM 112, The 
Laboratory will commence an internal investigation into the allegations of your misconduct. AM 1 1 2 
provides for Investigatory Leave in situations where an investigation is necessary to determine whether 
suspension or temoination of employment arc appropriate, or where an employee is alleged to have 
committed a serious offense and for reasons of health, safety, or security it is in the Laboratory's best 
interest that the employee not be at work. 

During the period of Investigatory Leave, you must cooperate hilly with the Laboratory’s investigation 
into this matter. You must immediately return your Laboratory badge, all keys to Laboratory facilities, 
cell phone, pager, cryptocard, and any other laboratory property, including Laboratory credit cards to me. 
Returning your badge does not mean that your clearance has been suspended or revoked. Only the 
Department of Energy has that authority. 

Until further notice, you are not allowed on Laboratory property, with the following exceptions. If you 
need to visit personnel in Staff Relations, Complaint Resolution Services, Occupational Medicine, 
including the Employee Assistance Program, or the Benefits Office, you must first contact Elinor Gwynn 
or Larry Hanson in Staff Relations, 667-8730. If you need to visit the Ombuds Office, you may contact 
them directly at 665-2837. If you have any questions regarding this notice cr regarding Laboratory policy 
or procedure, please call Elinor Gwynn or Larry Hanson at 667-8730. 


I hereby acknowledge that I have received, read, and understand this memorandum. 



Hh ic>o 

Employee Name 

Date 


Distribution: 

Division Sles 
HR-SR files 

H. Sprouse, S-OSL G723 
P. Dr airfield, S-6, B236 


ES CONFIDENCE 


PCF02251.00" 



420 


"•Los Alamos 

NATIONAL LABORATORY 


Facilities and Waste Operations Division 
P.O. Box 1663, K492 
Los Alamos, New Mexico 87545 
(505)667-613 lph/(505)665-8777 


Tab 20 


Date: December 17, 2002 
Refer To: FWO-DO/02-104 


Via Certified and Regular Mail 

Mr. Scott Alexander 
P.O. Box 894 

San Juan Pueblo, NM 87566 


Subject: Final Notice of Adverse Action - Termination for Cause (AM 112) 


Dear Scott: 


I gave you the proposed notice of adverse action on December 6, 2002. The proposed notice advised 
you that you had until December 16, 2002 to present any relevant information as to why this action 
should not occur. I did not hear from you; therefore, as of 5:00 p.m. on December 17, 2002, your 
employment with the Laboratory was terminated for cause. In accordance with AM 102.13* you will 
not be considered for reemployment at the Laboratory for seven (7) years from the date of your 
separation. 

Pursuant to Laboratory policy, you have the right to file a grievance concerning this action within 
thirty (30) calendar days of your receipt of this document. Should you wish to avail yourself of the 
Laboratory’s complaint resolution process, please contact the Complaint Resolution Officer, Sharon 
Hickey, at 665-63 11. 


Yours truly. 



FWO Division Leader 

Cy: FWO-DO File 

Staff Relations, P126 
LC/LEL, A187 
Personnel Records, P235 
Paula Dransfield, S-6, B236 


LANL 01315 


An Equal Opportunity Employer / Operated by fee University of California 
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• Los Alamos 

NATIONAL LABORATORY 


Facilities and Waste Operations Division 
P.O. Box 1663, K492 
Los Alamos, New Mexico 87545 
(505)667-613 lph/(505)665-8777 


Date: December 17, 2002 
Refer To: FWO-DO/02-103 


Via Certified and Regular Mail 

Mr. Peter Bussolini 
248 Canada Way 
White Rock, NM 87544 


Subject: Final Notice of Adverse Action - Termination for Cause (AM 112) 


Dear Pete: 

I sent you the proposed notice of adverse action on December 6, 2002, The proposed notice advised 
you that you had until December 16, 2002 to present any relevant information as to why this action 
should not occur. On December 10, 2002, you provided me with additional information, but after 
considering this information, I decided that the termination decision would stand. Therefore, as of 
5:00 p.m. on December 17, 2002 your employment with the Laboratory was terminated for cause. In 
accordance with AM 102.13, you will not be considered for reemployment at the Laboratory for 
seven (7) years from the date of your separation. 

Pursuant to Laboratory policy, you have the right to file a grievance concerning this action within 
thirty (30) calendar days of your receipt of this document. Should you wish to avail yourself of the 
Laboratory’s complaint resolution process, please contact the Complaint Resolution Officer, Sharon 
Hickey, at 665-6311. 


Yours truly, 



FWO Division Leader 

Cy: FWO-DO File 

Staff Relations, PI 26 
LC/LEL, A187 
Personnel Records, P235 
Paula Dransfield, S-6, B236 


LANL 01316 


Ac Equal Opportunity Employer / Operated by the University of California 
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martinez_eric_o@lanl.gov, 04:21 PM 11/6/2002 +0000, Fwd: Mesa Equipment 


To; martinez_eric_o@lani.gov 

From; Barbara A Martinez <bam@ianl,gov> 

Subject: Fwd: Mesa Equipment 

Cc; 

Bcc; 

Attached: 


What are your thoughts on this? 

X-Sender: u0966l 7@bus-maii.lani.gov 
X- Mailer; QUALCOMM Windows Eudora Version 5.1 
Date: Wed, 06 Nov 2002 17:09:29 -0600 
To: David Hettich <dhettich@lanl.gov> 

From: John Hernandez <hernandezJohnJ@lanl.gov> 

Subject: Fwd: Mesa Equipment 
Cc: strickier_r_f@tani.gov, vjb@iani.gov 

Stan, 

As I told Dick, I forwarded Dennis' request to Barbara for initial replies. Her comments are found 
beiow in blue. I’ve added my comments in red. As Barbara says, !’m surprised Dennis is asking 
these questions - ! thought he already knew. 

Let me know if you or Dennis need anything else - 1 will be here this evening. 

X-Sender: bam @popm aii.esa.lani.gov 

X-Matier: QUALCOMM Windows Eudora Version 4.3.2 

Date: Wed, 06 Nov 2002 14:22:44 -0700 

To: hernandezjohnj@lani.gov 

From: Barbara A Martinez <bam@!ani.gov> 

Subject: Mesa Equipment 

John, 

Wasn't this communication relayed to Dennis or is this a first for him? This morning's article 
should have never caught him off guard. If you remember correctly these issues were 
addressed & discussed in the meeting between you. myself, Vern, Stan, Dick and Stephen on 
August 1 , 2002. 

X-Sender: U087894 @bus-maii.lanl. gov 

X-Maiier: QUALCOMM Windows Eudora Version 5.1.1 

Date: Wed, 06 Nov 2002 1 1 :27:49 -0700 

To: dhettich@iani.gov, hernandezJohnJ@ianl.gov 

From: Dennis Roybat <roybal_dennis_a@iani.gov> 

Subject: Mesa Equipment 

Cc: Vernon Brown <vjb@fani.gov>, strickier r f@iani.gov 

LANL 04841 


Printed for 
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martinez_eric„o@ lanl.gov., 04:21 PM 11/6/2002 +0000, Fwd: Mesa Equipment 


By now, you may have seen the article in the ABO Journal about the three arrests at the Lab 
regarding purchases (some from Mesa Equipment). I need a few things answered and then 
perhaps a meeting: 

1 . Did we ever question items that were being purchased that were outside the scope? Yes, on 
many occasions we personally questioned items that were being purchased. There is written 
justifications in the file from Scott Alexander. You and Stephen questioned him via a 
teleconference call about the fishing equipment/waders and other personal looking stuff. Scott 
told you they needed the equipment to wade into a low level contaminated pond, about 2 • 4 
feet deep at one of the technical sites, in order to take measurements. 

2. Did Mesa Equipment ever bring this to our attention? Not that we our aware of. Mesa 
Equipment has communicated to us that they were not aware of what was transpiring. Mesa 
never notified us about the questionable items, in our meeting with Robert Garcia yesterday, 
he explained that requesters, like Scott A, told him the equipment was needed on an 
emergency basis because he was setting up a Command Center (this was after 9/1 1). and it 
made sense to them, i believe Robert even said that another group/requester had set up 
command centers before, like after the Cerro Grande fire & rushed various orders through 
Mesa. He was told to deliver the items that day or within 24 hours. 

3. What procedures/internal controls have we put in place to prevent this from happening 
again? The contract was set up as a standard Blanket Order Agreement (BOA) contract. One 
thing that we could have done was audit Mesa Equipment more frequently. However, even if 
we would have performed this function, some of the purchases in questions had immediate 
justifications. 

To be honest if there is a conscious conspiracy internally between employees with an Intend to 
commit theft/fraud we can only hope to minimize this action from happening again. In this 
situation there was dual control break down between Scott Alexander & Peter Bussolini fi.e. 
the cat is watching the hen house). 

It has been put in writing to Mesa that they wiil do the foliowing: 

1 . All deliveries will be done through the SM30 warehouse - no exceptions. 

2. NO products are to be delivered that are not within the scope of work. If a requester insists. 

they are to procure it through the PR process. 

3. NO product wiil be delivered that is already available through the JIT contract. 

4. NO releases to exceed S2.5K without the approval of the contract specialist. 

There is another condition, but I can't remember it. Steve is out on vacation the rest of the week. 

and given that Imust respond before COB today, i will look through his office for the contract and 

have this information available if you want to meet. 


4. What is the status of the Mesa contract? 

The contract is currently "frozen" with zero dollars available. Mesa has been instructed, in 
writing, to direct any business through the purchase request process. Robert Garcia met w 
Steve Lopez, contract administrator and myself, yesterday, to ask if we would allow the use 
the blanket for specific, within the scope of "industrial equipment," releases (and add funds), 
toid him we would have to request Group Leader approval, in light of the current investigation 
and breaking news. I also made it clear to Mesa that we would not alfow the ordering of any 


2 

LANl 04842 
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marline 2 _eric J o@ tanl.gov, 04:21 PM 1 1/6/2002 +0000, Fwd: Mesa Equipment 


products that are on any JIT contract - be it Frank's Supply or otherwise. 

5. How exactly did we get to $2.7M? 

That would be my responsibility. Barbara Martinez processed the modifications and submitted 
them to me for review and approval. We (Barbara & I) were caught by surprise with the 
amount of monthly business that Mesa generated. Being that every release was a recharge 
back to each group/requester, we were not obligating a firm fixed dollar amount to the blanket - 
only a "ceiling threshold" that procurement believed was sufficient to cover the monthly 
amounts. These amounts were estimates based on past historical usage from Mesa, but we 
did not take into consideration the fact that past historical numbers were for JIT subcontracted 
work through Frank's, and did not include direct business. 


6. How exactly were items purchased under this contract? Who was authorized? As in JIT or 
LVA's any requestor has the authority to make purchases via this contract. Scott Alexander 
was an authorized procurement person. 

Also, most if not all requesters, have S5K signature authority. We checked the SAS system & 
verified that, for example, Scott Alexander has this authority level to purchase chemicals & 
"purchase items/sign". We checked a few other requesters’ signature authorities & found the 
same. Some have even higher authorities, like S5K for chemicals and S25K for the second 
category. 


I need this information as soon as possible, but no later than COB today. 
Dennis 


HAVE A GOOD DAY! 


Barbara Martinez 
Procurement Contract 
(505)665-5695 (phone) 
e-mail: bam@lanl.gov 
“5" Schedule 


Specialist 
(505)66S-0S34( fax) 


LANL 04843 
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Tab 22 


Los Alamos 


Personnel Action Form 

This form may contain personal information 


Z Number 

Name (Last, First, Middle) 

Name Change ONLY (Last, First Middle) 

Date Prepared [Effective Date i 
! } ■ 

0973/0: i £9/ aji ft 2- 

t 08469 

RODRIGUEZ CLARISSA P 



Choose the appropriate boxes below. Type of Acti 


Job Number 

O Initial Offer 

O Trial Basis Transfer 

o Revision ot Offer 

O Withdrawal of Offer 

O Re hire 

0 Rejection of Offer 

i /-\ Change of 
| Station 

Termination 

O Annual Merit Increase 
O Interim Merit increase 

O Reclassification 

O Directed Transfer 

O Reorganization 

O Functional Transfer 

O Other 


Line 

No. 

Item 

Description 

Present Status 
(ah relevant information) 

Proposed Status 
(changes only) 

1. 

Organization 

NIS-6 


2. 

Codes 

Cost Center j Organization Code! Job Code 

SP060Q j 8P0600 | 74534 

Cost Center Organization Code j 

1 

Job Code 

3. 

Classification 

Series j Level 

OS ] 04 

Series [ Lcvc! 

A. 

Job Title 

i AC! ng Date Expires 
SECRETARY 4 ; Q 


Acting Date Expires 
□ 

5. 

Pay Status 

1 Date E xpires 

FULL TIME I 


Date Expifes 

6. 

Type of 
Appointment 

! Date Expires 

REGULAR | 


Dale Expires 

7. 

Work Schedule 
(Part-time Only) 

% 

% 

8. 

Base Pay 
(Annual Rate) 

S 3 C 5 n ■. 1 00 /year 

/year 

9. 

Shift 

Differentia! 

Differentia!: % 0 Gear 

□ilterential % /vea . 

10. 

Total Pay 
(Annual Rate) 

S5i«w0u < >C ar 

/year 


Remarks ^ 

"^c.s'i ^ n <cHo h in fe u d i *5 iA ti- . No *“■ \or 5 c v cn 

TIg U'Vlonr v <V'VC ■ 

Approved By 

Name & Job Title (typed' Signature j Date 

Proposing Manager 

(Grp Ldr/Div Dir/Pgm Mgr/Dir) 

L^rry Usscr. 1 , NIS-f> Gro.p ^‘‘^3 € J 9fcZ/oO~ 

Approving Manager 
(Div Dir/Pgm Mgr/Oir) 

Houston! Hnukm.. Dn‘:i> (f/> [ ? ^ , (/ ' ‘Tj ZPf O?}' 

Medical Approval 
(if required) 

/ 

Other 

| 

Human Resources 
Representative 


Human Resources Use Only / Q T 


Job Title 

Orqamzation 

■ Termination 

i Date Worked m 

Change Reason 

Change Reason 

s Reason 

' HR Records : 

Change of 

Expiration 

i Organization 


Station Code 

Date 

j Assignment 

1 

Salary Change 

Reason 

Evaluation 

Degree 

I Evaluation 
i Field 

1 Year Bachelor's j 


Form 1071 (6/97) 
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Los Alamos 

NATIONAL LABORATORY 


Conference Attendance Request Form 


This form was developed for compliance with DOE Order 1 10.3. Conlerence Management 


Traveler Name v 

niartssc Q’cA'r 

, c/iux? 

Z Numoer - Requested B> 

iC X <4 4-1 C; 1 

'Cost Code 

XPo<c> .. 

Program 

xe 

3oae ( Cosl Account 

R€> _ 1 6o.^^ 

WorK PaCKaoe j 

c >ri--X ! 

Conference Location 

uCaS Ktevi acia^ 

Conference Dates: from 

il- IW r to M - l X - '1 

Official Conference Sponsor 

■Am A 

Official Conference Title ^ ^ „ 

.. k. AfrhisinJi/W&ite ( A A LllJLL'2 

Purpose of trip (attendee, participant, speaKer, presenter, etc.) 

□ Speaker O Facilitator 3 Presenter 3 Organizing 

3 invited Speaker 3 Session Chairman (3^aniciDant 3 Other 

Committee 

Estimate Cost o! Tup 


Approvals/Concurrenpe 


Line Manager 

A 1 

Date .- , 

9//*/o Z, 

Division Directory 



Date 

V/Z Z ^<5 ^ 


1841 (6/01) 


LANt 03591 
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INVOICE 


.Invoice No. ■ ' 141135 

Confirmation No. J ' .0707-15 . 
Invoice Date ' - .. 27-AUG-02 
Customer No. .. 1311761 ‘ 
Purchase Order No.^.- • . . 



oi eoual or lesser value In fairness lo all are naee s ccrr-tne e c a" . . y s * '>■: z n« ar.cr>; in.s s yyasticc 
session are «at>ie lor 1 00 percent of line enema: r-: j:s:ra!i y let 


' ms clarissA'rooriguez . 

• SECRETARY V* ' '■ ‘....C ■■■■■ 

LOS ALAMOS NATIONAL LABORATORY . 
'' MSCJ562 : 

'PO BOX 1663 '■ ■ 

LOS ALAMOS, NM 87545 - . 





NET INVOKE . ~S 169500 ' 

ACLIUST/.*-\T> ' $00 

PAYK‘tW> SOO 

BALAA'C-' [>U:. S1.695.00 - 

TERMS: NET CASH 


Plea&e relnr to the INVOICE and CONFIRMATION 



MM yi American Management 
Association® 




fe»000001Ml,135000D00001b9500S 


i-ANL 03592 
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i MM A American Management 
wMmwwMM Association* 

P.O. Sox 169 

Saranac lake. New York 12983-0169 
Phone *00-262-9699 
Fax 518-8910368 


CONFIRMATION 


Participant 


MS CLARISSA rodr.gje; 
SECRETARY 

LOS ALAMOS NATCH. LATORA" OR ■ 
MSCJ56Z 
00 BOX 1663 
LCSAHVO; N>.'='54f 


Your current Registration Status is CONFIRMED Confirmation Hamper C'CrtS 

Date ; : .fiuO -c : 

WeetngNunoer j 04251233 : Invoice Nwnbei t 

Purchase Order Number 


Title j TECHNICAL PROJECT MANAGEMENT 




i FLAMINGO LAS VEGAS 
| 3555 Las Vegas Blvd South 
j Us Vegas. NV 89109 
i 17021733-3111 
i 00 Miles From Airport To Facility 


Registration Date a 


Meeting Stan Date ant) ~ 


Meeting End Date and Time 




MS CLARISSA RODRiGUEZ 
SECRETARY 

LOS ALAMOS NATIONAL LABORATORY 

M3CJ562 

POBOX 1663 

LOS ALAMOS, NM 67545 




Transters/Suhstitutions: 


seminar begins li you »■ ; r- r ■■■•; v. -> r-: ?- 

receive a cress! to use ,v <• m n r : * t . : - • - ■ i .. ■ 
o Sendees, confirmed c .in : r '"' : cr. i-'-'-r t ” ■ 

100% o! the ongtna- rep 


Guest Room Reservations: 


ol the preferred bo'e; 
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l!! 


ii wvi*i lW 


EMCE" 


Los Alamos National Laboratory 

A 'onprohfersuor. and Internationa ; Security (XJS/Dr. :<v: O/’tcc 
P.0 Box 16' MS r^SO 
Telephone : ; 0 : ~ i 2 

Foes imilc 1 5 id ■ n n ■ — * 0 '■* 


facsimile transmittal 


o' K- L it» 


f«: CU5-C^ :U 


From: Q. /Wo*W 


Date O 9 - 1 4 - 0 Z_ 


Re: Copxj C-Utci; 


( incA CVf 


s^V) 


□ Urgent □ For Review 0 P lease Comment C Please Reply D Please Recycle 


Ktn 




Co 
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(I } Type of incident j (2} Type of Report 

Embezzlement and Theft, j ® !l1!tiai 

USC, Title 18. Chapter I o Supplement 

3 1 , Section 64 1 


, Lei vc. Kenneth 

) Home Address or LaNL Work Locatioi 

I 

j TA-3 Bldg. 61 room S260 


p 

A 

L 

: Work Phone No. 

; 7-1346 

Other Phone No. 

LANL Cell Phone and or Beeper No. 

S 

Name #2-Last, First, Middle 

Montova, Comora 


i z* 

1 092667 


Home Address or LANL Work Location 

TA-3 Bide. 43 room A160 




Work Phone No. t 

Other Phone No j 

LANL Cel! Phone and.or Beeper No. 


I 5-2183 

(10) j Name SI -Last, First, Middle 


I j Home Address or LANL Work Location 


E ! Name#2-Last, First, Middle 


Home Address or LANL Work Locator 



(11) Names! -Last, First. Middle 

Rodriguez, Clarissa 

o — — — — . .. 

Homs Address or LANL Work Location 

p P.O.Box 61 5 Chltnayo, NM S7S22 

g Work Phone No. .'Other Phone No. j SS No 

c ! 

T 333-4902 ; ! 

S Name * 2 -Last, first. Middle 

Home Address or LANL Work Location 

Work Phone No./Olher Phone No. i SS No 


! (12) j Susp. Q j Coior i Yea 

! V ] Princ. O j j 


H 1 Vehicle Identiii canon No. (V1N) 
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On 9/20/02 Ken Leivo Z2174608 contacted the Office Leader of OS1 regarding a possible case of misappropriation of 
funds involving Clarissa Rodriguez Zr 108469. On 9C3/02 Inq. Mullins contacted Mr. Leivo regarding the 
information that he had concerning this activity. Mr. Leivo stated that he had some information regarding this issue 
but Cammie Montoya ZS092667 had conducted a thorough inquiry into the incident and she would have additional 
facts. Inq. Mullins left several messages for Ms. Montoya on 9 23. 02 regarding this issue but was ur.abie to make 
contact with her. 

Mr. Leivo stated that after he and Ms. Montoya confronted Ms. Rodriquez about the irregularity she agreed to divulge 
all the information regarding the incident. The irregularity deals specifically with funds that were earmarked to pay 
registration fees for other N1S employees for an upcoming conference. As part of her job Ms. Rodriguez obtains 
funds for travel related activities and then distributes the money to the individual employees or pays the travel related 
costs. In this incident Ms. Rodriguez was given information that the trip cost would be in the amount of six hundred 
dollars (5600.00) but had not been given final approval. 

In May 2002 Ms. Rodriguez, using the information for this trip changed the total amount to eighteen hundred dollars 
($1800.00) and self approved the funds. Ms. Rodriguez then obtained a LANL check issued in her name for the total 
amount and cashed it by placing it into her personal account. Mr. Leivo confirmed that it was common for LANL 
checks to be made out to Ms. Rodriguez and other employees who were tasked with obtaining funds for group travel 
related issues. The approval for this trip was given in July 2002 for the intended amount of six hundred dollars 
(S600.00). The final approval was given by Ms. Rodriguez's supervisor. 


On 9/23/02 Ms. Rodriguez met with Mr. Leivo and Ms. Montoya and confessed to them her involvement in this 
irregularity. She freely informed them that she changed the check amount and approved it without her supervisor's 
knowledge or consent. At the conclusion of this meeting Ms. Rodriquez was informed that her employment with 
4L was being terminated for cause effective immediately. 
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According to Mr. Leivo after being told of her termination Ms. Rodrigue: wrote a personal check : 
SIS00.0Q in order to reimburse LAM. This check was accepted by Mr. Leivo and Ms. Montoya o 
s. Rodriguez instructed them not to attempt to deposit her check until 9 2~ 02 because a: the rres 
insufficient funds to cover the amount in her persona; account. A'hen Inc. Muilms questioned thus 
Leivo stated that Legal made the decisions in this type of incident and would handle things thorn th 


Because OSI was not involved in the 
any interview with Ms. Rodriquez or 
suspected federal crime. 
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Event Number: 3S3-02 
Date of This Report: 9/2- 
Date of Event: 9/20/02 
Inquirer: Glenn A. Walp 
Page 1 of 3 

asking me to re-eonLact him (message taken by a member of OS1 staff). At or about 1 0 ? 5 same 
date, Mr. Gene Tucker, S-Di vision, came to my office and advised he received a telephone 
message from a Ken Leivo who stated that a possible cnme had occurred at NTS concerning 
misappropriation of federal funds, and that I was to contact Leivo concerning this matter. 

1 contacted Mr. Leivo on September 20. 2002, exact time unknown, at which time Mr. Leivo 
stated, in part, paraphrased, it appears a Clarissa Rodriguez who works for us misappropriated 
funds in the amount of $1,800.00. She changed the numbers on a form from S600.00 to 
$1 ,800.00 then got the money, and took it for her own use. HR here at N1S has been doing an 
inquiry on this. 

Mr. Leivo was asked at that time whether NTS does their own inquiries on federal crimes, and 
why didn’t they contact OSI first on this matter. He said he did not know. He also stated that he 
wanted to make sure that if we interviewed Clarissa that it would not affect the other "things" we 
(OSI) were doing there. I commented that 1 didn't know what he was talking about and that we 
would gladly interview the subject on this criminal matter. 

Mr. Leivo was told at that time, by me, if what he told me was accurate we are talking about a 
federal felony crime. He was directed at that time to ensure NTS, with specificity members of 
NIS-HR, stand down on all their activities concerning this matter and that an OSI inquirer would 
contact them on Monday for appropriate inquiry action. 

On September 20, 2002 shortly after my conversation with Mr. Leivo I assigned this incident to 
SS James Mullins. SS Mullins was directed to contact Mr. Leivo on Monday. September 23. 
2002 and conduct a full inquiry on this alleged criminal matter, that appeared to be a violation of 
federal law-, a felony. 


1 
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Tab 24 


Personal Notes of Glenn A. Walp 


On September 20 Walp receives notice of the federal felons' case mvolvine Clarissa 
Rodriguez. Walp assigns the case to James Mullins 

On September 23 Mullins is ad' ised b> Kenneth A. Lcivo. H.R - Staff Relation' trial 
Rodriguez was allowed to pas back the money and resign; therefore tne case ssa' closed 
predicated on directions of Lab counsel Tucker is immediately advised b> Walp and 
Mullins of the impropriety. Tucker concurs that there is an impropriety and that Wain 
and Mullins should stand down on the inquiry until he discusses this with Frank Dickson 

A meeting is held on September 24 in the a.m between Gene Tucker. James Mullins and 
Walp in the office of Tucker to discuss the Clarissa Rodngucz case 

The first thing Tucker brought up m the meeting was that LANL received contaci from 
the FBI who indicated that the FBI is taking the Mustang case to the U.S attorney to 
determine if they will prosecute On the TA33 issue the U.S attorney is evaluating 
whether a wire will be used. The GAG case was taken over by the FBI We needed to 
package all the information on the GAG case and prepare a memo indicating that we had 
gone as far as we could on the case and needed FBI involvement. 

OS1 was to support the FBI in all these 3 cases, and keep Gene informed so he can keep 
Frank informed. 

Concerning the issue with Clarissa Rodrigue.-. Gene said that Frank Dickson knew 
nothing about this. Gene then got Frank Dickson on the speaker phone, advising Frank 
that he was on the speaker and that Janie 1 ' and 1 were present By statements nude bv 
Frank Dickson it was obvious trial Frank Dickson already knew about lifts case because 
Gene said S600.00 and Frank corrected him and said, no n was 5IS0l> Hence, although 
Gene told us that Frank did no; know anything about the Rodrigue.- case it was obvious 
that in fact. Frank did know Frank slated he assumed that H.R alrc.tdv knew about this 
case before the Friday they contacied OSI 

After the conversation ended Gene said in a disjointed manner, in HR (here is a Phil 
Kruger who is a deputy; it is unknown who Gene mean! but he said that a person told 
Rich .Marquez about the accepting of restitution bv Kruger and that Marquez about went 
to his knees, and because of Kruger accepting the resutuiion settlement ihev are going to 
crucify Kruger. Someone. I'm not sure who he meant by this, but someone apparently 
said that by them contacting OSI on Friday, that was their official notification io us 
Gene said this was sick reasoning that that would he our official nonfic.uion io get them 
off the hook from contacting us when this incident started a long tunc hctorc and they 
should have contacted us immediately 

Gene directed that James and I interview Phil Kruger, and find oui what he knows, how 
long he was involved. 
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Personal Notes of Glenn A. Walp 


On September 24, 2002 at or about 1400 Gene Tucker called me on the phone and a>ked 
if I was available and he said he would be over in a few minutes: I said yes Mr Tucker 
came in and stated that he is still concerned as to exactly when the C'iu ris>a Rodrigue/ 
case was brought to the attention of NIS personnel, also, when they started their inquiry 
Because according to Mullins the man told him on Monday that they started their inquiry 
some time ago. I told him 1 need to get James because he was the inquirer invoked and 
to the best of my recollection when James was talking to someone in that unit they said 
they were working on it for some time i then brought James into the office with. Mr 
Tucker and me. Mr. Tucker directed that we give him information because he had a 
meeting tomorrow with Frank and whomever else on this issue. Mr. Tucker stated that 
his desire was to try to convince them to try to do the right thine 1 agreed, that's what 
needs to be done, stating, report it to the police: he agreed. He said it appeared that Frank 
was going to have this meeting and then may turn it over to the I.G. He stated that he 
didn’t want inquirers {meaning any member of OSh doing any thing else on this ca^c 
conducting interviews or whatever, but he would rather an investigator come in trom the 
outside to ask all the questions from the appropriate people to find out exactly what 
happened. He directed that James and i arc to stand down on this inquiry and not do 
anything. It is to be noted that the day when this wa> brought to his attention on Monday, 
he also directed that James and 1 were not to do anything on the case any further, 
interview anybody or whatever, other than hi> comments regarding Kruger and Commora 
on Tuesday, and how' we should interview them He attempted to get James Mullins and 
me to attend the meeting with Frank the next day At first 1 thought he was just inviting 
me and I advised him that 1 would prefer if 3 did not have to go to the meeting because 1 
disagreed with the processes that were mvohed to that time. 1 would give him ail the 
information that he needed for the meeting however i told him at that time that 1 felt 
very' uncomfortable getting my direction from a person ! already know- is a liar from past 
experiences, of which Gene knew about, and ako based upon the confession of Phillip 
Kruger that Frank may be involved m a federal complicity act and therefore 1 had a very 
difficult time dealing with having a meeting with him because of the ethical and possible 
criminal issue. He then indicated that Jame- would go with him and 1 said no. if Jame> 
goes then 1 go: he’s not going alone Then he -.nd. m>. neither one o; you need to go. just 
give me the information that you have and it would be revoked at I rank T ievel 1 
commented at that time, regardless of any nod;, invoked sn complicity we arc >ti!s dealing 
with an apparent confession to a federal crime and I am not sure why we are even 
standing around here talking about having a meeting h would he like Jame^ conlcssing 
to me that he just murdered ho wile and I'm '•unrig around ^.iyi ng what do 1 do now 
Gene said, well there's a big difference between SImmi and a murder, winch I agreed, 
however it is still the issue of a federal crime that we're talking about The 1' S Code 
states, anything of value is a felony, a federal crime. ! advised Gene that it doe wiT make 
any sense that a crime has occurred, which we all know about and yet no one from a law 
enforcement agency has been contacted lu investigate the crime At that time Mr Tucker 
left and James and I began to prepare the OS1 reports to this case. 
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He commented that this area ts MS; this is where they just lost the flash cards This i> 
also the area where they lost the hard drnc but then they found it behind the Xerox 
machine, and now this same NTS has failed to notify us on a federal crime that the\ knew 
about, and settled the case on their own without telling us. Gene said that this unilateral 
action by HR accepting this was wrong and it was a enme. He wanted us to interview 
Kruger to find out when this all started, when they first got involved in this, and what wa> 
going on. He recommended that we have Commora Montoya standing bv in an office 
after we interview' Kruger so that w e could then interview her to find oul what w ent on 

At that time Walp told Tucker, well when we get all this information together one thing is 
certain we have a federal crime if the person truly confessed to that federal crime, 
regardless of any complicities that ma_\ have occurred thereafter. 1 asked Gene what 
happens to it then. Gene said everything will be delivered to Dixon and he will 
determine what will happen, what action will be taken. Gene said that Kruger knew 
about it Friday because Kruger talked to Gene about it on Fridav Much discussion 
occurred regarding Miranda warnings that if Kruger was involved in complicitv of this 
felony crime that a lot of them may need warnings. Gene said H is unknown at this time 
how far this complicity went up the chain It was agreed after much discussion, that OS1, 
meaning James and 1 should interview Kruger and Commora without the warnings at this 
time (meaning we didn’t need to bring in a law enforcement agenev vet - to give 
warnings). 1 then went buck to my office and this is when 1 had the telephonic 
conversation with Mr. Kruger concerning the situation 

] called Phil Kruger about 1 1:30 with James Mullins in the office with me. At that time 
Phil Kruger admitted that it was under his direction that he directed Commora Montoya 
to take the check from Clarissa and let her resign. We had prcviouslv heard that she was 
fired but Phil corrected me saving, no she resigned Kruger took all the blame for it and 
said it wasn’t Commora. and that it was under his direction He didn’t sa> at that lime 
that he talked to anybody else on this matter Kruger became angry when 1 told him 
about having Commora standing by m a room but she needs to know that this mav 
involve a felony federal crime and does not really have to talk t» us and can leave 
Kruger said, what do you mean a federal crime" You arc not blaming Commora for this. 
I did it. He then became extremely upset and he said, did you know that 1 lust came from 
a meeting this morning with Frank. Gene and myself and Frank |ust said there was no 
problem with what 1 did" Frank .->uid he docsr.'l have a problem with what I did even 
when they were discussing that there was the possibility of a federal crime Frank told 
him this is pan of the process; restitution is pan ot the process, you can do it. vou can do 
anything you want and let her resign and just let her pay without telling anvbodv else, 
you did everything right. Frank said the only tiling 1 had to do is keep a copv of the check 
and everything is okay. At that time Phil and I agreed that it probably would not be good 
to interview him or Commora until 1 talk to Gene since 1 lust found out about Gene heme 
involved in a meeting with Frank where Frank gave certain direction bui Gene had nol 
told me about it, and yet there was the possibility of federal felonies now being involved 
by Commora, Kruger, Frank Dickson and possibly Gene 1 immediately told James, who 
was in the room with me. what Kruger had just said 
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1 then called Gene with James Mullins in the room, and told him what had iu>! isoro: 
that Kruger had just confessed to hi> complicity in a federal crime and also :mp::c.dde 
Frank in that crime 1 also toliJsmi that Kruger told me that the three o: mem w ere :.>• 
in a meeting and discussed all thi> Gene then stated. "Yes. Glenn. Frank is inUri'co m- 
is implicated." Frank did give that direction to Phil and told him it w as ok.i\ to ire: he: 
just pay restitution. Gene admitted that he was in that m&aing I asked mm, «•:. : 

he tell me and he said well 1 car t tel! sou everything Gienr. it is to beaded tn.u m 
meeting before that Gene told u~ nothing about Frank. Kruger and him heme m .: mcetm.e 
or knowing that these conversations look place Gene admitted he was m a meetm.c .m.: 
he also heard everything that Frank said and confirmed what Phil Knave: sum v. n.u i 
said, and then made the comment. "Yes. Glenn, the;, have also implicated me " ucr-.c 
said. “Stand by until 1 cal! Frank " 

Gene then called me back and said "Frank is circling the wagons"; he wants Us io have a 
meeting tomorrow with all of us and we'll talk it over and probable tum n ov or in the f| i 
because the FBI won’t accept anything under S 100.000 I told him about lire Mustang 
case: that the FBI accepted it under Ssd.nun and about 20 seconds inter he said. "1 know 
the FBI can accept a case even for S! f'O". At that time 1 told Gene that then are detune 
me involved in something that 1 didn't appreciate, and it has crossed the line or ethics 
That is. I have knowledge of the possibility of a tederji crime occurring trial involves 
high administrative personnel ir. L-WL to include H K . ana t tie chic: cuimse!. ami now 
people are talking about having meetings a- lo w hat lo do 1 told him 1 have worsen loo 
hard for my reputation and 1 woyid rue be involved in these shgrtarueari' lor auvbodi a; 
LANL. 1 also told him they bene' report this to a police agenev or. i; neee.ssarv I w ill lv 
to Whistleblowers to report this, and Gene said, "please Glenn, don't do that ' Uiiiciai 
OSI Incident Reports have beet; -armincc or. th:- .u-r bv Mullin' am: V. .dr lv»ovi, 
the peripheral impropriety dealing' bv Imser. Ikshsom and Krone: j> c.ar:::ed in liie 
notes of this report, were no: piace.i ::: the rervr. 7 he. wci. rva...: m the 

official report because of ere;, rrr.- rw 7’. .up am: M.d.m- if, a:. im.rm.mo:: would be 

removed from the report by linker Thar tire :..c: lira: 7 when I'nk-o::. am: Kruger 
are possible felony suspect' if. tin - mailer, arid :: was no: uncomm, ■: ror I w hair 
controversial issues remov e,.: i mi report 
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kruger@lanl.gov, 12:10 PM 12/23/2002 -0700, Clarissa Rodriguez 


Tab 25 


To: kruger@lant.gov 

From: Lawrence W Hanson <iwnanson@iant.cov> 

Subject: Clarissa Rodriguez 

Cc: 

Bcc: 

Attached: 


Phil, 

FWIW, i can recall several cases a? both UCS" and LBNL where we acceotec '■es.cma; c~s - 
similar circumstances even m cases where :t was not clear tna* we would ce: me c=;-. 

Clearly, if we could be rid of a problematic employee, mat was the priority. There was v-r, w a% -o 
thought given to NOT accepting me resignation, men terminating me employee arc runnm c me 
risk of the action being contestec 

Larry 


Printed for 


LANL 03585 


1 
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Tab 26 


Los Alamos National Laboratory Office of Security Inquires 


Date: 08/19/02 
Event: 02/96/02 

]nq:StevenL.Donm/Z18S]98 ^ %L-\J Paged of04 

Offence: Embezzlement 
Subject of Inquiry: 

Mary Frances Wood / Hispanic / Female / Z# 1 1 5447 

BUS- 5 Group Management Comractor Comm. Force f 505-665-9220 

Reporting Person(s): 

Arleen J. Roybal / Hispanic / Female / Z* 1 54720 
BUS-5* Purchase Card* Administrator / 505-665-4523 

Eric O. Martinez / Hispanic f Male /Z# 09698S 
BUS-5, Group Management / 505-665-4523 

Victim: 

Los Alamos National Laboratory / United States Government 
Synopsis: 

Ms. Roybal notified me that one of the procurement employees had used her card m an 
inappropriate manner. The card statement showed the card was used for gas, groceries, 
food at the LANL cafeterias, K.-Man. and for cash advances in casinos. After a through 
inquiry into the purchases and interview was conducted with Ms. Wood. During that 
interview she confessed to deliberately using her Government issued credit card to obtain 
cash advances to gamble wuh at local casinos She also stated thai she received 
permission from her supervisor Terry Conner to use her purchase card to buy gas. food at 
the cafeteria, and groceries After the interview I was advised that the supervisor she was 
referring to had terminated his employment with the Laboratory months prior to any of 
the gas or grocery purchases. 

Incident: 

On 08/12/02 at 1 1 :30 I received a call from Ms Roybal informing me thai a employee by 
the name of Mary F. Wood had possibly used her purchase card in an inappropriate 
manner. Ms. Roybal stated that the card had been used for cash advances as well as gas, 
food and at the LANL cafeteria. She asked me to come by and pick up the hard copy of 
the charges. 


PCF0001 7.001 


PCF02249.00; 



448 


Date: 08/19/02 
Event: 02/96/02 

Inq: Steven L. Doran / Z1 881 98 Page 02 of 04 


12:30 1 arrived at the Bus-5 office located in Building 30, and met with Ms. Roybal in her 
private office. Mr. Martinez was also present. The two presented to me all of the hard 
copy information pertaining to the unauthorized purchases. (Attached) 

The documentation showed that the purchases were made with Ms. Wood’s issued 
government purchase card. It showed that her approver was Mr. D. Stan Hcrtich the 
BUS-5 Group Administrator. However it showed that all of the charges were self- 
approved by Ms. Wood, and none of the charges had been disputed. 

1 3:00 after leavening the office 1 relumed to mine. 1 began the inquiry by calling the 
vendors listed on the card to see if the purchases were made with the actual card or if the 
number was called in. In all but one case I was advised the actual card had been used and 
the user had to sign for the purchase. The exception was www.bluelight.com where the 
purchase was made on line. She ordered a Palm Pilot and had it shipped to her attention 
at the Lab. 

08/19/02 Interview with Ms. Mary F. Wood Z# 115447 

At 15:00 at the request of Mr. Gene Tucker. I walked over to the LANX Library from the 
Badge Office Conference Room and asked Ms. Woods to leave the class she was 
attending with the BUS Group, and meet with myself and Agent Campbell back at the 
Badge Office conference room. 

I advised her the meeting was strictly voluntary and she did not have to attend. She asked 
what the meeting was in regard to? I explained it had to do with her government credit 
card purchases but I was not willing to go in to any further detail until we were m the 
confines of the conference room. It would not be appropriate to speak about the issue tn a 
public forum. She agreed to attend the meeting, collected her personal items from the 
classroom and the two of us walked over to the Badge Office. 

Because Agent Campbell had just finished a previous interview and Mr. Tucker preferred 
that two persons be present in the interview. Agent Campbell agreed to set in unofficially 
as an observer. 

During the interview she was asked about the purchase at www hluelight.com. She 
denied ever making any purchase on line, and stated she has never made a purchase at 
Kmart or their web site with her card. I brought to her attention that the purchase was in 
her name, and shipped to her at her office at LANL, the purchase was approved by her on 
the reconciliation statement. 


PCF000 17.002 


PCF02249.00 
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Date: 08/19/02 


Event: 02/96/02 


Inq: Steven L. Doran / Z ! SS I °8 


Pace 0? 


of 04 


She again completely denied the purchase, and stated that maybe her sort had made the 
purchase with her card or; ime and w ould have to ask him about it. 

I moved on to The gas and grocery charges She readily admitted to those purchases and 
stated her Supervisor Terry Conner (1 found out after the interview Mr. Conner had le!i 
LANL’s Employee months prior to the questionable purchases) had amhon/ed he; to use 
her purchase card for gas and groceries :n return for her driving to Santa Fs or. lab 
business. 

I told her that in OSI we submit our mileage and. receive a reimbursement check for 
using our own car. or we uses a government car. I then asked her why DUS docs not have 
government cars or a reimbursement plan for employees when they drive their own 
vehicles on LANL business. 

Ms. Wood responded she did no: know, since she sinned her crr.piovmcr.: a: LANL. BUS 
has never had any other type of reimbursement tor miles tinven and has no government 
vehicles were available to pick up supplies 

The final line of questions was :n regard to the casino cash advances 1 ad\ ised her that 
not only did the cash advances appear on her purchase card bill but she also approved the 
advances on her reconciliation sheet. 

At first Ms. Wood stated she did mv know anything about any of in e casino charges, then 
changed her statement to "it must have been a mistake" with the explanation of. "During 
the time period the card was used ;r. the casino's she was ir. serious financial trouble, 
filed bankruptcy and was in the process of loosing her home She would go to the casinos 
to vent and get away from it a: I and relax She must have grabbed tr.e LANL card by 
mistake or allowed her children to use the LA NT. cajd by mistake 

I told Ms. Wood if her children w ere allowed to use the LANL card is was n w hole 
different matter and we needed to stop the interview and I would need the:: contact 
information at once. 

Ms. Wood immediately recanted her statement ai;d stated if she allow ed he: children to 
use the LANL card it would have been by accident, out in retrospect her cmljrun could 
have never used her card since she guards it so closciy 


PC FOOD 17 003 

PCF02229 002 
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Date: 08/19/02 
Event: 02/96/02 

inq: Steven L. Doran / Z 1 88 1 98 


I asked her if she was in Bankruptcy and had no credit cards how she could corifysys a 
LANL card with her own when she had no credit cards'* 

Ms. Wood stated that she may have had a card in her wallet that was no good or at the 
max limit, but tried it to see if it would go through anyway, when she cot the menev off 
the card she felt that the card was either not canceled or it had more of a hm:: than she 
had thought. 

I explained 10 Ms. Wood I would have bclteuid her if she only had one charge j: one- 
casino on one day. However she had 1 1 charges a: 3 separate casinos, on multiple cates at 
multiple times. This seemed very odd to me that a person could make so many mistakes 
Especially when she was having such severe financial problems, and even if she had a 
additional card in her purse. Ms. Wood's admitted the additional cx"d would have been 
close to being maxed out. or canceled, that heme the case what :> Lie chance of the card 
being approved in the system so many times 

Ms. Woods stuck to her story that aii of the Bi t: Rock charges had to have been ar. 
accident. However the charges a: Cities of Cold were deliberate She entered the casino 
and used the card to obtain mor:c‘. to gamble w :;h The Santa Ana charge she coaid not 
explain. Her defense for using the card at Chics of Cold was r.vo fold 

1 . She needed to win enough money :e ra\ tier aojsu payment 

2. She does not like Stan Henicr. and c:d it in y.-\ r\tm with run. 

The interview was concluded Her purchase card, office key and secant v badge were 
taken and she was escorted to her vehicle and ruvivcd :o contact her supervisor a: 
Comforce for any further mstrue tier. i per Mr Hansor. instructions from HR jus: prior to 
the interview. 


Disposition: 

File and evidence turned tner to management. 
Steven L. Dora n, Securit y Specialist 



inquirer’ s Signature 


PCF0001/004 


PCF02249 00‘ 
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» Los Alamos 

NATIONAL LABORATORY 

memorandum 

Business Operations Division 


Tc/MS, Macy F. “Frances” Wood 
From/M &4/&CXU1 is A. Roybal, BUS-' 
Phone/Fai) 7-3848/5-725? 

SymbW BUS-DO 
Dale . August 1 9, 2002 



Subject: Notice of Investigatory Leave - AM 1 1 2 

Effective immediately, you will be placed on paid Investigatory Leave, pursuant to AM 112. The 
Laboratory will commence an interna! investigation into alleged improprieties involving the use of 
Laboratory purchase cards and other inappropnate procurement activities in which you may have been 
involved. AM 1 12 provides for Investigatory Leave in situations where an employee’s presence in the 
workplace may interfere with the investigation into the employee’s conduct. 

During the period of Investigate: v Leave, you must cooperate fully with the Laboratory’s investigation 
into this matter. You must immi diately return your Laboratory badge, all keys to Laboratory facilities, 
cell phone, pager, cryptocard, an 1 any other Laboratory propen y, including Laboratory' purchase cards to 
S-Division staff. Returning youi badge does not mean that your clearance has been suspended or 
revoked. Only the Department of Energy has that authonty. 

Until further notice, you are not ill owed on Laboratory’ property, with the following exceptions. If you 
need to visit personnel in Staff F .lations, Complaint Resolution Services, Occupational Medicine, 
including the Employee Assistai :c Program, or the Benefits Office, you must first contact Vicki McCabe 
or Elinor Gwynn in Staff Relations, 667-8730. If you need to visit the Ombuds Office, you may contact 
them directly at 665-2837. If you have any questions regarding this notice or regarding Laboratory policy 
or procedure, please call Vicki McCabe or Elinor Gwynn a! 667-8730. 


I hereby acknowledge that l have received, read, and understand this memorandum. 


Mary F. “Frances” Wood, ZMIU -47 


Date 


Cy 

BUS File 
HR-8 File 

H. Sprouse. S-OSI. G723 
P. Dransfield, S-6, B236 


“IN CONFIDENCE 1 


PCF02250 0C 
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INSPECTION 

REPORT 



U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 
OFFICE OF INSPECTIONS 


Tab 27 


SUMMARY REPORT ON 
INSPECTION OF ALLEGATIONS 
RELATING TO THE 

ALBUQUERQUE OPERATIONS OFFICE 
SECURITY SURVEY PROCESS 
AND THE SECURITY OPERATIONS’ 
SELF-ASSESSMENTS AT 
LOS ALAMOS NATIONAL LABORATORY 


MAY 2000 
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Department of Energy 

Washington, DC 20585 
May 30, 2000 

MEMORANDUM FOR THE SECRETARY 

FROM: Gregory' H. Friedman (signed) 

Inspector General 

SUBJECT: INFORM ATION : Summary Report on ‘inspection of Allegations 

Relating to the Albuquerque Operations Office Security Survey Process 
and the Security Operations’ Self-Assessments at Los Alamos National 
Laboratory” 



BACKGROUND 

The Office of Inspector General received allegations regarding the conduct of security reviews at 
the Department of Energy’s (DOE) Los Alamos National Laboratory (LANL). 

Specifically, it was alleged that DOE Albuquerque Operations Office (Albuquerque) management 
changed the ratings of annual Security Surveys of LANL security operations after members of the 
Albuquerque Security Survey team completed the survey. It was also alleged that LANL Security 
Operations Division personnel were pressured by their managers to change or mitigate findings in 
LANL Self-Assessment reports. 

RESULTS OF INSPECTION 

Regarding the Albuquerque Security Surveys of LANL Security Operations, we found that: 

* Albuquerque management changed ratings for the 1998 and 1999 surveys without providing a 
documented rationale for the changes; 

• Albuquerque management did not fully address concerns about a compromise of force-on- 
force exercise during the 1998 Albuquerque Security Survey at LANL; and 

• The 1997 and some 1998 Albuquerque Security Survey work papers were destroyed contrary 
to Albuquerque policy on the destruction of records. As a result, there was no complete record 
to show’ how ratings were developed by the survey teams. 

Regarding the LANL Security Operations’ Self-Assessments reports, we found that: 

* Approximately 30 percent of the LANL Security' Operations Division personnel interviewed, 
who had been involved in the conduct of self-assessments, believed they had been pressured to 
change or “mitigate” security self-assessments; 
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• Some security self-assessments required by LANL procedures were not being conducted; and 

• DOE’s Los Alamos Area Office security staff was not performing all of the oversight 
responsibilities associated with the LANL Security Operations Division programs. 

We concluded that the processes used to develop the Albuquerque security surveys of the LANL 
security operations and the LANL self-assessments were inadequate. As a result, there are 
legitimate concerns that the overall security’ condition at LANL, specifically for Fiscal Years 1998 
and 1999, was not being accurately reported. 

We provided management with a number of recommendations that, if implemented, would 
improve the effectiveness of Albuquerque security surveys and LANL self-assessments. 

MANAGEMENT REACTION 

Albuquerque management stated that the facts presented and the conclusions reached were 
accurate, and that the recommendations were appropriate. Albuquerque management stated that 
they would take corrective action. 

Due to the concerns identified during our inspection, we recommended that the Department review 
these operations at other facilities. Specifically, we requested that the Director, Office of Security 
and Emergency Operations evaluate self-assessment programs at other DOE facilities to determine 
if they have been fully implemented and adequately represent security conditions. The Director 
agreed to this recommendation. 


Attachment 

cc: Deputy Secretary 
Under Secretary 

Acting Under Secretary for Nuclear Security/Administrator for Nuclear Security’ 
Director, Office of Security and Emergency Operations 
Manager, Albuquerque Operations Office 
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Overview 

Introduction 
and Objectives 


Observations and 
Conclusions 


Page 1 


The Office of the Inspector General received information from two 
complainants relating to security reviews at the Department of 
Energy’s (DOE) Los Alamos National Laboratory (LANL). 

LANL is operated by the University of California under contract 
with DOE. One complainant alleged that managers of DOE’s 
Albuquerque Operations Office (Albuquerque) Safeguards and 
Security Division, changed the ratings of periodic (annual) 

Security Surveys of LANL security operations after members of 
the Albuquerque Security Survey team completed the survey. 
Specifically, it was alleged that the Security Division managers 
upgraded survey ratings that were “Marginal” or “Unsatisfactory" 
as a result of “deals struck” between Albuquerque and LANL 
management officials. The second complainant alleged that LANL 
Security Operations Division personnel were pressured by their 
managers to change or mitigate self-assessment findings in LANL 
Self-Assessment reports. Both complainants alleged that the 
Albuquerque Security Survey reports at LANL and the LANL 
Self-Assessment reports did not clearly reflect the overall security 
conditions found by the survey field reviewers. 

The objectives of our inspection were to determine: 1) if 
Albuquerque Securin' managers changed Albuquerque Security 
Survey ratings of LANL Security Operations: 2) if there was a 
basis for these changes; and, 3) if LANL Security Operations 
Division management had pressured its staff to alter self- 
assessment reports. This inspection did not include an evaluation 
of the overall security conditions at LANL. 

During the course of this inspection, a number of individuals 
requested confidentiality. They indicated they feared retaliation 
for disclosing information to the Office oflnspector General 
(OIG). 

We concluded that the processes used to develop the Albuquerque 
Security Surveys of the LANL Security Operations and the LANL 
Self-Assessments have raised legitimate concerns that the overall 
security condition at LANL was not being accurately reported. 


Summary Report on Inspection of Allegations Relating to 
the Albuquerque Operations Office Security Survey 
Process and the Security Operations’ Self-Assessments 
at Los Alamos National Laboratory 
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Details of Findings 

Details of Findings _ In order to ensure compliance with DOE requirements, 1 the 

Albuquerque Safeguards and Security Division conducts annual 
security surveys of LANL Security Operations. The topical areas 
evaluated during these surveys include; Program Management, 
Protection Program Operations, Information Security, Nuclear 
Materials Control and Accountability, and Personnel Security. 

Each topical area also has several sub-topical areas. The 
Albuquerque Operations Office assigns ratings of “unsatis factory, ” 
“marginal.” or “satisfactory” based on conditions existing at the 
end of survey activities. A complete listing of the topical and sub- 
topical areas is provided at Appendix C. 

Changes to Security Our inspection found that Albuquerque management changed 

Survey Ratings ratings for the 1998 and 1999 Albuquerque Security Surveys of 

LANL Security Operations after the Survey Teams had assigned 
them. Duong the 1998 Albuquerque Security Survey at LANL, 
Albuquerque management upgraded several topic area survey 
ratings, and most importantly, the overall composite rating. 2 The 
OIG was told that had Albuquerque management not upgraded the 
topical and sub-topical ratings in the Nuclear Materials Control 
and Accountability topical area, and had management allowed the 
inclusion of a compromised force-on-force exercise, the overall 
composite LANL Security Survey rating would have been 
“Unsatisfactory.' 0 

During the 1999 Albuquerque Security Survey at LANL, the 
overall composite rating was downgraded from “Satisfactory” to 
“Marginal” as were two sub-topical ratings and one topical rating. 4 
The Survey Team initially rated LANL as “Satisfactory” based on 
the results of the 1999 Albuquerque Security Survey at LANL. 
However, during a final review. Albuquerque management 
determined that because the “23 rd Annual Report to the President 
on the Status of Safeguards and Security at Domestic Nuclear 
Weapons Facilities.” dated Jan 1997/Dec 1998. contained an issue 
concerning storage of classified parts, a “Satisfactory” rating 


1 The DOE requirements are specifically addressed at Appendix B. 

2 The 1998 rating changes are detailed at Appendix C. !t should bcnoiedthat three of the seven ratings upgraded by 
Albuquerque management were the same as those ratings initially recommended by the Team Lead but subsequently 
downgraded by the “murder board.” 

3 According to DOE Order 470. 1 , when a Survey has a composite rating of “Unsatisfactory" and the rating indicates 
a significant vulnerability, the Operations Office Manager shall coordinate with the cognizant Program Secretarial 
Officer within 24 hours to: 1) take action to shutdown/suspend operations of the facility or activity, pending 
remedial action, or 2) apprise the cognizant Secretarial Officer and the Office of Safeguards and Security of the 
rationale for continuing this critical operation and identify immediate interim corrective actions being undertaken to 
mitigate identified risks or vulnerabilities. 

4 The 1999 rating changes are detailed at Appendix D. Team Lead ratings were not found for the 1 999 survey. 
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Management 
Rationale for 
Rating Changes 


1999 Albuquerque 
Survey Team 


Compromise of 
Force-on-Force 
Exercise 5 


would be the wrong message to send to the contractor. Therefore, 
the composite rating was downgraded from “Satisfactory” to 
“Marginal.” Albuquerque management said that the composite 
ratings needed to closely reflect the results of other DOE reviews 
that had recently been conducted at LANL. 

Although we found no evidence to support allegations of collusion 
or “deal making” between Albuquerque and LANL regarding the 
changes to the survey ratings, we did find that the survey reports 
did not contain any record of the rationale used by Albuquerque 
management for changing survey ratings. Albuquerque managers 
said that although Security Specialists conduct the surveys and 
propose recommended ratings for the sub-topic and topic areas, 
Albuquerque managers reserve “the right to take a look at what the 
survey team has developed” and decide what “message” should be 
sent to the contractor. Albuquerque management said that the 
rating process was “subjective” and that ratings remain “fluid" 
until a final report is issued. Contrary to the process identified in 
the Albuquerque Security Survey Procedural Guide, the 
Albuquerque managers said that they view it as a mistake to have 
the Security Specialists assign ratings because they do not have the 
overall LANL security program perspective prior to assigning final 
ratings and issuing the final security survey report. Further, in 
pursuing this matter, we found no other source which could 
provide the documented basis to support the Albuquerque 
management position concerning rating assignments or changes. 

The Albuquerque security survey team that conducted the 1999 
Security Survey at LANL was composed of some inspectors and 
support service personnel who had never been assigned to a survey 
team previously and several who had not attended survey team 
training. Albuquerque management said that the 1999 Surv ey 
Team was short on staff because they had difficulty hiring 
qualified people to fill positions that had been vacated by 
retirements and other turnover. Two survey team members and 
two previous Survey Team Leads said they had questioned 
Albuquerque management about the appropriateness of the 1999 
survey team's experience and the sufficiency of the number of 
inspectors staffed to conduct the 1999 survey. 

The OIG also found that Albuquerque management did not fully 
assess concerns about a compromise of a force-on-force exercise 
during the 1998 Albuquerque Security Survey at LANL. The OIG 


5 A force-on-force exercise is conducted as a performance evaluation to assess the capability of the safeguards and 
security system to meet performance objectives in response to an outside group referred to as 3n Adversary Force. 
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found that Albuquerque management refused to allow the survey 
team to include a finding concerning a compromise of a force-on- 
force exercise in the survey report, and did so without adequately 
investigating the alleged compromise. A Security Force-on-Force 
Exercise Specialist told us there were major concents raised 
regarding the Guard Force response, that the exercise had not gone 
well, and that the concerns had been appropriately raised to 
Albuquerque management. Albuquerque management said they 
had been made aware of the concerns, however, there was no 
evidence of “cheating” and that “the losers always complain that 
the winner cheated.” A Security Specialist said that, had the 
compromise of the force-on-force exercise been included in the 
1998 Albuquerque Security Survey report, the composite rating 
would have been “un satis factory.” Instead, LANL was given a 
“marginal” rating. 

Destruction of During our inspection we noted that the 1997 and some 1998 

Records Albuquerque Security' Survey work papers were destroyed 

contrary to Albuquerque's policy on the destruction of records. 

The OIG also noted that some i 998 and 1999 work papers were 
either missing, not organized, or did not contain adequate 
summarization to support the ratings in the survey reports. As a 
result, there was no complete record to show how the survey teams 
developed the ratings. 

LANL Since the inception of the LANL security self-assessment process 6 

Self-Assessments in 1996, LANL has had a history of not meeting all of its 

established self-assessment requirements. Specifically, the LANL 
Fiscal Years 1997 and 1998 Tier III Self-Assessment End-of-Year 
Reports indicate that some required Tier I and 11 self-assessments 
were not completed and that the process was not consistently 
implemented. During our inspection. LANL officials confirmed 
weaknesses in the Tier I and Tier II self-assessment processes. 

The OIG found that in one LANL division. Tier f reviews were not 
being completed because the Tier I security responsibilities were 
assigned on a part-time basis and other responsibilities held a 
higher priority. In another LANL division, the OIG found that 
there had been no Tier II self-assessments completed since March 
1998 because staffing was not adequate given other priority work. 


6 The LANL self-assessment process »s described at Appendix B, 

7 At the time of our report, the LANL FY-99 Tier III Self-Assessment Lnd-of-Year Report had not been issued. 
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In addition to finding that some self-assessments were not 
conducted, the OIG also found an instance where a self-assessment 
report was written without a self-assessment review being 
conducted. The OIG was provided a copy of a Tier II Self- 
Assessment Report that was generated in 1999 to support a Tier II 
review that was never performed. The OIG was told that this 
report, prepared at the direction of a LANL manager, was provided 
to an Albuquerque Security Survey Team to represent a completed 
Tier 11 review. The LANL manager who was identified as 
directing the preparation of the report denied having knowledge of 
any such report being prepared. 

Pressure to Change Regarding LANL Self-Assessments, the OIG found that 8 

Or Mitigate issues of the 28 LANL Security Operations Division personnel 

interviewed (approximately 30 percent) who had conducted self- 
assessments believed they had been pressured to change or 
“mitigate" security self-assessments. Several of these individuals 
said LANL management appeared to be more concerned about 
making LANL and the Security Operations Division “look good" 
than reporting the actual security condition at LANL. The OIG 
was informed of two instances where LANL management became 
so upset with issues' raised by the initially assigned reviewers, that 
management reassigned other reviewers who subsequently 
determined that there were no issues to be raised and that the 
organizations were satisfactory'. 

In addition, the OIG was provided information which showed that 
LANL management downgraded 40 issues and four concerns 
initially identified in a self-assessment draft report to six concerns 
and six observations which appeared in the final report. When 
interviewed, a LANL manager said that the reviewer had raised 
some issues that could not be validated, other issues that were 
unsupportable. and that there appeared to be a personality conflict 
between the reviewer and the organization being reviewed. 4 

A senior LANL manager indicated that, given the number of self- 
assessment findings identified since 1995. there was no concerted 
effort to avoid or mitigate findings. 


8 LANL has developed their own definition for issues, concerns and observations. Issues arc deficiencies discovered 
during an interna! sejf-assessment that require a corrective action plan Concerns and observations arc suggestions 
that may require improvement and may be mentioned in the text of a report, but they do not require a corrective 
action plan. 

9 It should be noted that the reviewer had conducted self-assessmcnis in the same organization for three years prtor 
to this review and had no difficulties in reporting issues developed during the prior self-assessments 
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Los Alamos Area 
Office Oversight 


Energy’s Office of 
Independent 
Oversight and 
Performance 
Assurance 


The OIG determined that DOE's Los Alamos Area Office 
(LA AO) security staff was not performing all of the oversight 
responsibilities associated with the LANL Security Operations 
Division programs. Several DOE personnel told us that LAAO 
security was understaffed and did not have the technical expertise 
required to conduct all their oversight responsibilities. An 
Albuquerque manager confirmed that LAAO is understaffed and 
that the present staff has not had the necessary training to conduct 
the tasks required by their assignments. The manager told us there 
has been a reduction in full time equivalent positions at LAAO, 
and Albuquerque has not been able to replace staff that retire or 
leave for other positions. The Albuquerque manager said the two 
staff members that remain at LAAO’s Office of Security have the 
responsibility for oversight but they do not have the technical 
expertise in ail areas for which they are responsible. As a result, 
the manager said Albuquerque has taken responsibility for the 
security areas for which the LAAO staff does not have the 
technical expertise. It should be noted that our review dtd not 
independently evaluate the staffing levels and experience of the 
LAAO staff. 

The Department of Energy's Office of Independent Oversight 
and Performance Assurance reviewed LANL security operations 
during 1999 and issued a report on August 27, 1999, titled, 
“Independent Safeguards and Security Inspection of Los Alamos 
National Laboratory'.” The OIG is providing our findings to the 
Office of Independent Oversight and Performance Assurance for 
its consideration. 
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Recommendations 

Recommendations We recommend that the Manager, Albuquerque Operations Office: 

1 . Ensure that the supporting rationale for changing survey ratings 
after they have been assigned by the Survey Team is 
documented, and that the justification and the rationale for the 
factors responsible for the composite facility rating are 
included in the survey report. 

2. Ensure that Security Survey Team Personnel possess the 
requisite expertise and skill necessary to perform the survey 
and that team members have sufficient experience in the 
topical areas being reviewed. 

3. Update the Albuquerque Security- Survey Procedural Guide to 
comply with the Albuquerque Records Information Destruction 
Schedule with regard to the destruction of all survey and 
inspection files. 

4. Ensure that LANL’s self-assessment program is fully 
implemented at all three-tier levels. 

5 . Review and assess staffing levels for security personnel at the 
Los Alamos Area Office, and ensure that the Area Office has 
adequate staff with the necessary technical expertise to carry 
out its security oversight responsibilities. 

The OIG recommends the Director. Office of Security and 

Emergency Operations: 

6. Evaluate self-assessment programs at other facilities to 
determine if these programs have been fully implemented and 
adequately represent the actual security conditions at the 
facilities. 
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Management Reaction and Inspector Comments 

Management Reaction In their response to the draft report, Albuquerque management 
stated that the facts presented and the conclusions reached were 
accurate, and that the recommendations were appropriate. 
Albuquerque management stated that they would take corrective 
action. 

The Director, Office of Security and Emergency Operations agreed 
to evaluate self-assessment programs at DOE facilities, given the 
concerns identified during the inspection. 

Inspector Comments The actions planned and taken by the DOE Office of Security and 
Emergency Operations and the Albuquerque Operations Office 
were responsive to the recommendations. 
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Appendix A 

Scope and 
Methodology 


The OIG conducted this inspection at Los Alamos National 
Laboratory (LANL), Los Alamos Area Office (LAAO), and the 
Albuquerque Operations Office (Albuquerque) from April through 
November 1999. To accomplish our review objectives, the OIG: 

* Reviewed DOE O 470. 1 , “Safeguards and Security 
Program,” and DOE O 471. 2A, “Information Security 
Program;” 

* Reviewed the Albuquerque Security Survey Procedural 
Guide: 

* Interviewed Albuquerque, LAAO, and LANL personnel: 

* Reviewed documentation relating to security surveys and 
self-assessments; 

* Reviewed the Albuquerque Management Review Division 
report titled “Manipulation of Security Survey Results” 
dated July 9. 1999; 

* Reviewed the House Select Committee Report referred to 
as the “Cox Report” dated January 1 999; and the 
President’s Foreign Intelligence Advisory Board's report 
dated June 1999; 

* Reviewed self-assessment reports issued by the LANL 
Security Operations Division and Security Survey reports 
issued by the Albuquerque Operations Office; and 

* Reviewed the Office of Independent Oversight and 
Performance Assurance’s Independent Safeguards and 
Security Inspection of LANL dated August 27, 1999. 

This inspection involved a review of the Albuquerque Security 
Surveys of LANL Security Operations and LANL's Self- 
Assessment Program for Fiscal Years 1997. 1998. and 1999. 

This inspection was conducted in accordance with “Quality 
Standards for Inspections” issued by the President's Council on 
Integrity and Efficiency. 
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Appendix B 

The Department has mandated a “Safeguards and Security 
Program” through the issuance of DOE Order 470. 1 , 
SAFEGUARDS AND SECURITY PROGRAM. The purpose of 
this order is to ensure appropriate levels of security protection 
consistent with DOE standards to prevent unacceptable, adverse 
impacts to national security. 

DOE Order 470. 1 establishes that the responsible Operations 
Office assign ratings of “unsatisfactory.” “marginal." or 
“satisfactory” based on conditions existing at the end of survey 
activities; and that survey reports include a justification and 
rationale for the overall composite facility rating. The order 
specifically states that these ratings are not to be based upon future 
or planned corrective actions. Additionally, the order establishes 
that the survey team personnel who conduct the Security Surveys 
are to possess qualifications, experience, and training (basic survey 
and team leader training) sufficient to accomplish effective and 
thorough surveys, 

Albuquerque Security To assist in Albuquerque security survey reviews, the Albuquerque 

Survey Requirements Safeguards and Security Division developed a Security Survey 

Procedural Guide dated May 22. 1997, which identifies the 
responsibilities of the Survey Team Lead, the Assistant Survey 
Team Lead, and the survey team members during each phase of the 
survey. This Guide outlines the survey team process. Specifically, 
the guide states that the DOE Team Lead is to conduct a “murder 
board" during which Topic Team Leads 10 support rating 
rationale justification and assign final ratings. Survey team 
members also provide comments and clarifications for ratings 
assigned. The finah/ed information is then given to the report 
coordinator for inclusion in the survey report. 

DOE Order 470. 1. Chapter X. SELF- ASSESSMENT PROGRAM, 
establishes the requirement for self-assessment programs at 
contractor facilities. It requires that self- assessment programs be 
conducted and documented for all cleared facilities and that the 
self-assessments be performed between the security surveys, which 
are conducted by the responsible Operations Office. 

The LANL Safeguards and Security Self-Assessment Program is 
also mandated by the terms of the Department's contract with the 
University of California, contract modification No. W-7405-ENG- 
36. This contact modification requires that "... the University will 
conduct an ongoing self-assessment process including self* 


Seif-Assessment 

Requirements 


DOE Survey 
Requirements 


io ^ “Topic Team Lead” is the individual assigned to head the team that reviews one of the five topic areas as 
identified in Appendix C. 
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assessments performed at the Laboratory as the principal means by 
which to evaluate compliance with the performance measures ... 
against which [the] University's overall performance of obligations 
under the contract will be determined.” 

The University of California, in compliance with contract 
requirements, has implemented a self-assessment program that is 
defined in a LANL Safeguards and Security Assurance Manual 
dated June 1996. This manual establishes a three tiered self- 
assessment process with a primary objective of ensuring the 
effective and efficient implementation of the LANL Safeguards 
and Security program. 

The formalized safeguards and security self-assessment program 
includes a plan for each applicable topical and sub-topical area. 

The self-assessment process consists of a three-tier process. At 
Tier I, each LANL Division is required to conduct a self- 
assessment within the division. This is accomplished by the 
organizational safeguards and security officer, utilizing a checklist 
format, covering areas such as computer security, information 
security, property protection, and Nuclear Material Control and 
Accountability. At Tier 11, each section within the LANL Security 
Division is required to conduct a self-assessment in their functional 
area(s). At Tier HI. a LANL self-assessment is conducted by a 
team of Subject Matter Experts (SMEs) under the direction of 
LANL Security Division Program integration Group. 
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1998 Security Survey Rating Changes 11 

Program Topic Areas: Team Leader Murder board Final Report 

Program Management 


Program Management and Administration 

Unsatisfactory 

Unsatisfactory 

Marginal 

Program Planning 

Satisfactory 

Satisfactory 

Satisfactory 

Personnel Development and Training 

Satisfactory 

Satisfactory 

Satisfactory 

Facility Approval and Registration of Activities 

Satisfactory 

Satisfactory 

Satisfactory 

Foreign Ownership. Control, or Influence 

Satisfactory 

Satisfactory 

Satisfactory 

Safeguards and Security Plans 

Unsatisfactory 

Unsatisfactory 

Unsatisfactory 

Surveys and Self Assessment 

Satisfactory 

Satisfactory- 

Satisfactory 

Resolution of Findings 

Satisfactory 

Marginal 

Satisfactory 

Incident Reporting and Management 

Satisfactory 

Satisfactory 

Satisfactory 

OV ERALL RATING 

Unsatisfactory 

Unsatisfactory 

Marginal 

Projection Program Operations 

Physical Security 

Marginal 

Marginal 

Marginal 

Security Systems 

Unsatisfactory 

Unsatisfactory 

Marginal 

Protective Force 

Unsatisfactory 

Unsatisfactory 

Marginal 

Security Badges. Credentials and Shields 

Satisfactory 

Satisfactory 

Satisfac un- 

Transportation Security 

Satisfactory 

Satisfactory 

satisfactory 

OVERALL rating 

Unsatisfactory 

Unsatisfactory 

Marginal 

Information Security 

Classified Guidance 

Satisfactory 

Satisfactory- 

Satisfactory 

Classified Matter Protection and Control 

Satisfactory 

Marginal 

Marginal 

Special Access Programs and Intelligence Information 

Satisfactory 

Satisfactory 

Satisfactory 

Classified Automated Information Systems Security 

Satisfactory 

Satisfactory 

Satisfactory 

Technical Surveillance Countermeasures 

Satisfactory- 

Satisfactory 

Satisfactory 

Operations Security 

Satisfactory 

Satisfactory 

Satisfactory 

Unclassified AISS (Optional) 

Unsatisfactory 

Unsatisfactory 

Unsatisfactory 

Protected Distribution System (Optional) 

Satisfactory 

Satisfactory 

Satisfactory 

Communications Security (COMSEC) (Optional 

Satisfactory 

Satisfactory 

Satisfactory 

OVERALL RATING 

Marginal 

Marginal 

Marginal 

Nuclear Materials Control and Accountability 

Basic Requirements 

Marginal 

Unsatisfactory 

Marginal 

Maienal Accounting 

Unsatisfactory- 

Unsatisfactory 

Unsatisfactory 

Material Control 

Unsatisfactory 

Unsatisfactory 

Marginal 

OVERALL RATING 

Unsatisfactory 

Unsatisfactory 

Marginal 

Personnel Security 

Access Authorization (Personnel Clearance) 

Satisfactory 

Satisfactory 

Satisfactory 

Security Education Briefings and Awareness 

Satisfactory 

Satisfactory 

Satisfactory 

Control of Visits 

Satisfactory 

Satisfactory 

Satisfactory 

Unclassified visits and Assign by Foreign Nationals 

Satisfactory 

Marginal 

Satisfactory 

Personnel Assurance Program 

Satisfactory 

Satisfactory 

Satisfactory 

Personnel Security Assurance Program 

Satisfactory 

Satisfactory 

Satisfactory 

OVERALL RATING 

Satisfactory 

Satisfactory 

Satisfactory- 

1998 Composite Rating 

Unsatisfactory 

Unsatisfactory 

Marginal 

Items in Boldindicate changes in ratings 


There is no documentation for the 1 999 Security Survey that provides a similar Team Leader rating breakdown. 
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1999 Security Survey Rating Changes 


Program Areas: M' 

urder board 

Final Report 

Program Management 

Program Management and Administration 

Satisfactory 

Satisfactory 

Program Planning 

Satisfactory 

Satisfactory 

Personnel Development and Training 

Satisfactory 

Satisfactory 

Facility Approval and Registration of Activities 

Marginal 

Marginal 

Foreign Ownership, Control, or Influence 

Satisfactory 

Satisfactory’ 

Safeguards and Security Plans 

Satisfactory 

Satisfactory 

Surveys and Self Assessment 

Satisfactory 

Satisfactory 

Resolution of Findings 

Satisfactory 

Satisfactory 

Incident Reporting and Management 

Satisfactory 

Satisfactory 

OVERALL RATING 

Satisfactory 

Satisfactory 

Protection Program Operations 

Physical Security 

Satisfactory 

Satisfactory 

Security Systems 

Satisfactory 

Satisfactory' 

Protective Force 

Satisfactory 

Sansfactorv 

Security Badges. Credentials and Shields 

Satisfactory 

Satisfactory 

Transportation Security 

Satisfactory 

Satisfactory 

OVERALL RATING 

Satisfactory 

Satisfactory 

Information Security 

Classified Guidance 

Satisfactory 

Satisfactory 

Classified Matter Protection and Control 

Satisfactory 

Marginal 

Special Access Programs and Intelligence Information 

Satisfactory 

Satisfactory 

Classified Automated Information Systems Section 

Satisfactory 

Satisfactory 

Technical Surveillance Countermeasures 

Satisfactory 

Satisfactory 

Operations Security 

Satisfactory 

Satisfactory 

Unclassified A1SS (Optional) 

Satisfactory 

Satisfactory 

Protected Distribution System (Optional) 

Satisfactory 

Satisfactory 

Communications Security (COMSEC) (Optional) 

Satisfactory 

Satisfactory 

OVERALL RATING 

Satisfactory 

Marginal 

Nuclear Materials Control and Accountability 

Basic Requirements 

Satisfactory 

Satisfactory 

Material Accounting 

Marginal 

Marginal 

Material Control 

Satisfactory 

Satisfactory 

OVERALL RATING 

Satisfactory 

Satisfactory 

Personnel Security 

Access Authonzation {Personnel Clearance) 

Satisfactory 

Satisfactory 

Security Education Briefings and Awareness 

Satisfactory 

Marginal 

Control of Visits 

Satisfactory 

Satisfactory' 

Unclassified Visits and Assignments by Foreign Nationals 

Satisfactory 

Satisfactory 

Personnel Assurance Program 

Satisfactory 

Satisfactory 

Personnel Security Assurance Program 

Satisfactory 

Satisfactory 

OVERALL RATING 

Satisfactory 

Satisfactory 

1999 Composite Rating 

Satisfactory 

Marginal 

Items in Bold indicate changes in ratings. 
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IG Report No. DOE/lG-047 1 

CUSTOMER RESPONSE FORM 


The Office of inspector General has a continuing interest in improving the usefulness of its 
products. We wish to make our reports as responsive as possible to our customers* requirements, 
and, therefore, ask that you consider sharing your thoughts with us. On the back of this form, 
you may suggest improvements to enhance the effectiveness of future reports. Please include 
answers to the following questions if they are applicable to you: 

1 . What additional background information about the selection, scheduling, scope, or 
procedures of the inspection would have been helpful to the reader in understanding this 
report? 

2. What additional information related to findings and recommendations could have been 
included in the report to assist management in implementing corrective actions? 

3. What format, stylistic, or organizational changes might have made this report's overall 
message more clear to the reader? 

4. What additional actions could the Office of Inspector General have taken on the issues 
discussed in this report which would have been helpful? 

5. Please include your name and telephone number so that we may contact you should we nay 
any questions about your comments. 


Name D3te 

Telephone Organization 

When you have completed this form, you may telefax it to the Office of inspector General at 
(202) 586-0948, or you may mail it to: 

Office of Inspector General (1G-1) 

Department of Energy 
Washington. DC 20585 

ATTN: Customer Relations 

If you wish to discuss this report or your comments with a staff member of the Office of 
Inspector General, please contact Wilma Slaughter at (202) 586-1924. 



470 


This page intentionally left blank. 



471 


The Office of Inspector General wants to make the distribution of its reports as customer friendly and cost 
effective as possible. Therefore, this report will be available electronically through the Internet at the 
following address: 

U.S, Department of Energy Office of Inspector General Home Page 
http: ;'/ www .ie.doe.gov 

Your comments would be appreciated and can be provided on the Customer Response Form 
attached to the report. 
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Surviving the i&E Audit 

Helpful Hints for OCSRs and ISSOs 

OOE/Hq Inspection and Evaluation (I&E) 
Safeguards & Security Special Survey 

November 18 - 22 and December 9 - 20, 2002 


aaMw2aQ2 Los Alamos 
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’ WHO? ,. ;y4P ^ 

DOE /Hq Inspection and Evaluation (i&E) wfll bring a team of security 
inspectors to Los Alamos 

• WHAT? 

An inspection of ALL of our safeguards and secunty functions 

• WHY? 

To evaluate our implementation of Federal Laws and DOE/NNSA 
requirements with respect to Safeguards A Security 

• WHERE? 

Onsite at aU Laboratory Technical Areas 


November 18 -22 and Decembers -20,2002 

HOW? 

IHyBv reviewing our documents and records, by Interviewing security personnel 
^^kuand regular folks, and performance testing 
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This survey will be performance based, assessing what 
we actually do. What does this mean? 

' Formal documentation reviews, checking that we have adequate 
policies, procedures, plans, and records 

* Visiting work areas and computing facilities 

- Selecting employees with security responsibilities {OCSRs, 
COCs, ISSOs, etc.) and asking them 
• Specific questions about their jobs and 
» To demonstrate how they perform specific tasks 

* Other employees will be Interviewed on general knowledge of 
security issues and how they fulfill their responsibiBties 

* They will lock at both our classified AMD unclassified programs 
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Before the survey: ^ 

• Make sure you are ready 

• Make sure your employeea/usent are ready 

• Provide a completed 'cheat sheet* to your users 

• Make sure ALL your systems are ready 
During tha survey: 

• Know your rights 

• Make a good Impression 

• Be prepared for frequently asked questions 

• Be extra diligent 

Don’t give them more Information than they ask fori 
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Ensure all your group members are prepared: 

• Registered, 

• Trained, and 

• Implemented minimum protection requirements on their own 
systems. 

Review and know the Master Security Plans 

• Ensure EVERY SUCS has a current Attachment 1 

• Ensure EVERY SUCS adheres to the Master Ran 

• ChecK the Rian for any General Support System (GSS) and 
Major Application (MA) for which you are responsible 

Remember, this includes your own system(s)! 


Oetmwr JOB? QW Otfor—t^nr 3*auvy Tram 
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Ensure ail your system users are prepared: 

* Registered. 

* Trained, 

* Understand and adhere to ail policies and procedures 
relating to classified and unclassified computing, and 

* Implemented minimum protection requirements on their own 
systems 


• Review and know the Security Plan for every system 
you manage 

• Ensure EVERY system has current accreditation 

* Ensure EVERY system adheres to It's Security Plan 


* Remember, this includes your own system(s)! 
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’Preparing for the Survey 

• Required Registrations 

• Required Security Training 

• Understanding Classification 

• Computer Misuse 

• Implementing Minimum Computer 
Protections 

• During the Survey 
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Online user registration 

' YMi>. \ JS . -..S 3 ■■ -■ 

• ALL current Laboratory computer users must register online 
http^/lntlauLgov/security/computer/reglstratlorushtmt 

• UC, students, contractors, collaborators: everyone 

• All employees must retain a copy {electronic or hardcopy) of their 

• Computer Security Responsibility Farm 

• System User - Computer Security Profile 

• OCSRs can go online to obtain copies of these 

h ttp I anl . gov/projects/ocsrfch ange Jitml 

System Administrators should ensure that only authorized users 
have accounts on LANL systems 

• Be sure to disable or remove formerly authorized user accounts 
and guest or installation accounts 
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Host Registration - 
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Network administrators should register the systems and devices 
on their networks 

* Required Information: Host Name, IP Address, Z-number 

* Will be accessible to management and cyber security personnel 

* HostmaetBr has a web interface for viewing entries 

httpJ/www.nic.lanLBOV/hostmasterfvlew.cgl 
Hostmaster has an email Interface tor updates; Instructions are 
available at 

http i/fpratected/ns t/hstmatr.htm I 
Update registrations with network changes as soon as possible 


’i 
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^Security Awareness Briefing - 

The Annual Security Refrosher 'fCourse'# 1425) b available online. 0 
http:ZAvww.hr.iani.gov/8cour3e3/alUannuaisecurltyr8freshei7pag801.asp 
This Is an annual requirement that never goes away 

Covers the annual requirements for Annual Computer Security Briefing 
and Technical Surveillance Countermeasures (TSCM) 

ALL personnel with an active DOE security clearance (Q orL) 



* UC. contractor*, students, collaborators, those on leave, on change 
of station, onsite or offsite, etc. 

Employees should keep a record of when and hew this briefing was 
taken 


• OCSRs - Check on the training status for all your employees! 
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Technical 
Countermeasures 


Technical Surveillance Countermeasures (TSCM) is the electronic 
countermeasures program used to detea and deter espionage; protea 
against inadvertent disclosure of classified or sensitive information; and 
protect your privacy at work. 

TSCM awareness training k required of every employee and is part of the 
Annual Security Refresher. 

Personal electronics are allowed onsite, but within security areas, the 

personal electronics request form must be filled out online: 

http J/Intlan l.g ovlsacu rtty/fac ii Ityfdoasfpens cnal-e lectron ics.pdf 


On Wfermauan Ofto» — Cjrtwr 3 *ojHv Twrii 
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Understanding Classjfffcairon 


"1 iri 


cicjtra 

It is each employee'* re»pon*lbUtty to be iw»ra of the classified or..* pt, r 
wrmltivB information he or ehe handle*, etorw, or distributes 
- Classified or unclassified 

• Items labeled as sensitive 

• GUO, In Confidence. UCNI. Sensitive Unclassified 

* Items that should be iatseied as sensrthe{ 6 a fright not C« when you 
receive them) 

- Proprietary and CRADA tnfcrmabori 

• Trafla snrrwte 

• Persons! inter mat** (SS #. soiarww, ap»v®iQaJsJ 

• LaB budgets and Busvvjoo frio<vj 

* 'Need-lo-Know' - Before sharing infotmation. ensure that the 
recipient requires the data for their assigned duties 

• Classification ra views as necessary 


*"1 
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Understanding Classlffeatron 

• Know what unclassified sensitive Information Is 

• General Information online; 

http J/Int (a n I.Hov/securi tyfctesslfled/wmsltlvojhtrril 

• CIQ-CS Cyber Security website; http-.ffl nt lanl.gov/eyber 

• Handbook • http://lntlanl.oav/tireurityfcytwr/handbooioahtml 

* References: hKp^/Ini.lanLgovf**curlty/cybor/n>fer0ncea.ahtml 

• Decide who handles unclassified sensitive Information 

« Those that regularly handle unclassified sensitive Information should 

• Review, update, and post the standard operating procedure 

• Qs prepared for questions about system protections: 

■ Attended processing, password end file protecSoras, shielding 
screens from unauthorized viewing, system sanifizaHcn. media 
mailing, disposal of sensitive waste 

■ When sending It out. be aware of your distribution 


OOO oar JO02 
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^Understanding CfassrifjbaTfon 


There are many possible means of revealing sensitive 
Information: 

* Computer output 

* Email 

♦ Telephone 

• Fax 

• Pubfic discussion 

• Waste streams (liua me recycle bln. garbage cans, etc) 
When you leave yotir office, always: 

• Shut down your computer or lock your screen and 

* Close and lock your door 

Practice Information protection at all tlmas 


Chief irtomaucn 0<*»— Cytwr S*cvfty Team 
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Understanding Classification 

• Be sure you know who Is receiving the sensitive 
Information you send out. 

• Be careful what Information you let out of your control. Ask 
yourself: 

• “What is my liability if this information gets published?" 

• “Am I prepared to testify to this information?* 

• ^ an dwr1tten notes can be especially damaging 

• They are often not edited 

• They may not even be correct 

• They are not easily disavowed 



■ irippiri! if. 

'Computer Misuse ■«?' 


Remind your employees that LANL computers are to be used 
ONLY for official purposes 
* Official use policies and guidelines 

httpJ/admln-manoaUani,gov:1500/pdf»/adm/am70l4>dr 

http://Intlanl.gov/sacu rlty/cybei , /doe»/ml*u*e_8buM.prif 

http ://lnt.l an!, ga v/memos/M asterMan agement/M arch 95/M M2 0 5_AD S204 .P DF 

http://Inttanl.gov/fTtemox/MasterManas5wnentfJurm96/MM262_AOSZ84.PDF 
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Computer Misuse, e«p 
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General guidelines to ensure your computer isn't misused: 

• Remove any games (except those for official business use 
or those that came with the operating system) 

• Remove any personal files (your resume is OK) 

• Remove anything that Is not dearly work related 

• Don't access inappropriate material on the web 


pi*o* intaiitttan Qfflo *— Cftm Omur Hr T*«i 
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iirSoftware Licensing ■&¥ ’ -k 

* Unlicensed software ^ 




• Remove any trademarked software for which you are not 
licensed 

Proof of licensing 

• Original diskettes, original manuals, stock receipts, copy of 
completed registration card (that was mailed to 
manufacturer), or license agreement, or 

• Registration on me LANL Electronic Software Distribution 
system 

http://Bsd.lanl.gov 
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Implement 'Minimum'Brofe’ctTons" 
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These measures are for your own protection, represent good 
business practices, are required by Laboratory policy, and are 
topics Inspectors like to discuss 

* Backups - Backups - Backups 

* Help to ensure a vaiiawjty and integrtty 

* Virus protection Is required where available {generally not on 
Unix systems) 

♦ install and use current ana-virus software 

* For Maes: Norton AntiWus (NAV) 

• For PCs; Norton AntiVirus or McAfee Virus Defense 

« Good passwords 
« Screen locks and closing doors 


Cnw* Wottbuot orsenr-^yoar Sacuuy Tmth 


SIP 
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fjfWhat About Wireless^' y* 


Effective November 1 , technical areas may be 
scanned for unauthorized wireless activity 


■ fpp jjj ,33 Kpcani 
•' ^8 


* Equipment purchased in the last IB-24 months 
should be checked for wireless capabilities; these 
capabilities must be disabled 


« Wireless keyboards and mice using infrared (IR) 
communications are allowed 


« Guidance from DOE currently being evaluated by the 
CIO, IPB, etc. 



Bon 
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-During the Survey - AtPEmpToyeessS^g 

• Know the inspectors' rights 

• Know your rights 

• What if you don't know the answer? 

• Inspection Techniques 

• Make a good impression 

• Be extra diligent 

• Frequently asked questions (FAQs) 


OrtcM— - Cyoor Soortty T< 


^Inspector's RTgfits W' '»-* 

Survey inspectors have the right to 

• Interview you 

• Exa mine your work area 

• Examine your workstation {including having you log on for them) 

• Expect you r full coops ratio n 

Survey inspectors do not have the right to 

• Access information without an appropriate need-to-know 
(especially passwords) 

• Be verbally aggressive, threatening, or abusive 
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Employee Rights 'fe*' w 

You and your group members should NOT be interviewed by 
an inspector without security personnel being present 
* There should be a CIO-CS representative present, 


'1 


* If not, you should request that one be present, 

* An employee may also request that the ISSO or OCSR be 
present before answering questions, and 

* You may ask your DSO to be present as well. 

You don't have to take being verbally attacked 

* Don't get defensive, but rather 

* Get your supervisor 



Soorw Turn LoS AJamOS 
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If You Don't Know thesSftswer 

* if an inspector asks you a question you don’t understand or 
can't answer 

* It's OK to ask for clarification 



If you don't understand the question, or don’t like the way it’s 
worded, ask the inspector to rephrase it 
It’s OK to say "l don't know,* but tell the inspector how you 
would find out (such as checking with your OCSR, ISSO, 
DSO, or CIO-CS, or referring to your 'cheat sheet') 


• Regard the survey as an 'open book 1 examination 

• If you need to refer to nates or other information before 
responding, take the time to do so 



® 013 
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; Be Aware of lnspectioifTe'chnRjue^» 

• Watch for open-ended, leading questions 

* Watch for attempts to rattle you 

• An Inspector may ask a simpie question, then take copious 
notes 

» Inspectors like to use silence 

• Many people canl resist filling a silence 
« Resist the temptation to *spill your puts* 

• The more you say the more likely you’ll say something that 
will get you Into areas you may not be familiar with 

• Give short answers (yes or no, when possible) 


— Cyw 8*o#ity T«an< 
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-Make a GoocftmpressTon 
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Be courteous and cordial 

• Display no signs of apathy, condescension, or hostility 
Be succinct and confident 

Resist the temptation to blame someone else 

• DOE is really auditing the effectiveness of the Lab’s 
program (not you personally) 

« Finger pointing will lust make the program look bad 
Wear your badge correctly (picture side out, above the 
waist) 

Straighten up your office 


Los Alamos 
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Keep an electronic or paper folder handy that contains 
such things as 

• These tips and other references 

• Bookmarks to useful web pages 

• User registration acknowledgments and profiles 

• Standard operating procedures for handling sensitive 
unclassified or classified information 

• A list of the security training you've had 


ChW WttrwiUen Cfflaaf — Cytm S*our*» T«m 
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;”and Be Prepared 

Just before the survey, rey lew your responsibilities - 

♦ All users should review the following: 

* Computer Security Responsibility Acknowledgment 

* System User - Computer Security Profile 

* The online training that's been taken 

♦ ICN users should review 

* "Your Responsibilities for Using an ICN Password 
and/or Token Card* acknowledgment 

♦ Classified computer users should 

* Review system security plans and standard operating 
procedures 

* Review document handling procedures and inventory 
safes 
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In 1999 and 2000, as part of the “9 Points," Divisions 
developed Restart Plans. These plans outline how 
classified computing will be done. 

These plans are still in effect! Pay particular attention 
to these items if they are in your Division’s Restart 
Plan; 

• Use of Tamper-indicating Devices (TIDs) 

• Computer Work Area Designation Sign 

• Unlike media in a mixed media environment 
^Do you know what’s in your Restart Plan? 

Los Alamos 
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Security Area Behavio'rs 

• Tha inspectors will bo testing us, so they may: 

* Remove their badges when they are in secure areas 

* Try to access areas where they don’t belong (this may 
include taflgating into an area that is controlled by a badge 
reader) 

* Try to remove Laboratory property 

• Challenge such behavior 

• They will be watching for similar behavior by Laboratory 
employees 


15 




487 


1)2/25/03 TUE 


13:09 FAS 202 586 0S48 OIG 


®017 


, • ; ?>WPWtb Sl 

n ’rat’ll 

ir»'i ar.k'i |r > _ 

Be Extra DiligeritfNeetFto-Know 
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Observe need-to-know scrupulously 

• In meetings, hallways, parking lots, and restrooms 

• This Includes not only classified, but CRADA proprietary 
and other sensitive data 

• Inspectors may listen In hallways, restrooms, and parking 
lots for what appears to be classified or sensitive 
unclassified discussions 


at Sntcrmastoi CMSow— Cytw $*cuwy T*am 
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SBeExtra Dnigent:“Syst®m Accesss; 


When signing onto your system, don’t let the inspector 
view your password being typed in 

Before leaving your system, bring up the screen saver or 
shut it down, and close (and lock) your office door 
Same advice when you open your safe: don’t leave your 
office with It open and don't let the inspector see the 
combination! 


16 





488 


02/25/03 


TUE 13:09 FAI 202 586 0948 OIG 


0018 


ir/^« mr , »ti «r® 

Be Extra DiligerrtfSoelal En qi n ee rtiros 


DON'T answer questions over the phono from persons 
claiming to be Inspectors 

* All auditing must be done in person by Identified inspectors 

An inspector may ask you to do something that is against 
the rules, to test you— 

• Like share a password or show them sensitive information 

Just remember that inspectors cannot break the 
rules, and you aren't to break the rules just 
because you're asked to! 


OMl IntarrruKion Ctap-tVttr Saaetly T«m 
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The inspectors frequently do night-time inspections 

• Review your office, leave things in good order 

• Don't leave your workstation logged on 

• Sign your security container check sheet (as 
appropriate) 

• Remember that a locked office door is a good 
security practice (and inspectors generally will not 
enter a locked office) 


Oi»t lnfc.rn.Kton CXHcur — Oflnr Sseuruy Tanm 
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Top Ten Audit Pltfalfff? 


Not Being 

Talking 

Not 

Not 

Not 

Prepared 

Too Much 

knowing 

knowing 

knowing 



an 

access 

need-to- 



answer- 

controls 

know for 



but.... 


your info 
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STpp Ten Audit Pitfair^COnt;^ 


Not 

Not being 

NoP 

Not 

Not ' e ' T 

knowing 

courteous 

knowing 

knowing 

knowing 

who to go 


your 

how to 

how to 

to for an 


classified 

mark, 

retrieve a 

answer 


holdings 

store, 

send. 

receive or 

destroy 

classified 

matter 

document 
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Department of Energy 

Washington, DC 20585 
January 28, 2003 


MEMORANDUM FOR 
FROM: 



SUBJECT: Special Inquiry Regarding Operations at 

Los Alamos National Laboratory 


BACKGROUND 

On November 18, 2002, the Office oflnspector General began a fact finding inquiry into 
allegations that senior management of the Los Alamos National Laboratory engaged in a 
deliberate cover-up of security breaches and illegal activities, in particular, with respect 
to reported instances of property loss and theft. The Acting Administrator of the National 
Nuclear Security Administration requested this inquiry based, in part, on media reports 
that Los Alamos employees had misused the Government purchase order system to buy 
millions of dollars worth of goods for persona) use and that Los Alamos management had 
attempted to hide these events from the Department of Energy and the public 


Shortly after our review began. Los Alamos terminated the employment of two security 
officials who had been vocal in criticizing Los Alamos management’s handling of 
property loss and theft issues. We expanded our review to evaluate the circumstances 
surrounding those terminations. 


Tins inquiry did not include a case-by*case validation of whether individual items of 
property bad been lost or stolen. Ongoing reviews by tbe Office of Inspector General, the 
Federal Bureau of Investigation, and others will address a number of those reported 
instances. 


RESULTS OF INQUIRY 

Our inquiry disclosed a series of actions by Laboratory officials that had the effect of 
obscuring serious property and procurement management problems and weakened or 
overrode relevant internal controls. These actions created an atmosphere in which Los 
Alamos employees were discouraged from, or had reason to believe they were 
discouraged from, raising concerns to appropriate authorities. In short, management’s 
actions - whether intended as a cover-up or not - resulted in delayed identification and 
resolution of the underlying property and procurement weaknesses, and related security 
concerns. Although our inquiry did not substantiate the allegation that Laboratory 
management deliberately hid criminal activity, we found that Laboratory management: 
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• Failed to take appropriate or timely action with respect to a number of identified 
property control weaknesses, and related security concerns. There was: 

(1) inadequate or untimely analysis of, and inquiry into, property loss or theft and 
security issues; (2) lack of personal accountability for property; (3) a substantial 
degree of dysfunction in the Laboratory’s communication and assignment of 
responsibilities for the handling of property loss and theft concerns; and 
(4) inadequate controls over procurement and property systems. 

• Had inadequate Laboratory policies that governed when and under what 
circumstances Laboratory activities must be reported to law enforcement. 

• Issued, then immediately rescinded without adequate explanation, a memorandum 
requiring corrective actions to address “disturbing negative trends regarding 
Laboratory management of Government property.” 

• Published certain materials emphasizing loyalty to the Laboratory at the possible 
expense of full disclosure of identified problems. This included materials 
distributed to Laboratory employees, in advance of a November-December 2002, 
Department cyber security review, containing such guidance as “Resist the 
temptation to ‘spill your guts’”; “Handwritten notes can be especially 
damaging.... They are not easily disavowed”; and “Finger pointing will just make 
the program look bad.” 

Our inquiry corroborated a number of the concerns expressed by the terminated security 
officials related to weak internal controls and other property management issues. The 
Laboratory’s decision to terminate the two security officials during ongoing external 
reviews that were addressing some of the very same issues raised by these officials, and 
which were later corroborated, was, in our judgment, incomprehensible. These events 
raise doubt about Los Alamos’ commitment to solving noted problems, had the potential 
to have a chilling effect on employees who may have been willing to speak out on 
matters of concern, and were inconsistent with Laboratory and University of California 
obligations under its contract with the Department of Energy. As you know, the 
University recently announced that the two security officials had been re-hired. 

Our report of inquiry contains recommendations for corrective action. In particular, 
responsible Department officials must ensure that the University of California and the 
Laboratory’s management is held accountable for implementing and executing corrective 
actions resulting from the current situation at the Laboratory. 

Attachment 

cc: Deputy Secretary 

Acting Administrator, National Nuclear Security Administration 
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background 

For 60 years, the University of California (University) has operated the Los Alamos 
National Laboratory for the Department of Energy and its predecessor agencies. Among 
its many important missions and functions, Los Alamos has critical national security 
responsibilities, including helping to ensure the safety, security, and reliability of the 
nation’s nuclear weapons stockpile. 

In recent years, Los Alamos has been the subject of intense scrutiny during a number of 
controversies regarding allegations of espionage, lax security, and related internal control 
failures. The Department and Los Alamos initiated actions intended to ensure that the 
Laboratory was carrying out its missions with a heightened emphasis on protecting 
national security interests. Realignment of Los Alamos’ security function, or “S” 
Division, was one such action. On a broader scale. Congress and the President created 
the National Nuclear Security Administration (NNSA) as a semi-autonomous agency 
within the Department. 

In 2001, Los Alamos undertook a nationwide search to recruit an experienced leader for 
the Office of Security Inquiries w ithin the “S” Division. In addition to various security 
responsibilities, the job announcement for this position provided, in pan, that the person 
hired would conduct investigations into theft and property protection. Given the sensitive 
nature of much of the work at Los Alamos, imbuing this position with a sense of urgency 
for the protection of property - especially computers and other technology that may store 
classified and other national security information - was consistent with the Laboratory's 
stated goal to heighten national security aw areness. The nationwide search culminated 
with the hiring of a new Security Inquiries Team Leader (Security Inquiries Leader) who 
took office in January 2002. 

On November 5, 2002, anonymous sources were quoted in the news media alleging that 
Los Alamos leadership was attempting to deliberately hide major criminal activity, 
administrative mismanagement, and high-level corruption from the public, the 
Department, law enforcement agencies and others. On November 6, 2002, NNSA’s 
Acting Administrator requested that the Office oflnspector General conduct an inquiry 
into the anonymous allegations. 

We commenced this inquiry on November 1 8, 2002, On November 25, 2002, Los 
Alamos terminated the employment of the Security Inquiries Leader and another security 
official. The timing of this action raised the specter that the terminations could be 
retaliatory in nature. We, therefore, incorporated an examination of the terminations into 
our inquiry. 

During the course of the inquiry, we interviewed over 60 Laboratory officials and other 
parties, including the two terminated security officials. We also reviewed thousands of 
pages of pertinent records. We did not validate, on a case-by-case basis, whether 
individual items of property had been lost or stolen. Other ongoing Office of Inspector 
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General reviews and investigations, further requests for follow up actions, Department 
initiatives, as well as matters under the purview of the Federal Bureau of Investigation 
(FBI), are continuing to address a number of those reported instances. 

In light of the serious nature of these charges, the personal attention and concern the 
Secretary has brought to bear on these matters, and the substantial and understandable 
public concern that the Laboratory's actions have generated, we provided the Secretary 
with a memorandum on December 24, 2002. That memorandum contained our 
preliminary observations. 

RESULTS OF INQUIRY 

A. Allegations of Covcr-up/Ouestionable Management Actions 

Laboratory officials took a number of actions that, in our judgment, obscured serious 
property management and security problems. These actions contributed to an atmosphere 
where Los Alamos employees were discouraged from, or had reason to believe they were 
discouraged from, raising concerns about property loss and theft, or other concerns, to 
appropriate authorities. Our inquiry, however, did not substantiate the anonymous 
allegations, reported in the media on November 5, 2002, that Laboratory management 
deliberately hid criminal activity. 

Management’s actions - whether intended as a cover-up or not - made successful 
identification and resolution of the underlying property, procurement, and security 
weaknesses problematic. The most overt action Los Alamos took was firing the security 
officials. This action, taken amidst ongoing reviews of allegations ofiax security 
controls, was clearly and predictably controversial. Moreover, the officials were fired 
soon after they spoke with the Office of Inspector General. It is impossible to imagine 
that this action would not have had a chilling effect on other employees who might have 
contemplated speaking out about problems at the Laboratory. In our judgment, the 
terminations undermined management’s actions to address the core issue: identifying and 
correcting weaknesses in controls over national security assets. 

In addition to the firings, our inquiry disclosed that Laboratory management: 

• Issued, then immediately rescinded, a memorandum requiring corrective actions 
to address problems regarding the management of Government property. 

• Published Laboratory documents that could be imerpreied as discouraging Los 
.Alamos employees from reporting on the extent or severity of control weaknesses. 

Rescinded Memorandum 


In an April 2002, memorandum, addressed to all Laboratory "Leaders,” the Laboratory’s 
Office of the Chief Financial Officer (CFO Office) cited the need to “call your attention 
to disturbing negative trends regarding Laboratory management of Government property 
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and to engage youi support in taking corrective action.” According to the CFO Office, 
the concerns were that the amount of property missing during the Fiscal Year 2001 
inventory had nearly tripled from the previous year, to S723.000; and, that substantial 
amounts of property, valued at S533,000, had been reported lost or stolen during Fiscal 
Year 2001. 

The CFO Office’s memorandum further stated that neither Los Alamos nor the 
Department could accept SI. 3 million (the total of the two categories listed previously) in 
unaccounted property. The CFO Office noted that the issue would negatively impact the 
Laboratory’s rating in property management. Attached to this memorandum was 
organization-specific listings reflecting property losses. 

To address these concerns, the CFO Office described four new quarterly tracking and 
trend reports that this office would be responsible for issuing. The memorandum 
requested that each Los Alamos division develop a corrective action plan to raise 
awareness of property accountability and safeguards. The memorandum also suggested 
the initiation of a root cause analysis and planned training, and recommended review of 
instances of multiple losses or lack of accountability by the same individual. On 
December 18, 2002, we asked the CFO Office to provide us copies of each of these 
reports, including copies of each division’s corrective action plan. 

In a memorandum dated December 19, 2002, w<e were informed that the April 10, 2002, 
memorandum had actually been rescinded the day after it was distributed. Los Alamos 
management decided that it would be more appropriate to provide each division leader 
only the information relevant to his or her division and that it served no purpose and was 
insensitive to people’s privacy to publish the entire list. Thus, an e-mail was sent asking 
division leaders to disregard the memo of the previous day. Given that the guidance was 
rescinded, there was no requirement to provide the corrective action plans, and a number 
of the other new reporting mandates were never fully effectuated. 

This chain of events raised doubts as to management's commitment to address identified 
control weaknesses. 


1-aboratorv Documents 

During our inquiry, two other significant documents came to our attention that could be 
interpreted as discouraging Los Alamos employees from reporting on the extent or 
severity of control weaknesses. 

We reviewed briefing materials for a training course to be attended by Los Alamos 
employees in anticipation of a November/December 2002 Department of Energy 
Inspection & Evaluation (I&E) review on Laboratory cyber security. The briefing 
materials, which were prepared by the Laboratory’s Office of Chief Information Officer 
(CIO Office), were titled, “Surviving the [l&E) Audit,” and included the following 
suggestions: 
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• "Resist the temptation to ' spiJl your guts’.'' 

• “Handwritten notes can be especially damaging., ..They are not easily 
disavowed.” 

• “Finger pointing will just make the program look bad.” 

When shown these materials, a senior Los Alamos management official said that he had 
not previously seen them and that they were "stupid" Subsequently, on December 16, 
2002, a memorandum was sent to certain employees clarifying the purpose of these 
materials in light of their “potential for misinterpretation.” Nevertheless, it was difficult 
to conceive of any legitimate purpose for such guidance in anticipation of a routine 
Department of Energy review of security issues. 

A second document, which Los Alamos internal auditors have been required to sign, was 
titled a Code of Ethical Conduct statement. This document was based on the Institute of 
Internal Auditors (11A) Code of Ethics, but departed from tbe 1IA code by requiring 
auditors not to use information in a manner that could be perceived as “. . .detrimental to 
the University of California, the Los Alamos National Laboratory, or the Audits and 
Assessments Office.” While it may not have been the intent of the document, reporting 
erroneous payments or surfacing other internal control weaknesses - traditional 
responsibilities of internal auditors - could be perceived as “detrimental” to Los Alamos. 
Los Alamos auditors were also asked to “exhibit loyalty in all matters pertaining to the 
affairs of the University of California, the Los Alamos National Laboratory, and the 
Audits and Assessments Office....” The document in question created, in our opinion, 
the appearance of a lack of independence for Los Alamos auditors. 

B. Security Officials* Terminations 

We endeavored to evaluate the Laboratory’s decision to terminate the two security 
officials consistent with the Department’s standards for protecting contractor employees 
from retaliatory termination. Based on our evaluation, we believe it will be difficult for 
the University of California to sustain its burden under the prevailing standard for 
adjudicating these matters. 

Specifically, under the Department’s procedures, once an initial case of retaliatory 
termination is established, the burden shifts to the contractor entity to demonstrate, by 
clear and convincing evidence, that the contractor entity would have taken the same 
action without the contractor employee's disclosure or other protected activity. 

In this regard, our inquiry disclosed that: 

• The two terminated security officials were vocal in their criticisms of the 
Laboratory’s management of property loss and theft concerns. 

• Laboratory management acknowledged that prior to the arrival of the Security 
Inquiries Leader, Laboratory efforts to inquire into these matters were inadequate. 
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* Recent external reviews, including this inquiry, corroborated a number of the 
fundamental concerns previously expressed by the two terminated security 
officials relating to property and management systems. 

• As late as October 2002, the Security Inquiries Leader had received a favorable 
performance evaluation. 

The tuning of the terminations was, itself, suspect. A memorandum documenting the 
Laboratory''® stated rationale for the terminations is dated the same day (November 20, 
2002) as the Office of Inspector General's interview of one of the two security officials. 
We were advised by the Security Inquiries Leader, and Laboratory documentation 
confirmed, that he had informed his management, in advance, that he and his staff were 
to be interviewed by the Office of Inspector General inquiry team. 

In the November 20, 2002. memorandum cited above, a senior Los Alamos official 
documented what he believed to be valid reasons for the terminations. We evaluated 
these reasons, and concluded that a substantial number of them do not withstand scrutiny. 

C. Internal Control Weaknesses 

In a March 26, 2002, memorandum to Los Alamos management, the Security Inquiries 
Leader expressed significant concern with the manner in which Los .Alamos addressed 
property loss and potential theft. Our inquiry corroborated a number of those concerns. 
Specifically, we found: (1) inadequate or untimely analysis of, and inquiry into, property 
loss or theft and security issues; (2) lack of personal accountability for property; (3) a 
substantial degree of dysfunction in the Laboratory's communication and assignment of 
responsibilities for the handling of property loss and theft concerns; and (4) inadequate 
controls over procurement and property systems. 

Property and Security Issues 

We noted that property loss and theft issues, and related security considerations, were not 
subject to thorough and consistent analysis. For example, in 2001, the report 
documenting the loss of a security radio w as inadequate. It did not provide information 
concerning what frequencies might have been compromised. 

The Security Inquiries Leader expressed this and related concerns in has March 2002 
memorandum, including those with respect to the entry into a law' enforcement tracking 
system of Laboratory property theft reports. Although he noted that such reports were 
being provided to the Los Alamos Police Department and the FBI. the Security Inquiries 
Leader asserted that those agencies were not entenng the property information into the 
National Crime Information Center records because the reports were of poor quality. 

As noted by a counterintelligence official, the theft ofLaboratory property can have 
national security implications. In this vein, with respect to previous Laboratory property 
reports he reviewed, the Security Inquincs Leader observed: 
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The reports indicate that no questions were asked pertaining to the type of data 
that may have been on stolen computers, laptops, PDAs', and digital cameras. It 
is possible that they may have had sensitive or proprietary materials on those 
systems, but inquiry personnel failed to explore that potential; at least one can 
assume this view based on the data contained in the inquiry reports. 

Based on these concerns, we requested that Los Alamos explain the steps taken to 
account for lost computers and other sensitive equipment. We also inquired as to any 
efforts made to evaluate whether classified or other protected information had been 
compromised as a result. The Laboratory produced a draft memorandum, dated 
December 18, 2002, in which the CIO Office concluded that none of the lost, stolen, or 
unlocated computers identified by Los Alamos contained classified information. The 
CIO’s memorandum also concluded that there were at least 258 computers lost, 44 
computers stolen, and 61 computers unlocated for the Fiscal Years 1999, 2000, 2001, and 
2002 1 2 3 . We did not validate these numbers, or the CIO's conclusion concerning the non- 
compromise of classified information. In fact, a CIO official told us that there were 
inconsistencies between these numbers and previous reports provided by the CFO and the 
Office of Security Inquiries. 

A CIO official acknowledged that the Laboratory's processes for reporting lost, stolen, 
and unlocated computers are “fragmented.” He noted incoasistencies between computers 
reported lost and stoleD to the Office of Security Inquiries and data available to property 
management officials. Anolhei Laboratory official confirmed that these reporting 
mechanisms are not integrated throughout the Laboratory, and both of these kev officials 
asserted that they have recently recommended corrective action to ensure that appropriate 
systems are integrated. 

The timing of the Laboratory's effort to reconcile these important questions is, in and of 
itself, troubling. It was not until the November-December 2002 timeframe that there was 
intensive effort in this regard. 


Property Accountability 

According to a Los Alamos official, Laboratory employees have not been routinely held 
liable or accountable for lost properly under their control. This official explained that 
when an employee first takes custody of an item of property, the employee signs an 
“accountability" statement. However, Los Alamos management generally chose not to 
enforce the statements, according to this official, but rather chose to “write off” the 
missing property at the end of an inventory cycle. An accounts receivable official could 
not recall ever receiving any restitution from any lx>s Alamos employee for a lost or 
stolen item for which he or she was responsible. The Security Inquiries Leader made a 
similar point in his March 2002 memorandum. 


1 “Personal Digital Assistants.” 

2 The CIO’s memorandum identified an additional 75 computers requiring follow up and resolution as to 

their status. 
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Based on these assertions, we reviewed electronic records of “Uniocated,” ‘"Lost, and 
“Stolen” property for Fiscal Years 2000, 2001 , and 2002. A judgmental selection 
disclosed the following types of property categorized as “Lost," “Stolen,” or 
“Uniocated”: 



ifeiSBSSftiS 

pp mm 

stteiaSiJ 

Desktop Computers 

204 

S694.938 

Laptop Computers 

42 

SI 51 ,821 

Analyzers 

8 

S 99,225 

Cameras 

12 

$ 11,318 

Computer Printers 

127 

$177,141 

Oscilloscopes 

17 

S207.620 

Power Supplies 

5 

S 51.843 

Radio Transceivers 

27 

S 35,596 

Video Recorders 

IS 

$ 47,293 

Telephones (including cell phones) 

80 

$ 27,208 

Scanners 

12 

$ 10.475 


These records did not contain sufficient information to fully assess the nature and extent 
of property losses. Nevertheless, the results of our judgmental selection raise additional 
questions about the Laboratory’s property controls and accountability. 

Another issue we identified relates to Los Alamos’ use of “drop points” for the delivery 
of new equipment. Under the drop point system, Laboratory property is not delivered, 
unifonnly, to a central, secure location. At such a secure central location, the equipment 
can be tagged, inventoried, and consistently tracked. Wc were told that many of these 
Laboratory drop points are in open spaces with little or no security. A number of key 
officials advised that there have been insufficient Laboratory efforts to ensure that 
equipment delivered to Laboratory drop points is safeguarded. We were also told that 
property would be left at these locations for inordinate amounts of time, without being 
checked by property administrators. 

Communication and Responsibilities 

Our inquiry disclosed a substantial degree of dysfunction in Los Alamos' communication 
and assignment of responsibilities and authorities for the handling of property loss and 
theft concerns. For example, there was organizational inconsistency between the roles of 


1 The "Acquisition” value of these sampled hems amounts to Si ,5 14,478. 
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the Office of Audits and Assessments and the Office of Security Inquiries. The Office of 
Audits and Assessments was tasked with the internal review of Laboratory “waste. fraud, 
and abuse" concerns, whereas the Office of Security Inquiries was responsible for 
reviewing alleged “theft.” This left not only the potential for “overlap" in 
responsibilities, but “underlap,” as one senior security official characterized this 
condition to our inquiry team. 

There were also mixed messages sent to the two former security officials with respect to 
the scope of their authorities and responsibilities. For example, Security Inquiries 
officials were told that they were not “investigators.” At the same time, our inquiry 
disclosed that one of the terminated security officials was directed by a senior Los 
Alamos official to travel off site, to another state to interview a private citizen, to obtain 
information concerning a matter (the alleged improper purchase of a Mustang 
automobile), which included the possibility that it was criminal in nature. This appeared 
inconsistent with previous direction, and other management communications to these 
officials, about the scope of their responsibilities and authorities. 

Further, Laboratory management acknowledged that there were inadequate Laboratory 
policies that governed when and under what circumstances Laboratory activities must be 
reported to law enforcement. Laboratory officials had been drafting such a policy since 
the spring of 2002, but the policy remained in draft at the time of our inquiry. 

Procurement and Property Systems 

As we completed our inquiry fieldwork, the final report of the Laboratory's external 
review team was completed. That report noted a number of Laboratory “programmatic 
weaknesses” with respect to Los Alamos’ controls over purchase cards, including: 

• Failure to reconcile and approve monthly statements; 

• Failure to resolve disputed transactions; 

• Failure to properly account for controlled property; 

• Purchase of restricted items in violation of Laboratory policies; 

• Insufficient documentation of items purchased; 

• Inadequate or ineffective sanctions for non-compliancc; 

• Insufficient training, especially for approvers; 

• Insufficient program audit and review procedures; 

• Failure to properly manage cardholder spending limits; and. 
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• Failure to safeguard card information. 

The external review team recommended a number of corrective actions, and noted that 
they had not validated the Laboratory's implementation of recent corrective actions. 

We also noted during our inquiry that NNSA had completed an assessment of the 
Laboratory's “Personal Property Management’’ and “Procurement Management,” in 
December 2002. and rated the Laboratory as "excellent” in both categories. Although we 
did not evaluate the process by which these or earlier ratings were issued, the facts 
disclosed during our inquiry’ suggest that the Department’s process for arriving at such 
ratings warrants review by appropriate Department officials. 

RECOMMENDATIONS 


In light of these facts, we are making the following recommendations for corrective 
action. Specifically, it is incumbent upon responsible Department officials to ensure that: 

1 . Recently announced corrective actions arc fully implemented and executed; 

2. Additional follow-up and corrective action is taken with respect to the matters 
disclosed in this report, including: 

(i) inadequate or untimely analysis of, and inquiry into, property 
loss or theft and security issues, 

(ii) lack of personal accountability for property; 

(iii) substantial degree of dysfunction in the Laboratory’s 
communication and assignment of responsibilities for the 
handling of property loss and theft concerns; and, 

(iv) inadequate controls over procurement and property systems; 

3. The Department processes to evaluate the Laboratory’s procurement and 
property accountability systems for fee purposes are reviewed and improved 
based on the current experience at the Laboratory; 

4. Concrete steps arc taken to communicate to Laboratory employees that thev 
are encouraged to identify and disclose waste, vulnerabilities, and other 
concerns in an atmosphere free of reprisal; and, 

5. The Department docs not bear the costs incurred by the University in 
conducting its own inquires into these matters, or in otherwise effectuating 
remedial action, including the costs associated with any monetary settlements 
deemed just and proper, and which may be extended to the two terminated 
security officials. 
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IG Report So.: DOE/IC.-Q5R4 

CUSTOMER RESPONSE FORM 


The Office of Inspector General has a continuing interest in improving the usefulness of its products. We 
wish to make our reports as responsive as possible to our customers' require men is, and, therefore, ask that 
you consider sharing your thoughts with us. On the back of this form, you may suggest improvements to 
enhance the effectiveness of future reports. Please include answers to the following questions if they are 
applicable to you. 

1. What additional background information about the selection, scheduling, scope, or procedures of (he 
audit would have been helpful to the reader in understanding this report? 

2. What additional information related to findings and recommendations could have been included in this 
report to assist management in implementing corrective actions? 

3. What format, stylistic, or organizational changes might have made this report's overall message more 
clear to the reader? 

4. What additional actions could the Office of Inspector General have taken on the issues discussed in this 
report which would have been helpful? 

Please include your name and telephone number so that we may contact you should we have any questions 
about your comments. 

Name Date 

Telephone _ Organization _________________ 

When you have completed this form, you may telefax it to the Office of Inspector General at (202) 586- 
0948, or you may mail it to: 


Office of inspector General (IG - 1 ) 

Department of Energy 
Washington. DC 20585 

ATTN: Customer Relations 

If you wish to discuss this report or your comments with a staff member of the Office of Inspector General, 
please contact Wilma Slaughter at (202) 586-1924. 
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The Office of Inspector General wants to make the distribution of its reports as customer 
friendly and cost effective as possible. Therefore, this report will be available electronically 
through the Internet at the following address: 


U.S. Department of Energy, Office of Inspector General, Home Page 
http://www.tg.doe.gov 

Your comments would be appreciated and can be provided on the 
Customer Response Form attached to the report. 
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Department of Energy 

Washington, DC 20585 


February 5, 2003 Tab 30 


MEMORANDUM FOR THE ACTING ADMINISTRATOR. 

NATIONAL NUCLEAR SECURITY ADMINISTRATION 

FROM: Gregory H. Friedman 

Inspector General 


SUBJECT: 


Office of Inspector General Special Inquiry Report on 
Los Alamos 


Thank you for calling attention to certain documentation relevant to our special inquiry 
concerning Los Alamos. 

Despite the fact that the Laboratory’s then-Chief Financial Officer was acutely aware of 
our interest in his April 10. 2002, memorandum, and any responsive laboratory actions, 
the April 29, 2002, memorandum you forwarded yesterday was never produced to us by 
Laboratory management personnel. 

Specifically, Mr. Thomas Palmieri, the Laboratory’s then-Chief Financial Officer, was 
interviewed twice by members of our inquiry team concerning this matter. He failed to 
mention the fact that the guidance was reissued on April 29, 2002. In our judgment, this 
episode further highlights the significant dysfunction we encountered during our review. 

I have attached a chronology of relevant inquiry events for your consideration. Please do 
not hesitate to contact me if we may be of any additional assistance. 

Attachment 

cc: Deputy Secretary 
Chief of Staff 
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Chronology of Relevant OIG Inquiry Events 


• During his interview on December 18. 2002 . the OIG inquiry team requested that 
Mr. Thomas Palmteri. Los Alamos CFO, provide copies of each and every one of 
the corrective action and other repons referenced in his April 10. 2002. 
memorandum, and published since April 2002. Mr. Palmieri stated that he did not 
have any readily available, but that they would be provided to the inquiry team at 
a later date. 

• The OIG subsequently received a memo from Mr. Palmieri. dated December 19 . 
2002 . In this December 19, 2002, memorandum. Mr. Palmieri advised the inquiry 
team that he sent an e-mail on April 19, 2002. "which asked division leaders to 
disregard” his April 10 memo. Mr. Palmieri funher wrote in his December 19. 
2002, memorandum: “Given that the guidance was rescinded, there was no 
requirement to provide the corrective action plans described in the April 10 
memo.” 

• The OIG inquiry team re-interviewed Mr. Palmieri on January 7. 2003 . 

Mr. Palmier: acknowledged that a number of the corrective actions outlined in 
his April 10, 2002. memorandum, had never been fully effectuated. 

• In neither of our interviews, nor in his December 19, 2002. memorandum, did 
Mr. Palmieri advise the inquiry team of any subsequent guidance in this arena. 

The lack of complete disclosure or candor is puzzling, especially given the 
obvious importance of the matter involved. 
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National Nuclear 
Security Administration 


February 4, 2003 


MEMORANDUM FOR t INSPECTOR 
GENERAL 



Ott'ce cl me 

Aamini^yitor J . 

i K^f/ 

J^p 


Subject: 


Los Alamos 


Greg - 

This follows up on my e-mail of yesterday. In your 
report you said that Los Alamos "Issued, then 
immediately rescinded, a memorandum requiring 
corrective actions to address problems regarding the 
management of Government property.” The lab 
says they reissued the guidance 1 1 days later. The 
material they sent me is attached. Appears there 
may have been a misunderstanding. 



Acting Administrator 




>in ioy ir 
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Feb 03 03 04:09p LRML - D1REO I URS Llhhict 



Los Alamos 

NATIONAL LABORATORY 


memorandum 


Office of the Chief Financial Officer 


TcfflS: 

From/MS: 

Phone/Fax: 

Symbol: 

Date- 


Leaders 

Thomas M. Palmicri. CFO/B US-DO^ PJ 


(505) 667-3848 / 665-7 
BUS-DO:02-004 
April 10, 2002 / , 


p 




Subject: Institutional Accountability for Property 


This memorandum is to call your attention to disturbing negative trends regarding Laboratory 
management of Government property and to engage your support in taking corrective action. 

The issues arc; 

1 . The amount of property missing during FY0 1 inventory was nearly triple that of FY00 
inventory (141 items valued at S723K os of 02/20/02). 

2. Substantial amounts of property were also reported lost and stolen during the FY0J fiscal 
year (S533K). 

Neither the Lab or DOE, can accept $1 .3M in unaccounted property. We must do a better job 
protecting and accounting for the Government property that we manage for DOE. If 
uncorrected, this will negatively impact the Laboratory’s Appendix F rating in property 
management. Attached are FYOi reports, which reflect die losses described above. The reports 
show the losses for each of your organizations. We arc still trying to account for these items, 

Starting this month, April 2002, we (Bt’S-6) will be issuing quarterly reports to track property 
by Laboratory divisions. These reports will provide you with sufficient detail to understand and 
manage the property assigned to your organizations. 

The New Reports are: 

Report I: Missed 60 T)av New- Assignments will identify' new property in your organization for 
which there was no signed Properly Accountability’ Statement within the required 60 days. 

Report 2: Lost and Stolen will identify all lost and stolen property in your organization. 

Report 3: Inventory Exceptions will provide you witSi your current inventory exceptions. This 
means items that arc assigned to you, but you believe that you are no longer accountable for 
them. 


Report 4: Trends Reports sorted by Division and Associate Directors. 


ci-> 
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Leaders rage 2 April 10, 2002 

BUS-DO: 02-004 


Action: With the assistance of your Business Team Lcadcr/Property Administrator, 1 request 
that you develop a Corrective Action Plan, as appropriate, to raise the awareness of property 
accountability and safeguards in your division. At a minimum the Corrective Action Plan should 
address ways to improve the data covered in the four reports listed above, but may also include a 
root cause analysis, training, and specifically addressing instances of multiple losses/IacK of 

accountability by the same individual. 

Please address your Corrective Action Plan to Allen Wallace, Property Manager, BUS-6, G308, 
phone 667-6122. This plan cun also be used as o benchmark for the following year to monitor 
improvement in your organization. 1 have risked Alien to meet with you or your designee to 
review your quarterly reports, discuss possible solutions for improvement, and to answer 
questionsyou may have about property management in general. 

Attached is a draft memo that Division Directors can send to their Group Leaders explaining the 
importance of setting the right direction in accounting for government property and the need to 
develop a Corrective Action Plan. Our intent is that property management at this institution be a 
non-issue a year ffora now. 

Thank you in advance for your help on this moiter. 


Attachments: a/s 

TP/AW/DR:sp 

Cys: Jim Mitchell, LC, A1 87 

Allen Wallace, BUS-6, C308 
Property Administrators (via e-mail) 
Business Team Leaders (via e-mail) 
BUS-DO File 
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Feb 03 03 

aus-f> GROUP OFFICE 


n pnfla. 12:35 PM in</2003 -0700, Pwd; Sublet: Property Accountability 


X-Ser>dHr. ull6367@Dus-rnBil.f3ni.80v 
Date: Tue, 14 Jsn 2003 12:35:53 -0700 
' To: wGiiac0_aiten_d@Janl.gov 
From: Sim PaAs <3tm@lanLgov» 

Subject Pwd: Subject: Property Accountability 
X-UDL: cTtdc7!l*?5!!b'?1 



X-Senden ulfi3057@bus •mali.lanl.gov 
X-Mallcn QUALCOMM Windows Eucora Version 4.3.2 
Data: Thu, 18 Apr 2002 12:0913-0700 
To; Le8dera@lanl.30v 

From: Thomas Pelmlen <pBfmiari@teni.gov> 

Subject Subject- Property AcccuntabiSty 
Sender owner-deplaadorsSli5tman.l3nI.gov 


Please disregard the guidance tbsi was sent out yesterday via emGii to Leaders regarding 
Property' Accountablity. The transmission was mode tn error. Future guidance will ha 
forthcoming via the Associate Directors once the data has been validated as being current, 
accurate and complete. 

Sorry for any inconvanlence this may have caused 
Tom 


Printed for “Alien D. Wallace” <u3S«?9$j?ianI.gov> 
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• Los Alamos 

NATIONAL LABORATORY 

memorandum 

Administration Directorate 


Td MS: SET 
From/ MS: Richard A. Marquezj^vr/w, a 10 
PhondFas: 667-1973/667*5624 
Symbol. AD-A:02-0J9A 
ZW- April 29, 2002 


SUBJECT: Institutional Accountability for Property 

This memorandum is to call your attention to negative trends regarding Laboratory management of 
Government property and to define corrective action needed from the Senior Executive Team. 

The Department of Energy and the Laboratory annually reconcile the results of the Laboratory's 
property management inventory’- The FY01 inventory’ reveals that: 

• The amount of properly reported as “unlocatcd” during FY0! inventory was nearly triple th 
of FYOO inventory (141 items valued at S735K); and 

* Substantial amounts of property were also reported "lost or stolen*' during the FY01 fiscal yc 
(S533K). 

Neither the Laboratory nor DOE can accept SI.3M in unaccounted property. From the perspective i 
effective stewardship of resources, we must do a better job protecting and accounting for the 
Government property that we manage for DOE. From the perspective of contract performance, this 
problem, if uncorrecfed, will negatively impact the Laboratory's Appendix F rating in property 
management and could result in unallowable costs. 

I have distributed to each Associate Director status reports listing “unlocatcd” am! "lost or stolen” 
property (based on FY01 inventory) for your respective organizations. (1 made even' attempt to ref] 
organizational changes effected through the first quarter of FY02.) 

Each of us need to ensure that all reasonable and prudent efforts have been made to locate property « 
these lists and that the circumstances surrounding the loss arc adequately addressed in the property 
management system. In addition, under certain circumstances, you may deem that individuals shou 
be held accountable or otherwise disciplined. 

In addition, we need to institute proactive behaviors to evidence a more responsible stewardship of 
Government property. Effective immediately, BUS-6 will be issuing to each Laboratory Division ar 
Office quarterly reports to track property by division/office. These reports will provide sufficient d< 
to understand and manage ihe property assigned to each organization. 1 will provide each Associate 
Director "roll up” data, on a quarterly basis, which will enable you to moniior status across your 
organizations. (The Associate Laboratory Director for Administration will staff property managenv 
responsibilities for property assigned to the Laboratory Directoi's Office.) 
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SET - 2 - 

AD-A:02-0I9A 


April 2S. 2002 


The New Reports are: 

Report 3: Missed 60 Dav New Assignments will identify new property in for which there w.u. nn 
signed Property Accountability Statement within the required 60 days 

Report 2: Lost and Stotcp will identify lost and stolen property per organization. 

Report 3: Inventory exceptions will provide you with your current inventory exceptions. Tilts m 
items that are assigned to you, but you believe that you are no longer accountable for them. 

Report 4: Trend Reports sorted by Division and Associate Directors. 

After you review the data provided, you may require Corrective Action Plans, as appropriate, to ran 
the awareness of property accountability and safeguards in a division or office or across your 
organization. At a minimum the Corrective Action Plan should address ways to improve the data 
covered in the four reports lisied above, but may also include a root cause analysis, training, and 
specifically addressing instances of multiple Josscs/lack of accountability by the same individual. T 
plan can be used as a benchmark for improvement in succeeding years. 1 have asked Allen Wallace. 
Property Manager, BUS-6 (C308. 667-6122), and his staff, to be a resource for you in that regard. 


Your support is critical to ensuring that property management at this institution be a "non* issue" a y 
from now. 

Cy: Tom Paimieri, CFO. P 1 19 
Frank Dickson, LC, A I S3 
Dennis Roybal, BUS, P ! 19 
Allen Wallace, BUS-6, C30S 
AD COS (hand carried) 

Property Administrators (via e-mail) 

Business Team Leaders (via e-mail) 

BUS-DO file 
ADA:02-019A File, A 1 OS 
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Tab 31 


• Los Alamos 

NATIONAL LABORATORY 

memorandum 

Office of the Chief Financial Officer 


To/MS: Leaders 

From/MS: Thomas M. Palmed, CFO/BUS-DO. PI 19 
Phonx/Fax; (505) 667-3848 i 665-7257 
Symbol: BUS-DO:02-O04 
Dale: April 10, 2002 


Subject: Institutional Accountability for Property 

This memorandum is to call your attention to disturbing negative trends regarding Laboratory 
management of Government property and to engage your support in taking corrective action. 

The issues axe: 

I; The amount of property missing during FY01 inventory was nearly triple that of FYOO 
inventory (141 items valued at $?23K as of 02/20/02). 

2. Substantial amounts of property were also reported lost and stolen during the FY01 fiscal 
year ($533K). 

Neither the Lab or DOE, can accept $1.3M in unaccounted property, Wc must do a better job 
protecting and accounting for the Government property that we manage for DOE. If 
uncorrectcd, this will negatively impact the Laboratory’s Appendix F rating in property 
management. Attached are FY01 reports, which reflect the losses described above. The reports 
show the losses for each of your organizations. Wc arc still trying to account far these items. 

Siarting this month, April 2002, we (BUS-6) will be issuing quarterly reports to track property 
by Laboratory divisions. These reports will provide you with sufficient detail to understand and 
manage the property assigned to your organizations. 

The New Reports are: 

Report 1: Missed 60 Day New Assignments will identify new property in your organization for 
which there was no signed Property Accountability Statement within the required 60 days. 

Report 2: L ost and Stolen will identify all lose and stolen property in your organization. 

Report 3: Invent^,, gyceptjpps will provide you with your current inventory exceptions. This 
means items that arc assigned to you, but you believe that you arc no longer accountable for 
them. 

Report 4: Trends Reports sorted by Division and Associate Directors. 
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Leaders Page 2 April 10, 2002 

BUS-DO: 02-004 


Action: With the assistance of your Business Team Lead«/Propezty Administrator, I request 
that you develop a Corrective Action Plan, as appropriate, to raise the awareness of property 
accountability and safeguards in your division. At a minimum the Corrective Action Plan should 
address ways to improve lire data covered in the four reports listed above, bid may also include a 
root cause analysis, training, and specifically addressing instances of multiple losses/lack of 
accountability by the same individual. 

Please address your Corrective Action Plan to Alien Wallace, Property Manager, BUS-6, C308 
phone 667-6122. This plan can also be used as a benchmark far the following year to monitor 
improvement in your organization. I have asked Allen to meet with you or your designee to 
review your quarterly reports, discuss possible solutions for improvement, and to answer 
questions you may have about property management in general. 

Attached is a draft memo that Division Directors can send to their Group Leaders explaining the 
importance of setting the right direction in accounting for government property and the need to 
develop a Corrective Action Plan. Our intent is that property management at this institution be a 
non-issue a year from now. 

Thank you in advance for your help on this matter. 


Attachments: a)s 

TP/AW/DR; 3 p 

Cys: Tim Mitchell, LC, A 187 

Allen Wallace, BUS-6, C308 
Property Administrators (via e-mail) 
Business Team Leaders (via e-mail) 
BUS-DO File 
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o Los Alamos 

NATIONAL LABORATORY 

memorandum 


Bvsirmss Operation* Division 
Property Management, BUS-3 
Los Aiamos, N*w Msxico 87545 


DRAFT 


To/MS: Group Leader Name 
From/biS: Division Leader Name 
Phone/fax: 

Symbol: 

Date: 


The Laboratory reported 51.3M of lost stolen and mlwing property to the DOE for FY01. This Is an increase over 
the FYQO report and is a serious concern of the Laboratory's senior management. 

In the very near future, BUS Division will be sending quarterly property reports to all Associate Directors and 
Division Leaders These reports will give current status on property in the following areas: 

Report 1: Missed 60 Pay New Assignment* will identify new property in your organization for which there was 
do signed Property Accountability Statement within the required (SO days. 

Report 2: Lost and Stolen will identify ail property categorized as lost and stolen in your organization. 

Report 3: Inventory Exceptions will provide you with current inventory exceptions. This category identifies items 
that are assigned to your staff, but are items that your staff believes they are no longer accountable for. 

Report 4: Trends Reports sorted by Division and Associate Directors. 

Managers are responsible for Laboratory property in each organization and set the direction for Individual 
accountability. I cage you to use these report* to improve your current property status. Your Business Team Leader 
(BTL) and Property AdininisEratorfs) (PA) are available to help understand these reports and to provide support in 
conducting the appropriate level of corrective action. Each of yon mast develop a Corrective Action Plan that 
address your lost, stolen and missing property. At a minimum the Corrective Action Plan should address ways to 
improve the data covered in the four reports listed above, bu; may also include a root cause analysis, training, and 
specifically addressing those individuals who's name appear* more than once on any of the attached reports. 

The basis for the Laboratory's property program is the Accountability Statement (AS). Please ensure that your staff 
signs these statements and in doing so validate that the statement is correct and they are accountable for the property 
on that statement. Any exceptions to the statements should be addressed immediately by you, ihe custodian and the 
PA. In addition. I urge yon to ensure that your staff reports missing property the moment it is noted as missing and 
not postpone to see if it resurfaces. With your active participation in property management, the Laboratory will 
reduce the amount of lost, stolen and missing property subs tantiall y 

I will formally be reviewing property statistics immediately after the BUS reports are issued and will provide 
appropriate feedback to you regarding your organization's property. 

Attachments: a/s 

TP/AW/DR:km 


Cys: Jim Mitchell, LC, AI87 

Allen Wallace, BUS-6, C308 
Property Administrators (via e-mail) 
Business Team Leaders (via e-mail) 
BUS-DO FUo 
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KEVIN V. RYAN (CASB 118321) 
United Stales Attorney 


Tab 32 

MMjAk-? p - , 

1-53 


UNITED STATES DISTRICT COURT 
NORTHERN DISTRICT OF CALIFORNIA 
OAKLAND DIVISION 


UNITED STATES OF AMERICA, 
Plaintiff, 
v. 

JOSEPH JAMES LUPTON, 
Defendant. 


£ 1 ) 03-40001 


VIOLATIONS; 18 U.S.C. § 201(b)(2)(A; 
Acceptance of Bribes By a Government 
Official 


Oakland venue 


aw 


INFORMATION 

The United States Attorney charges: 

COUNT ONE : (18 U.S.C. § 201(b)(2)(A) ~ Acceptance of Bnbes By Government Official) 


Beiwecn in or about Autumn 1999 and in or about the Spring of 2001, in the Northern 
District of California, the defendant 

Joseph iames lupton, 

public official within the meaning of 18 U.S.C. § 201(a)(1), did knowingly and corruptly 
receive and accept from an agent of the business CMM. for his personal benefit and the benefit 
of others, things of value, including cash in the amount of $1 0,000, a too! chest, a gun safe, and 

Document )o. 

INFORMATION - U.S. v. LUPTON ~ 
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gold items including six gold coins and two gold chains, in return for and intending to be 
influenced in the performance of one or more official acts. 


United States Attorney 


CHARLES B. 0URCH (CSBN 79002) 
Chief, Criminal Division 
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T ^NDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN US DIS^ 


oy;D Complaint ^Information □ I nan 


OrrS N9E CHARGED - 

see Artacnment 


PENALTY 
See Attachment 


□ Petty 
jSt Felony 


PROCEEDING- 

mail of CoBpi»*n»ni Xje.lCy , Or Pc' 

DEPT . OF ENERGY/ FBI 


i iDCtn.t Fee 


mil persan/prccttaiftS i* t«.nsf«rrea feoit 
another ajscra.ee p«t teieeie orwi FftCrP ZC, 21 
oc « 0 . Snow nistxicc 

this is a reprose cut i on of charges 


3iisu.3sea on mo c so a of 
J.5 . Atty a Oef «n»* 


SHOW 

DOCKET NO. 


0 this prosecution rf laces flAGJSTRAs. 

to » penning case involving CASE NO. 
this ewe ocieosanx 


riosae Md Office 
furaisr.tng infoi 
tkis roan 


KEVI S V. RVM_. 


D Qthei U. S . 

Agency 


Name of Asst . U.S.Acty. 

If assigned chajh.es B Suftch 


JAn . 2 Jnn 

NORTHERN Cl STRICT OF OCIFOJWli •' *-“03 

cS £ ‘“flD l/. ,g£ • 

C£F 2 Sa*NT - C. 6 . vs. kCffihr ci:H-ZC- 




,fwaB - c ■ 6 ■ v » • 

JOSEPH JAMES L17PTON 

:‘&R 03^0001 py 


2) C is t Fugst 


ul ct nutan frt 


is in cv treat 


i C Aval ring < 


a P*a*i D J 


date transferred 
to u.s. custody 


D This rapor 


Mor.tr. Day Year 

t amends AD 2S~ previously 


irt a nd/or Judge /nag la trace 

ADDITIONAL INFORMATION OR COMMENTS 


Summons _____ 

Bail (Amc) 

No Process _ XXX 

Arrest warrant. 
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VIOLATION : 

CHARGE: 

PENALTIES: 


ATTACHMENT B - PENALTY SHEET 

Joseph James lupton 


U L’SC i 

BRIBERY 


a. Maximum prison sentence 15 years, 

b Maximum fine $250,000 

(or three times the amount rcc'd); 

c. Maximum supervised release term 3 years 

d. Mandatory special assessment $100 

e. Restitution 
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Page 1 of 2 


To: iani-ali@lani.gov 

Subject: LANL-ALL339: Reporting improper Activity 


*** PLEASE NOTE: To view the attachment(s) not included 
in the e-rr.ail message, you have two options: 1 ) GO TO THE 
LAN! HOMF PAGE or the Wei: anc seiec: Official Doa/meri; 
Lctoii cow?; tr.e Otitci&i Doc u menu pace tc me Gtiiua. 
Memoranda section to this memo (LANL-ALL339.PDF). 

2) CLICK ON THE FOLLOWING URL ADDRESS: 
http://int.lani.aov/memos/alldist/LANL ALL339.PDF 


To/MS: All Employees 
From/Ms: John C. Browne, A 100 
Phone/Fax: 7-5101/7-2997 
Symbol: DiR-02-314 
Date: December 16. 2002 


Subject: Reporting Improper Activity 

Allegations currently being made about the Laboratory by two 
individuals who do not know the Laboratory's operations or its 
people are simply wrong. ! am confident that current 
investigations, as well as future reviews, will find that 
allegations of widespread theft, cover-up, or interference with law 
enforcement authorities at the Laboratory simply are not true. 1 
categorically reject the notion that crime is rampant at this 
Laboratory. 

Unfortunately, in an organization as large as Los Alamos National 
Laboratory, from time to time there are individuals who abuse the 
trust placed in them by their colleagues and by the American public. 
We will respond to such abuse aggressively and promptly. It is 
worthwhile to remember that these individuals represent a tiny 
fraction of the men and women who work at the Laboratory - they are 
not typical of our workforce and they do not reflect our value of 
trustworthiness. 

Issues such as those currently being raised remind us of our 
obligations - contractual and ethical - to promptly report any 
improper or suspect activity, including waste, fraud, abuse, and 
theft, of which we become aware. There are a variety of channels 
available for such reports, and i have listed those below. In many 
of these channels, individuals can choose to identify themselves or 
not when making a report, i urge each of you to re-read Rich 
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Page 


Marquez' October 1 memorandum on whistleblower policies and 
protections for whistleblowers. A copy is attached. 

I want to re-emphasize a point I made in my memorandum of November 

21,2002. 

I will personally assure that there is no retaliation against 
ycr,c whr rer=r nr wastf f : ' erase, thet r rv-f • mprcre* 


Channels for reporting waste, fraud, abuse, theft, or other improper 
activity include: 

* Your LANL line management 

* Ombuds Hotline: 505-667-9370 or ombuds@lanl.gov 

* Office of Audits and Assessments: 505-665-6159 

* DOE Waste, Fraud and Abuse Hotline: 1-800-541-1625 

* DOE Office of Inspector General Hotline: 202-586-4073 

* LANL Human Resources Division: 667-1887 

* Complaint Resolution: 665-6311 

* Staff Relations (including violence in the workplace): 

667-8730 

* LANL Office of Equal Opportunity: 667-8695 

* UC Waste, Fraud and Abuse Hotline (for misuse of California 
resources): 1-800-952-5665 

* DOE Albuquerque Employee Concerns Program; 1-800-688-5713 
For information on policies: 

* LANL Administrative Manual 111, 112, 700, 701, 721, 728, 

729, and 731 

* UC Whistleblower Policy: 1-800-952-5665 

* Website: 

htt p://www.ucop.edu/ucoDhome/policies/bfb/q29.ht mi 

i encourage all workers at Los Alamos National Laboratory to report 
any improper or suspect activity through one or more of the channels 
listed above. 


JCB:vvm 


Attachment: a/s 
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Tab 34 


Modification No.. A3W> 
Supplemental Agreement to 
Contract No.- W-~405-ESG~i v 


Appendix L -Program Performance improvement hiinutno 


PROGRAM PERFORMANCE IMPROV EMENT INITIATIVES 

The Contractor made proposals dated August 21. 2000. September 19. 2000. and October 2. 
2000 (LANL only) to improve program performance at Los Alamos National Laboratory 
(LANL) and Lawrence Livermore National Laboratory CLLNLl. Specific milestones and other 
requirements implementing the proposed Program Performance Improvement Initiative;, are 
contained in Appendix O and other terms of the Prime Contract. 

The Contractor will strengthen its management and performance at LANL and LLNL by 
implementing the above proposals {to the extent not inconsistent with the prime contract 
including Appendices) and Appendix O. which includes the follow ing: 

1 . Establish a Vice President for Laboratory Management (YPLM) Position, single point of 
contact for LANL and LLNL within the University of California's fUCl Office of the 
President, reporting to the President The l ! C President and VPLM arc accountable for 
verification of implementation of Appendix 0. including DOE requirement', a. LANL and 
LLNL; DOE has approval authority over selection of the VPLM. 

2. Establish a Laboratory' Senior Management Council (LSMC I. reporting to the I’C President, 
for the VPLM, Senior Vice Presidents and Laboratory Directors to review progress, discuss 
key and future initiatives. The LSMC will establish routine communications to in form and 
solicit feedback from DOE management on issues actions 

3. Obtain subcontractor expertise to assist LANL. LLNL. and the VPLM as described in 
Appendix O. 

4t Institutionalize best practices in operational, salcty and security management m nuclear 
facility operations. 

Appendix O includes more detailed milestones and measures of program periormanee 
improvement initiatives that will be implemented js described in Appendix t) The costs 
associated with these initiatives are allowable m aeeordanee with the terms and conditions of the 
Section H Clause entitled. Advanced l nderstamiing oi l osis and Expenses 


L - 


1 


Lawrence Livermore Vmoiu! L.iOnr.uury 


01 / 1 8.200 1 
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Modification No.: \14?4 
Supplemental Agreement to 
Contract No.: \V-?405-ENG-4S 

Appendix O - Program Pcrfonnance Initiatives 

PROGRAM PERFORMANCE INITIATIVES 

This Appendix implements Appendix L and describes Program Performance Initiatives 
committed to by the University of California (UC) in managing and operating the Los 
Alamos National Laboratory (LANL) and the Lawrence Livermore National Laboratory 
(LLNL). UC’s success in performing against initiatives in management accountability; 
safeguards and security management: facilities safety (including nuclear facility 
operations): critical skills, knowledge and technical capabilities: and project management 
and construction project management will be assessed based upon the expectations and 
methodology set forth in this Appendix. 

The President of the University of California, the Vice President for Laboratory 
Management (VPLM). and the Directors of LANL and LLNL are responsible and 
accountable for the successful implementation and accomplishment of these Program 
Performance Initiatives, and improved performance at LANL and LLNL. 

DOE will evaluate the performance results under this Appendix using the expectations and 
methodology in this Appendix Tins Appendix will he effective from the date of contract 
modification until September 30. 20(0. 


O -! 

04-4S-3Qm 

R e v 03 - 31 - 01 Rev R e v-4U-4 a - m Kc\?:niC 


Lawrence Livermore Njimrul l.jhorjinrv 
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Modification No.: M434 
Supplemental Agreement to 
Contract No.: W-7405-ENG-4S 

Appendix O - Program Performance Initiatives 

] . Management Accountability Improvements Initiative 

This initiative is intended to strengthen UC management of and accountability for L AN'L 
and LLNL, including successful accomplishment of Appendices L and O commitments 
and overall performance in Appendix F. The President of UC. through the VPLM. will be 
accountable for successfully implementing all initiatives in those Appendices. It is 
intended that the VPLM provide leadership, management, and integration of the initiatives 
for LANL and LLNL. The VPLM will be cognizant of issues and information from each 
Laboratory, or external sources that affect either Laboratory. The VPLM will ensure 
adequate integration between LANL and LLNL to avoid duplication of problems and to 
provide for learning. The VPLM will be accountable for institutionalizing the changes, 
improvements, and the benefits gained from the infusion of industry expertise provided for 
under this Appendix O into LANL and LLNL. 

1 . 1 The President of UC shall be accountable for overall UC management and operating 
performance at LANL and LLNL. and specifically for the accomplishment of 
commitments in Appendices L and O and overall performance in Appendix F. To assist 
the President of UC. a VPLM will be established. UC shall have selected, gained DOE 
approval and hired the VPLM within 7 months of execution of modification M507 
(LANL) and A390 (LLNL). 

1 .2 Within 30 days of the modification M507 ( LANL) and A3‘>(i ( LLNL). the President of 
UC will establish and implement the Laboratory Senior Management Council (LSMC). 
chaired by the VPLM. who with the Senior Vice Presidents and Laboratory Directors \\ ill 
use the LSMC as a forum to review issues, progress on key initiatives and future 
requirements. The VPLM will ensure that LSMC is an effective forum. 

1.3 Within five (5) days of execution of the UC extension modification M50“ l LANL) 
and A390 (LLNL) the VPLM shall develop and submit to DOE. for review and comment, 
subcontract Statements of Work (SOWs) for appropriate subject matter experts (SMF.s) for 

0-2 

G 4-- 4 -&-3 0 94 

Rev- 0 4- 3 -4- 04 Re v 06 25 01 Rev 4 0 3 4- 04 Ro 5 2imi2 


Lawrence Livermore Natuuui t.aboramn 
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Modification No.: M4?4 
Supplemental Agreement to 
Contract No,; W-7405-ESG-4S 

Appendix O - Program Performance hutianves 

operational improvements in safeguards and security, project management and 
construction management. The SOWs u til describe how the SMEs will advise the VPLM. 
and require the SME’s primary work to be on-site at LANE and LLNL. with direct 
involvement of LANL and LLNL staff The VPLM will demonstrate the effectiveness of 
the SMEs and the use of the subcontract expertise by LANL and LLNL. 

1.4 Within 90 days of the modification M507 (LANL) and A390 (LLNL). the VPLM will 
establish routine communications to ensure greater participation and feedback front DOE 
management on actions and issues and to advise DOE concerning improvements to LANL 
and LLNL performance. UC will demonstrate the effectiveness of such communications 
as part of the annual UC self-assessment under this appendix, 

1 .5 The President of UC and VPLM are expected to demonstrate commitments, reflected 
in Appendix L and reference letters, hav e been met in accomplishing Appendix O 
initiatives. UC will address VPLM success in accomplishing the following specific 
commitments as part of the Appendix O annual sclf-asscssmcnt described m Paragraph 6.4 
of this appendix: 

1 .5.1 Setting expectations for the VPLM 

1.5.2 Setting expectations for Laboratory Directors 

1 .5.3 VPLM verifying implementation and adherence to DOE requirements 

1.5.4 VPLM communicating and facilitating implementation of LANL and LLNL 
Directors” efforts to. 

1.5. 4.1 Integrate operational practices and processes 

1.5. 4. 2 Integrate accepted SME recommendations into overall operations a! 
LANL and LLNL 

1.5. 4. 3 Implement best business practices in support of core mission 
requirements 




O-? 

Lawrence Livermore National Laboratory 
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Modification No. M-o- 
Supplemental Agreement in 
Contract No.: \V-?4u5-LN<i-4s 

Appendix O - Program Performance inmainc' 

1.5. 4. 4 Ensure institutionalization and long lemi benefit of improvement and 
integration actions 

1.5. 4. 5 Oversee and rate annual performance at LANL and LLM 

1.5. 4. 6 VPLM provide an effective UC presence at LANL and LLM to support 
the accomplishment of facility operations in accordance with disciplined 
procedures established through applicable directives 

The President ofUC and YPLM w ill include discussions of progress, issues and changes 
associated with meeting the above commitments as pan of quarterly reviews identified in 
Paragraph 6.3 of this appendix. 

2. Safeguards and Security Management Improv enirnts Initiative 

This initiative is intended to: ensure Out each employee is directly responsible for 
performing work safely and securely, improve safeguards and security management; and. 
instil] public confidence in safeguards and security at LANL and LLM. The YPLM will 
ensure that LANL and LLNL accomplish actions associated with this initiative and 
facilitate communication and coordination between LANL and LLNL 

2.1 UC will subcontract for the expertise and scrv tecs needed to strengthen ov ersight of 
safeguards and security at LANL and LLNL, including identification of industry best 
practices. Within five days after execution of modification M5n*' il. AM ) and A3 4 m 
(LLNL), UC will provide the Statement of Work to DOh Within Widavs of DDL > 
review and comment on the Statement of W ork. I C yy ill have safeguards and security 
expertise in place. 

2.2 In performing work under tins contract, the YP1.M shall ensure that management of 
safeguards and security functions and activities become an integral and visible part of 
LANL and LLNL's work planning and execution processes The Director^ lot 
LANL/LLNL shall put in place b\ December .' 1 , 2on2. an integrated sjtegiurJ- and 

{ ) .j 

Laurauc 1 Njn.-njl I 
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Modification No. M4?4 
Supplemental Agreement to 
Contract No.: \V-~405-ENG-4S 

Appendix O - Program Performance Initiative* 

security management system. Putting 1SSM in place means that: 1 ) UC has accepted an 
agreed upon set of applicable safeguards and security requirements into its contracts and 
has demonstrated they have in place a defined functional, change control infrastructure to 
maintain the applicable safeguards and security requirements; 2) The Labs ho\e self- 
assessed their ISSM system, using 1SSM expectations and attributes to determine the status 
of implementation with gaps identified and addressed and; 3) The Labs have deployed 
ISSM awareness and feedback mechanisms at a!! worker levels. The Directors for 
LANL/LLNL will ensure the integrated safeguard and security management systems thc> 
put in place do the following: 


2.2.1 Each individual is directly responsible for following security requirements, 
and contributing to secure missions and workplaces. 

2.2.2 Line management is directly responsible for the protection of the NNSA 
assets. Appropriate risk analysis is performed prior to work being 
authorized. Line management must accept residual risk and controls must 
be in place and verified prior to authorization of operations 

2.2.3 Clear and unambiguous lines of authority and responsibility for ensuring 
safeguards and security shall be established and maintained at all 
organizational levels within the NNSA and ns contractors. 

2.2.4 Individuals must possess the experience, knowledge, skills, and abilities 
that are nccessurv to fulfill their responsibilities. 

2.2.5 Resources must be effect tv el \ allocated to address safeguards and see untv. 
programmatic, and operational considerations, realizing that achieving 
programmatic goals is a significant component of achieving safeguards and 
security. Protecting the NNSA assets must be a priority whenever activities 
are planned and performed 

2.2.6 Before work is performed, the associated risk must he evaluated and an 
agreed-upon set of safeguards and security standards and requirements shall 




O A 


l.awTcnce Livermore National i jhoraion, 
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Modification Nu. M-3- 
Supplemental Agreement io 
Contract No.: \V."4f»5-]-;\c 

Appendix 0 - Program Periunnamc hunamcs 

be established which, when properly implemented, w ill pro\ ide appronna:.- 
assurance that NNSA assets are properly protected. 

2.2.7 Administrative and engineering controls to prevent and mitigate risk must 
be tailored to the work home performed. 

2.3 Within 90 days of execution of modification M5H" (LAND and A3dn iLLM i. tiic 
VPLM shall ensure that LANL and LLNL develop an integrated safeguards and securnv 
communication plan to promote awareness and to solicit employee feedback 

2.4 By August 23. 2001. LANL and LLNL shall conduct an assessment (gap analysts) 
comparing the existing system to the safeguards and security management system required 
in 2.2 above. The analysis shall incorporate all actions neccssarv to ensure implementation 
of a safeguards and security management system by December 31. 20*0. 

2.5 By September 28. 2001, LANL and LLNL shall develop an action plan for DOL 
approval based on the gap analysis t ref. 2 4) that specifies actions necessary to demonstrate 
adequate progress will be made toward December 31. 2uo2 implementation of the system 
described in 2.2. 

2.6 By September 30. 20f'2. ;h c YPL\! will demonstrate integration os na!cgii.i:\U and 
security into LANL and LLNL activities b_\ assessing implcmeniatton pmgtcs' m 
comparisott to the elements of 2 2 above and meeting milestones in the action plan 
described in 2.5 abov e. 

Should DOE establish a Directr. c tor .safeguards and sccunn management o: citauee 
requirements for safeguards and security management sxsicm*. alter the cfiecmc date of 
modification M507 (LANL) ami LLNL ), then such Directive or appiicahle changes 

will be incorporated into this Appendix using the change control process described iieiem 
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Modification No.: M434 
Supplemental Agreement to 
Contract No.: \W~405-CNCi-i;' 


Appendix O - Program Perform jm c Iniuauws 


3. Facility Safety (Including Nuclear Facility Operations) Improvements Initiative 
This initiative is intended to institutionalize best practices in facility operations and sufetv 
at LANL and LLNL for both nuclear and non-nuclear facility operations The YPLM will 
ensure LANL and LLNL accomplish actions associated with this initiative and facilitate 
communication and coordination between LANL and LLNL. 


The VPLM will also ensure that, over the long term. LANL and LLNL will sustain nuciea 
operations either by training employees, hiring or obtaining expertise through subcontract. 

3.1 Nuclear Facilities Operations 


3.1.1 LANL will use a subcontract for commercial expertise to assess current 
practices and will plan and execute operational improvements tor nuclear 
facilities operations. LANL w ill ensure continuous operational 
improvements for nuclear facilities, consistent with the principles of 
Integrated Safety Management. LLNL w ill also make use of this addittona 
expertise, as needed, in accordance u Hh 3. 1 .5. below 

3.1.2 LANL will subcontract for extensiv e experience in nuclear fuciiitv 
operations w ithtn ninety (90) days of execution of modification M?n“ 
(LANL) and A39 u t LLNL). for the purpose of pro\ idmg ad\ ice and 
assistance to LANL management 

3.1.3 Within thirty (3 f M davs of execution of the nuclear operation*, support 
subcontract. LC will initiate, through the subcontract, assessment of 
existing nuclear facilux operations at LANL. 

3. 1 .4 UC will require the subcontractor, w ilhm 1 2< 1 days of execution of the 
nuclear operation support subcontract* to prm ide a report w it ii 
recommendations t including opportunities to app!\ "host practiced's tor 
nuclear facility operational improvements. 
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Modification No.: M43~ 
Supplemental Agreement io 
Contract No.: 405-ENG-4S 

Appendix O - Program Performance hi mu lives 

3.1.5 For both LANL and LLNL. the \'PLM will ensure that plans, processes. 

and expertise are in place to sustain and continue operational improvements 
The VPLM will ensure that incidents, assessments. SME recommendations, 
improvements, best practices, and other information regarding nuclear 
facility operations are effectively shared between LANL and LLNL. 

3. 1.5.1 The VPLM Appendix O annua^ self-assessment of LANL and LLNL 
under 6.4 below will demonstrate improved performance in nuclear 
facility operations through improvements in nuclear facility operations 
down time and improved performance (from the FY 2000 baseline) 
against nuclear facility operations measures in Appendix F. which are 
designed to improve protection of the workers, the public, and the 
environment. 


3.2 Nuclear and Non-Nuclear Facilities Initiatives, including 10 C.F.R. S30. Defense 
Nuclear Facilities Safety Board (DNFSB) Recommendation 2000-2. and Authorization 
Basis (AB) 

3.2.1 10 CFR S30 Initiatives 1 LANL and LLNL will be accountable for ensuring 

implementation of the quality assurance criteria and the unre\ sewed safety 
question requirements in accordance with 10 CFR S30. LLNL will submit 
10 CFR S30 compliant VSQ procedures to NNSA OAK by February 2S. 
2002. LLNL will implement the procedures w ithin 120 calendar days of 
their approval by NNSA OAK 


3.2.2. DNFSB Recommendation 2000-2: 

3.2.2. 1 LANL and DOE will develop a schedule for meeting DOF’s 
Implementation Plan for DNFSB Recommendations 2000-2. LANL will 
complete the required documentation for identified nuclear facilities per 
the agreed-upon schedule. 

3.2.2. 2 For LLNL 
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Department of Energy 

National Nuclear Security Administration 
Los Alamos Site Office 
Los Alamos, New Mexico 87544 



JAM 1 3 2333 

Mr. Robert L, Van Hess 'j’gk 35 

Assistant. Vice President 

Laboratory Administration 

University of California 

1111 FranHin Street, 5*° Floor 

Oakland, CA 94607 


Subject: Salary Actions for Employees Reassigned 10 Positions of Less 
Responsibility at Los Alamos National Laboratory 

Dear Mr, Van Ness: 

Pursuant to conversations between members of my staff and your staff member, 
Sam Gibson, the following direction is provided regarding the salaries of 
employees being reassigned to positions of less responsibility as part of your 
ongoing personnel realignment at Los Alamos National Laboratory. As we have 
not beard from you or seen any documentation regarding your planned actions to 
address the salary levels of these individuals, the Department feels it is necessary 
to formally communicate our position regarding this matter. It is our expectation 
that employees being reassigned to positions of less responsibility will have their 
salary’s adjusted to no higher than the seventy- firih percentile of their new peer 
group. As such, DOE/NNSA will reimburse salaries at no more than the seventy - 
fifth percentile of the employees’ new peer group effective the date of the new 
assignment. Any salaries in excess of the seventy-fifth percentile may be 
considered unallowable costs. All exceptions shall require Contracting Officer 
approval. 

If you have any questions regarding the above approval, please call me at (505) 
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Dear Mr. Erickson: 

In response to your letter regarding LANL's policy in regard to setting salaries for 
Stanley Busboom, John Tucker and Katherine Briuin fol lowing their recent removal from 
management positions, 1 would like to outline our approach. 

Section 202.26 of the Administrative Manual addresses Laboratory policy for non- 
scientific employees who are demoted. This provision states that: 

A reduction in salary may or may not accompany the demotion of a Structured 
Series employee. The organization may reduce the employee's salary to provide 
more equitable salary alignment with other employees in the same series and level. 

A reduction in salary is required when the employee's current base salary exceeds 
the range maximum of the new series and level, or UC must approve the out-of- 
range salary. 

In order to apply this policy appropriately, we must first assign these individuals to 
specific positions. As you know . we removed them from their management positions 
because time had become of the essence, even though we were uncertain where thev 
could make the most significant contributions to the Laboratory. We anticipate that these 
individuals will be placed in regular positions within the next two months, assuming they 
do not resign from employment prior to that time. 

Once they have been reassigned, we will determine the appropriate levels of their 
respective new positions. Administrative exempt positions fall into one of six distinct 
levels. We then will conduct a salary analysis to determine the equitable salary 
alignment with other employees in the same scries and level and to assess the impact of 
the range maximum, if applicable. (The highest two levels of the administrative exempt 
series do not have range maxummis. } 

We believe this approach complies with published LANL policy and ensures that an 
appropriate salary' will be determined once a brief transition period has passed. Please let 
me know if you have any questions or concerns about the methodology i'\c outlined 
above. 
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:50AM 


January 15, 2C03 


Ralph E. Erickson 
Manager, Los Alamos Site Office 
National Nuclear Security Administration 
52S- 35* Street 

Los Alamos, New Mexico 87544 
Dear Mr. Erickson: 

In response to our discussion on Monday, January 12, 2003, as to LANL's policy in 
regard to setting salaries for Stanley Busboom, John Tucker and Katherine B rutin 
following their recent removal from management positions, I would like to outline our 
approach. 

Section 202.26 of the Administrative Manual addresses Laboratory policy for non- 
scientific employees who are demoted. This provision states that: 

A reduction in salary may or may not accompany the demotion of a Structured 
Series employee. The organization may reduce the employee’s salary to provide 
more equitable salary' alignment with other employees in the same series and le\cl. 

A reduction in salary is required when the employee's current base salary exceeds 
the range maximum of the new series and level, or UC must approve the out-of- 
range salary. 

In order to apply this policy appropriately, we must first assign these individuals to 
specific positions. As you know, we removed them from their management positions 
because time had become of the essence, even though we were uncertain where they 
could make the most significant contributions to the Laboratory'. We anticipate that these 
individuals will be placed in regular positions within the next two months, assuming they 
do not resign from employment pner to that time. 

Once they have been reassigned, wc will determine the appropriate levels of their 
respective new positions. Administrative exempt positions fall into one of six distinct 
levels. We then will conduct a salary analysis to determine the equitable salary 
alignment with other employees in the same senes and level and to assess the impact of 
the range maximum, if applicable. (The highest two levels of the administrative exempt 
series do not have range maximums.) 

We believe this approach complies with published LANL policy and ensures that an 
appropriate salary will be determined once a brief transition period has passed. Please let 
me know if you have any questions or concerns about the methodology I’ve outlined 
above. 


Sincerely, 
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MEMORANDUM 

When we met previously, we did noi discuss in any detail what process \vc would lb How 
in the event that you chose not to accept the offer of a resignation with six months of 
salary in exchange for a waiver. In that event. I will work with you to find a suitable 
position at the Laboratory if you do not wish to your salary ultimately would depend 
upon the position to which you are assigned. Any job to which you moved would need to 
be leveled and a salary' analysis conducted to determine the appropriate rate of pas . Also, 
while 3 would strive to ensure that the reassignment would be mutually agreeable, in the 
end management must be able to assign people to positions if mutual agreement proves 
unworkable. Also, please keep in mind that efforts to find a suitable position do not 
preclude other actions, including separation from employment, if the various 
investigations and reviews currently underway indicate that continued employment at the 
Laboratory would not be appropriate. 
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Nov 26 02 08;07a Stockton/Brian 
M3U-25-2032 07: 10P FRCW: 


703-779-7592 
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•Steves L. Doras 

Tab 36 

372<LA trinity Drive 

Los Alamo*. New Mexico 87544 

Home; SOS-661 -4121 
Work: 5Q$-4«7-'?760 


RE: Chief Of Police 
Work Experience 

July 2802 to Present Security Specialist 4, SSM-J.OS1. law Alamo* Naiiooal Laibcratury. Mail Stop 
G723, Los Alumni, New Mexico 87544 Office Leader Glenn Wilp. 5O5-66V3S0S l was recruited by 
LANL to implement and direct Investigations involving muiiert of national security, counter intelligence 
ami criminal activity, this include* but o not tiro (led tv. developing con fidwrtiu! informants within the 
system to obram information which is typically over loosed ww! sot reported, training other specialists, 
writing Slid reviewing report*, acting us liui»«i«> for otto Kdtrei •gencic*. setting Up report int »y*i«ni*. 
evidence rooms and storage facilities, setting up electronic surveillance. performing physical surveillance, 
interviewing suspects, analyzing intelligence informal ion and tmlicsiur*. evaluating und ordering 
equipment planning and participating in emergency service.* VIP Pn-wciion 

December aon I ro duly 20U2 < :nief ®r Police. City «r Idaho ray. s 1 1 Mem street, Idaho dry lilalw 
8363 1 . Mayor Phillip Canody. 208-372-4584, 1 responsible for a« polite and emergency service*. and 
acted as a member of the mayor's executive salt My duties include but were mu limited to the supervivtun 
of all departmental employee*, assisting and Super*. ..»j muhi juried ttrtii ova! U*k forces, implemcming new- 
city taw enlorecirvcrU, disaster **xi refer y programs, fan-c .paring in and. supervising all mvcsugaiwo- bow 
internal and extern*), training ili personnel, and outside nge-ncies personal in ureas of Investigation um> 
patrol, fi rearms, » earth and rescue etc and performing tame. F vaiuatmg and ordering equipment and 
managing Use budget 

September IW? to December 2001. Assistant D.*a»t>« Chief, OaUaaU County Sheriff"* Dtpamnca! 
Civit ptvisHJH / CCPI- May tWM to May J787. t>*p«*cy SkerffT.' Munne Oir.it. 1200 N«nh Icicpraph 
Road Pontiac, Michigan 48341. Chief Mjnhew J. ennaak. 248-3M>-6*iC t supervised all ftciu an office 
personnel, and p*nicfcM«1 in locating witnesses and defendants !<•' the uiwr. interviewing persons, serving 
court onion, .seize and sell pcrwuiai and property «* t attend by the court. locate and serve warrant* or. 
suspects, provide training for all personnel Act as liaison with state local and federal agracic* 

November 1474 to November 19ve Chief investigator. Clare County Piikcvukws Office. 255 South 
Mato Street. Hamson Michigan 48f>25. Pmsccuuir t • Ateck >n- i reviewed »'t itk* cuming in 
from all county law enforcement agencies as well a> fallowed Up or. any and all investigation.* 1 fell were 
not properly done, l perfoimed all county mi.nvil invest •guiiiui* both on employee* and vendors, fta.ed OH 
my performance i was asked to start up and supervise * -ruin -!u'i«0iei ion* i unit cnHwi u.c i ctony T.„k 
Force. Ttiii, unit was Waved wtih sovunng alt felnmout crimes crmmillcd rn rht county I wit also LXikid 
whh seeing up and participating in all species operation dew iy to m* tuu* v ir protection, wont seew»* 
details, sunrch and rescue, long lent* surveittuncs- i»nv-rai>ons awl un*k-r*i<vcr n.vcoiic- ••po-aimns 

January 14*5 lo September 2000. 40 koure per waWk. Private Detect > Security CowuiHaui Sell 
employed Contactor. Corporate and tiovcnuncmal Clients Orly I »» cuntraoed by !«•<>< feernmt-u 1 
aid corporate clients lo perform various iovtShg«i'»c 4. Id Sec writ* tunc nun. within *•**■■■ uiia.uui’''. . *• 
include designing security and cteeimtiie surv«ill»n*c cycle me. credit ward fraud and «mh /./lenient VIP 
protection, property protect to h during strikes and labur disputes am) protests i railing security and la* 
entore-i.mi.nl personnel. 
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• Los Alamos 

NATIONAL LABORATORY 


Human Resources Division 

P.O. Box 1663, MSG729 

Los Alamos, New Mexico 87545 

Phone:(505)665-5651 


June 25, 2002 


Tab 37 


Steven L. Doran 
102 Myer Street 
Idaho City, Idaho 83631 

Dear Steven , 

We are pleased to offer you a position in Group S-OSI as a Security Spec 4 with the classification of SSM 
3 at an annualized starting salary of $82,000 00 based on a standard Laborstry week. Please note that 
Laboratory employees are paid biweekly with each paycheck covering a stanc^d 80-hour period. You will 
be eligible for holiday pay, vacation, sick leave, and insurance benefits. We look forward to your joining 
the Laboratory. This is an FY 2003 salary, therefore you will be ineligible for a October 2002 salary 
increase. 

This offer is contingent upon the requirements and conditions outlined in this letter. Please do not plan to 
begin your employment until the contingencies have been met. 

You will be eligible for holiday pay, vacation, sick leave, and insurance benefits. Please visit this web site 
(http :// www.lanl .gov/worldview/we! com e ) and click on "LANL Benefits Site" for complete information on 
health and welfare benefits that will be offered to you on your date of hire. Please review the information 
and be prepared to make insurance choices to enroll yourself and eligible family members in the available 
plans. If you are unable to view the information on line, please contact me and I will be happy to send you 
a paper copy of the booklet. You must provide a social security number for > : .- spouse when you enroll 
in a medical plan. Your membership in the University of California Reliremc ' Pian and participation in 
social security is mandatory. 

Consistent with Laboratory policy, you will be required to complete a one year evaluation period during 
which your work performance, conduct, and genera! suitability for Laboratory employment will be 
evaluated. Work performance and conduct include, but are not limited to, such factors as quafity and 
quantity of work products, attendance, reliability, honesty, cooperation, and ability to work in a team 
environment. Continued employment with the Laboratory is contingent upon successful completion of 
your evaluation period. 

Your employment in this position is contingent upon your being granted and retaining a "Q" clearance by 
the United States Department of Energy. Once you have accepted our offer you will be required to 
complete and return the Questionnaire for National Security Positions (QNSP) forms prior to scheduling 
your hire. 

You will be reimbursed for travel expenses and for shipment of your household goods from Idaho City, 
Idaho by the most direct route to Los Alamos, New Mexico, in accordance with our travel regulations 
(http://bus.lani.gov/bus1/travel/fequlatipns/newhire-reqs him) . If you are unable to view the information 
on line, please contact me and I will be happy to send you a paper copy of the regulations. Relocation 
benefits are extended by the Laboratory with the understanding that should you terminate employment or 
are terminated prior to 12 months of employment, the Laboratory may require a refund of all or part of 
these benefits as determined by the hiring organization. 
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If you accept this offer, you are required to have a medical evaluation by the Occupational Medicine 
Group shortly after your dale of hire. The Laboratory's New Hires and Terminations Office will schedule 
this appointment for you. All information on the employee’s health status and history is treated as 
confidential medical information and is maintained by the Occupational Medicine Group in separate files 
apart from the employee’s personnel records. 

Under Federal Law, the Laboratory may employ only those individuals who are legally authorized to work 
tn the United States. Proof of authorization to work in the United States is established by providing the 
documentation specified in the immigration Reform and Control Act of 1986 (IRCA). A list of the 
approved documents is included in this package. Your employment with this Laboratory is contingent on 
providing the appropriate original documents for inspection on your date of hire that establish your identity 
and right to work in the United States (see attachment), tn addition, all new employees are required by 
this law to complete and sign the Employment Verification Eligibility Form (1-9) attesting to their 
authorization for U.S. employment. Please note that your failure or refusal to comply with the provisions 
of the act will cause this offer to become null and void. As such, no travel or relocation expenses may be 
reimbursed until processing is complete. To avoid delays or inconvenience, please ensure that the 
appropriate documentation is in your possession when you arrive for employment. Should you have any 
questions regarding the required documentation, please cal! me for clarification. 

The Los Alamos National Laboratory will provide a working environment for you in which the standards 
for health and safety equal or exceed the highest industrial practices. The Laboratory's mission includes 
research and development involving new materials, processes, and technology. All assignments within 
the Laboratory may be associated directly or indirectly with potential hazards including radioactive and 
toxic materials. The risk attendant to these activities will be maintained at an acceptable level by strict 
adherence to approve procedures, controls, and technical assistance provided by the Laboratory Health, 
Safety, and Radiation Protection (HSR) Division. It will be your responsibility, with the assistance of your 
supervisor and HSR Division Specialist, to be aware of risks in your work. It is a condition of employment 
that ail safety procedures, rules, and regulations are observed. 

Youf employment will be effective upon completion of our hiring forms, which include the Oath of 
Allegiance to the State of California. 

As a condition of your employment, you are required to attend and successfully complete one day of 
General Employee Training (GET). Successful completion of this training may require passing a written 
exam. Passing the written exam is required for any employee whose job assignment requires them have 
unescorted access to a radiological controlled area or requires them to work in a nuclear facility. You 
may also be required to attend and successfully complete additional mandatory training related to the 
specific duties you wiil be performing at the Laboratory. During your GET. you will receive a training 
schedule indicating any additional training that may be required. Failure to successfully complete any 
required training and/or any written exam may adversely affect your Laboratory employment Please do 
not report to your worksite until training is successfully completed. 

Compliance with the Laboratory’s policies and procedures as set forth in the Administrative Manual and 
as modified from time to time is a condition of the offer of employment and of continued employment. 
Those policies that affect employees are generally outlined in the Administrative Manual, which is 
available to all employees for review. 

Our practice is to commence the hire-on process for new employees on Monday mornings, or on Tuesday 
mornings if Monday is a Laboratory holiday. The hire on process wifi take at least one full day so you 
must not plan on reporting to your work site untit the process is complete. On your scheduled hire-on 
date, please report to the Bradbury Science Museum, no later than 8:00 a.m. The Science Museum is 
located on the northeast comer of Central Avenue and 15th Street in downtown Los Alamos. Please 
notify me in advance if you require any special assistance or accommodations. If some unavoidable 
circumstances preclude your arrival by 8:00 a.m. on your scheduled hire day, please contact my office. 

If you find the conditions of this offer acceptable, please sign the enclosed copy of this tetter and return it 
to us within two weeks. Please feel free to calf me if you have any questions concerning this offer, the 
position, or conditions at Los Alamos, We hope to have you join us in the near future. 
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Sincerely — 

Vltirv 

Nina Epperson 1 

Human Resource Representative 


Enclosures: 

Immigration Reform and Control Act Information 
New Hire Itinerary 


I accept employment under the terms and conditions specified herein: 


Signed 


Dated 


Social Security Number 


Date of Birth 


Place of Birth (City and State) 


Full Legal Name (normally as it appears on your Social Security Card) 
Please Print 


Ac Exjua! Opportunity Errt)k>y»x*C>pCT»le'I by fce Uorvyrjity ofC*lifornu 



■ Ability to understand and respond effectively to the needs of 
customers. 

Security Specialist 4 - Office of Security 
W inquiries ( OSJ ) 

Typical dudes of the position include: 

■ Reports to the OS! Office Leader; 

« Serves as a principal specialist and point of contact for OS I. 

» Performs and leads complex assignments using advanced 
investigative techniques; 

■ Responsible for coordinating, conducting and overseeing inquirie: 
and investigations into violations of law, losses, and incidents of 
security concerns, specifically personnel, physical, information, 
computers and communications; 

* Critically analyzes results of inquiries and adequacy of existing 
procedures, identifies 
vulnerabilities and develops 
and implements a proactive 
program to cost effectively 
mitigate areas of high risk 
to the institution; . . .- c . jL. 


i Provides solutions for a 
variety ofcompiex issues 
utilizing authority and 
latitude for independent 
decision-making and action 
within the security inquiries 
and investigations arena; 


Prepares reports that 
identify centra! issues, 

effectively analyze findings and recommend appropriate corrective 


■ Interacts effectively with all levels ofLaboracory management and 
employees as well as outside law enforcement agencies (local, state 
and federal), 

■ Acts as a point of contact for individusl/gToups desiring to 
protest/demonstrate at the Laboratory and for requests for 
dignitary protection; 

■ Coordinates and administers the Drag Detection Dog Program; 

■ Acts as the Laboratory Parking Hearing Officer; and 

■ Provides effective support to LANL and S& S Division security, 
environmental, safety and health (ES&H), quality and diversity 
objectives. 

^duration, Required Skills, Knowledge and Abilities: 

* BS/BA in security management, physical security, industrial 
security, police administration, or equivalent combination of 
education and relevant experience. 




• Extensive experience, knowledge and proficiency in the area of 
DOE requirements associated with the protection of personnel 
and property, including dignitary protection. 

» In -depth knowledge of safeguards anti security rules a n d 
regulations in the following areas: computers, personnel, 
physical operations, communications and information 
1 Training and experience in conducting inquiries and invesuc-i- 
aons into illegal activities involving DOIL and/or Lalxiratun 
premises, property, or employees 
i Demonstrated success in utilizing analytical skills, and proven 
competence anticipating, iden tiffing, and resot vine eompiev 
problems thar could put the institution at risk of loss. 

' Demonstrated ability to interact with internal offices and externa 
agencies and to represent the organization on matters of broad 
impact and high visibility. 

! Demonstrated effective oral and written communication skills 
including demonstrated interviewing skills and techniques and 
ability to prepare concise, objective and organized reports. 

■ Broad background in law 
| enii ireement or in J ustn.il 


» Previous experience m 
liaison with law enforcement 
agencies and drug detection/ 
deterrence programs. 


ir I rxrv.-n—i.’r 

Safety Program and DOE 
approved fireantts/systems. 

' Experience in protective force operations, 
i Experience dealing effectively with protesters/demonstrators, 
i Ability to work ir, a team environment, 
i Knowledge of LANL and S&S Division objectives for the health 
and safety of workers and the public, environmental protection 
quality services and diversity. 


Typical duties of die position include; 

■ Reports to die Information Security Team Leader in Security 
Supjwrt; 

* Serves is the contact for Laboratory managers regarding 
oversight and development of standards for LANLA Classified 
Matter Protection and Control (CMf'Cj program and sensitive 
information such is Unclassified Controlled Nuclear Information 
(UCNI) and Official Use Only (QUO); 

* Conducts annual security CMPC self -assessments of alt divisions 
possessing or accessing classified matter; 
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• Los Alamos 

NATIONAL LABORATORY 


fiummn Jtov«rc*s Division 

P.0. Box 1663, MS G729 
Los Alamos, New Mexico 87545 
Phone: (505)665-565! 


Tab 38 


December 21, 2001 


Mr Glenn A. Walp 
3469 Sunglow Drive 
Bullhead City, AZ 86429 


Dear Glenn, 

We are pleased to offer you a position In Group S-DO/OSI as an Office Leader with the classification of ' 
SSM-4 at en annualized starting salary of $97,000.00 based on a standard Laboratory week. Pi ease note 
that Laboratory employees ere paid biweekly with each paycheck covering a standard 80-hour period. 

You will be eligible for holiday pay, vacation, sick leave, end Insurance benefits. We look forward to your 
Joining the Laboratory. 


This offer te contingent upon the requirements and conditions outlined in this letter. Please do not plan to 
begin your employment untH the contingencies have been met. 

In addition to your base salary, we also offer you a one-Ume hire-on bonus In the gross amount of 
$10,000.00. This bonus must be reported as taxable Income and appScabte taxes win be withheld with ! 
the time of payment You will receive your bonus in a single lump sum payment within 30 days of your ; 
date of hire. If you voluntary terminate ywr employment or are terminated within one year of your date of 
hire, you must payback the hire-on bonus in Its entirety. 

You w0i bo eligible for holiday pay, vacation, sick leave, and insurance benefits. Please visit this web site 
for complete Inform atfoo on your Group Insurance Plans (httoi/Avww hr lanl.oovfBenefTts/BenPlansri . This 
site details all health end welfare benefits that wffl be offered to you on your date of hire. Please review 
the Information and be prepared to make Insurance choices to enroll yourself and eligible family members 
In the available pians. If you are unable to view the Information on line, please contact me and I will be 
happy to send you a paper copy of the booklet You must provide a sociai security number for your 
spouse when you enroll m e medical plan. Your membership In toe UCRS and participation In social , 
security b mandatory. i 

Consistent wtth Laboratory policy, you wtfl be required to complete a one year evaluation period during 
which your work performance, conduct, and general sultabBIty for Laboratory employment w8l be 
evaluated. Work performance end conduct include, but am not Smiled to, such factors as quality and 
quantity of work products, attendance, reliability, honesty, cooperation, and ebffity to work In e team 
environment. Continued employment with the Laboratory Is contingent upon successful completion of 
your evaluation period. 


A pre-employment screening check will be made on the Information that you have provided to the Los 
Alamos National Laboratory. This employment offer ts contingent upon meeting the guidelines set by the 
Laboratory for the pre^employment screening chock. If you should fall to meet these guidelines, this offer 
of employment can be withdrawn. Please complete and return the enclosed Background Investigation 
form end return R es soon as possible. 


I 


Your employment In this position ts contingent upon your being granted and retaining a "Q‘ clearance by 
the United States Department of Energy. You must complete end return toe enclosed Questionnaire for 
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National Security Positions (QNSP) to the Information and Personnel Security Group in the enclosed self- 
addressed envelope. You will not be placed in pay status until we receive your completed GNSP forms. 

You will be reimbursed for trawl expenses and for shipment of jour household goods from Bullhead City, 
AZ by the most direct route to Los Alamos, New Mexico, in accordance with the enclosed travel 
regulations. Relocation benefits are extended by the Laboratory with the understanding that should you ] 
terminate employment or are terminated prior to 12 months of employment, the Laboratory may require e 
refund of all or part of these benefits as determined by the hiring organization. 

This position Is subject to the requirements of the Personnel Security Assurance Program (PSAP) and. as 
a condition of employment, you must be eligible for and retain PSAP access authorization. You will be ’ 
subject to random drug testing, and annual management certification of your continuing eligibility for the ' 
PSAP access, if It Is determined that you are ineligible for continued PSAP authorization, you may be ; 
terminated from the Laboratory. j 

If you accept this offer, you ere required to have a medical evaluation by the Occupational Medicine ( 
Group shortly after your date of hire. The Laboratory's New Hires and Terminations Office will schedule 
this appointment for you. AJI information on the employee's health status and history Is treated as 
confidential medical information and is maintained by the Occupational Medicine Group In separate files 
apart from foe employee's personnel records. j 

Under Federal Law, the Laboratory may employ only those individuals who are legally authorized to work 
in the United States. Proof of authorization to work In the United States Is established by providing the 
documentation specified In foe immigration Reform and Control Act of 1986 (l RCA). A list of the i 
approved documents Is Included in this package. Your employment with this Laboratory is contingent on 
providing foe appropriate original documents for Inspection on your date of hire that establish your identity 
end right to work In foe United States (see attachment). In addition, all new employees are required by 
this law to complete and sign the Employment Verification Eligibility Form (1-9) attesting to their ■' 

authorization for U.S. employment. Please note that your failure or refusal to comply with the provisions 
of the act will cause this offer to become nufl and void. As such, no travel or relocation expenses may be 
reimbursed untH processing Is complete. To avoid delays or inconvenience, please ensure that the 
appropriate documentation is in your possession when you arrive for employment Should you have any 
questions regarding the required documentation, please call me for clarification. j 

The Los Alamos National Laboratory will provide a working environment for you In which the standards 
for health and safety equal or exceed the highest industrial practices. The laboratory's mission indudes 
research and development involving new materials, processes, and technology. All assignments within 
the Laboratory may be associated directly or Indirectly with potential hazards including radioactive and 
toxic materials. The risk attendant to these activities will be maintained at an acceptable level by strict 
adherence to approve procedures, controls, end technical assistance provided by the Laboratory 
Environment, Safety, and Health (ES&H) Division, ft wHl be your responsibility, with the assistance of 
your supervisor and ES&H Division Specialist, to be aware of risks in your work, ft ts a condition of • 
employment that ell safety procedures, rules, end regulations ere observed. j 

Your employment wOf be effective upon completion of our Wring forms, which include the Oath of 
Allegiance to the State of Cafifomia. 

As a condition of your employment, you are required to attend and successfully complete one day of j 
General Employee Training (GET). Successful completion of this training may require passing a written 
exam. Passing foe written exam is required for any employee whose job assignment requires them have 
unescorted access to a radiological controlled area or requires them to work In a nuclear facility. You 
may also be required to attend end successfully complete additional mandatory training related to the 
specific duties you will be performing at foe Laboratory. During your GET, you wfl receive a training 
schedule Indicating any additional training that maybe required. Failure to successfully complete any 
required training and/or any written exam may adversely effect your Laboratory employment Please do 
not report to your worksite until training Is successfully completed. 

Compliance with the Laboratory's policies and procedures as set forth In the Administrative Manual and 
as modified from time to time is a condition of foe offer of employment and of continued employment. 

i 
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Those policies that affect employees ere generally outlined in the Administrative Manual, which fe 
available to fill employees for review. 


Our practice is to commence the hire-on process for new employees on Monday mornings, or on Tuesday 
mornings If Monday te a Laboratory holiday. The hire on process will take at least one fuB day so you ! 
must not plan on reporting to your work site until the process is complete. On your scheduled hire-on 
date, please report to the Bradbury Science Museum, no later than 8:00 a.m. The Science Museum fe i 
located on the northeast comer of Central Avenue and 15th Street in downtown Los Alamos. Please I 
notify me in advance If you require any s pedal assistance or accommodations. If some unavoidable j 
circumstances preclude your arrival by 8:00 ajn. on your scheduled hire day, please contact my office. I 

tf you find the conditions of this offer acceptable, please sign the enclosed copy of tote letter and return K 
to us wtthin two weeks. Please fed free to call me If you have any questions concerning this offer, the j 
pcs Si on, or conditions to Los Alamos. We hope to have you join us to the near future. j 


Sincerely, 


Human Resource Representative 


Enclosures: 

Travel Reputations 

Immigration Reform and Control Act Information 
QNSP Forms 

Background Investigation form 


I accept employment under toe terms and conditions specified herein: 



177-34-2847 1/2/42 

Social Security Number Date of Birth 


Futl Legal Name {norm ally as It appears on your Social Security Card) 

Phase Print 


GLENN A. WALP 


Ab Opportune} EoploycrtDperitod by tbc UurvcnXy «f CaGforait 




Education, Required Skills, Knowledge and Abilities: 

* Prefer an advanced degTee in science, engineering, or related 
technical field, or an equivalent combination of education and 
experience. 

■ Demonstrated technical leadership and program management 
skills; resource allocation planning; budgeting and financial 
management; and customer and stakeholder interactions. 

a Demonstrated capability to lead and manage technical teams at 
the multi -mil iion-doliar effort level. 

a Demonstrated successful experience in working with DOE 
program offices. 

■ Demonstrated excellent interpersonal and communication skills 
including the ability to explain technical concepts to non- 
technical personnel. 

a Extensive record of accomplishment and experience in budget 
formulation and execution. 

■ Record of successful accomplishment and demonstrated 
technical expertise in one or mo’v ar- K related to securin'. 

• Demonstrated commitment to La bora ton,- goals and objectives 
ensuring the health and safety of workers and the public, 
environmental protection, workforce diversity, and employee 
development. 

a Active or reinsta table Q clearance. 

Desired skills: 

■ Successful experience as a manager at the group or program 
level. 

» Knowledge of current and emerging security challenges. 

■ Understanding of the mission of the Laboratory and Division. 

■ Knowledge of LANL financial p procedures, regulations 
and requirements. 

» Extensive experience with internal and external audits, 
assessments and surveys. 

■ Experience with continuous process improvement and quality 
approaches. 


Office Leader - Office of Security 


Typical duties of the position indude: 

» Reports to the Security and Safeguards Division Director; 

■ Serves as a member of the management team for OS1; 

■ Works with appropriate line managers when the issuance of 
security infractions is warranted: 


■ Conducts investigations into theft, harassing/threatening letters 
and telephone calls, vandalism/unauthorized tampering, illegal/ 
controlled substance, property protection program, and coordi- 
nate the drug detectjon/deterrence program; 


■ Provides services for VIP Visitor Protection, security coordination 
for protests/demonstrations, law enforcement liaison, securin' 
for public meetings, oversight of random property/prohibited 
article searches, securin' badge retrieval, and the parking 
enforcement program; 

* Ensures work and products are in compliance with DOE 
orders and directives; 

* Spokesperson for the Laboratory in the Office's area ot responsi- 
bility and is a source of expertise in that area; 

* Manages the Office’s integrated planning and scheduling, and 
financial and personnel resources including selection, supervi- 
sion, performance and salary management of staff; 

* Interacts and communicates effectively with personnel at all levels 
internal and external to the Laboratory, 

» Focuses on customer interaction and feedback, and on resolving 
conflicting needs and requirements of various customers; and 

■ Responsible for strategic and tactical planning for the activities of 
the Office. 

Education, Required Skills, Knowledge : Abi!/ 

■ BS/BA in securin' management, physical security, industrial 
security, police administration, or equivalent combination of 
education and relevant experience. 

■ Demonstrated technical leadership and management capabilities 
and accomplishments in law enforcement or industrial securin'. 

■ Extensive knowledge, professional judgement and experience in . 
conducting formal inquiries and investigations. 

■ Experience with security' coordination and law enforcement liaison. 

■ Demonstrated experience in utilizing analytical skills and 
competence in root a use and statistical analyses. 

■ Excellent organizational skills and prove, vonipeu . - 
developing specific action plans. 

■ Demonstrated ability to interact effectively with die public and 
with all levels of personnel at the Laboratory and outside agencies. 

■ Demonstrated effective interpersonal, oral and written 
communication skills. 

■ Demonstrated commitment to environmental, safety and 
health (ES&H), quality, diversity and staff development. 

■ Active or rcinstatable Q clearance. 

Desired skills: 

* Knowledge of DOE policies and requirements pertaining to 
security. 

■ Demonstrated experience with security incidents and infrac- 
tions programs. 

■ Demonstrated organizational skills for project planning and 
financial and personnel resource management including 
performance and salary management. 

■ Record of effective problem solring, consensus building and ability to 
guide team efforts toward achievement of common goa Is . 
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PERFORMANCE SUMMARY 

Employee Name: WALP GLENN A Employee 2 number: 185480 9/27/2002 


Division: S 

Group: S-OSI 

Manager Name: BUSBOOM STANLEY L 

Manager 2 number: 120875 


Perf. Appraisal Cycle: 

Review Period: 

Performance score: 4.0 


From: 08/01/2001 

From: 08/01/2001 

Job Content score: 4.0 


To: 07/31/2002 

To: 07/31/2002 

ORC score: 8.0 



Performance Summary: 

1. Implement JSSM- A 100% effort was effectuated into this objective. Considerable planning 
and process development were accomplished in meeting the required metrics. For example, 
security infractions have been reduced; new policies were placed into effect that produced more 
professional reports; and a more efficient reporting process was initiated to meet DOE reporting 
guidelines. A special effort was placed in establishing a root cause analysis program that will go 
on line within this FY. 

2. Safety Performance- A 100% effort. That is, an OS! nested safety committee has been formed 
that involves all OS! personnel. This process has resulted in the identification of multiple safety 
factors that have been appropriately addressed through the efforts of OS I employees and the 
support of S-Divislon leadership. 

3. Human Capital- 100% effort. All hiring goals have been completed. Between 1-02 and 8-02 
the OSI complement has been increased by four personnel, meeting ail OSI hiring expectations. 
Within the new hire group one individual is a female and two are minorities. 

4. Waikarounds- Over 100% accomplishment- Each quarter OSI has far exceeded the mandated 
MWA goals. 

5. Employee Communications- Over 100% accomplishment. There is daily communications 
between OSI personnel and the Office Leader and OSI personnel in general. This is 
accomplished through daily meetings; management by walking around; and daily interaction 
between OSI personnel and the office leader wherein personal and employment issues are 
discussed and resolved. All concerns are immediately addressed, perhaps not to the complete 
satisfaction of the employee, but nonetheless addressed. 

6. Effective cost and schedule management- 100% attainment. All available management tools 
are being used to maintain management control on all major projects. The OSI budget, according 
to personnel assigned to the S-Division BUS unit, is right on target with no overrun costs 
anticipated. 

7 . Financial Management- 100% accomplishment. Deliverables have been determined, 
resources have been identify, and management of unpredicted costs are balanced within the 
framework of the OS! budget allocation. Strict guidelines have been implemented to ensure there 
is avoidance of any unallowable costs. OSI assigned vehicles are property utilized and maintained. 

8. Time Management- The Office Leader is visible to all OSI personnel on a daily bases. The 
OSI philosophy consists of an open forum wherein the input of all personnel is coveted, asked for 
and received. This input has lead to multiple OSt policy change that has positively affected the 
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t-cRFORMANCE SUMMARY 

Employee Name: WALPGLENNA Employee Z number: 185480 9/27/2002 

productivity and professionalism of that office. At least 20% of the leaders time is reserved for 
effective communications with staff, such as in the MWA and group meeting processes. 100 % 
attainment has been accomplished in these required metrics. 


Summary: 

Mr. Waip hit the ground running and has not faltered. His attention to detail has improved the 
quality and timeliness of "reports of a security concern". The number of significant 
infractions/violations has diminished with no repeat security infractions within the Office of 
Security Inquiries (OSI). He studied hard and applied Integrated Safeguards and Security 
Management principles and practices with OSI with specific emphasis regarding "hands-on 
leadership and management". Safety has been the by-word in OSI with no reportable accidents 
to-date. Implementing a strong nested safety and security committee; he and his people have 
taken a pro-active approach to both safety and security with no violations of procedures or sound 
safety practices. He has worked hard to hire quality people with experience and professionalism 
paramount while at the same time striving for diversity in the hiring process. He is mentoring a 
new entry-levei employee with good results. All mandatory training has been completed in a 
timely manner and he obtained inquiry officer certtification to better inform himself regarding the 
process. His safety and security waikarounds are thorough. A pro-active and caring leader, he 
has promoted employee feedback and is conscious of the tensions and stresses within OSI. He 
has managed costs and properly projected the OSI budget to include additional staffing 
requirements. Mr. Waip faces a formable challenge to adapt his professional skills to the 
corporate structure of the Laboratory. I'm confident he can attain this goal and serve the 
Laboratory in a commendable fashion. A strong and professional manager who has the potential 
and aspirations to have a positive and lasting impact on the Laboratory — very effective performer 


have reviewed this Performance Summary and have had the opportunity to discuss it with my manager. 
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"a Los Alamos 

. memorandum 

■ Security & Safeguards Division (S-DO) Dale. March 26. 2002 

Office of Security Inquiries (S-OSIt 


o-MS- Stanley L. Busboom, S-DO, GIp.^ 
n'XtS. Gienn Wa!p, S-OSL G 
sos - Fpy 7.“ <70 


SUBJECT: Analysis of Theft of Property at LANL 


Tab 39 


] . This memorandum is forwarded pursuant to vour directions during our staff meeting of 
3/6/02. 


2. The project is presented in a rudimentary, but holistic manner in order to give a 
comprehensive view of the theft picture presently being experienced by LANL 

3. Enclosures (1) and (2) assist in clarifying this topic, and are self-e^ianaiory 

4. Enclosures are: (1) Profile of Theft Incidents .Assigned to OSI During 2001 

(2) .Analysis of Lest 'Stolen Property Reported by BUS-6, encompassing 
FY 99 through FY 0 1 

5. Peripheral information includes 

On March 1, 20Q2 I held a meeting with Mr Carios Vigil. Security Officer for Johnson 
Control of Northern New Mexico Carlos stated, paraphrased, in pan .All the thefts that 
occur in my area that are in excess of S5000 m value are referred to OSI Anything under 
S5000 is not reported to OSI There is a significant amount of government items that are 
stolen that are beneath the S5000 limn, nothing is done abou; these thefts Mr. Vigil was 
asked if I could have a copy of the information concerning the items that were never 
reported to OSI. Mr. Vigil indicated that he would get that information to me within a 
few days. I attempted on multiple occasions to get this information, however with 
negative results. Conjecture, but it appears there is some reluctancy on the part of 
Johnson Control to supply this information to the office of OSI 

Mb'. Phillip M. Howe of ESA was recently tdephomcaJly interviewed concerning 
multiple computers that were stolen from his area of responsibility Mr Howe 
commented that he and many others are tired of the way LANL property is being stolen, 
especially in those cases where it affects the operations of the unit He feck more can 
and should be done to prevent and deal with these theft incidents 

Cursory analysis (interviewing personnel and analyzing OSI theft reports) of the 
lost/stolen reports for 1999-2001 appears to indicate that although an item is originally 
listed as lost by BUS, it may laser be classified as stolen by BUS. but that information is 
never forwarded to OSI. In some cases an item is reported as lost bu: is later 
found, but the list does not reflect that change 

Package drop points are conducive for enticing theft incidents My plan is :o analyze this 
matter after the hiring of the new SSM-3 


PCF02008.0 
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March 26, 2002 


Stanley L Busboom 
S-OSI: 02-008 


6. Multiple processes have recently been implemented within OSI to address these 
matters, to include: 

fa) Authorization to hue more OSI personnel has been approved, one posting has 
been mace with two more posting? tc follow 

(b) Policy changes that: 

(1) Direct more thorough and comprehensive investigations on all OSI 
inquiries. 

(2) Direct a closer working relationship with outside law enforcement 
agencies such as the Los Alamos Police Department and the Federal 
Bureau of Investigation 

(3) Initialed comrol systems to ensure that incidents referred to OSI are 
being appropriately and adequately addressed. 

(c) OSI personnel have been scheduled for outside training that includes topics 
such as criminal investigation techniques, interview and interrogation 
techniques, and evidence collection. 

(d) OSI policies will continually be evaluated to ensure that procedures used in 
conducting inquiries into theft incidents are adequate and appropriate to meet 
standards of professional ism and expertise. 

If fiirther information/clarification is required, please advise 

GAW:amv 

Enclosures: a/s 

Cv: John E. (Gene) Tucker, S-DO, wv'enc., G729 
S-OSI File 
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closure (I) 


A profile of theft incidents fried with OS1 for the year 2001 discloses that- 


2. OS I reported 39 incidents of theft of government propsny. 

39 reports represent anything close to an inquiry. Thus, it car, be accurate:} . but 
regrettably said, that none of the theft of government property cases handled by OS1 
during 2001 were addressed by a professional inquiry. 

3. Most of the theft cases were bandied by telephone interviews. A review of the list of 
personnel who conducted the theft inquiries revealed that a UGS student conducted 
13, and die Office Administrator conducted two. Consequently, of the 39 incidents, 
approximately 39% were conducted by civilians by means of telephone interviews . 


4. All cases were classified on the initial submission as closed due to a iack of 
investigative leads. Hence, no supplemental investigations were conducted. 


5. Of the 39 incidents, not one case was cleared by identification of the culprit's), or an 
arrest. 


6. Only one piece of property, a desktop compute:, was recovered, however, there was 
no indication in the report exactly how-, when, or who recovered it. 

7. Of 1 1 incidents that are alleged to have occurred off-sne. none contain police reports 
to verify the theft actually occurred, or was investigated by an appropriate law- 
enforcement agency. 

8. All reports iack sufficient detail to identify potential suspects or to determine criminal 
patterns. Reports did not answer basic questions like who. what. when, where, why, 
and bow. The reports indicate that no questions were asked pertaining to the type of 
data that may have been on stolen computers, laptops. PDA’s and digital cameras. It 
is possible that the) may have had sensitive or propriety materials on those systems, 
bat inquiry personnel failed to explore that potential; at leas: one can assume this 
view based on the data contained m the inquiry reports. 

9. A copy of all OS I theft reports are given to the Los Alamos Police Department and 
the FBI in Santa Fe, for their information, and for placement m NCIC records. Both 
agencies indicated that the reports are so poor that they neve: placed any cf the 
alleged stolen items within NCIC records. The FBI SAC at Santa Fe indicated that 
one of his secretaries was so upset with the poor reports coming out of L.AVL on 
stolen government property, that she was going :c report the matter to the news 
media. The SAC posited that he tallied her out or that idea. 


-pCF02009.0i 
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.bn closure (I) 

10. One LANL radio was repaired stolen, yet there was no imormabon concerning what 
frequencies or nets couid have been compromised. 1: is possible that someone, at this 
moment, may be listening in on Protective Force communications concerning natters 
such as convoys,' and so forth. 

* 8 Printers 

* 7 Desktop Computers 

* 6 Cell Phones 

* 3 Laptop Computers 

* 3 Palm Pilot PD As 

* 3 Digital Cameras 

* 1 Portable Radio 

* 1 Scanner 

* I VCR 

* 1 Television 

* 1 Calculator 

* 1 set of 20 pens 

* 1 set of Auto Belts 

* 1 Check ($52,840). Unknown if check was cashed or attempted to be cashed. 

* 1 Newspaper Box 

* 1 Drill Press 

* 1 Set of Screw Drivers 

* 1 Oscilloscope 

* I Motion Controller 

* 1 Set of Trans] auon Stages 

* 1 Swamp Cooler Fan 

* 1 Micrometer Set 

* 1 Micrometer Depth 

* 1 Telephone Test Set 

* 1 Generator 

12. The value of the stolen items amounted to 5 1 19.670 87. 
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The lost property profiles for 1999, 2000 . and 200 1 are self-explanatory. 0 nis data was 
received from Mr. Leroy Padilla, BUS -6. 

According to Mr. PadiJh. it is thenrmed the reason why most io>: items are hsted order 

individual postulated that the reason for the high reports in March and Jane is because c: 
its close proximity to “graduation” rime. 

.Although conjecture on the part of this writer, it is theorized, and 1 posit not a revelation, 
“multiple” items listed as lost, are, as aforesaid suggested, stolen. Based on interviews 
with Mr. Padilla and Mr. Dale Osborn of S-Di' vision, it is opined that the current LANL 
system used to report lost items is conducive for covering for items that are actually 
stolen. It appears that supervisors, in general, at LANL are quick to simply “write off’ aa 
item that is reported as lost. 

Thus, it is respectfully suggested, that a more effective control system be created by 
LANL to deal with this issue of lost property. A revamped control system w ould 
conjunctively address the stolen property dilemma presently being experienced by 
LANL. As I view it. reporting a desktop computer as lost, as in the case of the 2001 
report where 33 were reported lost, is parallel to my spouse telling me she just lost the 
refrigerator. It appears that a predominant LANL philosophy proposes that no matter the 
nature, amount, or cost of a reported lost item, the item is classified as lost without ado, 
to the tune of nearly three million taxpayer dollars over a three-year period. From my 
perspective, whoever places a LANL laptop on the backseat of their vehicle, parks the 
vehicle, and then goes hiking, is negligent: and whoever is assigned responsibility for a 
desktop computer and simply loses it without any justification is negligent. It seems 
logical that in cases of negligence, or a: least gross negligence, a LANL employee should 
be responsible for reimbursing United States taxpayers. 

Mr. Padilla stated that he is very interested in dealing with this issue and would be 
w’illing to work with whomever to attempt to address the matter of lost property. 

.Although OS I already has a heavy world cad. perhaps conducting inquiries on lost items 
of a certain value or nature should be const Jercd. Tins approach may at least let 
employees know' that a new view is being taken on these types of matters Having a 
LANL employee sign a notarized affidavit that their assigned property was lost as they 
described, with legal ramifications available if the affidavit is sworn to falsely, may also 
help. 
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FY 1 999 REPORT OF LOST AND STOLEN 


Bar Code Nomenclature Code 

715296 AMPLIFIER LO 

738361 AMPLIFIER LO 

971992 ANALYZER LO 

S25347 ANALYZER NETWORK LO 


667270 ANALYZER PULSE AMPLITL'D LO 
690508 ANALYZER PULSE AMPUTUD LG 
6206E6 ANALYZER PULSE AMP L FUC LC 
92370/ ANALYZER RESiDUAL GAS LC 


756742 ANALYZER SPECTRUM LO 

673363 ANALYZER THERMAL LO 

762857 ANALYZER THERMAL LO 

422796 ATT LASER Q SWITCH LO 

623388 ATT LASER Q SWITCH LO 

63376S BALANCE ELECTRONIC LO 

678197 BALANCE RECORDING LO 

908126 CAMERA LO 

908127 CAMERA LO 

922581 CAMERA LO 

966885 CAMERA LO 

435304 CAMERA STILL LD 

486734 CAMERA STILL LO 

626633 CAMERA STILL LO 

628722 CAMERA STiU. LO 

628844 CAMERA STILL LO 

628845 CAMERA STILL LO 

628846 CAMERA STILL LO 

657300 CAMERA STILL LO 

903048 CAMERA STILL LO 

918642 CAMERA STILL LO 

624821 CAMERA STILL 50MM LO 

620255 CAMERA TELEVISION LO 

634858 CAMERA TELEVISION LO 

644935 CAMERA TELEVISION LO 

648936 CAMERA TELEVISION LO 

652061 CAMERA TELEVISION LO 

682962 CAMERA VIDEO LO 

745544 CAMERA VIDEO LO 

917267 CAMERA VIDEO LO 

746016 CENTRAL PROCESSING UNIT LO 
634400 CHASSIS INTERFACE LO 

671649 COMPARATOR O CORDNATE I LO 
638494 COMPUTER DESKTOP LO 

657832 COMPUTER DESKTOP LO 

659835 COMPUTER DESKTOP LO 

712057 COMPUTER DESKTOP LO 

714670 COMPUTER DESKTOP LC 

718308 COMPUTER DESKTOP LO 

749196 COMPUTER DESKTOP LC 

754527 COMPUTER DESKTOP LO 

763306 COMPUTER DESKTOP LO 

765866 COMPUTER DESKTOP LO 

7661 12 COMPUTER DESKTOP LO 

827388 COMPUTER DESKTOP LO 

828798 COMPUTER DESKTOP LC 

847719 COMPUTER DESKTOP LO 


Entry 

Date 


Trans Trans mv 

Doc No Doc Date Class 
S RLDOC5515 jut*##### K 


&&### # # RLDDC551. 

RLDD0551: 

3.'2S/1 SSS R L DC CSSS 3 3722/’ 


■ gyssqtggg RLDDC5515 <Bs»wss? K 
RLDD05515 ##*##### k 
gggffyg## RLDDC5515 
ttritmutim RLDD05515 

RLODQ5515 ####*##* K 
Mitiigltitx RLDDQ5515 K 

i tattaszt t # SLDD05515 K 

t fgasfgsm RLDD05515 
tm&vttM RLDD05515 

RLDD0S515 A 

5/18/1959 RLDDC5245 5/21/1998 A 
RLDO05515 itt X&st t Hti t A 
ftf pi * f f f RLDD05515 itttitititlttft A 
t RLDD05515 # ***# # *« A 
* RLDD05515 A 

t RLDD05515 A 

t RLCD05515 rnt t - Att v s t t A 
t m&gxt i # RLD005515 s #iutxzt & A 
irx t mttt U RLDDG5515 A 

RLDD05515 * # #$#**# A 
tt ftttttta#* RLDD05515 g ##*#*** a 
3/19/1999 RLDD05549 3/11/1999 A 
A Zg -txa r -i f # RLDDCS515 A 

RLDD055 1 5 * 4 t*tmm A 
*### ## ## RLDD05S15 ft** # #### A 

RLDCOS515 tt iUta&tait A 
** ** * * ** RLD00E51 5 ##*#**»# A 
g a s j s it ft jaw RLDCC5515 w f t t t t i titiAt A 
RLCDC5515 
nm tssss* RLDD05515 
t RLDDC5515 
if RLDDC5515 
* RLDD05515 
t RLDOC551S 

t RLDDC5515 xs t axsaa* A 
S/22/199S RLDD05604 8/30/1999 A 
3/23/1 99S RLDD05S55 3/17/1S9S A 
3/15/1999 ELDD05546 3/10/1999 A 

njunKustt RlCD055i5 A 

RLDD05515 
3/29/1999 RLDD05562 3/1 9/ 1999 A 

RLDD05515 tuumttzttt A 
i RLDCCS515 A 


Ccs: £ F/H 

e. ioo oo 


5.935 OC 

e.ssi co 



£755 03 
6.615 00 
15 427.50 

24.529.00 
8.730 00 
8.003.0C 

16.900.00 
6.062.50 

850 
850 
359 8 
578.31 
554 53 
601.5 

373.95 
425 

455.13 

455.13 

455.13 

2.366.00 

3.303.00 

449.95 
333 fi 

2 . 000.00 
1,076 40 
2.695 OO 

1.441.00 

2.150.00 

2.575.00 

1.395.00 
695 

31.860. 12 
7,500 00 

9.645.00 
3,196 00 
4.754 12 
3.280 00 
1,726 00 
1.297 00 
3 495 00 
2.505 00 

3.765.00 
3 737.00 
2 509 92 
2 558 08 
1 733.00 
3.551 00 
3.360 43 
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648735 COMPUTER DESKTOP 10 

848761 COMPUTER DESKTOP LO 

849920 COMPUTER DESKTOP LO 

905636 COMPUTER DESKTOP LO 

905871 COMPUTER DESKTOP LO 

S07284 COMPUTER DESKTOP LO 

SI 7485 COMPUTER DESKTOP LO 

S231 1 0 COMPUTER DESKTOP LO 

926920 COMPUTER DESKTOP LC 

942455 COMFUTER DESKTOP LG 

951453 COMPUTER DESKTOP LO 

96552S COMPUTER DESKTOP LO 

967046 COMPUTER DESKTOP LO 

575445 COMPUTER DESKTOP LO 

752346 COMPUTER HAND HELD LO 

950120 COMPUTER HAND HELD LO 

644405 COMPUTER LAPTOP LO 

652450 COMPUTER LAPTOP LO 

763319 COMPUTER LAPTOP LO 

7640G9 COMPUTER LAPTOP LO 

765204 COMPUTER LAPTOP LO 

766625 COMPUTER LAPTOP LO 

766652 COMPUTER LAPTOP LO 

757382 COMPUTER LAPTOP LO 

82G4S9 COMPUTER LAPTOP LO 

824S88 COMPUTER LAPTOP LO 

827451 COMPUTER LAPTOP LO 

830596 COMPUTER LAPTOP LO 

903028 COMPUTER LAPTOP LO 

905065 COMPUTER LAPTOP LO 

905776 COMPUTER LAPTOP LO 

905862 COMPUTER LAPTOP LO 

910805 COMPUTER LAPTOP LO 

917262 COMPUTER LAPTOP LO 

921563 COMPUTER LAPTOP LO 

923015 COMPUTER LAPTOP LO 

924343 COMPUTER LAPTOP LO 

927774 COMPUTER LAPTOP LO 

928701 COMPUTER LAPTOP LO 

928702 COMPUTER LAPTOP LO 

S30940 COMPUTER LAPTOP LO 

931352 COMPUTER LAPTOP LO 

93208S COMPUTER LAPTOP LO 

S33575 COMPUTER LAPTOP LO 

S35380 COMPUTER LAPTOP LO 

936871 COMPUTER LAPTOP LO 

937059 COMPUTER LAPTOP LO 

948938 COMPUTER LAPTOP LO 

9SS9 19 COMPUTER LAPTOP LO 

968522 COMPUTER LAPTOP LO 

969790 COMPUTER LAPTOP LO 

996333 COMPUTER LAPTOP LO 

646678 COMPUTER PERSONAL LO 

646787 COMPUTER PERSONAL LO 

647541 COMPUTER PERSONAL LO 

651191 COMPUTER PERSONAL 10 

553886 COMPUTER PERSONAL LO 



3/1 9/ 1995 RLDDCE547 3/10/1999 A 




6/16/1999 RLDD055S8 8/12/1599 A 
9/2/1399 RLDD055S3 8,2/1999 A 
3/ IS/ 1999 RLD005554 3/16/1 99S A 
SMtMtVMt RLDD05515 S tMtsmtVf t A 
8/2/1999 RLDD0S586 6/14/1 999 A 
3/11/1SSS RLD005537 222/1955 A 
tm&t RLDD05515 sSMUVtt.ve A 
i t ztttmmz RLDD05515 mttMtAMt A 
tutsaum* RLDD05515 a 

RLOD05515 VXitiHtBtt* A 
fi 7 * /; • / ■ // ' / ' / RLDDCS5 1 5 y 1 > ' < ' 7 tm a 
8/6/1999 RLDD0S589 872/1999 A 
■ststvstmm RLDOQS515 vtttttstttiaf a 
##*#!{### RLDD0S515 ffgggtf### A 
RLDD0S515 su t stMtajss A 


g gggy g g g RLDD05515 t ttttMBSM t A 
it a Ms MV* RLDD05515 ttM t MM t A 
itxMtMM RLDD05515 yygyyyyy A 
st-TfsvMttK RLDD05515 ttttttxBM# A 
OBs t isMsMS RLDD0551S tmtits M A 
RLDD0S515 A 

RLDD05515 ttfitttttits tit A 
yyyyg yyy RLDD0S515 MtssjsjtMt A 
3/121995 RLDOOS543 3/1/1999 A 
#*#***« RLDDC5515 A 

st mtitMtt Ht RLDD05515 A 

ygyyyyyg RLDDC5313 g yyyygtfg a 
S/22/1999 RLDD0S600 8/12/1999 A 
3/23/1995 RLDOC5558 3/18/1999 A 
3/23/1999 RLDD06558 3/18/1999 A 
S/2T999 RL0D0SS76 5/20/1999 A 


RLD005515 KtMMSUV A 
yygygygy RLDD05515 mstMSMt A 
8/6/1999 RLDD05588 8/2/1 S99 A 

g ffgggy gg RLCDC551S tss-Mt vtis tst A 
SMtMiMX RI..DDC5515 MtssjtMBit A 
yygyyygy RLDD05515 #yy g # # ya a 
M t ssMtJr-M t RLD005515 A 

9/22/1995 RUDOC56C2 0/31/1999 A 
sutMu s Mts RLDCC5515 gysyyyy* A 
gy a sya yt y RlDC055i 5 tfyy#g#y# A 
3/15/199S RLDD0553B 2/22/1 S 


tssMmsM a 



2 08S.CC 
2.87e S5 

2.775.00 
3.245 40 

2.445.01 
3,395 00 


:.iec o: 
5.226 19 
1.413 47 
3.181.26 
3.571.98 
399 99 
357 23 
3.452.74 

4.797.00 

3.391.00 

3.334.00 

3.786.00 

3.786.00 

3.255.00 
3.255 00 
3,261 4S 
3.692.32 
2.536 00 
3.334 00 

2245.00 
2.092.05 
3,287.52 
1 867.26 
2.679.45 
1 995.00 
4 422.45 
3.201 49 

4.214.50 
1.706.60 

2.679.45 
2,679 45 
3.435 16 
2,459.17 

4.422.45 
3,732.20 
4,489 95 
4.717 89 
4,996.80 
3,692.57 

5.274.00 

4.400.00 
4.960.4$ 

4 .088 00 

1.852.00 
2.246 00 

3.718.50 

1.059.00 

3.288.00 
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654580 COMPUTER PERSONAL LO 

657184 COMPUTER PERSONAL LO 

667985 COMPUTER PERSONAL LO 

667985 COMPUTER PERSONAL LO 

723866 COMPUTER PERSONAL 1.0 

724581 COMPUTER PERSONAL LO 

726476 COMPUTER PERSONAL LC 

734822 COMPUTER PERSONAL LO 

725GC5 COMPUTER PERSONA. LC 

738595 COMPUTER PERSONAL LO 

7409S7 COMPUTER PERSONAL LO 

747684 COMPUTER PERSONAL LO 

747701 COMPUTER PERSONAL LO 

749023 COMPUTER PERSONAL LO 

750872 COMPUTER PERSONAL LO 

756553 COMPUTER PERSONAL LO 

757331 COMPUTER PERSONAL LO 

757740 COMPUTER PERSONAL LO 

760129 COMPUTER PERSONAL LO 

764698 COMPUTER PERSONAL LO 

767399 COMPUTER PERSONAL LO 

767435 COMPUTER PERSONAL LO 

817925 COMPUTER PERSONAL LO 

81 9977 COMPUTER PERSONAL LO 

820873 COMPUTER PERSONAL LO 

821633 COMPUTER PERSONAL LO 

827094 COMPUTER PERSONAL LO 

827343 COMPUTER PERSONAL LO 

827425 COMPUTER PERSONAL LO 

828740 COMPUTE? PERSONAL LO 

829797 COMPUTER PERSONAL LO 

831082 COMPUTER PERSONAL LO 

833587 COMPUTER PERSONAL LO 

837058 COMPUTER PERSONAL LO 

838382 COMPUTER PERSONAL LO 

848771 COMPUTER PERSONAL LO 

900427 COMPUTER PERSONAL LO 

901764 COMPUTER PERSONAL LO 

502973 COMPUTER PERSONAL LO 

903384 COMPUTER PERSONAL LO 

904S23 COMPUTER PERSONAL LO 

905594 COMPUTER PERSONAL LO 

905642 COMPUTER PERSONAL LO 

908155 COMPUTER PERSONAL LO 

909046 COMPUTER PERSONAL LC 

909990 COMPUTER PERSONAL LO 

912532 COMPUTER PERSONAL LO 

914910 COMPUTER PERSONAL LO 

91 5934 COMPUTER PERSONAL LO 

SI 81 18 COMPUTER PERSONAL LO 

921050 COMPUTER PERSONAL LO 

923136 COMPUTER PERSONAL LO 

923874 COMPUTER PERSONAL LO 

925252 COMPUTER PERSONAL LO 

926450 COMPUTER PERSONAL LO 

927003 COMPUTER PERSONAL LO 

S27030 COMPUTER PERSONAL LO 


aa axaaaz RLDDC5515 

3/2'ISSQ RLDD05536 
3/2/1595 RLC05536 

xaaaaaaa RLDC05515 



aaaaaaaa RLDOOSS15 aa aaa aa# a 
n»aaaaaa RLDD05515 aitaitam* A 
/ RLDD0551S ##*#£### A 
t RLDD0551S a amaaaa A 
RLDD055 1 5 
1/13/1 SS9 RLDD05514 
t RLDO05515 
f RLDOC5515 
»**** *# *■ RLDD0551S 
aaaaaaaa RLDD05515 aaaaaaaa a 
t maazaitfi RLDO05515 mm t aa a a 
####*#* * RLDD05515 aaaaaaaa a 
ttsa a &aa * RLDD0S515 aaaamaa a 
3/1 5/1 999 RLD005541 2/25/1999 A 
aaaaaaaa RLDDC551S ma aa a rn A 
ataaaaaa RLDDC5515 aaaaasa tt a 
1/12/1999 RLDD0S521 *####### A 
? RLDDCS515 aaaoaam A 
t RLDD05515 aaaaaaaa a 
i RLDDC5515 a aaaaaaa A 
t RLDDC5515 ! A 

aaaaaaa# RLD005515 naaaaaa a A 
aaaaaaaa RLDDC5515 aaaaaaaa a 
aaasaaaa RLDDOS515 sataaaas A 
3/15/1999 RLDOOS531 2/19/199SA 
aaaaaaa a RLDD05515 aaa a a am A 
aaaaaaa* RLDD05515 aaaaaaaa A 
ttaaaaaftn RLD005515 asaavaa a A 
iHr a tti t t l t l t RLDDG5515 taaatia a i f A 
aaaaa a aa RLDD05304 9/11/1993 a 
a asaaaaa RLDD05515 mta a a a a A 
aaaaaaaa RLDDC5515 aaaaaaaa a 
3.29/1999 RLDDCS552 3/19/1999 A 

525/1999 RLOCOOS56 3 24/1999 A 
a a aaaaaa RLCDC551S aaaaaaaa A 
aaaaaaaa RLDDC5515 aam t aa a a 
1/12/1999 RLDD05521 « ■ * * ***** A 
323/1999 RLDDC5550 3/15/1999 A 

aa&taaax RLDQ05515 aaaa a & a* A 
aaoaaaaa RLCD05515 aaaaaartft A 
3/15/1999 RLDOC5542 225/1 99S A 
aaa a aaa a RLOO055 1 5 a ti a // a a a u A 
aaaa aa ffi! RLDD05515 A 

jg tsuaa& a RLDCC5515 a taa t iait -a a 
225/1999 RLD005540 222/1999 A 
a aaa aaaa RLDDC5515 aaasr ast-aa A 



4.600 00 
5,760.50 

2.670.00 
2.448 00 
4.878 83 

2. 435. 00 
6.257 00 

3.325.00 

3.065.00 
1.217.91 

1.043.00 

3.255.00 

3.740.00 

2.215.00 

3.732.00 
4,700 86 
3,089 00 

1.975.00 
4.374 00 

5.311.00 

3.500.00 
4,911 00 

3.341.00 

2.296.00 

3.876.00 
3.500 00 
2.849 OO 

3.763.00 
1,650 OO 
2.499 OO 
1.346.50 
2,145 96 
2,145.96 
1. 890 00 
3.454 00 
1,979 09 
2.3S0 OO 
4.698 CO 

1.899.00 
4.738 00 
3 930.00 
2.728.53 

1.496.00 

4.742.00 
3,413.25 
1.775 25 
2.2B7 79 
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S2705C COMPUTES PERSONAL LO 

S27343 COMPUTER PERSONAL LC 

928430 COMPUTER PERSONAL LO 

S3 3498 COMPUTER PERSONAL LO 

933734 COMPUTER PERSONAL LO 

934139 COMPUTER PERSONAL LO 

934224 COMPUTER PERSONAL LC 

935345 COMPUTER PERSONAL LC 

S353E2 COMPUTER PERSONA, LC 

S36G22 COMPUTER PERSONAL LO 

937787 COMPUTER PERSONAL LO 

339409 COMPUTER PERSONAL LO 

540499 COMPUTER PERSONAL LO 

950247 COMPUTER PERSONAL LO 

967S59 COMPUTER PERSONAL LO 

969616 COMPUTER PERSONAL LO 

741591 CONTROL CAMERA LO 

741591 CONTROL CAMERA LO 

683808 CONTROL CIRCUIT BREAKER LO 
630490 CONTROL DATA PROCESSING LO 
823492 CONTROL DAT A PROCESSING LO 
479170 CONTROL MILLING MACHINE LO 
413256 CONTROL PHOTOMULTIPLIER LO 


658681 CONTROL POSITIONER LO 

712182 CONTROL POSITIONER LO 

936396 CONTROL SWITCHING LO 

942468 COUNTER COUNT RATE LINE LO 
662902 COUNTER FREQUENCY LO 

753629 DETECTOR IMAGING LO 

630367 DISPLAY GRAPHICS LO 

654487 DISPLAY GRAPHICS LO 

747686 DRIVE DISK L.O 

747686 DRIVE DISK LO 

636967 DRIVE DISK LO 

91 8905 DRIVE DISK LO 

S42211 DRIVE DISK LO 

755737 ELECTROPHOROMETER LO 

445284 FORK LIFT ELECTRIC IT LO 

838098 GENERATOR LO 

636683 GENERATOR E SIGNAL LO 

756172 GENERATOR E SIGNAL ,0 

41 8696 GE NE RATOR ETRlGGER LO 

846064 HOIST ELECTRIC LO 

821992 HOLDER SPECIMEN LO 

684109 LASER LO 

839697 LASER LO 

630444 MACHINE DICTATING LO 

936407 MACHINE DICTATING LO 

637422 MACHINE DICTATING TRANS LO 
487209 MACHINE MIXING LO 

328352 MACHINE WIRE BRUSH LO 

837784 MAGNET LO 

846789 MAGNET LIFTING LO 

840323 MAGNETIC TAPE UNIT LO 

928355 MAGNETIC TAPE UNIT LO 

669569 MAGNETOMETER LO 

681446 MANIPULATOR LO 




iU rr'r tfff ' t S i RLDDC5515 

* RLDD05515 
t RLDD05515 

RLDDC5515 
x RLDD05515 
X FTS172163 : 

#4*xxaat*t RLDDCS515 Y 

»*»#*** # RLDDC5515 
gatsag s ag RLDD05515 
RLCDOS515 
aaswBBs s 9 RLCD05515 
X RLDD05S15 
t RLDD05515 

* RLDD05515 : 

CD05515 

X RLCD0SS15 
x RLDC05515 
i RLDD0S515 
X RLDDC5515 
X RLDD05296 8/21/1998 Y 
t PIS 172163 fr gga tt sg g ► 
t RLCC05515 t tt x mmm c 
aMtaz*#* RLDD0551S I* 

' RLDD05515 
2D05515 
t RLDDC5515 
I RLDDCS515 
f RIDD0S515 **»**##£ } 

i RLDDC5515 extmtit&e Y 
#* #****n RLDDC5515 e***##*# Y 
g aga xn t gg RLOD05515 i xxftcxassftx ► 
s ttxsxazx RLDD05515 
*^**tt* * RLCDC5515 
i &atax w# RlC-DOSSIS 

t urn *# * gg RLDD05515 
5/19/1995 RLCD05 227 

y ggaggsa RLDCG5515 ; 








1.930 03 
845. SS 

3.378 84 
S.800 0C 
9 800 00 

7.900.00 

5.995 DO 

5.995 00 
25.000.0C 

5.287 OC 
5,110 00 
5 &40 00 
9 450 00 
14.973.SC 

8.580.00 
15.650. 0C 

5,360 0C 
5.109.0C 
5.745. 5C 
5,745.50 
6.100 00 
£.200 00 
5.679 91 
16.975 00 
6.419 00 
19,600 0C 
5.545 00 
15.320 42 
5.660 00 
7.630.0Q 
7.120 00 

18.425.00 
'.125 00 

343 65 
820 
661 34 
11.452 8C 
23 0C0 00 

39.000 00 
31.340 OC 

£ C4$.3i 

6 175 3C 
7.C2S 00 
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712817 METER FLOW 
653615 METER POWER 
836647 METER TE3LAMETER 
743194 MODULATOR 
743194 MODULATOR 
622204 MODULE DIGITIZER 
662080 MODULE SAMPLES 
841444 MODULE SAMPLER 
4 77&£1 MULTIMETER 
9201 5 C MULTIMETER 
449596 OSCILLOSCOPE 
649232 OSCILLOSCOPE 
662691 OSCILLOSCOPE 
680846 OSCILLOSCOPE 
'581673 OSCILLOSCOPE 
639731 OSCILLOSCOPE 
721344 OSCILLOSCOPE 
749062 OSCILLOSCOPE 
749062 OSCILLOSCOPE 
749205 OSCILLOSCOPE 
828S5S OSCILLOSCOPE 
974289 OSCILLOSCOPE 
44S364 POWER SUPPLY 
465753 POWER SUPPLY 
680130 POWER SUPPLY 
691144 POWER SUPPLY 
69 1996 POWER SUPPLY 
717416 POWER SUPPLY 
752393 POWER SUPPLY 
814688 POWER SUPPLY 
838418 POWER SUPPLY 
844174 POWER SUPPLY 
846205 POWER SUPPLY 
913268 POWER SUPPLY 
91 9496 POWER SUPPLY 
451188 PRINTER 
484510 PRINTER 
623585 PRINTER 
625787 PRINTER 
636665 PRINTER 
643384 PRINTER 
646331 PRINTER 
646359 PRINTER 
646431 PRINTER 
646528 PRINTER 
648252 PRINTER 
650562 PRINTER 
650728 PRINTER 
6531 10 PRINTER 
653694 PRINTER 
653964 PRINTER 
654699 PRINTER 
669990 PRINTER 
680113 PRINTER 
680597 PRINTER 
680817 PRINTER 
680869 PRINTER 






15 162 OC 
5.272 5C 

5 429 25 
7 325 00 

5 300 00 
IS 253 00 

5 555 65 

6 825 00 
5 400 00 

12 500 OC 
* • .000 0C 
4= 162 48 
10.752 0C 
1 ’.659 00 
1C.915.20 

7 4 18 £6 
1S.C2C CO 

S84 2 
4£5 
336 6 
3”1 45 
1 efw er 
6SS 33 
704 35 
S6C 7 1 
1 409 34 
381 09 

' C36 00 

4 73 35 
365 


351 45 
4S3 45 
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684153 PRINTER 
687827 PRINTER 
68945C PRINTER 
68S730 PRINTER 
689960 PRINTER 
691724 PRINTER 
717210 PRINTER 
720015 PRINTER 
72 1££2 PRINTER 
722614 PRINTER 
723379 PRINTER 
724920 PRINTER 
728441 PRINTER 
736761 PRINTER 
744259 PRINTER 
747920 PRINTER 
748381 PRINTER 
750054 PRINTER 
751009 PRINTER 
751906 PRINTER 
753475 PRINTER 
754265 PRINTER 
756218 PRINTER 
756830 PRINTER 
761601 PRINTER 
763405 PRINTER 
754436 PRINTER 
766372 PRINTER 
766902 PRINTER 
7S7724 PRINTER 
814994 PRINTER 
815112 PRINTER 
8152S7 PRINTER 
818432 PRINTER 
823318 PRINTER 
824592 PRINTER 
829623 PRINTER 
833372 PRINTER 
837654 PRINTER 
039225 PRINTER 
841139 PRINTER 
844827 PRINTER 
847648 PRINTER 
847657 PRINTER 
840414 PRINTER 
906156 PRINTER 
906185 PRINTER 
906273 PRINTER 
906367 PRINTER 
907023 PRINTER 
910051 PRINTER 
920772 PRINTER 
921428 PRINTER 
921596 PRINTER 
922789 PRINTER 
922808 PRINTER 
922845 PRINTER 


LO 

LO 

LO 

LO 


LO 

LO 



RLCD05516 A 

RLDDC5515 g #**»* # g A 
RLDDC5515 atewn 'Utt-xiti t A 



LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 


LO 

LO 

LO 

LO 

LO 

LC 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 

LO 


* RLD005515 A 

t RLDDC6513 
l RLDD0S515 

3/1571 SS9 RLDD0S531 2/19/1 S99 A 
AAA ttAtia g RLDD05515 A 

RLDD05515 A 

1/12/1 9S9 RLDDC5511 mm&m A 

* RLDD05515 A 

S RLDD05515 apaaaaaa a 
s RLDD05515 A 

ffT ti t- t i -f- ttYti RLDDC5515 A*###### A 
t RLDD05515 #* # # ### * A 

i RLOD05515 A 

t RLOOC5515 A 

* RLDDC5515 A 

i RLCD0S515 i tr mfitffAif A 
LDDC5515 *#**#&*# A 
LC00551S A 

> tint RLE DOSS 15 tt t lt'tl tT Uftt A 

**gyg** g RLDD05515 Aaaawtj sw A 

AttxitiuuFa RLCD05515 A 

fe ff jfc t otta RLD005515 
g gya t tfjg RLC005515 

RLC005515 * ** =tmmt A 
w««»w RLDC05515 
/ RLCOOS515 

* RLCO05515 

* RLDOC5515 

* RLDD05515 

t RLOO05515 mutaitmt# A 

* RLDC0S515 


18/1999 A 


23/199S RLDD 

i RLCD3S51 

if ;t frff ff-ffi trt RLDOC551 


I RLDDCS5' 

3/16/1SS3 Rl. DOC £544 3/10/1999 A 



/12/1S99 RLDDC55- 


40C 


362 06 


445 


S SC- 
631 

1.738 5C 
2.706.51 

1.738 00 

3.087.00 

4.560.00 

1.738 00 

354 


1.738.00 
665 

3A26 00 
2. 682. CO 
1,022.24 
674.25 
304.99 
901.2 
841.75 
1,570 00 
23,791.50 

2.272.00 

4.950.00 


1,847.00 
799 36 
1,738 00 
905 
360 


343 


320 


363 
2.874.00 
1,020 80 
851.25 
1.856.20 
851.25 
951.95 
4.745 00 
309.72 
2.596 75 
1.474 15 
1.963 28 
635 48 
25 ->.77 
1.916.56 
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926046 PRINTER LO 

929317 PRINTER LO 

92S40C PRINTER LO 

929417 PRINTER LO 

S33571 PRINTER LO 

333601 PRINTER LO 

934416 PRINTER LO 

S34427 PRINTER LC 

935936 PRINTER LG 

S39343 PRINTER LO 

947891 PRINTER LO 

966S7S PRINTER LO 

902409 PROCESSOR LO 

935001 PUMP LO 

940747 PUMP LO 

481338 PUMP GAS LO 

487213 PUMP PROPORTIONAL LO 

481177 PUMP VACUUM LO 

663322 PUMP VACUUM LO 

668460 PUMP VACUUM LO 

698646 PUMP VACUUM LO 

761324 PUMP VACUUM LO 

837077 PUMP VACUUM LO 

657474 RAOiC BASE STATION LO 

924777 RADIO MOBILE LO 


448100 RADIO RECEIVER TRANSMIT LO 
488524 RADIO RECEIVER TRANSMIT LO 
488526 RADIO RECEIVER TRANSMIT LO 
62416? RADIO RECEIVER TRANSMIT LO 
62416S RADIO RECEIVER TRANS MIT LO 
644630 RADIO RECEIVER TRANSMIT LO 
656270 RADIO RECEIVER TRANSMIT LO 
705812 RADIO RECEIVER TRANSMIT LO 
746743 RADIO RECEIVER TRANSMIT LO 
746870 RADIO RECEIVER TRANSMIT LO 
746872 RADIO RECEIVER TRANSMIT LO 
815467 RADIO RECEIVER TRANSMIT LO 
8310S4 RADIO RECEIVER TRANSMIT LO 
90 3549 RAD lO RECEIVER TRANSMt T L O 
912720 RADIO RECEIVER TRANSMIT LO 
918710 RADIO RECEIVER TRANSMIT LO 
918799 RADIO RECEIVER TRANSMIT LO 
918803 RADIO RECEIVER TRANSMIT LO 
944297 RADIO RECEIVER TRANSMIT LO 
973244 RADIO RECEIVER TRANSMIT LO 
903512 RECORDER MAGNETIC TAPE LO 


630473 RECORDER VIDEO LO 

638631 RECORDER VIDEO LO 

642397 RECORDER VIDEO LO 

651882 RECORDER VIDEO LO 

733491 RECORDER VIDEO LO 

734688 R EC O ROE R V I DEO LO 

746585 RECORDER VIDEO LO 

755518 RECORDER VIDEO LO 

813531 .RECORDER VIDEO LO 

821317 RECORDER VIDEO LO 



g ggggAWtg RLDDC5515 

yggg-gggg RLDDC5515 
8/6/1399 R-CD0S585 
i RLCDC5515 
is RLDDC5515 

* RLDDC551S 
: RLCDC5515 

RLDD0551S A 

3/19/1999 RL0D05553 3/15/1959 A 
RLDD05515 
#**»##*# RLDD05515 
t&tt f& m RLDD05515 
out titt torn RLD005515 

* RL0005515 
t RLDD05515 

RIDD05515 
*tmmm rlddo5515 m t m&t# k 
RLDO05515 wm& t jtittt K 
RLDD05515 mzxxxm K 
i m t zz ti t , tg RLDDD5515 #*g* g » * 3 K 
RLDD05515 * ##g#ggg K 
t RLDDD5515 A 

t RLDDCS515 mmthtxd A 
f RLDD0S515 mtttiirtrx# A 
S RLDD05515 A 

* RLDD05515 ******** A 
f RLDD05515 **»*»£** A 

ftfei s*fc*** RLDD05515 t i mm tt s A 
RLDD05515 A 

RLCD05515 itumtititi tit A 
g g#ggggg RLDD0551S ft***#**# A 
gggggggg RLDD05515 »*** ** *■ » A 
tmtitt-*** RLDD05515 * ******* A 

RLDD05515 ******** A 

tvtntwm RL0DG5515 * ******* a 
»*#** g a * RLC005515 ****** ** A 
a'S/ISSS RLDQCS584 7/6/1999 A 
******** RLDDC5515 ******** A 

* RLCD05515 ******** A 
t R_CCC5515 
i RLDC’05515 

* RLDDC5515 
1/13/1999 RLCCC5513 

RlDCC5£1S ***#*# #■/ / 
g******* RLDDC5515 ******** ; 

g RLCCCS515 ** ****** ( 
t RLDCC5515 
i RLCDC5515 
i RLDDC5515 
t RLDDD5515 



882 37 


7.518 78 


384.06 
384 06 
375 
305 63 
6.649 50 
13.578 83 
6.407. 0C 
5.262.5C 

6.118.95 

9.630.00 
7.267 00 

7.985.00 

6.698.00 
8.160 00 
8.866 75 

1.647.00 
1,800 00 

395 25 
581.75 
581 75 
459 5 
459 6 
459 5 
459 5 
803.25 

1.229.95 
579 6 
579 6 

545 35 
472 
1.466 00 
510 25 

1.956 00 

1.956 00 
1.956 00- 
1.823 00 

1.500 00 
442 14 

300 

1 180 00 
5.238 00 
79S 

1.500 00 
346 

941 

950 
1.049 GO 
550 


Retire99 

LPP 


PCF02012.0 
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FY1999 REPORT OF LOST AND STOLEN 


831C71 RECORDER VIDEO LC 

904126 RECORDER VIDEO LO 

513659 RECORDER VIDEO LO 

914783 RECORDER VIDEO LO 

6606 IS REFRIGERATOR CRYOGENIC LO 
670169 REGULATOR LO 

934791 SCANNER LO 

710811 SCANNER ELECTRONIC LO 

E12SSl scanner ELECTRONIC LC 

816534 SCANNER ELECTRONIC LC 

S67171 SCANNER ELECTRONIC LO 

823451 SOURCE MODULATED LO 

942257 STORAGE AND RETRIEVAL S LO 

6 S5420 TANK L (QUID WASTE 1 50 G LO 

84 1711 TANK WATER LO 

65 1 77S TE LE P HON E CELLULAR LO 

657S40 TELEPHONE CELLULAR LO 

657655 TELEPHONE CELLULAR LO 

736002 TELEPHONE CELLULAR LO 

816305 TELEPHONE CELLULAR LO 

816451 TELEPHONE CELLULAR LO 

819433 TELEPHONE CELLULAR LO 

824823 TELEPHONE CELLULAR LO 

826765 TELEPHONE CELLULAR LO 

826812 TELEPHONE CELLULAR LO 

826881 TELEPHONE CELLULAR LO 

911704 TELEPHONE CELLULAR LO 

91 3071 TELEPHONE CELLULAR LO 

924678 TELEPHONE CELLULAR LO 

924963 TELEPHONE CELLULAR LO 

924964 TELEPHONE CELLULAR LO 

925246 TELEPHONE CELLULAR LO 

949440 TELEPHONE CELLULAR LO 

949452 TELEPHONE CELLULAR LO 

949557 TELEPHONE CELLUtAR LO 

949559 TELEPHONE CELLULAR LO 

982066 TELEPHONE CELLUtAR tO 

982102 TELEPHONE CELLULAR LO 

985111 TELEPHONE CELLULAR LO 

991699 TELEP HONE C £ LL U LAR LO 

484389 TERMINAL REMOTE LO 

755741 TERMINAL REMOTE LC 

844118 TERMINAL REMOTE LO 

752768 TESTER DATA SET LO 

710201 TESTER LEAKAGE X UNIT LO 
741010 TRAILER VAN L O 

741010 TRAILER VAN LO 

738300 WORKSTATION LO 

741622 WORKSTATION LO 

741821 WORKSTATION LO 

813379 WORKSTATION LO 

820971 WORKSTATION LO 

845628 WORKSTATION LO 

901738 WORKSTATION LO 

919546 WORKSTATION LO 


RLCC0S515 
RLDD05S64 3/22/1 999 A 
RLDDC551S w aastsaa t g A 



RLDD05515 it*####*# K 


RLDDCE515 8 88*8888 K 
* ***8*88* RLDD05515 88*88*88 K 
*8 8 8*8 88 RLDD05515 8*8*8888 A 
5/19/1999 RLDDG5269 7/28/1998 A 
#*###288 RLDDQ5515 ######## A 
888 8*88* RLDD05515 *#**#**# A 
S3tt:fjit.TZ4t RLD005515 88**8*88 A 
5/1 S/1999 RLDD05286 7/23/1998 A 
3/12/19S9 RLDDC5539 2/22/19SS A 
88282888 RLDDC5515 8***8888 A 
8 8888888 RLDD05515 88888888 A 

3/1 S/1 999 RLDDC554S 3/10/1999 A 
RLDD05515 # 8 * 888*8 A 
RLDDC5515 888***28 A 

RLDD05515 88*88888 A 
88*88888 RLDDC5S15 8888888 8 A 
88X08288 RLDDG5515 8888*88* A 
88888888 RLDDC5515 8888*88 8 A 
88888*88 RLDD05264 6/11/1998 A 
5/19/1999 RLDD05277 7/1 7/1 S9 6 A 
3/29/1 S 99 RLDD05561 3/19/ 1999 A 
9/22/1 S 95 RLDD05601 8/12/1 S99 A 
3/23/1 9S9 RLDD05559 3/1S/1S99 A 
0/22' 1 odc RLDD0559S 8/12/1999 A 
3/16/1999 RLDD05546 3/10/1999 A 
88888*8* RLDD05515 88888888 C 

08883*888 RLDD055I5 g 88**888 K 
8 * 88*888 RLCDC5515 888*888 8 K 
8 888*888 RLDC05515 88888888 K 

88888888 RLDC05515 88888888 A 
* 8 8 * 8.888 A 


3.02/1 S 95 RLDDC5557 
DDC5515 
t RLDD05515 
1.T7/1SSS RLDDC5523 
DD0S515 
t RLDCC5515 


3/17/1S99 A 


1/8/1 9SS A 


I" .208 34 
23 7CC 0C 
1 5CC DC- 


564 95 
5,933 22 
6.56G DC 
S.67S £0 
23.150 00 
649 
87S 
879 
870 
879 
879 
87S 
2,125.03 
312 
312 
485 
373 
399 
335 
219 
219 
499 
267 
267 
395 
267 
395 
453 
324.36 
324 36 

2’ 549.60 
6.856.20 
6 184 00 
7.231 00 
5 000 00 
S 462 00 
9 462 00 
3.595.00 

15.767.00 
4 437 00 

5.880.00 
15,989.55 
27.236.82 

4 587 00 
4.396 00 


FY99 LOST 


feS9 

LPP 


PCF02012.0C 
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FY19SS REPORT OF LOST AND STOLEN 


6 75SC2 CAMERA DIGITAL £“ 

403074 COMPUTER DESKTOP ST 

71S2S4 COMPUTER DESKTOP 57 

760815 COMPUTER DESKTOP ST 

S24018 COMPUTER DESKTOP S' 

S3437S COMPUTER DESKTOP S - 

P45Sg: COMPUTER DESKTC- S' 

SS65C1 COMPUTER DESKTOP ST 

S96502 COMPUTER DESKTOP S' 

896520 COMPUTER DESKTOP ST 

646586 COMPUTER LAPTOP ST 

758073 COMPUTER LAPTOP ST 

S31334 COMPUTER LAPTOP ST 

S3568C COMPUTER LAPTOP ST 

935686 COMPUTER LAPTOP S' 

947143 COMPUTER LAPTOP ST 

956645 COMPUTER LAPTOP ST 

93547S COMPUTER LAPTOP ST 

918434 COMPUTER FERSCNAL S' 

S27132 COMPUTER PERSONAL ST 

S687C1 COMPUTER PERSONAL ST 

S68S21 COMPUTER PERSONAL S" 

£29603 PRINTER ST 

S73246 RADIO RECEiVER TRANSMIT ST 
816514 TELEPHONE CELLULAR S' 

826845 TELEPHONE CELLULAR ST 

SI 3247 TELEPHONE CELLULAR S' 

949453 TELEPHONE CELLULAR ST 

949555 TELEPHONE CELLULAR ST 

981500 TELEPHONE CELLULAR ST 

982114 TELEPHONE CELLULAR ST 

S9l 745 TELEPHONE CELLULAR ST 

S95627 TELEPHONE CELLULAR S' 

S9565S TELEPHONE CELLULAR S' 




i 4Ce S' 




S 264 23 

3 218 00 

4 250 62 
4 607 82 
1 915 56 
1 900 00 


485 

399 

395 

395 
324 36 
324 36 
324 36 


FY99 STOLEN 


90.487.30 


TOTAL FY99 (LOST AND STOLEN) 


2,033,536.88 



PCF02012 C. 
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FY2000 REPORT OF LOST AND STOLEN 


B3f Code NomenciaiL're uc 

713890 CAMERA OPTICAL DiGiTIZE LO 
813149 CAMERA STILL 
907514 CAMERA STILL 
91746C COMPUTER DESKTOP 
972563 COMPUTER DESKTOP 
99355c COMPUTER HAND HE_L 


7 C2EC7 COMPUTER LAP7 CT .2 

728247 COMPUTER LAPTOP lO 

910463 COMPUTER LAPTOP LO 

910463 COMPUTER LAPTOP LC 

956539 COMPUTER LAPTOP LO 

829857 COMPUTER PERSONAL LO 

908 155 COMPUTER PERSONAL LO 

935792 COMPUTER PERSONAL LO 

935792 COMPUTER PERSONAL LO 

936611 CONTROL LOGIC LO 

915036 COPIER LC 

759223 MACHINE DICTATING LO 

848X6 PRINTER LO 

94 9035 PRINTER LO 


746871 RADIO RECEIVER TRANSMIT LO 
821615 RADIO RECEIVER TRANSMIT LO 
903404 RADIO RECEIVER TRANSMIT LO 
912718 RADIO RECEIVER TRANSMIT LC 
912723 RADIO RECEIVER TRANSMIT LO 
91.2815 RADIO RECEIVER TRANSMIT LO 
9731 1 3 RADIO RECEIVER TRANSMIT LO 
973114 RADIO RECEIVER TRANSMIT LO 
973115 RADIO RECEIVER TRANSMIT LO 
992043 RADIO RECEIVER TRANSMIT LO 
992052 RADIO RECEIVER- TRANSMIT LC 
933425 RECORDER MAGNETIC TAPE LO 



1.20CO RLCCCC468 

32000 R-2D05569 
DDCC462 
RLDOC4623 



3'1 5 2CCC RLODC0465 


3'152DCC RLDCCG465 
2 '15,2030 P_DCCC4S5 

s.'32,2o:c =L7:-46sr 
3T.20CC KL 000:464 






2.247 65 
2.247 68 
5 547 40 
1 6U.0C 
323.76 
1.532 5C 
730 93 
575 6 
515 ’5 
1 853 00 
S 1 C -25 
S1C2S 
51 C 25 
581.75 
581 75 
£81 75 
975 


657494 TELEPHONE CELLULAR LO 

902576 TELEPHONE CELLULAR LO 

S24599 TELEPHONE CELLULAR LC 

924599 TELEPHONE CELLULAR LO 

949533 TELEPHONE CELLULAR LO 

951809 TELEPHONE CELLULAR LO 

951836 TELEPHONE CELLULAR LO 

981025 TELEPHONE CELLULAR LO 

702803 WORKSTATION LO 

908786 WORKSTATION LO 


KLOCC5S2S S i 6. : 55“ A 








675 

755 

325 


324 36 
324 36 
405 
It 7SS 00 
1£ 047 0C 


FYOO LOST 


$110,869 


92351 1 COMPUTER DESKTOP 
S23575 COMPUTER DESKTOP 
923681 COMPUTER DESKTOP 
952490 COMPUTER DESKTOP 
952495 COMPUTER DESKTOP 
830941 COMPUTER HAND HELD 
912328 COMPUTER LAPTOP 
S38816 COMPUTER LAPTOP 


ST 

ST 



2 74 5 DO 


PCF0201 3 0 
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FY200G REPORT OF LOST AND STOLEN 


982406 COMPUTER LAPTOP ST 

986574 COMPUTER LAPTOP ST 

657402 RADtO RECEIVER TRANSMIT ST 
912712 RADIO RECEIVER TRANSMIT ST 
912718 RADIO RECEIVER TRANSMIT ST 
912806 RADIO RECEIVER TRANSMIT ST 
912809 RADIO RECEIVER TRANSMIT ST 
625521 TELEPHONE CELLULAR S7 

£26525 TELEPHONE CELLULAR ST 

951864 TELEPHONE CELLULAR ST 

953490 TELEPHONE CELLULAR ST 

995687 TELEPHONE CELLULAR ST 


22 S/2000 RLDDDC46S 
1/7/2C0C RLDD0C454 
RLDDD5610 
1/6/2000 RLDDG0463 
229/2000 RLDD0C463 
1/13/20C0 RLDDC0464 
1/13.2000 RLDDC0465 

2.7/20 GO RLDDCG46c 
9/112000 RLDD00465 
27,2000 RLDDC0465 

#$ & & && rlddcssio 


215,2000 A 



1/4/2000 A 
V4.700C A 


2'S2OC0 A 
1/26/2000 A 
9/16/1999 A 


FYOO STOLEN 


TOTAL FYOO {LOST, STOLEN) 



324.36 
213 IS 
324.36 


31,946.53 

$142,815.63 


RettreOO 

LPP 


PCF02013.0I 
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A 

j Los Alamos 

memorandum 


Tab 40 


To'ifS 

Frnm/MS 

Pr.. K. fs.l 


D~.Y 


Joseph F Saigado PDLD. MS ■■ 
Wm* See:: G;bh>. AD-t m-. MS 4 - 
"-rw'-is:: 

AD-OP' 

December i I. 21K : 2 


SUBJECT: REVIEW OFS-OSi MEMO 

I was tasked to interview by phone each of the staff mentioned b\ name ;r. the Nb\h 2r. 2 ' k 2 
S-OSI memo from Walp to Bu-hoom The subject of :h:> memo was "Ar.aK m» of The:: o: Proper.-, 
at LAM" 

Carlos Vigil. I initially talked with Mr Mike Shepard of JCNNM in an attempt :o find Mr V;gsl 
Mr. Shepard referred me to Mr Borden who '■upeesied that i discuss the accuraes of me NVatp 
memo with Mr. Barr and Mr. Vigil Mr. Bam A 'am mar) of the issue i v atue hed :o this memo 
Mr. Barr indicated that Mr. WaipA letter was ‘ w rone" and all mens are investigated Mr Vicil 
indicated that Mr. Walp A memo was a "taAe auemeni" and that Mr Walp had exaggerated their 
conversation and that at no time in the:; conversations did Mr V:ci ! ever indicate that JCNNM did 
not investigate losses of propers or materials less than S?f>00 He also stated that tne meeting date 
was not March 1 as stated in the memo hut the meeting occurred in Mr. Wasp a office on March 1 .v 
Mr. Vigil also stated that ail documents requested b> Mr Walp vs ere supplied on March 1-f He 
offered to supply copies of the document' pros sded to Mr Walp Mr V:gt! indicated he would 'end 
me a statement confirming Mr Bar: A noie Mr V.gd aKo indicated that Mr Walp had 'hared with 
him that "the OSI employees are h-.amg mtormatiorf ‘ Mr Vigil offered that the OS I si^ff were 
very professional and he had a gtvj working relatk-rsnsp with all tne other star: 


Phillip Howe. Mr. Howe's comment' are attached Mr Howe indicated mat the statement in 
Mr. Walt's letter was "not entire i> accurate and men ne proceeded to deserme the meuent in w hrch 
acluster of Macintosh computer' were 1 't.-ier." over a weekend There i- a correction in 
Mr. Howe's e-mail message stating that .'re ..mpuier di'jppeared We then disc-j"ed Mr Howe - ' 

e-mail message. Mr. Howe aKo referred me Mr Jonathan Mace of D.V 2 lor aJaitionj i detail 1 
have not yet been able to confirm tne cn: ' w nr. M; Mace 

Leroy Padilla. Mr. Padilla i' i’jt ot n-.w. .e.d wdi return next week A' sr; prc\i"U' oalK 1 read 
Mr. Padilla the section of the letter :n.u re ter - t. a .or.-. ersanor net wee:. Mr Walp jr.J Mr Padilla 


I read Mr Padilla Enclosure 2 of M: A Lp • cue: Mr Padslia indicated that trie Setter was a bn 
overdramatic and embellished M: f’ad..L added mat Mr kS .dp nad no; beer: i mere 'ted in 
understanding the property management pi- and had lumped u> conclusions We then discu"eJ 
how the property system writes off mjier.ao iriji are damaged or consumed in experiment' in either 
the lost or damaged category os me pr per . mjnjgemen: 'vstem Mr Pjj.il j requeued a copv ( *t 
Enclosure 2 of Mr. Watp's letter 1 indicated '*.ai 1 w k >u!J send him me a c- p> vv;tr. mv notes trom 
our conversation. 


LANL 06981 
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AD-Ops-02*] 6 1 


Attachments aA 


Distribution: 

Jim He! i. AD-Ops. MS A : : i- 
AD-OPS file 
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Philip M. Howe. 12/11/02 2:54 PM -0700. computers 

X- Sender: pmnowee Doornail esa iani gov 
Dale. Wed. 11 Dec 20G2 '-52 2" -:~C2 
To v/xgSiani.gov 

SuD;ec:: comDLiiers 


Hi Scon. 


Bus Division: 

works in DX 2. mentioned to me that some computers that 1 had allowed him. :c purer. j.vj for ^ 
had been stolen. (On the phone. ! mentioned a number like ten That is uror.g The ter. computer, were 
purchased from salvage to demonstrate a concept, and were not stolen Once the concept wj. uem r-imp w 
Jonathan bought two top of the ime parallel processing Macintoshes, one o: u fitch wa> -mien Aitrvuen 
number is only one, me value of the loss is significant Probably Sl2K-5icK for the computer, p.u-i 
S6K-SSK m software. Also stolen was a large area display screen which, a; that time, probahiv cost about 
S4K. Additional costs due to loss oi time and data are also nori-necueible. but iiarJ it * e.-tmsaie > Jonutrun 
reported the loss tl am not sure to whom ) and was told that mere would be no investigation and iu>: to wr.te :: 
off. Jonathan was angry about it and reported it to me ! was angry about it also 

Last summer I took a week-long required management course. One block of instruct 
Stanley Busboom. of S-DO During in? question and answer penod. I raised the issi 
computers (I still thought all ten nad peer stoicm Stan said he would have someone , 
two later. 1 received a phone call and related ■-> r.at I have said above. ] don ; re mem no 
with whom I spoke 

As I mentioned on the phone. wnne inis was a ciear instance of thett. 1 have had problem?- with propen \ 
accountability . Part of my problem no dour: ; ; due to organizational turmoil In the last two years. 1 rrun ed 
my physical location from DX Do. :s;or, to D Division, to NWp. j 0 £S.A Division When 1 lest DX Division. 

1 turned in two old Mac computers io the B-.- Ott.ce u; DX. !o: them to Sum m h>; me j? j idivo; i am sure 
they did so. but have had incredible difficult', getting these computers off m> nooks ;Thev turned some nun' 
in at that ume, also, and have also had trouble getting u off their hooks . Tne computer- were on mv hooks 
when I was in D Division, ;n NUT and ever, up unu. a month or two ago. in ESA When [ wa> reMume in D 
Division. I purchased two Macintosh G-J one be er.GavnfeJ compuane. and one tor cio-uned computing 
1 still use the unclassified computer :n mv ut_u : work • in fact. tms noie i* heme w ritten on it 

The classified computer was modifier a.- n-e.e' _r- to meet D D:v ision computer securw. requirements, and 
was used there fora while. A! enough ! rei-ueu r trie D DO area. 1 think compute: secants was provided h> 
D-5. When 1 moved to ESA Do . i n**^. the om.p.ner w S ;h me. atter their secuntv :olh- end w hat ihev h.id to 
to make it legaj to move it 

Over the last year. George Huriey i lorme* I’M Sure - . ,-us rvmn wo: kmc for me a- a ..'rttr.ictor on -one 
classified projects. Because of space urnitut. n. Ed \. t _rrarged an otnee Jor George and me in D-l 1 <i 
greatly appreciate their helpfulness ■ How ever we w ere unable jo u-e tne comnuter (veju-e. akhoum it hud a 
barcode, it wasn't in the system and trcreiore tne .. Truer d:dr. t ex;-:. and one get a non-eu-ten; 

computer approved - at least. I cociur : ! fr . ■anted it :n : • ESA DO 


ion w as presented by 
ae ct the stolen 
:ontact me A week or 
r the name o' the person 


In my office. I have an old Tektronix, p: 
my pnnting needs. It has a bar coue on 
new. six or eight years ago Last time 1 
replaced with it (an even older HP> it:!! 

My conclusion is that the property accountaSiitv, -• o,-.-— w: u--c at the lab is : na Jiruu.uc It di'evns provide 
me the protection 1 need, and apparentiv • nr ’-tue adequate protection tur me ian. eo.ner Mv cue-- i- 
that the current system is just too cummer- erne 1 „ jr. .rnagm.c that, with the large mi mover of account. mle 
items, it is easy to have some fall mrougr :r.e . ! low „■■■ -cr. it worries mv w nen i- r;v -tut; ‘T.c ta.i- 

through the cracks. 


:: It i - a dog. and probably no; worth anything now. but is meets 
indicating ii a^vountahie proper v Mv gue-. o that it i-Sikl 



Prinlerf for* "\V krntt ftihht" f-uxoii I'ml 
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Philip M. Howe. 12/11/0: 2:54 PM -II7IIU. comput ers 

If you need more info or derail, please Lai! 

Regards. 

Phi) 


Phitic W. Howe 

Program Manager. StocKpiie 5 
Los Alamos National Laocra:cr. 

! 505) 665-5332 
(505) 567-9438 
Fax: 505*665-5243 
email pmhowe@iani.gov 
Mai! Stop P345 


LANL 06984 
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.I on M. Barr. 12/11/02 1:30 PM -0700. Fud: Re: LA Monitor Arndt- of 10 VmcmlHT |jf|| 

• l have neve- see-- :o;r r-sr jCv.m has :a.>€3 to oe c core's"** •- 2 ". 

Separate ccmvers s-s r-e’wee- S*''* Ticks' a“P me a-c £■> Sc'c-ae s" ~ . - 



these caterers Arra’e-.vy r.v v. 3: v. as , S : :o~ :—-e 2": - » :r 


l‘rrt senatng you this info'matirr set T.e 'ezfz s'racr; i am c-aza-e: ■: o':. re 
As always. jcnnm stages rear-, t; asss: 50 . ;* a~> >*-3\ we ran 

Mike 

Stanley L. BusDoom 
Director cf Security 
Los Asamos National Laocrato”- 
P.C. Bex 1SS3. MS GTS 
Los Alamos, NM 8~?A5 

Phone: (5G5) 557-591* 

Fax; (505) 665-3810 
E-Mail: busboom® fan! gev 


LANL 06986 



“IN CON MUiiJNUH " 

Frank Dickson, 04:50 PM 10/28/2002 -0700, Summary of Meetings 


To: Frank Dickson 

From: Stan Busboom <busboom@ianl.gov> 
Subject: Summary of Meetings 
Cc: jholt@lani.gov,gtucker@iani.gov 
Bcc: 

Attached: 


Tab 41 


OFFICIAL USE ONLY 
IN CONFIDENCE 
UPDATE 

Jeff Campbell telephoned @ 1435 today and spoke with me. He said he understood that Glenn 
and Steve were not available to work with him, but could they participate in serving search 
warrants and subsequent custodial interviews, as they knew the case. He also stated the obvious 
that it was to our benefit to participate. ! said I could not agree to that and that we would get back 
to him about the liaison question. No one other than myself has had contact with Campbell on 
this matter. 

Stan 


****•****••*•****«•**•*•**••***•*•**•*•*« 


Frank, 

Based on the meeting on 10/24/02 with Joe, Rich, Jim, yourself, and me-and our follow-up 
discussions on 10/25/02, here’s a summary of what S Division has done and is or is not doing: 

• As directed, Glenn Walp was taken off the TArXX” case and removed from FBI liaison at 
1730, 10/24. Steven Doran was called in on Friday 10/25 (day off) at 1200 and given the 
same instructions. I told them that: "confidence in them had been lost” 

• I have assigned James Mullens to pick up the liaison duties, but you have told me to hold 
that in abeyance until after Tuesday. 

• I had a contact with Jeff Campbell, FBI, on 10/25, when he called for information on an 
unrelated case (inquiries about a Australian visitor 2 years ago). He was referred to me 
and i assisted him in the other matter. I told him to contact me exclusively in the mean 
time. 

• We are gathering alt we have on the "Mustang Case" and Glenn and Carol will do a 
document-by-document comparison and reconciliation. 

• When Bill Sprouse returns on Monday, we will determine what he did or did not know and 
when from 2001 about the TA-XX issue. 

• 1 3 m not following uo on the questions regarding who in fine management or HR knew 
what and when. 

• I understand the K3 has the "tool case," but I also heard instructions from Joe on what 
needs to be pursued— again, wait until Tuesday. 

• On Tuesday, i will attend a meeting with you, Joe, and the IG 


Printed for Stan Busboom <busboom@iani.gov> 


1 



581 


«Ijsj ( ;i piy 

Frank Dickson, 04:50 PM 10/28/2002 -0700, Summary of Meetings 


Let me know soonest if you have any views other that what I’ve summarized here... 
Stan 

Stanley L. Busboom 
Director of Security 
Los Alamos National Laboratory 
P.O. Box 1663, MS G729 
Los Alamos, NM 87545 

Phone: (505)667-5911 
Fax: (505)665-3810 
E-Mail: buslxJom@ianl.gov 


Printed for Stan Busboom <busboom@ianl.gov> 


2 
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IN CONFIDENCE 



- Los Alamos 

NATIONAL LABORATORY 


Tab 42 


Security & Safeguards Division Office 
Wail Slop G729 

Los Alamos. NM 87545 Dale: November 20. 2002 

(505) 667-5911/Fax 5-3810 Refer To. S-DO. 02-24& 


James L. Holt 

Associate Director for Operalions 

AD-Ops, Mail Stop A104 

Los Alamos, New Mexico 87545 

Dear Mr. Holt: 

It is my understanding that the Laboratory has decided to restructure and to align its 
practices with those of other UC and NNSA laboratories in terms of the handling and 
referral of suspected thefts of property The current situation has caused confusion 
within the Laboratory and with the DOE/IG In connection with this decision, I 
recommend that the Laboratory not retain Glenn A Walp, (Z-185480), and Steven L. 
Doran, (Z-188198), who are currently in probationary status, as permanent UC 
employees. 

Mr. Walp's and Mr. Doran's records of performance have generated consistently 
negative reactions from a number of sources within and outside of the Laboratory. 
Contrary to what one might otherwise expect, the negative comments have not 
diminished with time and, instead, have increased. I recommend against retaining 
either individual as a permanent UC employee, even if we were not planning to 
restructure and realign Ihe management of suspected thefts 

Specific examples of inadequate or unsatisfactory performance by Mr, Walp and Mr 
Doran include the following: 

• Providing inaccurate and incomplete reports on the status of ongoing investigations 

• Inability to independently and expeditiously pursue appropnate reviews or 
investigations. 

• Inappropriate and incorrect advice about violations of federal law regarding the 
actions of Laboratory employees engaged in routine discharge of their assigned 
duties. 

• Apparent inability to work successfully across Laboratory organizational lines with 
Divisions other than S Division, or with outside agencies chartered by Laboratory 
senior management. 


IN CONFIDENCE 
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IN CONFIDENCE 

James l. Holt 2 November 20. 2002 

S-DO: 02-249 


• Poor judgement in determining that all unlocated property should be classified as 
"larceny" and the filing of one or more reports to that effect. 

• Inability to conduct an investigation in a professional manner to the satisfaction ot. 
and consistent with directions from, the Laboratory’s senior managers. 

• Failure to establish and maintain the trust and confidence of the Laboratory's senior 
management in their judgement and in the discharge of their assigned duties. 

The following issues apply only to Mr. Walp: 

« Inappropriate and potentially insubordinate conduct when addressing contentious 
issues with his supervisor. 

• Loss of potential evidence under his office’s safekeeping and control 

Performance as described above has resulted in decisions by some Laboratory senior 
managers to avoid working directly with Mr. Walp and Mr. Doran, or to allow them to 
work in certain sensitive circumstances. This group of managers includes individuals 
with direct or indirect responsibility for critical aspects of LANL's operational 
performance. That circumstance confirms my judgment that these two probationary 
employees lack the vision and judgement, customer interface skills, and general 
suitability to perform effectively in their current positions. 

These key events have predominately taken place after their mid-term probationary 
performance appraisals in September. 

On the basis of the above, it is my judgement that Mr. Walp and Mr. Doran should be 
terminated as probationary employees as expeditiously as possible. 

Sincerely. 

Stanley L. Busboom 
Director of Security 

Cy: F. Dickson, LC. MS A1 83 


An equal Opportunity f.mployw > Operated by the University of California (ot the 
National Nuclear Security Administration ol the U S tJcpanmcni of f. tttrrpy 

IN CONFIDENCE 
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NOU-25-200? 07: 10= FROK: 


703-779-7592 

TO:: 7P3773?59= #: 3 ■ it 


-A 

- Los Alamos 

NATIONAL LABORATOfiV 
Security and So/egitard* fit vision 

P.O. Box 1663. MS -C 172 9 

Los Alamos. New Memcu 87$ 4 5 

(505)667-5911 ph/ (505)667-5-3810 


Tab 43 


Date: November 25. 2002 
Refer To. S-DO 02-254 


Mr. Steven L. Doran 
3920 A. Trinity Drive 
Los Alamos. NM K7544 

Subject: Termination Of F.inploymcnf During New l-.tnplnycc Kvaluatiun Period 
Dear Mr. Doran: 


Your position as a Laboratory employee if "S" Division will end lifted tv. December !0. 2002 Die rc-scc-:-. :o. 

this action is thai wc have determined, during your new employee evaluation period. Hut you are no: a suitable 
ftl for the requirements of your position. 

1 have determined that it IS in the ben interest of the 1 abnramrv that you be piovnJed payment ir. lieu oi the 1 S 
days' notice as Specified in AM 103. 1 ). This mean': that your ijst duy of active work wit: he today. Monday, 
November 25. 2002. You will be paid for the period between tooav and December 10. 2002. Please rennn ai! 
Laboraiory property, including keys, credit cards, phone cards, crypto cares, paecr 3 and alt Laooraiory 
documents immediately. Wc will provide acct stance to you m this process 


If you havejflyjjuestions regarding benefit:, please omt.ici the benefit* Office at 7-1X06 

1 h^o"re»«i, under stanti^and acknowledge receipt of this memorandum. 

5- ca 



Yours truly. 

— 

Stanley L. Bus boom 
Director of Security 

Cy: Staff Relations, P126 

LC, A 183 

Personnel Security. S-f». B236 
Personnel Records, P235 
S-DOFile 


il Oyaor 
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Los Alamos 


lABQRATOiR V 


Security and Safeguards 0< vision 
P.O.Box 1663, MS-G729 : 

Los Alamos, New Mexico 87545 
(505) 667-5911 ph/(S05) 667-5-3810 


Mr. Glean A- Walp 

15 EUc Circle, Tierra De Oro 1 

Santa Fc, NM 87S06 


Date; November 25, 2002 
Refer To: S-DO: 02-254 


Subject: Termination Of Employment During New Employee Evaluation Period 


Dear Mr Walp: 


Your position as a Laboratory employee m “S" Division will end effective December 10, 2002. The reason for 
this action is that we have determined. during your new employee evaluation period, that you are not a suitable 
fit for the require merits of your position 

I have determined that it is ip the best interest of the Laboratory that you be provided payment in lieu of the 15 
days' notice as specified m AM 103.1 1. This means that your last day of active work will be today. Monday, 
November 25, 2002. You Will be paid for the period between today and Decembei 10, 2002. Please return a!l 
Laboratory property, including keys, credit cards, phone cards, crypto cards, pagers and all Laboratory 
documents immediately. Wc will provide assistance u> you in (his process. 

If you have any questions regarding benefits, please contact the Benefits Office at 7-1806 

1 have read, understand add acknowledge receipt of this raernoraodum. 


sieTu&oa to t s/e a/ 0<SV3 

Name Date 


Yours truly, 

Stanley L. Busboom | 

Director of Security 

Cy. Staff Relations, Pl2i6 
LC, A 183 j 

Personnel Security, |S*6. B236 
Personnel Records, P235 
S-DO File ! 


: feqwtl Opponutuly Employer / <^vcr»tc4 ipy . 
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Tab 44 

Agenda 


C- A>3, 

"o Los Alamos 


Procurement and Investigation Overview 

Anne Broome, Vice President-Financial Management 
University of California, Office of the President 

Ronald Cochran, Laboratory Executive Officer 
Lawrence Livermore National Laboratory 

Brace Darling, Senior Vice President-University Affairs 
University of California, Office of the President 

Robert Van Ness, Assistant Vice President-Laboratory Administration 
University of California, Office of the President 

November 25, 2002 


inday, November 25th 


Status ofLab-wide Financial Controls 
TA-3, SM43,Rm. C413B 


Joseph F Salgadc 
Richard A. Marquez, Lead 
James P. Johnson. Tech Lead 
Jim Hemng, Technical Lead 


Property Inventory 

Facts , 

Brief of relevant systems end control I 

Brief on Peter Stockton/compu’.rr issue 
Copies of all internal memos on the subject 
Current status including changes in systems and controls 


Joseph F. Salcado 
i Richard A. Marquez, Lead 
Alien Wallace. Tech Lead 


Pro card 
Facts 

On the case 
Lab actions 

Brief on relevant Lab systems and c 
Layton /PWC review • i ; ui Ji::g. 
Corrective Actions 
Taken 
Planned 
Current status 




iM 


Joseph F. Salgado 
Richard A. Marquee, Lead 
chard'S trickier. Tech. Lead 
ohn Leyton (via tclccon) 
Frank P Dickson 


Institutional Host: John C. Browne 
Technical Host: Joseph F. Salgado 
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Procurement and Investigation Overview (coni’ d) 


1 2:00 - 1 :00 Working Lunch 
TA-33 

Facts 

On the case 
Lab actions 

Brief on relevant systems and controls 
Corrective actions 
Taken 
Planned 
Current status 


1 :00 - 2:00 Allegation of management cover-up 

Brief on facts relevant to the allegations 
Should we expect additional problems or revelations? 
What else does UC not know? 

Respective roles of the University and the Lab 

Communication Strategy 


2:00-2:30 Break 

2:30 - 3:00 Close-out with John C, Browne 


Institutional Hosr. John C. Browne 
Technical Host Joseph F. Salgado 


Joseph F. SaJg3dc 
Frank Dickson, Lead ; ^ 
David Hcttich, Tech. Lea 



Joseph F. Salgado, Lead 


Richard Marquee, Lead 
Linda J. Tytler (Linn) 
Technical Lead 


By Invitation Only 
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Tab 45 


Notifications after Termination 
Stan Busboom to contact the following: 


y / 

d PlAj-t cL Lcwri^ 


Jim Holt (SET Meeting - Cal] Cec)/ 

Lynn Teller, 7-1455 or 7-7000 ✓ ? -/ ££3- 

Chief Melton, 662-8226/ , * 

Terry Owens (510) 839-3831 / 

Chris Kemper, 7-6164 (Terminate Authorities - POC needed) / 

Larry Freestone, 7-5897 ^ 


/ Joe Salgado to contact the following: 


Ralph Erickson 
- John McTague 


PCF02368.001 
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Notes from 11/25/02 Meetings 


Approx. 8:50 a.m. 

Present: Jim Holt, ADO, Bill Starkovitch, PTLA, Stan Busboom, S-DO, Vicki McCabe, 
S-DO, joined by Glenn Waip 

Busboom introduced everyone to Waip. He indicated that he needed to talk to Waip 
about his employment status and asked that he hold his questions or comments until 
Busboom finished. Busboom stated that he had determined that Waip was not a suitable 
fit with his Laboratory duties and was asking for his resignation under the New Employee 
Evaluation Period policy. He told Waip he had until December 10 to submit his 
resignation in writing and send it by certified mail. Busboom said that he did not expect 
or want Walp’s answer at this time and was therefore “serving" him with a termination 
notice, which would become effective in 15 days if Waip did not resign. Busboom said 
that he would ask Waip to read the notice and acknowledge it by signing. He told Waip 
that he could have a copy. Busboom also indicated that if Waip had any questions about 
due process, pay, benefits or appeals, he should contact Larry Hanson in HR-Staff 
Relations. He gave Waip cards with his address and Hanson’s. 

Waip asked what the reason for the termination was. Busboom replied that it was simply 
what was stated on the letter and that Hanson was prepared to answer the more detailed 
questions. 

Waip noted that on October 3, he had received his performance rating, 

“perfect.” Busboom corrected that it was a “good" rating. Waip stated 
back on the performance appraisal that could be considered negative rel 
was acclimating to the Laboratory. 

Busboom told Waip that he would be escorted back to his office to sum 
credentials, cryptocard, pager, phone, and other Laboratory property. B 
that Starkovitch would escort him and take possession of his property. 1 
indicated that Waip would then have 30 minutes to collect his personal t 
move them out of his office. Waip indicated that he had a considerable ; 
personal memorabilia that he wanted to package and asked for time to gc 
4Runner instead of his truck to transport things. Busboom said that pack 
would be available and that Waip need to use the time to first dear his L 
property, then his personal property. Busboom indicated that the buildin 
cleared, so that Waip would not have to have contact with anyone. 

Waip stated that he would not sign the termination notice until he had consulted with his 
attorney. He stated that he believed the termination was based on his age and indicated 
that he would take appropriate legal action. Waip then left with Starkovitch. 

Approx. 9:00 a.m. 

Present: Jim Holt, Stan Busboom, Vicki McCabe 

Steve Doran was shown in, followed by Steve Maestas, PTLA 



PCF02369.001 
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Notes from 11/25/02 Meetings 


Approx, 8:50 a.m. 

Present: Jim Holt, ADO, Bill Starkovitch, PTLA, Stan Busboom, S-DO, Vicki McCabe, 
S-DO, joined by Glenn Walp 

Busboom introduced everyone to Walp. He indicated that he needed to talk to Walp 
about his employment status and asked that he hold his questions or comments until 
Busboom finished. Busboom stated that he had determined that Walp was not a suitable 
fit with his Laboratory duties and was asking for his resignation under the New Employee 
Evaluation Period policy. He told Walp he had until December 10 to submit his 
resignation in writing and send it by certified mail. Busboom said that he did not expect 
or want Walp’s answer at this time and was therefore “serving” him with a termination 
notice, which would become effective in 15 days if Walp did not resign. Busboom said 
that he would ask Walp to read the notice and acknowledge it by signing. He told Walp 
that he could have a copy. Busboom also indicated that if Walp had any questions about 
due process, pay, benefits or appeals, he should contact Larry Hanson in HR-Staff 
Relations. He gave Walp cards with his address and Hanson's. 

Walp asked what the reason for the termination was. Busboom replied that it was simply 
what was stated on the letter and that Hanson was prepared to answer the more detailed 
questions. 

Walp noted that on October 3, he had received his performance rating, which was 
“perfect.” Busboom corrected that it was a “good” rating. Walp stated that the only feed 
back on the performance appraisal that could be considered negative related to how he 
was acclimating to the Laboratory. 

Busboom told Walp that he would be escorted back to his office to surrender his badge, 
credentials, cryptocard, pager, phone, and other Laboratory property. Busboom stated 
that Starkovitch would escort him and take possession of his property. Busboom 
indicated that Walp would then have 30 minutes to collect his personal belongings and 
move them out of his office. Walp indicated that he had a considerable amount of 
personal memorabilia that he wanted to package and asked for time to go home to get his 
4Runner instead of his truck to transport things. Busboom said that packing materials 
would be available and that Walp need to use the time to first clear his Laboratory 
property, then his personal property. Busboom indicated that the building had been 
cleared, so that Walp would not have to have contact with anyone. 

Walp stated that he would not sign the termination notice until he had consulted with his 
attorney. He stated that he believed the termination was based on his age and indicated 
that he would take appropriate legal action. Walp then left with Starkovitch. 

Approx. 9:00 a.m. 

Present: Jim Holt, Stan Busboom. Vicki McCabe 

Steve Doran was shown in, followed by Steve Maestas, PTLA 


PCF02369.002 
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Busboom introduced Doran to the others. Busboom stated that he needed to talk to 
Doran about his employment status and asked Doran to allow him to finish before 
making comments or questions. Busboom stated that under the New Employee 
Evaluation Period, he had determined that Doran was not a suitable fit for Laboratory 
employment and asked for his resignation. Busboom indicated that he would accept the 
Doran’s resignation any time in the next 15 days by certified mail, but that he did not 
want an answer immediately. Busboom stated that he was presenting Doran with a 
termination notice that would go into effect if he did not receive Doran’s resignation 
within 15 days. Busboom told Doran that if he had any questions about anything related 
to the letter, including benefits or appeal rights, he should contact Larry Hanson. 
Busboom gave Doran the letter and cards with his and Hanson’s addresses. Doran read 
the letter and signed it. 

Busboom told Doran that Maesias was there to escort him to his office and collect his 
badge, credentials, cryptocard, and his property. Busboom noted that for some reason. 
Doran had 6 radios on his property accountability form. Doran indicated that he had 
recently updated the form to transfer all but one of the radios to other people. Busboom 
told Doran that he would have 30 minutes to remove his personal property. 

Doran indicated that he would not be resigning and that he would be calling his attorney. 
He then left with Maestas. 


PCF02369.003 
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New Employee Evaluation Period (NEEP) 


Policy : AM 103 

Length of NEEP 
TSM - 2 years 

Exempt Structured Series (OS/GS 7-8, SSM, TEC 7)- 1 year 

Nonexempt Structured Series (OS/GS, TEC 1-6) - 6 months 

The NEEP ends on the first day of the month foliowing the above anniversary. For 

example, if an exempt structured series employee was hired on November 1 9, 2001 , his 

NEEP would end on December 1, 2002. 

Extension of NEEP 

Under “unusual circumstances” the group- or higher-level manager can request an 
extension for a specified (not indefinite) period, not to exceed 3 months. The HR 
Division Leader approves requests for extensions. 

Appraisal Requirements 

One “evaluation report” is required at the halfway point, another 30 days before the 
NEEP expires. An additional report should be completed if there is a question about the 
employee's performance, conduct or “general suitability for Laboratory employment” at 
any time during the NEEP. Termination can be initiated at any point. 

Grounds for Termination 

Employees in “new employee evaluation period” status may be released at any time “at 
the discretion of the^-Laboratory-” AM 103,08 states that an interim report should be 
completed if there are questions about the employees performance, conduct or “general 
suitability for Laboratory employment,” thus implying that those are among the 
acceptable reasons for discharging an employee during the NEEP. Performance would 
be interpreted fairly broadly, depending on the level of the position, and could include 
managing customer or external agency communications appropriately, lack ofvision, as 
well as failure to complete the expected quantity or quality of technical work. 

“General suitability” is not defined, but would generally be interpreted to cover almost 
any other problem in the employment relationship that is not strictly a performance 
deficiency and doesn’t constitute misconduct. This category covers how well an 
employee “fits” into the Laboratory or adapts to Laboratory culture. 

In a white paper titled Hints on Discharging Employees , Bruce Herr (formerly of 
Montgomery and Andrews, now of Laboratory Counsel), states that even if an employee 
is an employee “at-will,” an employer cannot fire him for discriminatory 7 reasons or for 
reasons that “violate public policy.” Public policy implications can include firing an 
employee who refuses to do something that public policy discourages (falsifying records, 
illegally dumping waste, violating safety or security rules) or for doing something that 
public policy encourages (reporting fraud, waste and abuse). 


In Confidence 
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UC recently instituted a new Policy for Protection of Whistleblowers from Retaliation 
and Guidelines for Reviewing Retaliation Complaints. That policy states the evidentiary 
standards for reviewing whistleblower retaliation complaints. First, the employee must 
establish that he or she made a protected disclosure and that the protected activity was a 
factor in the alleged retaliation. Then, the manager must demonstrate, by clear and 
convincing evidence, that the alleged retaliatory action would have been taken 
independent of the employee’s protected activity. This standard would be applied if a 
NEEP employee who was let go filed a complaint with the Laboratory or the University 
that his or her dismissal was in retaliation for being a whistleblower. A court would 
apply the standard defined by the legal precedent of that jurisdiction, which would likely 
be similar to UC’s. 

The UC standards also specifically state that a manager is not prevented from taking or 
recommending any personnel action that is justified on evidence separate and apart from 
the employee’s protected activity. 

Notice of Termination 

The manager must give an employee at least 1 5 days’ advance written notice of 
termination under the NEEP policy. By practice, the Laboratory can, and often does, 
prov ide pay in lieu of notice to remove the employee from the workplace during the 15 
day period. Policy is silent on how much detail the notice must include as to the reasons 
for the discharge. In practice, the notice should link the decision to the policy and refer 
to discussions, email or the interim evaluation reports that have already put the employee 
on notice that there is a problem. Only in the most unusual circumstances would the 
termination notice be the first time an employee learns that things are not going well. 

The less specific a notice is, the more latitude an employee has to claim that 
discrimination or retaliation was the “real” reason for the termination. 

AM 103.1 1 states that the appropriate division-level manager must review and approve 
the termination. Policy does not require HR or LC involvement. 

Precedent 

As noted, there is no policy requirement that a manager who is considering discharging a 
NEEP employee consult with or notify Staff Relations before tailing action. The general 
experience in Staff Relations has been that NEEP terminations occur when the new 
employee proves to be a poor performer in terms of quality or quantity of work. The most 
common conduct problem that has resulted in NEEP terminations is unavailability for 
work. The NEEP policy does not demand termination over other solutions, such as 
removal from a management position, but disciplinary action wouid be subject to the 
requirements of AM 1 12. 


In Confidence 
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Personnel 


Employment Regulations 


AM 103 

December 31, 1999 

New Employee 
Evaluation Period 


POLICY : 


.01 The Laboratory has established a new employee 

evaluation period for new employees, during which 
their work performance and conduct are evaluated. 

NOTE: Work performance and conduct 
include, but arc not limited to, such factors as 
quality and quantity of work products, 
attendance, reliability, honesty, 
cooperativeness, and ability to work in a team 
environment. 


Employees Subject to .02 Structured Series Employees — Individuals hired as 

New Employee Evaluation regular Structured Series employees serve a new 

Period employee evaluation period except when the 

following criteria are met: 

The individual has completed at least 
1 continuous year of full-time service at the 
Laboratory immediately before the conversion 
to regular employment (with no break in 
service) and 

The regular position is in the same 
organization and involves the same duties at 
the same level. 


.03 Technical Staff Members — Individuals hired as regular 

Technical Staff Members serve a new employee 
evaluation period except when the following 
criteria arc met: 

The individual has completed at least 2 
continuous years of full-time service at the 
Laboratory immediately before the conversion 
to regular employment (with no break in 
service) and 

The regular position is in the same 
organization and involves the same duties. 


.04 Former Employees — A former employee who is 

rehired under a regular appointment is required to 


Administrative Manual 
Los Alamos National Laboratory 


This subfact has been morgamied and renumbered 
This subfoct was last revised on September 70. I3S3 
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Length of New Employee 
Evaluation Period 


Extension of New 
Employee Evaluation 
Period 


New Employee Evaluation 
Period Report 


Administrative Manual 
Los Alamos National Laboratory 


AM 103 

December 31. 1999 

New Employee Evaluation Period 


serve a new employee evaluation period unless 
excepted under the criteria stated above. 


.05 Exceptions — In truly exceptional cases, the 

Laboratory Director can waive the requirement. 
Requests will be evaluated on a case-by-case basis. 


.06 For nonexempt employees, the new employee 

evaluation period ends on the first of the month 
after 6 months of continuous service under a 
regular appointment. For exempt Structured Series 
employees, the new employee evaluation period 
ends on the first of the month after 1 year of 
continuous service under a regular appointment. 

For Technical Staff Members, the new employee 
evaluation period ends on the first of the month 
after 2 years of continuous service under a regular 
appointment. Time on leave with or without pay is 
not qualifying service for the completion of the 
new employee evaluation period. The offer letter 
shall state the length of the new employee 
evaluation period applicable to a candidate for 

c mploy ment. 

,07 Under unusual circumstances, the appropriate 
group-level (or higher) manager may ask the 
Human Resources Division Director (DHR) to 
approve an extension of the new employee 
evaluation period. Such an extension must be for a 
specified period of time not to exceed 3 months. 
(See procedures in J6 ) 

NOTE: During the first 6 months of 
employment, employees can apply for jobs 
outside their division only with approval of the 
cognizant group-level management. See AM 105 . 


.OS A new evaluation period employee is not subject to 
the performance assessment cycle described in AM 
1 09 . Instead, the manager must complete a New 
Employee Evaluation Period Report form at the 
midpoint of the new employee evaluation period 
and again 30 days before the end of the new 
employee evaluation period. The manager should 
also complete a report if there is a question 


This subiact has bean reorganized end renumbered 
This subfea was lasl revised on September 20. 1993 
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Midpoint Report 


End of New Employee 
Evaluation Period 


Termination 


Admlnlstrttlvt Manual 

Los Alamos National Laboratory 


AM 103 

December 3l_ 1995 

New Employee Evaluation Period 


concerning the quality of an employee's 
performance, conduct, or general suitability for 
Laboratory employment any time during the new 
employee evaluation period. The New Employee 
Evaluation Period Report should indicate whether 
the manager finds the employee's performance, 
conduct, and general suitability for employment to 
be satisfactory (see .11) . 


.09 If the New Employee Evaluation Period Report that 
is completed at the midpoint of the new employee 
evaluation period identifies deficiencies in 
performance, conduct, or general suitability for 
employment, the manager must either 

Give the employee a copy of the New Employee 
Evaluation Period Report, discuss the identified 
deficiencies with the employee, and meet 
frequently with the employee to review progress 
or 

Initiate a termination to be effective before the 
ending date of the new employee evaluation 
period ( see . 13-14). 


X 


.10 When completing the final New Employee 

Evaluation Period Report, the manager must either 
Certify that the employee should be retained or 

Initiate a termination to be effective before the 
ending date of the new employee evaluation 
period (see 11 - .12). 

If the manager certifies that the employee should 
be retained, the employee will receive a copy of the 
final New Employee Evaluation Period Report 
containing the certification. The manager, with 
involvement of the immediate supervisory ), if any. 
must sign the New Employee Evaluation Period 
Report. 


.1 1 Employees in new-employee-evaluation-pcriod 

status may be released at any time at the discretion 
of«*htadjHla»rmciEy The appropriate division-level 
manager must review and approve the termination. 


This sub/acf has baan raaryamrad ana nsnambemd 
7 hit tutfOCt was l«sf i vnsM on Saplemoer 20. 1993. 
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AM 103 

December 3 1 igac, 

New Employee Evaluation Period 


I The X employee must be given at least 15 calendar 
J days’ advance written notice of the termination (.rec 
[ AM 113 ). 


NOTE The Laboratory will not reimburse 
relocation expenses. 


Termination Complaint .12 An empl^fee : iefrij 1 na ted ■•duririg or at the end of the 

new employee evaiuattqit period may file h formal 
complaint ondet AM 13 T only if the. complaint 
alleges that impermissible -discrimination or 
retaliation in violatiori of law or Laboratory policy 
motivated the termination. 


Severance Pay 


.13 A terminated new employee evaluation period 
employee is not entitled to severance pay. 


Rehire ,14 A former employee who was terminated during the 

new- employee evaluation period may be considered 
for reemployment with approval of the prospective 
division-level manager. X 


PROBLEMS ARISING 
AFTER THE NEW 
EMPLOYEE 
EVALUATION 
PERIOD: 


15 Successful completion of a new employee 
evaluation period does not confer tenure or 
permanent employment rights. 


PROCEDURES; 


These procedures effective until further notice. 


Extension of New .16 At least 7 calendar days before the end oT the 

Employee Evaluation Period initial new employee evaluation period, the 

cognizant manager will notify the employee in 
writing of the reasons for and the period of the 
extension. The manager must send a copy of the 
notice of extension to the Personnel Records Team 
ir. the Human Resources Staffing Group (HR-5). 
Only one extension of the new employee evaluation 
period is allowed. 


Administrative Manual 
Los Alamos national Laboratory 


This sub/ect has been reorgamrod end renumbered 
This subject was Iasi revised on September 20, 1993 


PCF0237 1.004 
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AM 103 

December 31. 1999 

New Employee Evaluation Period 


Filing Reports .17 Copies of new employee evaluation period reports 

are maintained in the employee's official personnel 
file in Personnel Records. 


Administrative Manual This subject has been reonparurotl end renumbered 

Los Alamos National Laboratory This subfact was last revised on September 20, 1993 


PCF0237 1.005 
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PEC-53-.. 11:01 FroaiLWl UBOWTOSY COUNSEL'S OFFICE 


505E852301 


T-3S2 P.Ol/M j ofa , 082 


In Confidence: 
ATTORNEY CLIENT PRIVIJ.F.CP 


» Los Alamos 

NATIONAL LABORATORY 

memorandum 

Security and Safeguards Division 


To/MS: Frank P. Dickson, LC, A 1 83 
Prom/MS: Stanley L. Bus boom, S-DO, 
Phar'/Pax: 7-59 1 1 /Fax 5-3810 
E-mail; busboom@lanl.gov 
Symbol S*DC3:02-258 
Date December 2, 2002 


Co pyJL of ii 


Subject: Requested GST Information 

Attached is the information that was requested by Mr. Prando last week, and discussed with you and Ms. Brown on 
November 26*. 2002. 

• Attachment l is a chronology of every meeting and/or record I have on the decision to ask for Messrs. 

WaSp and Doran resignation and. failing that, dismissing them as generally unsuitable under the New 
Employee Evaluation Period (NEEP) rules. 

* Attachment 2 Is the performance appraisal 1 signed on Mr. Walp, with notes. 

Also on November 26'\ 2002, 1 also provided Mr. Prando approximotely 20 pages of my notes to supplement the 
calendars provided to Ms. Maggio on November 19"', 2002. Absent records appropriately filed in other offices, you 
now have all of the information available in my personal files regarding the NEF.P action on Messrs. Walp and 
Doran. 


(2) Attach: a/s 
Cy: 

I. Holt, A-DO, AI04 

J. Tucker, S-DO. 0729 
S-DO File 


"IN confidence- 

attorney CLIENT PRIVILEGE/ ATTORNEY WORK PRODUCT 

THIS DOCUMENT MAY NOT BE COPIED OR RE-ROUTED WITHOUT APPROVAL OK LABORATORY COUNSEL. 

THE INFORMATION CONTAINED IN THIS MESSAGE IS LEGALLY PRIVILEGED AND IN CONFIDENCE 
INFORMATION. SUBJECT TO ATTORNEY CLIENT PRIVILEGE/ ATTORNEY WORK PRODUCT PROTECTION, 
INTENDED ONLY FOR THE USE OF THOSE WITH A NEED TO KNOW. ITS CONTENTS SHALL REMAIN IN 
STRICT CONFIDENCE. IF THE READER OF THIS MESSAGE IS NOT SUCH A PERSON, YOU ARE HEREBY 
NOTIFIED THAT ANY DISSEMINATION. DISTRIBUTION, OR COPYING OF THIS MESSAGE IS STRICTLY 
PROHIBITED. IF YOU HAVE RECEIVED THIS MESSAGE IN ERROR. PLEASE NOTIFY US IMMEDIATELY 

THE DOCUMENT IS FOR UNIVERSITY USE. ONLY AND IS NOT SUBJECT TO DISCLOSURE UNDER THE 
FREEDOM OF INFORMATION ACT, S U.S.C. 552. FT SEP . OR THE CALIFORNIA PUBLIC RECORDS ACT. NOTIFY 
THE LABORATORY COUNSEL IMMEDIATELY, IF A SUBPOENA OR OTHER REQUEST IS RECEIVED CALLING 
FOR PRODUCTION OF THIS DOCUMENT. 

IN CONFIDENCE DOCUMENTS SHOULD NOT BE LEFT UNATTENDED, SHOULD UE SECURED WHEN NOT IN 
USE, AND SHOULD 8E DISPOSED OF APPROPRIATELY. 


InConhdf.nce 


PCF02376.001 
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D«c-0 c -2002 C5:40 pb Fio«-SBiE8AL UJ 


+5056654424 T-65C P 001/DC l F-53Z 


-A 

* Los Alamos 


Tab 46 


facsimile send form 

Office of Laboratory Counsel 
Employment Law and Litigation 
P.0 Box 1663, Mail Stop A 187 
Los Alamos , New Mexico 87545 
(505) 667-37 66/FAX: (505) 665-4424 
E-Mail: herr@lanl.gov 

IN CONFIDENCE 


Date: 

December 6, 2002 

Time. 4:43 pm 

To: 

Frank Dickson 

Fax No. 665-2301 

From: 

Bruce Herr 



Number of pages (Including cover sheet): 2 


Instructions: Chronology on WalpDoran 


THE INFORMATION CONTAINED IN THIS f ACSiMilL MFSSAGE IS SENSITIVE MANAGCMFN f 
INFORMATION INTENDED ONLY FOR THE USE OF TmC INDIVIDUAL OR ENTITY NAMED ABOVE. If TtlL 
READER OF THIS MESSAGE IS NOT THE INTENDED REClPiFNT. YOU ARE HEREBY NOT IF tfcD THAT ANY 
DISSEMINATION, DISTRIBUTION, OR COPY OF THIS TELECOPY |S STRICTLY PROHIBITED iF YOU HAVE 
RECEIVED THIS TELECOPY ON ERROR. PuEASE NOTIFY US IMMEDIATELY BY TELEPHONE AND RET URN 
THE ORIGINAL MESSAGE TO US AT THE ADDRESS ABOVE ViA THE UNITED St ATES POSTAL SERVICES 
THANK YOU 

IN CONFIDENCE DOCUMENT SHOULD NOI BE LEFT UNATTENDED. SHOULD BE SECURED WhFN NO I IN 
USE AND SHOULD BE DISPOSED OF APPROPRIATFLY 


UNCLASSIFIED 

Clj; C^oc 


LANL 33122 


Equal Opportunity £ mpioyei < Operated t/y die Uni»rn.iy of Calttoma 
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\mirm> Clicin Privilege 
IN t'OM IDKNCF 

CmROnOlOGy On waiP/OORan 
NEW EMPLOYEE EVALUATION PERIOD (IMEEP) 

• 8/2/02 - M3; or GissatiStaction over me slow progress ana FBi interface on in- "Mustang C.iSf- 

expressed D/ Saigado to M oil Morgue? OiCKson ana Busnoam ... - 

« 9/18/02 - Dickson calls tor Wasp an;; Doran to or* amoved over progress on tin* coses, confer k 

with Legal Counsel, arid conflicts witr» PwC— 1 uckor intercedes witrt Ssignao 

• 9/18/02 - Acts of inappropriate ann potentially insubordinate behavior ny wa)p reported riy 
T ucker to Busboom 

• 9/18/02 - Discussion m Busooom s oit.ce wnem Tucke* challenges Waip to confirm mat n« nas 
oeen askea to do nothing wrong— watp aoes so— counseling of waip. men waip/Doran together 
in BuSDOom s office 

*■ .Cv . 9/C,2 ..)iscu$Srons-witn Sa’ El’ i«r>'wn r.^Kpr and fVk son —DtCttSun expresses uch 
of trust in Waip/Doran — pro&at.ona'y period (NEER) o; wmpiiuoran uislu^-jcu 

« 9/25/02 - Discussion between BuSboom ana Tucker— Tucker reports confronts!, on do tween 

Waip ana HR — lC/QSi/PwC meeting to follow on y. '26/0 2 

• 10/24/02 -• Saigaao/OiCkson meet with US Attorney ana f Bi— upon tnwir return Waip/Doian 
oraerea off me case — Waip informed mat Pm Dy Dusnoorn 

• 10/25/02 - BuSDoom takes Doran off itn* cast — Campoeii telephones an:: support 5 

Waip/Doran — Bus Doom assumes FBf interface in Fucker absence {vacation; nr ter 

Buspoom/Campbeii contact on 10/28/02 

• 10/31/02 - No-naiice searen warrants— Doran sen Mutes day oft ano waip cans in sick — T ucker 
returns from vacation ana assume-.' f 8i interface supponea Dy Mullens 

• 10/31/02 - Workforce review— Waip is fiiqniighicd as a manager not nkely to succeed [b/sefsng 
prepared m final form on 10/27/02 Dy Busboom/ Arc nutria) 

• 10/31/02 - Holt tens BusDOom and Tucker to come up w<m a plan to go; Waip ana Doran or; track 
with senior management or to strongly consider removing them under the nEEP 

• 11/1/02 - Satgaao tells Bus ooom/Tucker to make up tne-.r niinas on Waip/Doran nEEP 

• 11/3/02 - Busooom and Tucker meet on waip/Doran— no positive pain forward is aeoaea as 
issues of tack of confidence are cuscussea 

• 1 1/4/02 - SusDoom reports to GiDnsiSiine/Hoi! a: the weekly ADO update mat no positive patn 
forward nas oeen determined for waip/ Doran arm NEE P dismissal is i.kciy 

• 11/5/02 -Senes of meetings following media coverage w>tn Saigaao Miiam Dickson. GiDDs. ana 
eventually. McTague — Waip/Doran (ana otriers} suspeett/c ol 'leaks 1 by Dickson — Busboom 
ana Tucker agree naming can be proved. Put inert- is much to br.ng suspicion on Out 

• 1 1/6/02 - Busooom meets with I acker and Waip regarding media issues — Waip ts toia to stick to 
aomg r>is job ana to keep Tucker informed nf developments 

• 1 1/7/02 - Tucker telephones trie iC. ana is toia mete is no promem at mis time” win Oi>i 

• 11/8/02 - Busooom ana Tucker meet— Waip/Doran in unrecoverable positions -both Busooom 
ana Tucker agree to loss of confidence in them 

• 1 1/8/02 - Busboom tells McCabe to assemble ail NCLR information necessary to act 

• 1 1/14/02 - McCabe delivers Nf BP information to Busuoom 

• 1 1/15/02 - Tucker informs BuSbonm about m:-v»ny property m OSi— 1 uckrt ftmows up w.tn 
Campbell on 11/18/02 ana is tola me iG will investigate 

• 1 1/19/02 — In tne course of other events. Busboom tens w«!p that OSi nas a credibility piomom 
{missing property and Circulation ol OSi report) 

• 1 1/20/02 - holt informs Busooom tnat ruanqnirtr nt of rest>w»inii>in.*;, for wno reports/investigates 
mefis appears inevitable Dnseo on loss of credibility w.tnm OBt 

« 1 1/20-21/02 - working witn Mon/ Stine Uustxxvn/ Archuleta draft Nflf .P oc.mo.sai -Dick, son 

reviews— Satgado verbally supports 

• 1 1/22/02 - 8uSDoom/A(cnm£'to work on resignaiion/N! I P dismissal ol Waip/ Doran 

• 1 1/25/02 » Request for Waip/Doran fes>gn;«.ofi!,/NLLB termination letters served 


a norm-* flirni Pri\ iU- j;c 
IN COM ■lllF.Nt K 
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Attorney Client Privilege 
IN CONFIDENCE 

Notes on the Performance Summary 
On Mr, Glenn Walp 
Dated 9/27/02 

• The pro-forma review period reflected in this summary does not represent the 
actual period of supervision, which was 1/20/02 (hire on date) to 07/3 1/02 
(performance period ciose-out) 

• There is an unfortunate misspelling in the summary portion which reads: “Mr. 
Walp faces a formable [sic] challenge to adapt his professional skills to the 
corporate structure of the laboratory.” The correction to this typographical error 
is formidable. 

• Mr. Tucker : j; „ * ** ’’ in Mr. W?|n’$ d;iv-to- 

day supervisor, and I fully adopted his draft. Mr. Tucker and I collaborated on ail 
of my direct report performance summaries, including this one. We were in 
agreement on both the ratings and summary wording on all reports, including this 
one. It is our practice to call out at least one area for improvement — in the case of 
Mr. Walp, it was dearly his struggle to adapt to working at LANL. 

• There has been some discussion triggered by Mr. Walp’s assertion that he 
received a “perfect report.” Indeed, he said just that during the meeting where I 
called for his resignation, and 1 immediately corrected him by saying . .you got a 
‘good’ report, not a ‘perfect’ one.” The fact is that his ORC was an 8 
(performance = 4, content = 4), not a perfect 10. An ORC of 8 is not remarkable 
as his peer group had an arithmetic mean ORC of 7.6, and being 4/1 0s of i\ point 
“above average” in your peer group is a distinction without a difference. 

• Having said all that, this is a ‘good’ report, and it was meant to be. Mr. Walp had 
done much of what he had been asked to do in terms of organizing the off ce, 
raising administrative standards, and hiring on new talent. It was appropriate to 
recognize these successes. 

• By the time the performance summary was given to Mr. Walp (October 2 ,,d , 2002, 
by both Mr. Tucker and myself), we had at least two occasions to seriously 
question Mr, Walp’s behavior and/or lack of cooperation with colleagues- —there 
were no such incidents that we knew of prior to July 3 1 * (the clbse-out of the 
period). It never occurred to me to alter the summary of Mr. Walp’s report, or to 
lower his ORC, by retrospectively including negative material that post-dated the 
period of the report. 1 distinctly recall that at the October 2 nd conference with Mr. 
Walp, he was genuinely surprised to receive the ‘good’ rating he did. I personally 
had no dilemma to resolve as the report was accurate and genuine to the period it 
covered, while the later troubles had been addressed forthrightly in a sep.xate 
counseling session with Mr. Walp on 9/18/02. 

Prepared by S. Busboom, S-DO 
12/01/02 


Attorney Client Privilege 
IN CONFIDENCE 
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Jo Ann Milam, 10:29 AM 12/11/02 -0700, RATIONALE RE TERMINATIONS 


X-Sender: jmilam@dir-mait.lant.gov 

X-Mailer: QUALCOMM Windows Eudora Version 4.3,2 

Date: Wed, 11 Dec 2002 10:29:14 -0700 

To: james.holst@ucop.edu 

From: Jo Ann Milam <jmiiam@lanl.gov> 

Subject: RATIONAL f RF TERMINATIONS 


Per your request: 


Information egarding the rationale for terminations of probationary employees Waip and Doran. 

Waip was hired in January 02; Doran was hired in July 02. 

The following information applies to both individuals, unless otherwise noted: 

• Mishandled review of attempted purchase of Mustang via Lab-issued purchase card: 

o Failed to follow-up in a timely manner 

o Failed to comply with directions from Principal Laboratory Director (Saigado) to visit 
the vendor in Arizona and obtain relevant records 
o Repeated and continuous reporting of inaccurate information about the case {e.g.« 

# of phone calls to Anaya (cardholder) from Arizona; home address of Anaya; 
address at which Mustang had been delivered; etc., etc.) 
c Exaggerated and mischaracterized information reported to Laboratory Counsel and 
to Principal Laboratory Director (related to above) 
o Delay, foot-dragging on follow-up on details related to case 
o No plan for bringing the review to closure. 

• Created an antagonistic and hostile work environment across a number of Laboratory 
organizations 

o (Waip only) Accused Human Resources staff of committing a felony by obstructing 
a federal investigation. Grounds for this accusation was the fact that HR had 
accepted the resignation and voluntary re-payment of a fraudulent travel claim by 
Clarissa Rodriquez (FY1 - Ms. Rodriquez" personal check later cleared the bank, 
thus resulting in no toss to the Lab/Gov’t from her fraudulent travel claim. 

• Caused significant loss of trust and confidence in their professional behavior and 
competence on the part of Legal Counsel, Human Resources, Audits and Assessments, 
two former federal Inspectors General (Layton and Matson), representatives of 
PriceWaterhouseCoopers (K. Rivera and D. Kinzer) and the Principal Deputy Laboratory 
Director. 

• (Waip only) Refused to cooperate with the External Review Team chaired by John 
Layton when instructed to do so by his Division management; Division management 
describes this behavior as insubordinate. 

• Appeared to take direction on many specific issues from representatives of the FBI in 
preference to or in lieu of taking directions from Laboratory management. 

• Concluded that all "unlocated" property should be labeled as "stolen" and filed at least 
one report with the FBI to that effect. Failed to become sufficiently informed about the 
Lab's property management system to make sound judgments about various categories 


Printed for James Holst <James.Holst@ucop.edu> 


1 
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Jo Ann Milam, 10:29 AM 12711/02 -0700, RATIONALE RE TERMINATIONS 


of "unlocaied" property, 

* Misquoted or mischaracterized statements made by various UC and contractor 
employees regarding property management. 

• (Walp only) Lost or misplaced evidence in his custody, 

Additional information untenrr. pe norm ante evaluation anc confirmation ot signing Donus to» 
Walp) will be torwaroec shortly unoei separate cover. 

Must emphasize: Severe breakdown in trust and confidence by virtually every manager with 
whom they came in contact.O 


Printed for James Holst <James.Holst@ucop.edu> 
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Dae-! 3-2002 03:0?p* Ff ora-GEHERAi LAW +50SS6S4424 T-7Z5 P.001/004 F-TOS 

V* 'fTaulr a/V- &(? f' cAl 7 t- 

.. -— ■ _______ . 

PRIVILEGED AND CONFIDENTIAL 

MEMORANDUM 


TO: 

Frank Dickson 

FROM: 

Soon Gordon 


Bruce Herr 

RE: 

Walp & Doran Termination Facts 

DATE; 

December 20G2 


At your request, we have prepared this list of some of the facts which support the reasons for 
termination stated in Stan Busboom’s Nov. 20, 2002 memo to James Holt. We understand that 
you need this immediately, and that some form of this memo may be sent to President Atkinson 
at UC. The facts listed below are examples of conduct that led to the termination and arc what 
we have been able to substantiate at this point. We continue to investigate. 

* Status 

Walp and Doran were both in the new employee evaluation period (“NEEP”}, Therefore, they 
were susceptible to being ''released at any time at the discretion of the laboratory.” AM 103.1 !. 
During their NEEP, their manager S-Division Director Stan Busboom could not certify that Walp 
and Doran should be retained. Walp and Doran had been lured to serve as a liaison between law 
enforcement and the laboratory. However, a number of senior laboratory managers and an 
external investigation team all formed the belief that Walp and Doran were unreliable and 
inefficient in that role, 

* Inadequate or unsatisfactory performance 

An independent basis for the termination of both employees was Tab management’s 
dissatisfaction with their performance. Some of the specific incidents which, led to this 
dissatisfaction include the following: 

* Inaccurate and incomplete repons on the status of ongoing investigations, 

- In verbal statements to Frank Dickson and others. Walp exaggerated the amount of 
telephone activity between AlIMustang (a shop in Arizona) and the suspeeraca.scd of 
buying a Mustang with a Lab credit card (the “Mustang” case). The acrual telephone 
records, when received, did not support Walp’s representations, raising questions about 
his reliability. The number of calls from Lillian Anaya’s Laboratory telephone to 
AlIMustang tends to support the notion that it was she, not others, who ordered the 
Mustang. Original representations from Walp and Doran were that there were multiple 
calls from Ms. Anaya’s phone; and the smaller number later reported lessens the 
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strength of the evidence. 

- Walp and Doran had reported to Frank Dickson and others that there were three suspects 
in the FBI’s investigation of the TA-33 theft incidents. At a meeting with the FI tl, Frank 
Dickson and Joe Salgado were toid by the FBI that there were in fact only two 

ruspfTi: Frrvicirip accurate and reliable information to the Laboratory about me 
ongoing investiganor.. w&s s primary' responsibility of both Walp and Doran. This 

enough information to decide how to proceed with the "third suspect." 

- OS! incorrectly informed Joe Salgado and frank Dickson that a witness in the TA-33 
investigation was electronically wired to collect information. Salgado and Dickson were 
later told by the FBI that such was not the case, 

- Walp and Doran incorrectly reported that the Mustang case suspect lived in White Rock, 
NM. 

* Inability to independently and expeditiously pursue appropriate review or 

investigations 

- Walp failed to timely provide Frank Dickson with critical documentaddn of the phone 
calls placed by the suspect in the Mustang case, Walp either had the information and 
wouldn’t produce it, or failed to collect the information and maintain it in the Lab’s 
possession. When produced, the records revealed facts different than what had been 
presented by Walp and Doran. 

- Joe Salgado expressed dissatisfaction with OSI’s lack of progress on the Mustang case, 
and with the apparent lack of a plan to proceed. 

- Walp issues a “Larceny Report” dated September 10, 2002. According to Property 
Manager John Tapia, the report mistakenly identifies as stolen some property that had 
already been recovered. 

* Inappropriate and incorrect advice about violations of federal law. 

- Walp told Human Resources Deputy Director Phil Kruger that he was “obstructing 
justice” by allowing Clarissa Rodriquez to resign. This advice was incorrect and 
inappropriate. 

* inability to work successfully with other Divisions and outside agencies. 

- Walp and Doran repeatedly displayed a reluctance to fully cooperate with Frank Dickson 
in his efforts to review the investigations of purchase card misuse. 

- Walp and Doran had poor working relations with Audits & Assessments which hampered 
their ability to perform their work. 


LANL 06990 
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- Walp and Doran demonstrated a reluctance to fully cooperate with the independent 
Purchase Card Review Team (former DOE IG John Layton and former DOL 1G Charles 
Masien) that had been assembled to investigate the misuse of purchase cards, even alter 
the FBI had approved die Review Team’s plans. The team included accountants from 
Price Waterhouse Cooperr 


Purchase Card Review '1 earn to examine boxes of evidence at QSl's office, one hox at a 
time, in the presence of an OS] employee. This was an unnecessary hindrance of the 
Review Team’s efforts, and was imposed after the FBI had already approved the Review 
Team’s investigation plan. 

- Upon requesT by the Purchase Card Review Team, OS1 failed to promptly provide notes 
taken during interviews with a suspect and a witness. 

* Inability to conduct an investigation in a professional manner 

- Steven Doran’s August 1 , 2002 report of the interview of Robert Ortiz was inadequate. 
According to the report, Mr. Ortiz "changed his story” during the interview. However, 
the report fails to describe how the story changed. The report lacks detail and much of 
the report is devoted to matters other than the interview of Ortiz, The report is less than 
what should be expected from someone with Doran’s responsibilities. Other written 
reports are similarly deficient. 

* Failure to establish and maintain trust and confidence 

- Based on their interactions with him, Frank Dickson expressed lack of trust in Walp and 
Doran and asked that Walp and Doran be removed from any assignment that would 
involve them working wills Mr. Dickson. Mr. Dickson could not rely upon the accuracy 
and completeness of their work. 

- Based upon their performance and interactions with him , Joe Salgado asked that Walp 
and Doran be removed from all liaison work with the FBI. 

- Based on their presentations at a meeting with the Purchase Card Review Team, Audits 
& Assessments Director Katherine Britlin expressed a lack of trust and confidence in the 
abilities of Walp and Duran. 

- Based on their job performance and judgment, S-Division Director Stan Busboom lost 
trust in Walp and Doran. 

- Others who lacked trust and confidence in Walp and Duran were S-Division Deputy 
Director Gene Tucker, and Purchase Card Review Team members Kristin Rivera, John 
Layton, and Charles Masten. 
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With regard la Mr, Walp, oniy> 

• Inappropriate and potentially insubordinate conduct 

- When asked by his Deputy Division Leader to cooperate with the Purchase Card Review 

Team and Laboratory Counsel, Walr berarnr abusive and insubordinate. 
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Los Alamos 

mpninrandum 


i < .< A!.' M a si ei M anas cm err 
j i < whAte R ichard A. Marquez. ADA. A ! OS 
f'h imc.Fai : 667 * ! 973 / 7 - 562 ^ 

S-.-^hoi ADA: 02-059 


Subject: Purchase Card Program 


A decision has been made to go with an immediate corrective aciion plan to the Laboratory's purchase card 
program that mitigates the potential for misuse or abuse of the purchase card. Modifications to current 
policies and procedures are attached and will become effective Monday, August 26, 2002. Please recognize 
that there will be a transition phase to implement some of the changes. For example, the training of 
approvers and retraining of cardholders will take some time and it may be necessary to recall some cards and 
issue new ones. 

Before making this decision, we received many solicited comments and questions regarding the proposal for 
“Immediate Corrective Action” that was pie sensed at the LIM on August 20, 2002. We appreciate the time 
taken to submit comments and questions. These comments/questions, and the respective responses thereto, 
will be published on the LANL purchase card website. 

The purchase card program is recognized as useful tool for many Laboratory' programs when they are in need 
of quick delivery of low-priced items. However, it is imperative that we immediately modify some of our 
existing policies and procedures and establish more rigor and discipline to ensure a successful program that is 
free from improprieties and/or misuse. 

Two corrective actions that received a great deal of attention and interest were the proposals to disallow the 
purchase of property-controlled items and the independent receipt of purchases exceeding 5250. Although, a 
decision has been made to go with the short-term fix set forth in the attached policies, we are exploring 
alternative methods of validating receipts and methods of purchasing bar-coded items to meet your needs and 
requirements. 

The Director has commissioned a review by an External Review Team to review our Purchase Card Program. 
After their review, we may modify our Program further consistent with their observations and 
recommendations. 

When used properly, and with the necessary modifications to our policies and procedures, the Laboratory 
purchase card will continue to serve as an effective tool to support Laboratory programs with the expedited 
purchase of low-value, but program essential items. 
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LOS ALAMOS NATIONAL LABORATORY 
PURCHASE CARD PROGRAM 
R(*\'ivrd Pmrt d ures 
Alii'uo 2<>. ? «MJ7 

".'■a ;:ip requirements are modifications and additions 10 exjsiing policies and procedures and au 


• finds with 52,500 peT transaction and S25,000 pet month authority- approved by Group Leader o: 
above. 

• ('aids with S2 s 50J ■* 55,000 per transaction and S25.001 •* 550,000 pci month authority approved by 
Division Leader or above. 

Note: Exceptions to the above limits may be approved by the CFO based on written 
justifications. 

: Trie ratio of cardholders to approving officials will be no more than 5:1. 

Note: Approving authority may be delegated as necessary in accordance with existing 
policies and procedures. 

3 All monthly statements must be independently approved; caidbolders may not approve their own 
monthly statements under any circumstances. 

A Fiupcny -controlled items - i.e., items requiring a barcode - may not be purchased with purchase cards 
unless authorized and approved in writing by the LANL Property Manager or Deputy Property Manager. 

5 All purchase card acquisitions being acquired over ihe counter that contain a single item puichase greater 
i ban S500 must be validated and processed by the applicable Approving Official, BTL, or 
Division/Group Property Administration Office. 

• Phone orders requiring commercial delivery must be shipped to the official LANL shipping address, 
(Bikini A loll Bd., SM-30 Warehouse, Los Alamos NJd. 87545, with designated drop point] and 
processed through the BUS-4 warehouse. 

• Off-siies work areas e.g., NTS, LLNL, should require delivery and receipt of property through 
official off- site distribution channels. 

• For the purposes of this requirement, orders may not be subdivided so as to avoid delivery' and 
receipt requirements. 

Note: Exceptions to this requirement must be approved in writing by the applicable Division 
or Office Leader. 

6 All card holders, approving officials, B us j n ess/P roperry/Procure mem Team Leaders will be required to 
complete and refresh training as follows: 

« New cardholders and new approving officials - Must complete the required training prior to being 
issued a purchase card or being authorized to approve monthly statements. 

« Current cardholders and approving officials - Must complete refresher training not lateT than 
December 3 1, 2002. 

• All cardholders must complete refresher training at least once each year. 

• All B u sines s/Pr op eny/Procu rement Team Leaders must complete framing by December 31, 2002. 
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Car dholders and Approvers 

As many ol you Know, the tsMnaiory has impitnitmeo a senes 01 corrective actions within mi 
Purchase Card Program. These corrective actions weie cesipned to aooiess vulnerabilities tn our 
current practices and policies. 


Hoaiam policies ana practices art now :r. pact ai, L..atGi»oiaeis tic App. ovine. %. ttiv-.a.: :-.t, 

immediately ensure that their actions are in compliance with the ievised policies and practices 

and mitigate the potential tor misuse and abuse of a purchase card. 

Effective August 26, 2002; 

» Property Tagged Hems; No cardholder may purchase any sensitive or property items that 
requires a bar code (i.e. Cameras, Computers, Printers) via ihe purchase card. For a 
comprehensive list of these types ol items, cardholders musl review the item list on the BUS- 
6 web page (http://businterna1.lanl oov/bu56/pmm/Qeneral.hlmflsensitive) . Those cardholders 
that desire an exception to this rule must have written authorisation from the BUS-6 Group 
office (Allan Wallace/John Tapia) to purchase property tagged items. 

* Cardholder Limits: The Purchase Card Program transaction limits are currently being 
revised, individual cardholder transactions have been limited to $2,500 per single purchase 
with a monthly maximum purchase limit not to exceed $25,000. Should an Approving Official 
teel there is clear justification for a higher level, on a exception basis, a cardholder's 
transaction authority may be increased lo $5000 per single purchase with a monthly 
maximum not to exceed $50,000. A Division Leader level approval of the documented 
exception will be required in addition to the recommendation of the cardholder's immediate 
Approving Official. The request tor exception document must be lorwarded to the 
procurement Manager (BUS-5 Group Leader) for final reviewapproval. For those cardholders 
lhal have already established this limit, failure to complete the required re-justificslion 
documentation within 30 days of this notice will result in all non-Buyer purchase cardholder 
limits being reduced to $2,500 per single purchase limit and a $25,000 monthly purchase 
limit. 

* Over The Counter Purchases: All items being bought with a purchase card that are 

acquired over the counter (i.e. the cardholder is paying lor the purchase in person) that have 
a transaction value grealer than $500 must be physically validated by ihe applicable 
Approving Official. Documentation that the Approving Official validated those purchases must 
be kept on file by the purchase cardholder. (Noie: Have your Approving Official sign and 
dote the receipt provided by the mefchant for the purchase). 

* "Sharing" Purchase Card Number. Purchase Card Number shall not be provided, 
shared or used by any other individual other than the cardholder All purchase tiansactions 
charged to a purchase card shall be conducted only by the cardholder. 

* Shipping Arrangements: 

* Phone or internet orders requiring commercial delivery must have the item shipped to 
the official LANl shipping address: PO Box 1663, Bikini Atoll Rd.. Los Alamos, NM 
87545. All merchants must be instructed to include the Mail Stop (MS - designated 
drop point) in the shipping address as well as the name of the ‘deliver to' person (i.e, 
requestor) and the word 'PCARD* in the 'ship to* address . AH purchase card orders 
.that are not over-the-counter purchases will be processed through the BUS-4 
warehouse with the following limited exceptions. Off-sites work areas (e.g., NTS. 
Carlsbad, and LLNL) will require commercial delivery and receipt through their official 
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oil- sue- distribution channels u c- no puichesed item may be delivered to a 
tesfoer, ce, 

Cstdhoioeih may no iongei have items sluppto ouectty to themselves t* * tin 
oaidhoioet and the requestor may no longer be one in the same}. Please clued alt 
deliveries to anothei requestor, coworker, etc who should sign all receipl documents 
h'orf f>rr&ipr.r ic these leQuiiementr must he approved in writing hy the 


* Ketonuticiton ct l iaH-n.i'iii: : leuer. n- .. .. ■ - _ . . 

cardholder assigned to that account. Cardholoers may only ceiegste this suiu.niy u 
another individual or Approving Otficial when the cardholder is on a leave ot absence 
{Vacation, Travel etc). Reconciliation authority may not be delegated to their immediate 
Approving Official. In addition, please remember that the failure to reconcile the cardholder 
statement of account within two statement cycles will result in suspension ol the cardholder’s 
privileges unlit all statement cycles are brought current. 

* Approving Officials: All recondite! ion statements must be reviewed and approved by 

the cognizant Approving Official. If an Approving Official chooses to delegate their authority 
this delegation must be issued to a Team Leader or above. The ratio of cardholders to 
Approving Officials has been limited and may not exceed 5:1 (t.e. no more than five (5) 
cardholders for every one (1) Approving Official). Approving Officials whose ratio exceeds 
this limit will be directly notified on September 12 to work closely with the Purchase Card 
Office to teduce the number ol cardholders under his/her approving authority to achieve this 
ratio by September 20, 2002 

* Refresher Training: All current cardholders and approvers must attend a Refresher 

Training course before December 30 ,n , 2002. The first two regular cardholder training dates 
in September are Monday the 23' d and Tues the 24 * Jiom 10:00 am to 12:00 pm in the 
Physics Auditorium, Failure of cardholders and Approving Officials to complete refresher 
training by the Slaled deadline will result in suspension or revocation of your purchase card 
authority. 


The Purchase Card Program thanks all cardholders and Approving Officials forfheir patience and 
understanding Ihrough this somewhat difficult transition. 
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Attention Approving Official 

Master Management Memos anaum tM Ml 699/ADS 1/56: Futchase Cs«d Pfooiam 06/26,20G£ , 
f e quires that the ratio of csidhoftiers to appiovmg officials will be nol more than live (5) 
cardholder? io one (11 Appiovinp Official Your assistance is required at this time in order jc 


cardholders. The names ol the cardholders currently assignee to you are shown t-c-ic v. 

As noted above, compliance with the 5:1 ratio must be accomplished by September 20, 2002. 
The following actions are required: 

1) Validate that all cardholders actually are employed within your work area and or group. 

2) If you would like to reassign the cardholder to another Approving Official (a Team leader 
and above position), please make contact with this individual prior to submitting their 
name. We would also ask that in your correspondence to us that you identify him/her as 
a New Approving Official for those cardholders. For those individuals that are submitted 
to serve as a new Approving Official we need you to include their 2#. their signature, and 
their title. 

3} If you would like to close the purchase card of any individuals on this list, please send 
our office an email stating this and copy the cardholder of this change. Have the 
cardholder return the purchase card to cur office (Arleen Roybal/MS D447). 

The Purchase Card Office thanks you for your prompt response to assist us in meeting the 
Laboratory's requirement by COB September 20, 2002. Please contact our office at 665*4523 
for questions or assistance. 


Arleen J Roybal 

Purchase Card Administrator 

Phone: 665 - 4523 

Fax: 665 - 7809 or 665-887 1 

3rieenr@ianf.gov 
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F olicy 

Eackyiound 

Responsibilities 


Obtaining a 
Purchase Card 

Purchase Limits 


The Lahoiaioty i? eufhon'ed to use pui chase cards as s cost-effective mechanism 
to> ecodHif>c tow ccs* item; te>c: provide a useful tool that reduces 


Laboratory personnel are authorized fo utilize purchase cards to obtain low-vatue, 
commercially available mateiials, supplies, and services that are necessary for the 
conduct of the Laboiatory's mission. Caidhofders and Approving Officials are 
responsible for complying with all procedures pertaining to fhis program and 
requirements governing the use of Laboratory funds. 

Failure to comply with these policies may resull in disciplinary action and/or 
suspension or revocation of the cardholder's privileges. Misuse or abuse of the 
purchase card may lead to disciplinary action, up to and including termination of 
employment. 

Requests for purchase cards must be submitted in writing by an employee’s line 
manager to the BUS- 5 Purchase Card Administrator. Cardholders will be required 
to attend tormal training before they receive a purchase card. 

New cardholders wilt be delegated a Single Purchase Limil of S2.500 and & 
Monthly Purchase Limit of $25,000. Thereafter, authority may be increased up to 
S5.000 per transaction and $50,000 per month, subject to approval by the 
cardholder's Division Director or higher authority. 

Requests for an exception to the above limits must be submitted in writing to the 
Chief Financial Officer in BUS-DO for approval. 
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f i«.( * rtuies 

? ('mu 5 of Supply 


Small Business 
find Economic 
Development 
Re s-ponsibilities 


Pricing 


Taxes 


Just tn lime Subcontracts- The laboratory s jus; mtime (JIT) subccmu-cit an 
the pfdf nc-c source c-f supply fot commonly used supplies and ecuomen Ir-.f 


* The item is unavailable; 

» The item cannot be delivered within She time frame needed; ot 

• The cardholder can purchase Ihe item at a lower cost from another source. 

The purchase card transaction must be documented whenever an item that is 
available from JIT is purchased from another source, 

GSA Advantage! - GSA Advantage! is the official Government resource for 
put chases of commercial items for Federal agencies and prime contractors. 
Cardholders should search GSA’s on-line catalogs at www assadvantaoeoov/cQi- 
birVadvwei before purchasing an item through the commercial marketplace. 

Small Business Program - tt is the laboratory's policy to provide socioeconomic 
business concerns with the maximum practicable opportunity to participate m the 
performance ot Laboratory subcontracts and purchase orders. Socioeconomic 
business concerns include small businesses, small disadvantaged businesses, 
woman-owned smalt businesses, veteran-owned small businesses. HUBZone 
small businesses, and service-disabled veteran-owned small businesses. 
Cardholders should utilise socioeconomic businesses whenever possible. 

Northern New Mexico Preterence Program -The Laboratory is also required tc 
reserve acquisitions lor businesses within Northern New Mexico to the maximum 
extent practicable. Cardholders are encouraged to buy hom businesses within Los 
Alamos, Sandoval. Santa Fe. Taos. 5an Miguel. Mora. Rio Artiba Counties as well 
es the Pueblos. 

The cardholder must ensure that atl prices paid are fait and reasonable. While the 
price paid does not need io be the lowest available, the cardholder should not 
exceed that which a prudent person would incur in the conduct ol competitive 
business. 

The cardholder should determine whether a vendor normally oflers the Laboratory 
a discount at the time of the purchase. 

New Mexico Gross ReceiptsTaxes fNMGRT) - As an educational institution, the 
University of California and the laboratory are exempt fiom the payment ot New 
Mexico Grcss Receipts Taxes on all purchases of materials, supplies, and 
equipment. Consequently, the paymeni ot NMGRT is unallowable under the 
Laboratory’s prime contract. 

Inform New Mexico vendors that the Laboratory is exempt from paying NMGRT. If 
the vendor insists upon a tax exemption certificate, complete the tax form with the 
vendor over the phone and lax it to BuS-i at 7-8734. BUS-1 will send a certificate 
to the vendor lor its records. If you have any questions, contact BUS-1 at 7-3287. 

Sales Tax in Other States - Contact Claire Harmon at 505-667-3287 or the toli- 
fiee number on the back of the purchase card lor guidance. 


LANL2649? 



647 


F thics 


Perr-onst Conflict of Inleic st ~ it is. the poiiCy Di me l secretory ic ssiecuatc the 
University and us employees sesms-t chames of fsvonti&m in ihe acquisition of 
©code @»d s-emtes Caidhetcers ste piohifriiec item putcPestnc stems- o> services 


ifev.. trie Sit;. i>;-i I- t : ‘t t >£-K 

Gratuities-* Cardholders are prohibited from accepting ary gift Of gratuity that is 
oifered or reasonably appears io be ottered because of bis or her position. See AM 
720 Gifts. Entertainment, Favors, and Kickbacks. 


Authorized Materials, Supplies, and Equipment - Hems must be commercially available and 

Purchases necessary to perform official business for the Laboratory. 

Services- Only the services outlined below may be obtained with 3 purchase 
card. (See Unauthorized Purchases for more detail.) 

* Rental of conference rooms (for official business only) 

* Short-term rental of equipment for 30 days or fess (exception: no copiers or 
fax machines) 

* Abstract fees 

« Film processing - Amateur pioces&fng, 35mm. <3x6 prints, and slides (out no 
enlargements} 

* Magazine subscriptions (for one year only) 

* Non-warranty lepairs (lo he performed off-sile only) 

« Passport phoios/passport preparation services 

* Software ma inter, an cersupport (ior oft- site work only) 


Prohibited Cstdholders ate not authorized io purchase the following items or services with a 

Purchases purchase card. 

Unallowable Costs - Cardholders are prohibited from purchasing any item that is 
corisicteied to be an unallowable ccst under the laboratory s prime contract (SP 
31.3 UoaUowetr-ie Costs ) Hems that are unallowable under the prime coni f act 
include: 

* Alcoholic beverages 

* Gifts 

* Donations and contributions, 

* Printing 

» Entertainment costs 

* Recreation costs 

Property Numbered Items - Purchases cf sensitive or pfoperty-numbeied 
equipment is piohibited unless authorized *n writing by ihe £U$-6 Property 
Manager or Deputy. Sensitive Hems include cameras, computers, printers, radios, 
recorders, scanneis. and telephones. Equipment items are defined as having an 
initial acquis ilion ccst of 55.000 op mote and have the potential for maintaining 
their integrity. For a comprehensive list of these types ct items, go to the 6US*6 
web page at http. //bus internal jsnl oev/busS/pmm/qeneraf htmaS-fl . 

items Requiring Internal Revtew/Approval - The acquisition of certain goods 
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Cardholder 

Responsibilities 


<-nc strvues tt-cuMt approval Horn subtta rraitei expens wiihm me t ai»c.:aic!v 
ensure ir.g! safety. security. quality assurance. and other prime contract 
reauiitmems 31 e adhered to. "These items include: 


* L o.mmu r. icsi ion t qu 1 p me r . - 

* Cryptographic Equipment 

* Fite Protection Equipment 

* Furniture 

* Hoisting end Rigging Equipment 

* Packaging Materials 

« Radiation Survey Instruments 

* Radioactive Sealed Sources 

* Respiratory Equipment 

* Shredders tor Classified Material 

* Storage Containers tor Classified Material 

* Vehicles 

* Ventilation Equipment 

Internationa) Shipments - Because ol customs requirements, purchase cards 

may not be used to purchase materials 01 services outside the United States. 

An alphabetical list of prohibited items and services can be found at: 

http ://bus i nie r nallanl . gov/bus S/pcar d/U n author a ed . pdf 

By accepting a purchase card, the cardholder agrees to the lot lowing 

responsibilities: 

* Complying wilh all purchase card procedures, 

* Safeguarding his or her purchase card and account number at all times and 
preventing its use by another person. 

* Obtaining all items at a reasonable cost, and distributing purchases equitably 
among commercial sources. 

* Purchasing supplies and equipment fiom small businesses and northern New 
Mexico vendors when practical 

« Processing purchases of multiple items through Procurement when the total 
cost exceeds the cardholder's single purchase limit or monthly purchase limit; 

* Obtaining written approval trom the Purchase Card Administrator for any 
exception to these procedures. 

« Surrendering his or her purchase card upon termination from the laboratory, 

* Notifying the Purchase Ceid Piogram Office when transferring from one 
organization to another. 

* Contacting the purchase card provider. Bank One, il his or her putchase card 
»s lost or stolen. 

* Immediately notifying the purchase card provider of any errors or items in 
dispute, and work with the vendor to resolve ary problems. 

« Puicr.asmg items that are needed to perform official business and authorized 
for purchase through the purchase card program. 

* Enieiing all purchase card transactions in the Laboratory's Purchase Card 

System. 

* Receiving/verifying items ordered and maintaining requited documentation, 

including the invoice, packing list, or other related documents verifying an 
ordei. 
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f'fvirwmL. feriG it-toricninc U>u n<t;]M".iy puici.a^ eauc Sigtenitni ir. a timer;, 
manner. F*hu<e to itconafe Hie stare r»er.t of account withm iwc statement 
cycles may result m suspension o< the cardholders privileges until an 
SiSiPmenis srp current 


cgic retcrcs must be Si&njigu&c tc &nc matron ret wirai t;<t o=c&;..;6ao:.> 
which the purchases were made. 

* Delegating reconciliation authorities to another person within ihe cardholder’s 
organization when the cardholder will be on leave. 

Misuse, theft. Or it is the cardholder’s responsibility to avoid the misuse, theft, or abuse of his or her 

Abuse put chase card, if the cardholder suspects that hi$ or her purchase card has been 

compromised in any way, ihe cardholder must: 

• Cali the purchase card provider. Bank One, immediately <1 *800*316-6056} 

• Notify his or her Approving Official; and 

* Notify the Purchase Card Administrator within one day. 

Under no circumstances should cardholders try to resolve the situation by 
themselves. 
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6 1 •- jinn? ibilitrr « 
liilioduclion 


Responsibilities 


Approval 

Otlicial 

Overview 


Number of 
Cardholders 

Delegation of 

Approval 

Authority 


The Approving Official 

An Approving Official is icti-ur sl:»c ,<..i approving all purchase card nansanimr 
initialed bv employees wrthm hu or he; organization. As such, the Approving 
Official musi ensure that car choicer s comply with all purchase card policies anc 


The Appiovmg Official must ensure tr.ai me caidhoioer has complied with ai 
policies and procedures applicable to the Purchase Card Program and any other 
requirements specified by the Laboratory. The Approval Official must approve 
each cardholder's monthly steierr.enl in a timely manner in the on-line Purchase 
Card System. 

All statements must be reviewed and approved by the Approving Official. The 
Approving Official may not reconcile a cardholder's monthly Statement of Account, 
nor may a cardholder delegate the reconciliation to the Approving Official. Failure 
to approve the cardholder's Statement of Account(s) within two statement cycles 
may resuil in suspension of Ihe cardholder's privileges until all statement cycles 
are brought up-to-date. 

The following describes ihe responsibilities that must be performed by the 
Approving Official. 

■ Verily that all transactions af€ appropriate, obtained at a reasonable cost, and 
that purchases are equitably distributed among commercial sources; 

• Ensure that no unauthorized purchases have been made by the cardholder 
(see Unauthorized Purchases ): 

» Ensure that the cardholder maintains a recotd of all required documentation for 
all transactions for six years; 

• Ensure that special approvals have been obtained and documented; 

• Ensure that funding is available for all authorized purchases; 

» Ensure that purchase card requirements are not violated by authorizing 
multiple purchases in order to exceed the single purchase limit; 

• Ensure that all purchases represent legitimate, work-related needs; 

• Review and approve the Statement of Account in the Purchase Card System 
upon notification that the statement has been reconciled by the cardholder; 

• Verify the receipt of all cver-the-counter purchases; 

• Verify the receipl of all property-numbered items and ensure that properly is 
properly entered into the Laboratory's Properly Management System. 

• Ensure that the purchase card provider is noiified immediately of any items in 
dispuie. 

• Notify ihe Purchase Card Administrator of any suspected misuse, fraud, waste, 
or abuse. 


No individual may serve as an Approving Official for more than five cardholders. 


An Approving Official may delegate his or her responsibilities to a line manager, 
learn leader, or first line supervisor on a temporary basis. 
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*-ri Pint has j?s 


n The ioltov.-ino items anc i-etvces sie not autncnied los purchase tniouph me 

puicbgse card program. Tms s«$i is net exhaustive, It you have any cuesncms 
«pcpic:ir»c t‘<".£s‘?br.:,rc<- m-fiieses roman the Purchase Card Procism Office st 


* On-sne mainier.sr.ee, sne 

« SofKvaie Maintenance? Support, unless fixed ptiong is available and does not 

require your signature on a contractual agreement 

Alcoholic Beverages {See Unallowable Costs ) 

Appliances 

Badge Reading Equipment 
Biomedical Proteins and Enzymes 

Buildings 

* Sheds 

* Transportable buildings 

* Trailers 

Business Cards {available thiough IM-4) 

Cameras 

Catrier Services {transportation) 

Cash Advances 
Cellular Phones 

Chemicals (available under JIT Contract with Fisher Scientific), including but not 
limited to 
« Carcinogens 

* Naphtha solvents 

» Water sohenmg compounds 

* T arming materials {natural or synthetic) 

* Pexatnnes and Starches 

* Inedible Gelatins 

* Propellant Chemicals (bulk) 

« Medicinal and Pharmaceutical Chemicals 

* Gases (Contact the Gas Plant) 

* Racfiogfaphtc and Photographic Chemicals 

* IN- Viiro Diagnostic substances and Reagents 

« Disinfectants and Cleaning Compounds (Available under JIT Unisource. 

Worldwide) 

« Oil and Cutting Oils or Fluids 
« Epoxy (Available under JIT with Franks Supply) 

» Freon 

* Polishing Compounds 

Construction-Related Equipment/Services, including but no! limited tc; 

* Construction Subcontracts 

* Aerial Mappmg and Surveying 
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• i_rminfc-icici t trio 

« i: qut&rr»eni ft-qumnp otsicn to» mstsiisnor, 

» Soxcsis 

♦ Door nsidwgre (tock sets, crash hardware, etc) 

. i- > i~c -‘V *-• iicf’-it'ic f ruirmpr 1 ' 


* M % f r,i e> .s r>a o; t & i i a».i n : 

* Modiiicstion of Lab ?6C'l«ies 
« Portable Rooms 

* Screen Rooms end structures designed for installation within or outside of 
buildings 

* Traffic Signal Devices 

» Combustible Insulation Material 

* Protection, Detection, and Suppression Equipment 

Communication Equipment, including but not limited to: 

» Intentional radiators, (radio-lteciuency, all types of ?-wav communication 
devices including: remote control, transmit Jets infrared, wireless/cord-iess, TV 
interface, security ©term disturbance sensing) 

► Audio Equipment (tape recorders, wstkie-taikies. telephones, telephone 
lines/cevices. conference phones, pagers, paging equipment/services, 
answering machines, mobile cellular phones. speskeMype phones, telephone 
headsets. Tower and Disk Communication Antennas 

Computer Software with s license agreement 

Containers for Hazardous Materials Packaging/Storing {available through J]T 
subcontract with Fisher Scientific), including but not limited to: 

* Drums, plastic, metal and HPPS drums/tmeis {including those which meet 
DOT /UN performance standards ) 

- Closures for drums and cans 

» Burial boxes meeting QA standards and requirements for hazardous waste 

Cooting/Heating Equipment {available through JiT). including but not limited to: 

* Swamp Coolers 

* Window Atr Conditioners 

* Portable Heaters 

Copiers/Fax Machines (available irwoucn Blanket Order Agreement} 

Copier. Supplies (available under >IIT) 

» Toner/ink cartridges and paper 

Cranes: 

« Mobile cranes, including wheel mounted (truck and self propelled) cranes, 
crawler cranes, (fuck mounted cranes, end other type of cranes with 
charade fist its m which a lead is fitted and swung at various radius 
» Derrick Crane 

* Floor and Truck Winch Crane 

* Ganlr/ Crane 

* Hoists (See also Hoists) 

* Hook Lifting Devices (See Hook tilting Devices) 

* Hydraulic Crane 

* later al/Vertica! lifting Crane 

« Material Lifting Devices (See Material Lifting Devices) 

* Monorail Crane 

* Overhead Budge Crane 
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* Rrpcmc fccuiprven! {See fircamc touiproenl- ' 

* Shop Cifent iporis&ie automobile lilting oevtce 

* Wmch Cienf 


Duplications 

• Copies 

• Printing 

E Educational 

• Tuition Fees 

• Text Seeks 

• Registration Fees 

Electrical and Electronic FabricalionWIaintenance (available under JIT 
subcontract with Summit Electric Supply) 

Electrical Supplies (available under JIT Contract with Surnrnrt Electric), including 
but not limited to: 

» Rom ex cable (any length) 

• Wire and cable 

• fat Rhoebes/Suige Protectors (Temporary power saps) 

Electrical Supplies: 

• Bulb socket screw into outlet converters 

• Extension cords with wire small than #16 AWG 
« Outlets, 2-prong 

• Plug adapters. 2-ptong to 3-prong 

Entertainment Expenses 
Exchanges of Equipment/Materials 

Explosives (See Weapons) 

• Ammunition 

• Class A, B, or C explosives 

F FAX Machines 

Filing Equipment and Safes (available through JIT) 

Fire Extinguisher (available through JIT) 

Floor Coverings, including but not limited to: 

• Carpet, carpet tiles, rug pads, cover base, rug adhesives etc. 

• Tile, molding, adhesives, etc (available under JIT subcontract) 

Food and Refreshments (see BUS-1 Meals/Refreshments Policy ^ 

• Working lunches 

» Conference refreshments 

Furniture (available through JIT), including but not limited to: 

• Sysiems Furniture 

• Modular (freestanding) 

• Computer Support 
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hf f.titic of cf'fti'f ano etpononiic ^e«iinc 

Ui> c f i r tfc fn*« S i cj ape V- 1 ocur i ■ 

Wall Firioucu 

t sc-onomsc WoJksiaiior. 

C c-mm*!?* WoJHfisnonanfl associated sccessone; 


« Star, sot 

* Di ailing tables, chairs and stools 

* Laboratory furniture {available through JtT) 
•■■■ Fume hoods and associated worktops 

- Sink base cabinets 

- Carts 


G Gasoline 

Gifts 

H Hazardous Materials, including but not limiied to: 

* Poisons 

* Corrosives 

* Radioactive Material or Sources 

Hoists, including cranes and hoists that are operated electronically, pneumatically, 
or manually: 

* Chain hoist hook suspension type 

* Chain hoist plain trolley type 

* Chain hoist gear trolley type 

* Chain hoist motor teed troiley type 

* Cranes (See Cranes) 

* Fiber rope hoist, lever operated hoist 

* Material lifting Equipment (See Material lifting Equipment) 

* Nylon web strap pulled hoist 

* Puller or come- a longs 

* Rigging Equipment (See Rigging Equipment) 

« Wire rope hoist 

HEPA Filters 

Hotel Rooms, except conference rooms 

Hook lilting Devices 

* lifting beam (spreader beam) 

* Balanced Pallet hook beam 

* Coiier listing hook beam 

* Telescoping coll grab 

* Balance "c" hook 

* Parallelogram coil grab 

* Rack lifter 

* T elescoping sheel lifter 

* Simple sheet lifter 

* lock bar sheet lifter 

* Edge grip sheet clamps 

* End hook, chain type/spring type 

* Automatic slab tong (tour point) 

» Automatic ingot tong (two point) 

* Fressure gripping lifters- friction type plate clamps 
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* fc-Rr ronr. 

» WniCSf SXil- C0« pi 3! 

• Mohw Onven roll oiaD re no pup 

* Rod oiab (coifr otip) 

• Du.'fT. !umf ’ 


j Installation, i{ ihe work will be perioimec- at Laboratory premises 

K Keys 

t Landscaping Materials and Related Equipment/Services, including but not 

limited to: 

* See Construction 

* Grass or turf 

* Gravel 

M Maintenance, On-site 

Material Lifting Devices 

* Dumb Waiters 

* Worm gear bend winches 

* Spur gear hand winches 

* Power winches 

* Jacks (alt T ypes) 

» Hydraulic iill trucks or tables mending mechanical lift trucks 

Medical Equipment/Supplies {Available from JiT subcontract with Fisher 
Scientific) 

Membership Fees 

Memorabilia, including but not limited to: 

* Caps 

* Mugs 

* T-shirts 

* Jackets 
« Pens 

Microwaves 

N Nuclear Materials 

O On-site Installation, Maintenance or Repairs 

P Palm Pilots or Electronic Dayiimers 

Paper Products 

Personal Items m the Woikptace-rnciudrng, but not limited to: 

* Popcorn Poppers 

* Desk Top Clocks 

* Toasters 

* Grills 

* Party Supplies 

* Greeting Cards 
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Personal L i-tt *- 
» Personnel PsationT;: 

• Anicoisimp tetescopmp boo> 

Pharmaceuticals 


* msec: Kfept iter.:: 

* insecticides 

* Rodenticides 

* Weed Killers 

* Fungicides 

Postal Stamps 
Precious Metals 
Printers 

Printing/Duplications 

Property Numbered items 

* Cameras 

* Computers 

* FAX Machines 

* Palm Pilots 

* Printers 

« Televisions 

* VCRs 

* See Sensitive Hem list (BUS-6^ 

Publication Fees 

R Recording Devices 

* DVD / RW Devices 

* Cassette Recorders 

* Micro Recorders 
« VCRs 

Radiation Survey Instrumentation 

Radioactive Materials 

Refreshments (Available through Aramark) 

Refrigerators 

Registration Fees 
Courses and workshops 

Rental or Lease of Land or Buildings 

Repairs {No on-site repairs) 

Rigging Equipment: 

* Block/lackle 

* Clips 

* Eye bolts (shoulder/shoulderless) 
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* Fiber iore M<ncf atr-p mnuoef >>e do wh* 

* hipipi Rmp^ 

* Hook Satetv tgJcf'tf: 

» Hookf 

» links and Ring? 


• Shackie* 

• Slings (ail types and con fcggisi sons) 

• Snatch blocks 

• Spieler sockets 

• Swage fittings 

• Swaging steeves 

• Swaging sockets 

• Swivels 

• T urn buckles 

• Wedge sockets 

« Wire rope clips (forged) 

• Wire rope thimbles 

• Wire rope and chain 

$ Sales and Vaults 

Safety Glasses (available through local vendor agreement) 

Safety Shoes (available through local vendor agreement) 

Security Containers 

Services 

• Fabrications 

• Performed On-Site 

Shredders For Classified Materials 
T Toner Cartridges 

Tools 

Travel Costs, including, but not limited to - 

• Hole! Rooms 

• Airline Tickets 
« Car Rentals 

• Meals 

• Taxi Fare 

• Regisl ration Fee s/7 union Fees, ’Seminar Fees, See Unallowable Costs 

V Vaults 

VCRs 

Vehicles and Automotive Equipment 
Ventilation Equipment 

W Wall Coverings (available through JIT) 

Waste Containers: See Containers for Hazardous Materials 
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Weapons, mrlodno Tut not limited u 

* L-tir- 

» Knivt: 

* Explcs-ives: 

Wr-ir 1 Wi.< PmrVrts 
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Shyjping Insti uctiom 


Shipping Telephone 01 mietnei Dicers reauinno commercial delivery must be shipped to the 

.fi n ?npr-mentr • faliov.-inp eddies? 


r-CARC. i f\A.f-CSAC . n_- 
(Requester’s Name} 

(Requester’s Matt Stop and Designated Drop Point] 

Lcs Alamos, NM 87545 

alt purchase card orders must be processed through the BUS-4 warehouse with 
the following limited exceptions: 

• Off-site work areas (e,g., NTS, Carlsbad, and UNL) will require commercial 
delivery and receipt through their official off- site distribution channels- Items 
are not to be delivered to a residence. 

♦ Over the counter purchases exceeding $500 must be verified by the 
cardholder's Approving Official, Business Team Leader, or Property 
Administialor. 

Exceptions to this requirement must be approved in writing by the cardholder’s 
Division or Office Leader. 

Material Returns must be processed on a Laboratory Shipping Manifest (SM). Obtain a 

Returns Return Materials Authorization number from the vendor for items to be returned- 

In the purchase order number field, reference the Purchase Card transaction 
number and indicate within the body of the description that the Stem is to be 
replaced by another purchase card order or mark the Permanent Transfer box on 
the SM. 

The signature ot the cardholders property administrator is required lor the return of 
any property-numbered item. 

Recommended The following earners should be used to ship items to (he Laboratory. 

Carriers 

Shipments Up to 150 Lbs, - Use UPS Ground Service. Account #875669, Collect 

Shipments Up to 150 Lbs. Shipped Overnight - Use Federal Express 
Government Overnight. Do not specify priority or insure/declare value. You may 
ship height collect. The laboratory account number is 194302002. Notify the 
vendor that Federal Express must include ihe cardholder's applicable account 
code information on the air bill. 

Shipments Exceeding 150 Lbs. - Contact the SUS-4 Shipping Offrce at 7-0996 
for rating routing assistance. 
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Pure hasp CarrK 


i , „fll n ] /02 


j r.;ai i liiriec - iiiiciuof: i tic nOiui :: i. : 

Toial Remaining - 521 (includes card holders &. approving officials) 

Average session attendance (3 sessions this week) - 47 
Arleen traveled to NTS this week and trained - 10 in one session 
JCNNM personnel holding cards are attending current sessions 
Total Card Holders - 725 
Total Approving Officials - 331 

Total Card Holders at the S2500 single transaction/S25K per month - 636 

Total Card Holders at the S5000 single transaction/S50K per month - 86 

We are going to send out a rather strong reminder in the next day or so to remaining 
audience relative to required training completion of 12/31/02 which suggests suspension 
of cards if training is not completed. J intend to copy at least the Group Leader and 
perhaps Division Leader unless you disagree! 
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i i»> I Shu I hi. * ; 2 3 PM ! l/2]. r '2002 -0700. Mumlily Reconciliation Delinquency itena r<n>c j oi i 


• umh; ' 92 1(3) bus- mail Jani.gov 

• : i,i 1 i COMM Window? Sudors Version 5.1.1 

■ lnu . i Nov 2002 15:25:02 -0700 
i < ; i . : 1 1 • . ; i l j i > . wTilanl.gov, ajiian@lanl.aov 
Sni'-Ue 1 <$tnckler@lanl oov> 


Quick snapshot 

Since the iwonciliaiion delinquency reminder was senl oul a couple months ago, there has 
I-' cn no noticeable positive changes. The results ot a 90 day analysis of current status should 
be* available the week alter Thanksgiving. 

A very quick view (estimate) looks like the following: 

74% of Card Holders complete I heir monthly obligation. (26% do not and are 1 month or more 
delinquent). 

04 % oi Approving Officials complete their monthly obligation. (36% do not and are 1 month or 
more delinquent). 


^Reconciliation = 

cardholder receives, reviews, validates charges on the statement as accurate & valid and 
forward to their Approving Official. 

Approving Official receives, reviews, validates each of their respective Card Holder data, 
approves in the system for payment. 
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Tab 52 


December 1 2, 2002 


Dr. John C. Browne 

Director, Los Alamos National Laboratory 
Los Alamos National Laboratory 
Los Alamos, NM 87545 


Subject: Report of Findings re; External Review of The Purchase Card Program 


The External Review Team has completed an administrative review of the Los Alamos 
National Laboratory (LAND Purchase Card Program and the Report of Findings is 
attached. I was assisted in this review by Mr. Charles C. Masten. Vice Chair, along with a 
team of forensic accountants from Pric cwaie rh o useC oopers . 

We reviewed documentation and data for the period October 1 . 1 998 through June 30. 2002 
and conducted interviews of cardholders, requesters, approvers and managers. Several 
areas have been identified for improvement in the management and application of the 
Purchase Card Program. We have concluded that internal control weaknesses existed in the 
program, which left LANL vulnerable to fraud and abuse. Numerous cardholders failed to 
reconcile monthly purchase card statements and managers did not ensure that these 
statements were appropriately reviewed. Purchases were made in violation of LANL 
policies and procedures. Disputed items were neither credited by the hank nor foilowed-up 
by the cardholders in numerous instances. We provided your management team with lists 
of transactions requiring additional explanation and for the purpose of determining the 
appropriateness of specific costs. 

The corrective actions recently announced by LANL. along with implementation of the 
recommendations contained in the attached Report of Findings should provide tor an 
enhanced control environment for the Purchase Card Program. Further, we recommend 
periodic follow-up on these corrective actions. 

If you should have any questions regarding our administrative review or the Report of 
Findings, please do not hesitate to contact me 



/ohn C. Layton 
”” Chair, External Review 


Committee 


Attachment 
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Los Alamos National Laboratory 
External Review of The Purchase Card Program 
Report of Findings 


I. Overview 


We. were retained by the Director's Office of Los Alamos National Laboratory (LANL) 
to conduct an independent administrative review of the LANL Purchase Card Program 
(the “Program”}. Specifically, we were tasked to: 

* Evaluate current policies and procedures; 

* Evaluate current practices; 


• Identify control weaknesses or vulnerabilities; 


• Investigate suspect or abnormal purchase transactions, trends or 
patterns; 

• Provide relevant observations and conclusions; and 


» Recommend corrective actions for strengthening the Program. 


The focus of our review was the 45-month period beginning October 1, 1998 and ending 
June 30, 2002 (the “Review Period”). In conjunction with this review, we were asked to 
further analyze the purchase card procurement activity of a particular LANL buyer. 


A. Review Team Organization 

The External Review Team (the “Review Team”) is comprised of two External Review 
Committee members, Mr. John C. Layton and Mr. Charles C. Masten. assisted by a 
forensic accounting team, lead by Mr. Donald J. FCintzer, from the University of 
California’s audit firm, PriccwaterhouseCoopers (PwC). The Review Team's fieldwork 
was initiated on August 26, 2002 and concluded on November 8, 2002. 


B. Background 

The LANL Pilot Credit Card Procurement Program was founded in February' 1993. The 
LANL Purchase Card Program was fully implemented by December 1994 and was 
conceived as a component of the Total integrated Procurement System (TIPS) to 
streamline procurement activities and reduce costs. 

Purchase cards are credit cards issued to LANL employees for the procurement of low- 
value goods and services. LANL purchase cards are currently issued by BankOnc and 
bear the MasterCard logo. LANL cardholders include procurement specialists (buyers), 
whose primary job responsibility is to procure goods and services on behalf of LANL, as 
well as administrative, managerial and technical personnel. 
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All cardholders are permitted to procure items for themselves or for others, referred to as 
requestors. Cardholders are required to enter purchase card purchases in an on-line 
system called the LANL Purchase Card System. At month end, cardholders 
electronically reconcile their detailed procurement activity with statements provided by 
the bank. The Purchase Card Program is not a reimbursement-based program; LANL 
pays directly for cardholder purchases and cardholders are required to verify purchases 
and reconcile their credit card statements. 

The Purchase Card Program is managed by the LANL Procurement group, part of the 
Business Operations (BUS) division. A Purchase Card Administrator, reporting to the 
Team Leader of Streamlined Procurements, is responsible for day-to-day operations of 
the Program. The Administrator's job responsibilities include developing and conducting 
training, planning and supervising quarterly audits and reviews, interacting with 
BankOne and responding to cardholder inquiries. Since inception, there have been five 
Program Administrators with the current administrator in place since August 2001. 
Currently, the Purchase Card Office is staffed with five full-time employees. 

According a former Purchase Card Administrator, there was a reduction in force at 
LANL in 1996. The Purchase Card Program was viewed as a cost-saving mechanism by 
which work could be transferred from buyers to technical requestors, thereby allowing 
LANL to reduce the size of its procurement staff. As a result, LANL management placed 
strong emphasis on the Purchase Card Program and encouraged cardholders to make 
small procurements themselves instead of seeking the assistance of a buyer. 
Simultaneously, management encouraged buyers to increase their utilization of purchase 
cards. To this end, ail buyers were required to become cardholders and were granted 
limits of S25,00G per transaction or more. In addition, buyers were permitted to self- 
approve purchase card transactions. According to a former Purchase Card Administrator, 
the rationale behind higher limits and self-approval rights for buyers was that these 
individuals, as procurement specialists, are authorized by their signing authority to make 
purchases of up to $100,000 or more without additional approval. 


1. Use of Purchase Cards at LANL 

Total purchases made with the purchase card during the Review Period amounted to $120 
million for approximately 170,907 separate transactions 1 , an average of approximately 
$700 per transaction. The use of LANL purchase cards has remained relatively constant 
since fiscal 1999. However, the average transaction has increased from 5661 in fiscal 
1999 to $766 in fiscal 2002, The following is a summary of purchase card activity 
during the Review Period: 


1 A distinct reference number defines a transaction. 
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TABLE 1: Summary of Purchase Card Activity 2 






mss 

1999 

887 

$32,322,507 

48.881 

$661 

2000 

874 

27,547,563 

41.321 

667 

2001 

881 

34,243,084 

46,492 

737 

2002 

799 

35,814,065 

46,773 

766 


Of the total amount purchased during the Review Period, buyers were responsible for 
over $40.8 million (approximately 34%) of total purchase card procurements. 2 3 Buyers’ 
spending limits were significantly higher than non-buyer cardholders (generally $25,000 
per transaction), although these higher limits were not documented in LANL’s policies 
and procedures. The dollar value of purchases made by buyers’ were, on average, 68% 
greater than the purchases of non-buyer cardholders (SI, 661 per transaction for buyers 
compared to $534 for other cardholders). Until August 26, 2002, buyers were permitted 
to self-approve their purchase card statements (i.e., no review by a supervisor or other 
third party was required). 

We determined that the Engineering Sciences and Applications, Nonproliferation and 
International Security divisions as well as Johnson Controls Northern New Mexico were 
the major requestors of items purchased using LANL purchase cards during our Review 
Period (see Table 2). 


2 FY02 data provided by LANL Purchase Card Office Oata for July through September 2002 was not 
available when the External Review commenced ami was therefore not reviewed hy the fxicrnal Review 
Team but is included in the FY02 data provided above. 

3 Due to personnel turnover and lack of historical data, we were unahle to associate S It x million of 
purchases with a specific group. 
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TABLE 2: Top Five Divisions Using Purchase Cards 


Ij 



jggfjl8B|8jjjjg 


ESA 

Engineering Sciences and 
Applications 

$18,928,568 

12,925 

51,464 

JCNNM 

Johnson Controls Northern 
New Mexico 

9,980,832 

23,754 

420 

NIS 

Nonproliferation and 
International Security 

8,922,490 

12,662 

705 

MSI 

Materials Science and 
Technology 

7,391,686 

9,767 

757 

DX 

Dynamic Experimentation 

7,387.834 

8050 

918 


The majority of cardholders contributed to 2% or less of total purchase card purchases. 
However, one cardholder was responsible for 13% of total purchase card procurements 
during the Review Period. Together* the top five cardholders were responsible for 22% 
of all purchase card activity (see Table 3). 


TABLE 3: Top Five Cardholders Purchasing with the Purchase Card 


- Gfissl 

2 :±m 


j&jppfpii 

S£i35<'{ajB5. i 'f. ; j 


Cardholder A 

11,462 

515,078.110 

13% 

Cardholder B 

2,215 

3,273,688 

3% 

Cardholder C 

2.572 

2.3S6.550 

2% 

Cardholder D 

2.504 

2.308,982 

2% 

Cardholder E 

951 

2.177.448 

2% 


In contrast, no single requestor was responsible for more than 2% of total purchase card 
activity (see Table 4). 
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TABLE 4: Top Five Requestors of Purchase Card Purchases 


Requestor A 

4,063 

$2,671,470 

2% 

Requestor B 

3,068 

1,829,874 

2% 

Requestor C 

4,415 

911,070 

1% 

Requestor D 

4.868 

875,071 

1% 

Requestor E 

410 

860,478 

1% 


2. Summary of Prior Audit Findings 

In fiscal 1996, LANL’s Audits and Assessments division conducted a review of the 
LANL Purchase Card Procurement Program. A follow-up audit of the Purchase Card 
Program was conducted in fiscal 1997. Both audits were designed to identify internal 
control weaknesses. The findings of these reviews are summarized below: 


TABLE 5: Summary of Prior Audit Findings 


L' ...» Jr J 

IPiPs 

/ i 1 cflyr* 

§i 

His? 

Purchase of Restricted Item 

X 

Improper Source/V endor 


X 

Insufficient Documentation/ Description 

X 

X 

Unauthorized Users/ Safeguarding Card Information 

X 

X 

Inadequate Reconciliation Procedures 


X 

Inadequate Approval Procedures 


X 

Insufficient Proof of Delivery/Reccipt 


X 

Failure to Properly Record Fixed Assets 

X 

X 

Failure to Properly Account for Purchases 

X 

X 

Failure to Utilize Enhanced Reporting Capabilities 


X 

Duplicate Payments on Purchase Orders 

X 


Failure to Track Resolution of Disputed Purchases 

X 


Failure to Ensure Funds arc Budgeted 

X 
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The above findings are similar lo those reported by die General Accounting Office 
regarding reviews of the Departments of the Army and Navy purchase card programs. 
The Department of Energy also reported similar findings in report dated February 2, 
2002, which summarized findings from twenty purchase card reviews conducted since 
1998. 

3. Mustang Transaction 

On July 1 8, 2002, Bank of America (LANL/s then purchase card provider) notified the 
Purchase Card Administrator that an automobile was charged to a LANL purchase card. 
The Administrator was further informed that the cardholder disputed the charges and that 
Bank of America reversed the charges 4 


4. Other Activities 

Subsequent to notification of the above transaction, LANL commenced an internal 
review of the Purchase Card Program and assessed programmatic control weaknesses. 
The internal review team identified a number of control vulnerabilities and proposed 
corrective actions. Based in part on these findings, LANL took the following actions: 

• Announced modifications and changes to the Purchase Card Program, 
to be effective August 26, 2002; and 

* Retained this External Review Team to conduct an independent review 
of the Program. 


C. Summary of Findings 

LANL’s Purchase Card Program was established as an instrument for expediting 
procurement. We observed programmatic control weaknesses, which we believe made 
LANL vulnerable to fraud and/or abuse. LANL took steps to improve the interna! 
control environment on August 26, 2002, when a series of initiatives designed to improve 
the internal controls of the Purchase Card Program were announced. 

As a result of our review procedures, we made a number of observations regarding the 
LANL Purchase Card Program. For each observation, we considered the appropriateness 
of corrective actions announced on August 26, 2002 and if necessary, formulated 
recommendations for further corrective action. 5 

1. Program Observations 

We observed a number of programmatic weaknesses, including: 

* Extensive use of purchase cards by procurement specialists (buyers) 
without programmatic modifications; 

* Failure to reconcile and approve monthly statements; 


4 The Cardholder is presently on administrative (investigative) leave. 

5 Because the Review Period concluded on June 30. 2002. we did not test implementation of the August 26, 
2002 corrective actions. 
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• Failure to resolve disputed transactions; 

• Failure to properly account for controlled properly; 

• Purchase of restricted items in violation of LANL policies; 4, 

• Insufficient documentation of items purchased; 

• Inadequate or ineffective sanctions for non-compliance; 

• Insufficient training, especially for approvers; 

• Insufficient program audit and review procedures; 

• Failure to properly manage cardholder spending limits; and 

• Failure to safeguard card information. 

2. Matters Referred to Appropriate Authorities 

In connection with our procedures, we reviewed several inappropriate transactions. The 
following transactions, some of which were identified by LANL prior to our review, have 
been referred to the appropriate authorities 7 

• Mustang Transaction; 

• Casino cash advances; 

• Retail department store charges; and 

• Jewelry purchase. 

The potential loss to LANL stemming from these transactions is presently estimated at 
approximately $2,800. 


3. Corrective Actions 

On August 26, 2002, LANL management announced changes in the Purchase Card 
Program, which we believe substantially address many of the observed control 
weaknesses. Nonetheless, during the course of our review we identified additional areas 
for improvement. Therefore, in addition to the above changes, we recommend the 
following additional corrective actions: 

* Require approvers to take a more active role in the compliance process 
by notifying them of violations (including failure to reconcile) and 
requiring approvers to ensure resolution; 


6 Restricted items include producis available through the Just In Time system, unallowable expenditures 
including items that do not meet the test of business necessity, and other purchases not authorized for 
procurement on a LANL purchase card. 

7 Recent press articles suggest that two LANL employees illegally used Purchase Cards to procure S50.000 
in unauthorized merchandise including gas grills, hunting knives and camping equipment. Although both 
are cardholders, the alleged purchases were not made on LANL purchase cards and were, therefore, not 
within the scope of this review. 
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* Follow-up on all unreconciled accounts and implement sanctions for 
cardholders who fail to reconcile on a timely basis: 

* Establish policies and procedures governing the use of purchase cards 
by buyers; 

* Implement sanctions for inappropriate card usage; and 

* Perform routine data mining to diagnose trends and to identify possible 
improper or fraudulent transactions. 


H. Procedures Performed 

In conducting our review of the LANL Purchase Card Program, we reviewed policies and 
procedures in existence during the Review Period. We also conducted interviews of 
LANL personnel and analyzed purchase card data and supporting documentation for 
selected transactions. This approach was designed to provide perspective on the intended 
uses of the Program as well as the ways in which the Program is actually used in practice. 
Further details on the procedures we performed are outlined below. 

A. Review of Policies and Procedures 

We obtained the policies and procedures governing the Purchase Card Program in effect 
immediately prior to the changes adopted on August 26, 2002. Through inquiries and 
interviews with former Purchase Card Administrators and cardholders, we obtained prior 
versions of the policies and procedures from 1998, 1999 and early 2002. These earlier 
versions of the purchase card policies and procedures allowed us to obtain an 
understanding and perspective of the policies and procedures during the Review Period. 
The policies and procedures generally address the following areas: 

• General purchasing guidelines including unauthorized purchases; 

• Cardholder and approving official responsibilities; 

• How to enter information in the electronic Purchase Card System; 

* Documentation and reconciliation procedures: 

* General shipping guidelines; 

* Procedures for processing disputes; and 

* Procedures for reporting lost or stolen purchase cards. 

Other than periodic updates to the unauthorized items list, there have been five significant 
changes to the policies and procedures from 1998 until the changes adopted on August 
26, 2002. These changes include: 

• Addition of language allowing the S2.500 single transaction 
purchasing limit to be increased after the cardholder has established a 
sustained record of purchasing. 
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• Change in documentation retention from 3 years to 6 years; 

• Changes to requirements regarding who should maintain records when 
a cardholder transfers groups; 

• Revision of the sensitive items list 9 ; and 

• Addition of a new' requirement that cardholders document the reason 
for not purchasing through JIT. 10 

A number of significant changes were recently made to the policies and procedures. 
These changes were made in response to an internal review of the Purchase Card 
Program, following the discovery of the Mustang Transaction in July 2002. The 
following are highlights of the more recent changes; 

• Implemented refresher training for all cardholders and required 
approvers to attend Purchase Card Program training; 

• Established 5: 1 maximum ratio of cardholders to approver; 

• Prohibited cardholders from approving their own purchase card 
statements; 

• Changed approving officials (responsible for approving reconciled 
purchase card statements) from group to team leader; 

• Decreased cardholder spending limits to $2,500 per transaction and 
$25,000 per month. Limit may be increased to a maximum of S5,000 
and $50,000 per month when justified and with written approval of the 
Division Leader; 

• Prohibited the purchase of property- control led items (including 
sensitive items such as VCR s and palm pilots) without authorization 
by Property Manager: 

• Permitted cardholders to delegate their statement reconciliation 
responsibility only when on leave of absence (reconciliation may not 
be delegated to the cardholder's approving official): 

• Prohibited cardholders from providing purchase card number to 
requestors; 

• Notified cardholders that purchase cards may be suspended if the 
purchase card statement is not reconciled within two statement cycles; 

• Required all over-the-counter purchases greater than S500 must be 
processed by the approving official; 


9 Removed the following items from the list: electronic balances, bicycles, external C'I> ROM drives, fax 
machines, microwave ovens, typewriters and televisions 

10 Just-in-time subcontractors arc pre-established LANL vendors for selected high- volume. low- value* 
items. 
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* Required all phone and internet orders be shipped to the LANL 
warehouse (exceptions require written approval by the cardholder's 
division leader), and 

* Prohibited cardholders from shipping items directly to themselves 
(exceptions require written approval from the cardholder's division 
leader). 


B. Interviews 

We conducted 41 interviews of 36 individual employees including LANL management, 
cardholders, requestors and approvers. The purpose of our interviews was as follows: 

* Obtain an understanding of actual purchase card practices; 

* Assess cardholder, requestor and approvers’ familiarity with Purchase 
Card Program policies and procedures; and 

* Request information on specific targeted transactions. 

Based on an agreement between the Federal Bureau oflnvestigation and LANL 
management, the Review Team did not interview three LANL employees whose insights 
may have been relevant to our findings. In addition, based upon a similar understanding, 
we did not interview individuals outside of the LANL facility. 


C. Analytical Review 

We obtained and analyzed electronic purchase card data for the Review Period. To gain 
an understanding of how purchase cards were used in practice during the Review Period, 
we performed three separate procedures. First, we performed data mining procedures, 
including keyword searches and criteria queries (i.e., no description, not reconciled, 
etc,)* on the complete population of purchases. Second, we selected a random sample of 
purchases and requested supporting documentation. Finally, based on the results of our 
data mining procedures and analyses, we targeted a selection of purchases and requested 
supporting documentation. 


1. Bata Mining 

Data mining is a process by which historical data is extracted and analyzed to obtain an 
understanding of trends, patterns and other relevant information. During our data mining 
procedures, we specifically; 

• Tested the completeness of purchase card data by reconciling 
electronic purchase card totals to a summary statement provided by the 
banks issuing LANL purchase cards; 

* Developed a list of risk factors based on the results of prior Purchase 
Card Program audits as well as LANL policies and procedures for the 
Purchase Card Program; 
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* Queried the purchase card data for occurrences of these risk factors in 
the population; and 

* Compiled the results of these queries. 

Through review of prior audits and policies and procedures, we developed a refined list 
of factors to apply in our analysis of the purchase card data. These risk factors and an 
explanation for each are listed in Table 6 below: 


TABLE 6: Data Mining Risk Factors 



Purchases for Potential Personal Use 

Item description suggests item could be 
for personal item and/ or vendor is likely 
to sell items for personal use items 

Unauthorized or Unallowable Costs 

Items included on the Unauthorized 11 or 
Unallowable 12 Lists 

Split Transactions 

Vendor divided purchase into two or more 
transactions, possibly to avoid cardholder 
single transaction limits 

Seif Approved 

Cardholder is also approver of own 
purchases 

Not Approved 

Purchase card reconciliation was not 
approved electronically within required 
number of days 13 i 

Not Reconciled 

Cardholder did not complete purchase 
card reconciliation electronically within 
required number of days 

No Description 

Cardholder did not enter a description of 
the item that was purchased 

Potential Improper Source/Vendor 

Cardholder purchased an item that was 
available through JIT from a non-JIT 
vendor 


11 List is included m the Purchase Card Program policies and procedures. These items cannot be purchased 
using the purchase card as the procurement method. 

z Sourced from LANL Procurement Standard Practices Section 31. Subject 31.3 Unallowable Costs. 

These items are unallowable under LANL's Prime Contract. 

13 Approver may have submitted approval manually. The Purchase Card Office did not track manual 
reconciliations electronically. 
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TABLE 6; Data Mining Risk Factors (Continued) 




Charge Exceeds Cardholder's 
Transaction or Monthly Limit 

Purchase exceeds cardholder’s approved 
single transaction or monthly purchasing 
limit 

Property Controlled Item 

Equipment with an initial acquisition or 
fabrication cost of S5,000 or greater or a 
sensitive item 14 


2. Random Sample Selection 

A random sample of 300 purchase card items was selected for testing from items 
procured during the Review Period. The sampled items represent purchases from 177 
different cardholders. Documentation supporting the selected purchases was requested 
directly from the cardholders. 

The criteria we used to assess this random sample were designed to test the accuracy of 
data entered into the purchase card system by the cardholders and to test cardholder 
compliance with established policies and procedures. Our review assessed compliance 
with LANL policies and procedures including: 

• Was the purchase card statement reconciled within 21 days; 

• Is the requestor properly identified; 

• Was appropriate documentation maintained; 

• If the item was disputed, was the dispute property resolved; 

• Is the item available through JIT; 

• If the item is shipped to an off*sitc location, is there a signature of 
someone other than the cardholder verifying receipt of item; and 

• Does the charge meet the test of business necessity? 


3. Targeted Sample Selection 

We selected four targeted samples from the remaining population of purchase card data. 
These samples were specifically designed to include items most at risk of being non- 
compliant with LANL policies and procedures. 

First, a targeted sample was judgmental ly selected based on our data mining procedures 
and includes 205 items. To select this sample, we prepared a listing of all items flagged 
through our data mining procedures with three or more risk factors. We then reviewed 
this list and judgmental ly selected items that appeared unusual or non-compliant. 


14 The sensitive item list has changed slightly over the review period. As of 10. 02. the sensitive item list 
was comprised of: cameras, firearms, personal computers, printers, recorders, scanners & telephones. 
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Finally, we performed a cursory review of items flagged with three or fewer risk factors 
and added several of these items to the targeted sample. 

Second, a sample consisting of disputed items 1 ' not credited as of June 30. 2002 was 
selected. Of the 513 disputed items that do not appear to have been credited. 45 items 
were selected for review. 

Third, a sample was selected from the purchase card activity of a targeted cardholder and 
a targeted requestor and consisted of 1 00 items. 

Fourth, a sample consisting of property-controlled items and items attractive for personal 
use was selected. Of the 86 items in this sample, 34 items are also included in the 
previously selected samples. For the items in this sample, the Review Team and LANL 
property management personnel jointly performed physical observations of the items and 
determined if property-controlled items were bar-coded. 


III. Findings, Observations and Corrective Actions 


Based on the procedures described above, including the review of policies and 
procedures, interviews, and analysis of specific transactions, we formulated a number of 
observations with respect to the LANL Purchase Card Program. For each of the 
identified observations, we considered LANL's recent corrective actions to determine if 
the changes were sufficient to rectify the observed issue. In addition, during the course 
of our review, we identified improper transactions, which we understand LANL has 
referred to the appropriate authonties. 

A. Program Observations 

1. Use of Purchase Cards by Buyers 
a. Observation 

Approximately 8% of cardholders are procurement specialists (buyers) who use purchase 
cards to fulfill purchase requests that would otherwise be placed on purchase orders. 
Because buyers have procurement authority averaging more than $25,000 per transaction, 
they were granted higher spending limits than ordinary cardholders. Furthermore, since 
buyers do not require approval for purchases within their procurement authority, they 
were permitted to self-approve their purchase card statements. 

In most cases, buyers purchase on behalf of others, although some buyers also purchased 
items for themselves. We found that approximately !0 u o of procurements made by 
buyers did not involve a separate requestor. This, in combination with high spending 
limits and the lack of third-party approvers for buyers, created an environment conducive 
to misuse. 


15 During data entry of a purchase, a cardholder can click, on a “dispute" button that autom.it iculK enters the 
word “dispute” in the description text field The cardholder is responsible for then submarine a dispute 
form, explaining the dispute, to the bank 
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During our review period, we noted that the policies and procedures as written did not 
address this large contingent of cardholders. As a result, in many respects, buyers 
operated outside the parameters of the written policies and procedures. 


h. Corrective Actions Taken 

Revisions to policies and procedures effective August 26, 2002 attempt to bring buyers' 
use of purchase cards back in line with existing policies and procedures. Currently, 
single transaction limits are capped at S2.500 for all cardholders and $5,000 for 
cardholders with special approval. Self- approval of purchase card statements is now 
strictly prohibited. 


c. Recommendations for Further Corrective Action 

We believe LANL’s corrective actions to date will effectively minimize control 
deficiencies related to use of purchase cards by buyers. If LANL management 
determines that use of the purchase card as a procurement tool by buyers is desirable, we 
would recommend that LANL draft a Standard Practice to specifically address the use of 
purchase cards by buyers. The general policies and procedures should also be updated to 
reference the buyer guidance. 

2, Reconciliation and Approval Procedures 
a. Observation 

The reconciliation and approval process is the most important internal control governing 
the Purchase Card Program. During the reconciliation process, cardholders are required 
to provide a detailed description of items purchased, the name of the requestor and the 
cost account to which the transaction should be charged. Once the reconciliation is 
complete, the statement is automatically forwarded to the cardholders' approver for on- 
line approval. Prior to 1 999, approvers were required to review supporting 
documentation as part of the approval process. Since that time, approvers have only been 
required to perform “periodic" reviews of supporting documentation. 

LANL’ s policies and procedures requires the cardholder, or individual who was 
delegated reconciling responsibility 17 , to reconcile the purchase card statement within 21 
days of system notification. If a cardholder fails to reconcile within this timeframe, 
unreconciled charges were automatically posted to a designated overhead account, which 
could result in inappropriate or unallowable costs being inadvertently charged . lh The 


16 Aa August 26,2002 communication distributed to management and administrative support rcmforced the 
existing policy that cardholders cannot approve their own monthly stalements. 

17 In past policy and procedure manuals, a cardholder could delegate this responsibility to another person in 
the cardholder’s group. This provision has currently been revised to permit delegation of reconciliation 
only in a leave of absence situation. 
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reconciliation process provides information necessary to allow approvers and the 
Purchase Card Office to understand the nature of items purchased and also acts as a 
control mechanism for a cardholder to identify inappropriate or duplicate vendor charges. 

We determined that approximately 7,000 items or $3.8 million in purchases were not 
reconciled electronically within the allotted time. This correlates to approximately 1,600 
statements that were not reconciled electronically during our review period. According 
to cardholders and former Purchase Card Administrators we interviewed, the Purchase 
Card Office actively sought manual reconciliations during much of the Review Period. 
The present Purchase Card Administrator, however, was unable to provide us with 
evidence of past manual reconciliations. 

We determined that buyers were permitted to self approve their purchase card statements 
during the Review Period. Through our data mining procedures, we determined that 
more than S43 million in purchases were subject to self-approval by the buyer cardholder 
and not by a group leader. 19 

We further determined that 45,000 items or S 1 6 mil Hon in purchases were not 
electronically approved within the allotted time frame. We believe many of these 
transactions were manually approved although we were unable to determine which 
statements were manually approved. 


b. Corrective Actions Taken 

Recent changes to the LANL Purchase Card Program policies and procedures added 
language stating that failure to reconcile within two statement cycles may result in 
suspension of the purchase card. The revised policies also prohibit buyers from self- 
approving purchase card activity. In addition. LANL implemented a cap on the number 
of cardholders assigned to a single approver (the maximum ratio is now five cardholders 
per approver). To facilitate these shifts in practice. LANL decreased the mandatory 
approval level from Group Leader to Team Leader. Finally, approvers are required to 
attend purchase card training. The training course, conducted by the Purchase Card 
Office, provides step-by-step reconciliation procedures and includes guidance on the 
responsibilities of the purchase card approving official. 


c. Recommendations for Further Corrective Action 

In addition to the above corrective actions, we recommend that LANL make a number of 
additional changes to the reconciliation and approval process. First, wc recommend that 
approvers be required to review the actual support documentation compiled by the 
cardholder. Approval should be noted electronically as well as by signing the printed 
Statement of Account form. Second, we recommend that the Purchase Card Office track 


18 According to the present Purchase Card Administrator, if a cardholder initiates a reconciliation, but does 
not complete the process and sub nut the statement for approval, the cost accounts identified by the 
cardholder will be charged (not the overhead account). 

19 Many of the unreconciled statements were also not approved. 
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unreconciled or unapproved purchase card statements on a monthly basis and report these 
statistics to appropriate individuals within division management. Third, we recommend 
that LANL implement appropriate sanctions for cardholders who fail to comply with 
reconciliation procedures. Fourth, we recommend that manual reconciliations require the 
signature of the cardholder’s group budget analyst before submission to the Purchase 
Card Office. The finance manager’s signature indicates that charges posted to the default 
overhead account have been reversed and charged to the cost accounts designated by the 
cardholder. Finally, we recommend that LANL consider sanctions for approvers who fail 
to approve purchase card statements on a timely basis. 

On November 21, 2002, the Review Team provided LANL management with a list of 
transactions totaling $3.8 million that were not reconciled within 21 days according to the 
Purchase Card System. Management is currently researching these items to ensure that 
all items are properly reconciled, approved and charged to the appropriate cost account. 


3. Dispute Resolution 

a. Observation 

In accordance with LANL's purchase card policy, cardholders are responsible for 
disputing duplicate, inaccurate or fraudulent charges and tracking these disputes to 
resolution. We determined that 513 charges made by 193 cardholders and totaling 
$316,648 were disputed in the LANL Purchase Card System, but were never credited by 
the vendor or bank. 

We selected a sample of 45 items (representing 21 cardholders) of the 513 disputed items 
and requested supporting documentation from the cardholder. We received and reviewed 
documentation for 29 of these items. Of the items reviewed, we found ID items that 
were erroneously identified by the cardholder as a dispute and were, in fact, accurate 
charges. We identified 1 5 items for which credit was not issued because the cardholder 
failed to notify the bank of the dispute or failed to complete the necessary paperwork. 

The remaining items were partially credited or were credited in multiple installments. 

According to present and former Purchase Card Administrators, the Purchase Card Office 
has never followed up on disputed items to determine if credit was issued. Because 
disputed charges were not tracked, inappropriate charges may have gone undetected. 


b. Corrective Actions Taken 

Our sample indicated that at least 3 cardholders do not understand or failed to properly 
execute the dispute process. This problem is being addressed in mandatory refresher 
training for all cardholders. 


c. Recommendations for Further Corrective Action 

We recommend that the LANL Purchase Card Office perform data mining procedures on 
a monthly basis to identify disputed items for which credit has not been issued. While 
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we believe that cardholders should retain the primary responsibility for ensuring that 
disputes are resolved, we further recommend that the Purchase Card Office take 
responsibility for monitoring disputes and following-up with cardholders. To ensure that 
disputed transactions are not overlooked, LANL should consider posting disputes to a 
suspense account managed by the Purchase Card Office rather than the cardholder's 
designated overhead account. In addition, we recommend that LANL consider 
appropriate actions concerning the purchase cards of cardholders who fail to resolve 
disputes on a timely basis. 

In addition, cardholders should be trained on the proper procedures for disputing charges. 
We recommend that cardholders be trained to make one attempt to resolve the charge 
with the vendor. If this is not successful, the cardholder should dispute the charge 
directly with Bank One. All erroneous charges that cannot be easily resolved with the 
vendor should be disputed. 

We noted that the current policy with respect to disputes is confusing and in some cases, 
misleading. For example, wc noted that the dispute form available on the LANL intranet 
is for Nations Bank, a vendor LANL has not used for several years. As a result, we 
recommend that the policies and procedures regarding disputes be carefully reviewed and 
updated as necessary. 

On December 2, 2002, we provided a listing of the 51 3 transactions noted above to 
LANL management for review and resolution. 

4. Accounting for Property-Controlled Items 
a. Observation 

LANL policy requires items with a purchase or manufacture cost of $5,000 or more as 
well as items deemed “sensitive" by LANL management be property-controlled. 

Property control procedures require the assignment of a barcode and property custodian 
to every controlled item. Custodians arc required to account for all assets under their care 
by completing annual accountability statements. The Purchase Card Program policies 
and procedures required cardholders to notify the Property Manager once property- 
controlled items have been procured using a LANL purchase card. 

We assessed cardholders' compliance with property-control policies and procedures by 
selecting a sample of 59 property-controlled items procured on LANL purchase cards. 
LANL’s property management personnel were able to physically locate or account for 53 
of these items. Of the 53 items accounted for, 3 i were bar-coded in accordance with 
LANL policy (one additional item was returned to the vendor and therefore did not 
require a barcode). Of the remaining six items, one was allegedly at the residence of the 
property custodian, another was reported as lost or stolen, a third was believed to have 
been destroyed and the fourth was not located because the requestor is no longer 
employed by LANL and the remaining two have not been located. We also physically 
validated 27 additional items that were attractive for personal use but not subject to 
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property control. Of these items, we were able to physically observe or otherwise 
account for all 27 items. 

It is the cardholder’s responsibility to notify property management when a property- 
controlled item is procured using a purchase card. Furthermore, the property accounting 
group does not act upon a flag in the Purchase Card System, designed to notify 
accounting and/or property management that a property-controlled item was purchased. 

According to a former Purchase Card Administrator, monthly desk reviews were once 
performed to identify property-controlled items procured on purchase cards that had not 
been bar-coded. According to the current Purchase Card Administrator, this procedure is 
no longer performed. 

b. Corrective Actions Taken 

Recent changes to the policies and procedures prohibit the procurement of property- 
controlled items unless advance authorization is obtained from the Property Manager. 
The policy also provides an electronic link to LANL’s list of sensitive, property- 
controlled items, 

c. Recommendations for Further Corrective Action 

We concur with LANL management's decision to prohibit the procurement of property- 
controlled items using LANL purchase cards without prior approval. The revised policy 
does not, however, provide guidance regarding how to obtain authorization from ihe 
Property Manager or the procedures necessary to ensure that the asset receives a bar 
code. We recommend that LANL clarify this policy and ensure that the Property 
Manager is prepared to respond to cardholder's seeking exemptions from this policy. 

We recommend that the LANL Purchase Card Office perform monthly data mining of 
purchase card data to identify possible procurements of property- control led items The 
Purchase Card Office should then refer these items to the cardholder for resolution. We 
further recommend that the approver be notified of the policy violation. 

5. Purchase of Restricted Items 
a. Observation 

In performing our review, we identified a number of restricted items purchased on LANL 
purchase cards. Restricted items are those identified in the policies and procedures, 
which may not be procured using a LANL purchase card, hems are included on the list 
fora number of reasons, including: 

* Health or safety regulations governing purchase, storage and/or use of 
specified items; 

* Unallowable in accordance with government regulations; 

* Available through Just In Time (JIT) vendors; and 

* Subject to dye marking or other property-control procedures {such as 
tools). 
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In accordance with the policies and procedures, all cardholders (including buyers) are 
prohibited from procuring restricted items using a LANL purchase card. In specific 
instances, however, the Purchase Card Office granted exemptions to this policy. For 
example, cardholders who could demonstrate justification (such as lower price or faster 
delivery) were permitted to purchase JIT items using a purchase card. In another 
example, LANL granted exemptions to the tool policy providing the cardholders take 
personal responsibility for ensuring that all tools procured on a purchase card were dye 
marked. Other items, such as those that are unallowable in accordance with LANL and 
University of California policy, should not be procured using a purchase card. Examples 
of unallowable costs include awards, gift, memorabilia, advertising, entertainment costs 
and personal or luxury items that do not meet the test of business necessity. 

Through our transaction testing, we found 264 purchases of items that that appear to have 
been restricted for purchase on LANL purchase cards, totaling $526,861 . These 
restricted purchases were comprised of one or more of the following categories: 

* Items which appear to be available on JIT (130 items totaling 
$298,516): 

* Possible unallowable expenditures (15 items totaling $6S,2 10); 

* Items for which the business purpose was not dearly documented in 
the supporting documentation provided (53 items totaling S6S,C73); 20 
and 

* Other purchases not authorized for procurement using a LANL 
purchase card (125 items totaling S269.356). 


b. Corrective Actions Taken 

Our review indicated that many cardholders do not understand what can and cannot be 
procured using a purchase card. This problem is being addressed in mandatory refresher 
training for all cardholders. The fact that many restricted purchases were approved 
indicates that approvers are also unaware of LANl/s policy regarding restricted items. 
The recent implementation of modified approver policies and related training should be 
effective in addressing this issue. 

Finally, LANL is in the process of combining all lists of restricted items fi IT, 
unallowable, unauthorized and sensitive property) in a central location on the LANL 
intranet. A centralized list will make it easier for cardholders to determine if an item 
may be procured on a purchase card before the order is placed. 

c. Recommendations for Further Corrective Action 

In addition to the corrective actions implemented to date, we recommend that LANL 
consider updating the on-line Purchase Card System to include fields for purchase 
category and the business purpose. These additional fields will permit approvers as well 


20 We perfoimed a preliminary analysis of items, which may have been for the personal use of the 
cardholder or requestor. Upon reviewing a sample of these uents. we determined that most had reasonable 
business purposes. 
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as the Purchase Card Office to more effectively assess the appropriateness of purchase 
card purchases. 

We recommend that the LANL Purchase Card Office perform routine data mining of 
purchase card transactions to identify possible purchases of restricted items. We 
provided the Purchase Card Administrator with a list of key words LANL can use to 
identify possible restricted items. Once identified, the Purchase Card Office should refer 
these transactions to the cardholder and approver for resolution. We recommend that the 
Purchase Card Administrator consider appropriate action to address cardholders who 
continue to procure restricted items after receiving appropriate warnings. 

On November 21, 2002, we provided LANL management with a list of purchases 
aggregating $766,722 that may have been unauthorized in accordance with LANL's 
policies and procedures. Such items w ere identified as a result of our data mining 
procedures. Management is currently researching these items to determine if the costs 
are appropriate, allowable and charged to the correct cost account. 

6. Purchase Card Documentation and Support 

a. Observation 

LANL policies and procedures identify general categories of documentation that must be 
retained in support of purchase card transactions. Cardholders are required to complete 
an on-line PC Form noting descriptions of items purchased and the name of the requestor. 
In addition, they are also required to retain invoices, shipping documents, dispute forms 
and other relevant documents and are required to obtain special signatures when items are 
shipped off-site. We examined the documentation provided by cardholders in response to 
our sample requests to determine if cardholders are following these procedures in 
practice. We determined that descriptions, when provided, were generally accurate. In 
addition, we noted that cardholders often enter themselves as the requestor rather than the 
actual individual requesting the purchase. This practice allows for potential concealment 
of relationships between cardholders and requestors and also makes it difficult to locate 
the custodian of assets procured using a purchase card. We observed that items shipped 
off-site did not comply with theproof-of-delivery requirement. 

h. Corrective Actions Taken 

Our review of purchase card documentation indicated that some cardholders, particularly 
non-buyers, do not fully understand LANL's document retention requirements for 
purchase card transactions. This issue is being addressed in mandatory refresher training 
for all cardholders. Approvers are also being trained on documentation requirements so 
that they are able to assess the completeness of a cardholder's files. 


LANL recently updated the shipping policy to require phone or Internet orders to he 
shipped to the LANL receiving facility. Orders are also required to include the 
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requestor’s name and the word “PCARD” in the shipping address. The revised policy 
also prohibits purchase card orders from being shipped directly to the cardholder. Orders 
must now be shipped to a third party (the requestor, approver, another cardholder or co- 
worker). The revised policy does not prohibit cardholders from picking items up from 
the vendor. 

In most recent revision of the policies and procedures, LANL changed the requirement 
for record retention when a cardholder transfers between divisions. Historically, 
cardholders were required to leave their documentation with the division they were 
employed by when the purchases were made. The revised policy requires cardholders to 
take documentation with them. 

c. Recommendations for Further Corrective Action 

We believe LANL’s new policy prohibiting items from being shipped to the cardholder 
creates unnecessary opportunity for items to be misappropriated or lost. In lieu of this 
requirement, we recommend that whenever the cardholder and requestor are the same 
person, the cardholder should be required to document receipt by obtaining the signature 
of his or her approver on the invoice. 

7. Sanctions for Non-Compliance 

a. Observation 

Cardholders and approvers must be held responsible for failure to comply with 
documented policies and procedures governing the Purchase Card Program. Historically, 
the policies and procedures have been silent on the issue of sanctions for non-compliance. 
As a result, the task of establishing and implementing appropriate sanctions was left to 
the discretion of the Purchase Card Administrator. This placed the Administrator in the 
difficult position of sanctioning cardholders without the ability to reference clear 
guidelines or rules. Furthermore, the current Purchase Card Administrator's authority to 
suspend or cancel cards is limited, making the implementation of effective sanctions 
impossible. 

b. Corrective Actions Taken 

The policies and procedures were recently updated to include warnings that failure to 
reconcile or approve within two statement cycles may result in suspension of the card. 

c. Recommendations for Further Corrective Action 

We believe the above changes to the policies and procedures regarding sanctions for 
failure to approve and/or reconcile are appropriate, in addition, we recommend that 
LANL establish firm guidelines for warnings and sanctions regarding non-compliance 
and include these guidelines in the policies and procedures and that the Purchase Card 
Administrator be given broader authority to implement sanctions in accordance with the 
established guidelines. 
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8. Training 

a. Observation 

Historically, cardholders received purchase card training when they first received a 
purchase card. Approvers have not historically been required to attend training. 
Refresher training was not required, although remedial instruction was occasionally 
provided when routine audits identified cardholders who were not in compliance. While 
interviewing cardholders, we determined that cardholders and approvers were unclear on 
some of the key policies and procedures. One experienced buyer was unaware that 
policies and procedures exist for the Purchase Card Program. 

b. Corrective Actions Taken 

LANL recently implemented mandatory refresher training for cardholders as well as 
mandatory training for approvers. 

c. Recommendations for Further Corrective Action 

We believe that the implementation of refresher training will be effective in improving 
overall compliance by cardholders and approvers. To underscore the importance of this 
training, we recommend that LANL establish a date by which all cardholders and 
approvers must complete this training. We further recommend that the Purchase Card 
Office take appropriate action with respect to individuals who fail to attend training by 
the established deadline. 

We further recommend that LANL institute a requirement for periodic refresher training 
for cardholders and requestors. The Purchase Card Office should also continually update 
the training materials to ensure that all policy and procedure changes are addressed. 


9. Purchase Card Office Audits and Reviews 
a. Observation 

A Purchase Card Office audit and review program, while not a substitute for compliance 
on the part of cardholders and approvers, is an effective means to maintain compliance 
with program policies and procedures. Historically, the Purchase Card Office conducted 
a number of audits and reviews designed to assess cardholder compliance. According to 
a former Purchase Card Administrator, the following procedures were routinely 
performed: 

• Quarterly random audits; 

• Monthly “desk review” of vendor names and descriptions for purpose 
of identifying unallowable, unauthorized or otherwise inappropriate 
transactions; 

• Monthly or bi-monthly review of all items purchased for more than 
$5,000. The intent of this review was to identify property-controlled 
items and to ensure that the items have been properly bar-coded; and 
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• Audits of new cardholders, conducted approximately three months 
after a new LANL purchase card was issued, in order to provide 
constructive feedback to the cardholder and to prevent improper 
practices from becoming habitual. 

As staffing levels in the Purchase Card Office fluctuated over time, the audit and review 
program outlined above was altered. Only the random quarterly audit was consistently 
performed. According to the present Purchase Card Administrator, the office has been 
as much as one year behind on quarterly audits but is presently up-to-date. 

b. Recommendations for Corrective Action 

The audit and review program should not be the primary internal control. Rather, it 
should augment key controls including reconciliation, approval and training. To 
accomplish this goal, we recommend that the LANL Purchase Card Office expand its 
current audit program by adding new cardholder audits and routine data mining 
procedures. We also suggest that the Purchase Card Administrator meet at least annually 
with a representative from LANL’s Audits and Assessments division to review audit 
procedures and findings. When appropriate, we recommend that LANL report findings 
to the cardholder and approver for appropriate correction and modification. We 
recommend that LANL perform routine data mining procedures to address the following 
areas: 

• Failure to reconcile or approve; 

• Split transactions; 

• Possible purchases of unallowable or unauthorized items; 

• New and/or unusual vendors; 

• Possible purchases of property-controlled items; and 

• Disputes not credited by the vendor or bank on a timely basis. 


10. Management of Cardholder Spending Limits 
a. Observation 

New cardholders are granted an initial transaction limit of $2,500 per transaction. 
Historically, the policies and procedures did not specify guidelines for maximum monthly 
credit limits, although $25,000 was common for new cardholders. Sometime between 
1999 and June 2002, language was added to the policies and procedures permitting a 
cardholder’s limit to be increased once a cardholder has “established a sustained record 
of purchases”. No ceiling was established for such limit increases. 

We reviewed cardholder limits as of June 30. 2002 for S76 LANL cardholders. We found 
that 427 cardholders had single transaction limits of more than $2,500; 141 cardholders 
had limits in excess of $5,000; and 15 cardholders had limits of S 25.000 or more per 
transaction. Six cardholders (all buyers) had single-transaction limits of $ 100,000 and 
two cardholders (buyers) had a monthly limit of SOOO.OOO. 
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High transaction limits were not limited to buyers. Other cardholders were granted single 
transaction limits as high as $25,000 and monthly credit limits up to S 5 00.000. 

Despite the relatively high credit limits, we found evidence that some cardholders 
attempted to circumvent transaction limits by splitting purchases into two or more 
separate orders. The policies and procedures forbid cardholders from splitting 
transactions in order to avoid exceeding their maximum per transaction spending limits. 

In our transaction review, we identified 15 instances in which transactions appear to have 
been split. 

Through our data mining efforts, we identified instances in which cardholders were 
permitted to spend beyond their single purchase or monthly credit limit. While, the bank 
administering the Purchase Card Program is responsible for denying purchases that 
exceed the cardholder’s established limit, we not able to determine how the limits were 
allowed to be exceeded. 

b. Corrective Actions Taken 

Recent revisions to the policies and procedures instituted a maximum per transaction 
limit at $5,000 and $50,000 per month. Any increase to a higher limit must be justified in 
writing and approved by the approving official and division office. 

c. Recommendations for Further Corrective Action 

We believe LANL’s recent actions to reduce cardholder spending limits are appropriate 
and increases to such limits should be made on a selective basis. In addition, we 
recommend that LANL perform regular data mining to identify possible split transactions 
and modifications to cardholder limits. Identified transactions should be referred to the 
cardholder and approver for resolution. The Purchase Card Office should take 
appropriate action when cardholders are determined to have split transactions 


11. Safeguarding Card Information 

a. Observation 

Historically, cardholders have been instructed to safeguard purchase card information and 
to inform the bank immediately when a card has been lost or stolen. We assessed 
compliance with this policy by reviewing our transaction review sample. We identified 
at least two instances in which a cardholder appears to have shared his/her card number 
with a requestor or the requestor obtained the card number without the cardholder's 
knowledge. We also found instances in which other individuals in a cardholder's group 
used the purchase card without authorization. 

b. Corrective Actions Taken 

The revised policies and procedures clarify a cardholder's responsibility when a card is 
believed to have been compromised. In such instances, the new policy requires a 
cardholder to notify the bank, the approving official and the Purchase C ard Office of the 
compromise within one day. 
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The most recent version of the policies and procedures includes a new clause, prohibiting 
cardholders from providing purchase card information to requestors. 

Finally* mandatory refresher training for cardholders will function to remind cardholders 
about the importance of not sharing purchase card information with anyone. Approvers 
will also be reminded that purchase cards are the property of a cardholder, not the group, 
and cannot be used by anyone other than the cardholder. 

c. Recommendations for Further Corrective Action 

We believe the corrective actions implemented by LANL will be effective in addressing 
this control weakness. We have no further recommendations for corrective action. 


B. Matters Referred to Appropriate Authorities 

In conducting our review, the following transactions came to our attention and we 
understand they have been referred to appropriate authorities by LANL management. 

1. Mustang Transaction 

On May 1, 2002 a Mustang automobile was ordered and charged to a LANL purchase 
card. During May 2002, various charges from this vendor, totaling S2 9.920, were posted 
to the cardholder’s account. The cardholder disputed the charges and denied purchasing 
the automobile. Telephone records indicate a scries of telephonic communications 
between the cardholder's office and the automobile vendor on May 1, 2002 and 
subsequent dates. As of this writing, the cardholder is on investigative leave from 
LANL. 

2. Casino Cash Advances 

Eleven cash withdrawals at three New Mexico casinos on a LANL purchase card were 
posted to between March 19. 2002 and April 20. 2002. The charges totaled $1,417. A 
review of the cardholder's purchase card activity indicates that between March anti May 
2002, other questionable charges were posted to the purchase card account including 
charges from gas stations, a grocery store. LANL's cafeteria, and a discount retail store. 
The cardholder admitted making some of these charges but claimed they were for 
business purposes. 

The cardholder was placed on investigative leave on August 19, 2002 and was 
subsequently terminated. 

3. Retail Department Store Purchases 

Data mining procedures identified two charges from a retail department store totaling 
$1,045 posted to a LANL purchase card account on February 21, 1999 and April 16. 

1999. We interviewed the cardholder with respect to these transactions. Initially, the 
cardholder admitted making the charges. When the charges appear to have been 
disputed, the the cardholder provided a different explanation, stating the charges were 
fraudulent and that dispute procedures had been initiated with the bank. No credit was 
ever issued by the bank nor was the cardholder able to provide evidence that the charges 
were in fact disputed. 


PWC000105 



700 


We also requested supporting documentation for a charge posted to a LANL purchase 
card by a retai] department store on June 1 1 , 2000 in the amount of $232. The cardholder 
reconciled the statement, which was subsequently approved. When the External Review 
Team requested supporting documentation for the transaction, the cardholder stated that 
the LANL card was erroneously used in place of a personal credit card and the vendor 
had reversed the charge. The cardholder was not able to provide supporting 
documentation nor was evidence of the charge reversal identified. 

4. Jewelry 

Our data mining procedures identified three transactions, which appear to be purchases of 
jewelry. On September 22, 1998 and November 17, 1998, two charges identified as 
cubic zirconium jewelry were posted to a LANL purchase card. The charges totaled 
approximately $80. The cardholder denied making the charges to the approving official. 
The cardholder states that several unsuccessful attempts were made to dispute the charges 
with the vendor. We found no evidence that the charges were disputed with the bank and 
the charges were never credited or reversed by the vendor or the bank. 

On July 22, 1999, another LANL cardholder made a purchase from a jewelry store in the 
amount of $158.87. On September 9, 1999 the cardholder reimbursed LANL for the 
purchase, stating that she had inadvertently used her LANL card to make a personal 
purchase. As the cardholder reimbursed LANL shortly after receipt of the statement, this 
transaction was not referred to authorities. 


IV. Limitation of Procedures Performed and Resultant Findings 

The observations and findings outlined in this letter are based on the procedures 
performed through November 8, 2002. During the process of performing our work, we 
were not able to independently verify all events. At the request of LANL management 
and as coordinated with law enforcement authorities, we did not interview several LANL 
employees or individuals outside of LANL, whose insights may have been relevant to our 
findings. Finally, our procedures were designed to fulfill the tasks outlined above in 
Section I and were not specifically designed to detect fraud. We do not make any 
representation as to the adequacy or sufficiency of our procedures for LANL’s purposes 
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Tab 54 

JBNews 

UNIVERSITY OF CALIFORNIA OFFICE OF THE PRESIDENT 


For Immediate Release 

Contact: Michael Reese 
(510) 987-9179 
michael.reese@ucop.edu 


UNIVERSITY OF CALIFORNIA RELEASES RECOMMENDATIONS 
ON LOS ALAMOS BUSINESS PRACTICES 

President Atkinson calls for immediate action by national laboratory following review 
by UC senior officials 

A Special Review Team of senior University of California officials today released a letter 
to President Richard C. Atkinson recommending nine actions that Los Alamos National 
Laboratory (LANL) should take regarding allegations on the loss or theft of government 
property and other business practice issues. 

The recommendations were developed following a Nov. 25 on-site review that was 
ordered three days earlier by Atkinson, who has pledged to take decisive action to 
address allegations regarding financial activities at the UC-managed lab. 

"Prompt action on these recommendations, together with efforts already underway at the 
initiative of Director John Browne, represent an important step in assunng confidence in 
the business practices at Los Alamos,” said Atkinson. “I remain concerned about issues 
related to purchasing and property management and expect that they will be addressed in 
a timely manner." 

The Special Review Team summarized their findings in nine observations and 
recommendations. They range from ways the national laboratory can strengthen its 
financial management controls to encouraging the Department of Energy inspector 
General to review the termination of two investigators who allege they were fired in 
retaliation for their role in the investigations. 

The full text of observations and recommendations are contained in the attached letter to 
President Atkinson. 

In response, LANL Director John C. Browne noted that, beginning in August 2002, a 
number of actions had already been taken in response to apparent irregularities in ■ 


(more) 



laboratory business practices. “I am confident that the present recommendations will 
enhance the actions already underway at the laboratory to strengthen internal controls, 
clarify roles and responsibilities, and improve the effectiveness of our communications, 
said Browne. 

The director will provide President Atkinson with regular progress reports. 

Meanwhile, the University of California and the Los Alamos National Laboratory are 
cooperating fully with the Department of Energy Inspector General's reviews related to 
purchasing and property management, as well as anonymous allegations of improper 
activity by Laboratory senior management. 
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UNIVERSITY OF CALIFORNIA 



OFFICE OF THE PRESIDENT 1111 Franklin Srreef 

Oakland. California 94607-5200 
Phone: (510) 9S7-9074 
Fax (510) 987-9086 
http:fwww.ucop.edu 

December 6, 2002 


DIRECTOR BROWNE 
Dear John: 

I am writing to provide you with a copy of the report I just received from Senior Vice 
President Darling, Vice President Broome. Assistant Vice President Van Ness, and 
Executive Officer Cochran following their visit to Los Alamos to renew the Labora- 
tory's operations related to allegations regarding the loss or theft of government 
property and related issues. The report makes important recommendations that 
need to be acted on immediately by both the University and the Laboratory. These 
recommendations build on the actions that you have already taken and that are 
underway by the External Review Team chaired by former DOE Inspector General 
Layton. 

I have scheduled a telephone appointment with you on Tuesday, December 10 th to 
discuss the report. I look forward to receiving a report from you about the actions 
you are taking to address these recommendations in advance of our telephone call. 

Sincerely, 



Richard 0. Atkinson 
President 


Enclosure 

cc: The Honorable Spencer Abraham 
NNSA Acting Administrator Brooks 
Senior Vice President Darling 
Vice President Broome 
Executive Officer Cochran 
DOE Inspector General Friedman 
General Counsel Holst 
' Senior Vice - President Mullinix 
Vice President McTague 
Assistant Yice President Van Ness 
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UNIVERSITY OF CALIFORNIA 


fll-SKM.fr - OAVS * OtVtHE- LCSAf4Cnj35 • MERCED - flJVEFSJOE - San d : ECO - SAN fRANCJSCO 





Or MCE OF THE SENIOR VKE PKESIDENT- 
UNIVFRSITY AFFAIRS 


OFFICE OF THE PRESIDENT 
11 JT FranVdin Swert 12* Floor 
Oakland. California »4e<r-52©3 


December 6, 2002 


PRESIDENT ATKINSON 

Dear President Atkinson: 

We are writing to provide you with a summary of our observations and 
recommendations following our visit to Los Alamos National Laboratory. 
On Friday, November 22 . you directed us to visit the Laboratory to review 
its operations related to allegations regarding the loss or theft of government 
property' and related issues. 

On Monday, November 25, we met at Los Alamos with numerous 
Laboratory officials and spoke by telephone with former DOE Inspector 
General John Layton, who is Chair of the External Review Team that 
Director Browne appointed to review the Laboratory’s procurement and 
property programs and issues. The commitment of Director Browne and the 
senior Laboratory management to resolve these issues was evident 
throughout our meetings. 

This report summarizes our preliminary observations and recommendations. 
It builds on the steps already undertaken by Director Browne, including the 
appointment of an External Review Team, consisting of two former federal 
Inspectors General and Price waterhouseCoopers, the University’s external 
audit firm, to investigate and address these matters. We may have further 
comments as this review continues. 
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Observation 1 . Laboratory officials and John Layton, former DOE 
Inspector General and Chair of the External Review Team appointed by 
Director Browne, informed us that the External Review Team had identified 
$3, 782,000 in procard purchases that have yet to be reconciled, that an 
additional $ 790, OOO in questionable costs remain unresolved, and that 
$31 7, 000 of disputedjtems have not been resolved and therefore credits 
have not been received These figures are derived from a review of financial 
records over a period of 45 months . 

Recommendation 1. University Auditor Patrick Reed should visit the 
Laboratory to review the approach and scope of management’s plans to 
address the unreconciled and unresolved procard expenditures. The 
University Audit Office plans to verify and validate the results of 
management’s review and resolution of these expenditures and, therefore, 
the efforts of the Laboratory and the University Audit Office should be 
completed by December 31 , 2002. 


Observation 2. Laboratory officials and John Layton informed us that the 
Laboratory revised its procard policies and procedures in August 2002. In 
reviewing prior procard procedures, they determined that 26% of the 
approximately 790 Laboratory employees who have been issued procards 
are more than 30 days late in reconciling their procard purchase statements. 
In addition, 36% of the supervisors of employees authorized to use procards 
are more than 30 days late in approving these procard purchases. Some 
procard statements have not been reconciled or approved for as many as 22 
months. 

Recommendation 2. The Laboratory should direct the relevant employees 
and supervisors to complete the reconciliation and approval of these overdue 
expenditure statements by December 31, 2002. The Laboratory should 
strictly enforce all procedures contained in the new procard program, 
specifically the reconciliation/approval requirements, and should ensure that 
appropriate actions are taken promptly if cardholders fail to comply with 
reconciliation or other requirements. 
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Observation 3, The Laboratory controls all property items with an initial 
acquisition cost of $5,000 or greater, as well as property items costing less 
than $5,000 that are judged to be attractive targets for theft (such as 
computers, cameras and cell phones j. However, the Laboratory does not 
have a systematic process to ensure that controlled property items 
purchased via procards, or under just-in-time contracts, are entered into the 
property inventory. 

Recommendation 3. The Laboratory should establish a process to ensure 
that controlled property items are promptly entered into the property 
inventory, regardless of the method of purchase. The process should include 
regular reconciliation of Property Office records of controlled property with 
purchasing records of acquisitions of controlled property items. 


Observation 4. Upon completion of the annual property inventory, when 
the Property Office determines that property cannot be located, it provides 
i ts report of “unlocated ‘ ' property to the Security Divis ion for action. The 
Security Division informed us that it takes no formal action on the 
*' unlocated " property. 

Recommendation 4, The Laboratory should evaluate its policies and 
procedures related to “unlocated” property. In addition, the Laboratory 
should clarify the roles and responsibilities of the Security Division, other 
line managers and property custodians for following-up on “uniocated ,; 
property . 


Observation 5. Laborarory officials and John Layton informed us that they 
had learned that the Laboratory > Audit and Assessments Office issued 
repetitive findings dating back to 1996 involving procard use and related 
purchases that required management action. They indicated that some of 
these issues had not been resolved as of June 2002. It appears that 
Laboratory management periodically notified Audits and Assessments that 
audit findings had been resolved and that Audits and Assessments then 
closed-out the findings. It does not appear that Audits and Assessments 
verified the appropriateness and timeliness of the actions reportedly taken 
by management. 
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Recommendation 5. The Laboratory, with guidance from the University 
Auditor, should adopt and enforce: improved standards, including 
compliance With UC Audit Manual provisions, to make sure that Audit 
findings are investigated and that the recommendations are resolved in a 
timely and verifiable manner. In addition, the Laboratory should ensure that 
all managers with outstanding audit findings take timely and effective 
corrective action. 


Observation 6. Laboratory officials informed us that they are investigating 
reports that a small number of employees have misused purchase cards or 
violated purchasing procedures. 

Recommendation 6. Where it does not conflict with ongoing investigations 
by the DOE Inspector General or law enforcement officials, the Laboratory 
should complete its internal investigation of these allegations by December 
31, 2002. In addition, the Laboratory should initiate appropriate personnel 
actions, consistent with University and Laboratory policies, either to 
exonerate or to commence disciplinary action, as the facts warrant, and take 
appropriate steps to recover any losses. 


Observation 7, The Laboratory would benefit from an independent external 
review of its financial processes — such as procurement, property 
management, project financial management, and cash — in order to evaluate 
its overall system of internal controls and accountability. 

Recommendation 7. The University should, in consultation with the 
Laboratory, commission an independent evaluation of the Laboratory’s key- 
financial processes to determine their business and control effectiveness as 
well as the appropriate organizational structure for performing these 
financial processes. 


Observation 8. It appears that the Laboratory Security Division does not 
routinely notify senior Laboratory officials when it becomes aware of 
inappropriate business activity at the Laboratory. Where theft is involved , 
we understand that law enforcement officials are notified, but that the DOE 
Inspector General and Laboratory management are not notified at the same 
time. This places Laboratory management in the unwelcome and 
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inappropriate position of not being able iu management problems in 

a timely manner. 

Recommendation 8. The Laboratory should review policies and 
procedures, and clarify roles end responsibilities, for reporting and taking 
action on allegations or incidents of inappropriate activity at the Laboratory, 
including all types of waste, fraud, abuse, and theft. Among other things, 
the review should identify any discrepancies in reporting procedures and 
practices as well as corrective actions needed to ensure that Laboratory 
management and the DOE Inspector General are notified in a timely manner. 


Observation 9. The Laboratory has not communicated adequately with 
the media about the facts related to these matters and the actions it is taking 
to address them. 

Recommendation 9. The Laboratory, in consultation with the University, 
should immediately establish a small integrated team of senior management 
and communications professionals to regularly communicate Laboratory 
actions to the media and others as appropriate. 


Lastly, we encourage the DOE Inspector General, as part of his broader 
examination, to review the termination of the two Security Division 
investigators in order to address the allegation that these individuals were 
fired in retaliation for their role in the investigations. The University should 
work with the Laboratory 7 to make its own assessment of this situation in a 
manner that does not interfere with the Inspector General’s review’. 

We encourage the University and the Laboratory to implement these 
recommendations, as well as the forthcoming recommendations from the 
External Review Team chaired by John Layton, in a prompt and aggressive 
manner. We are willing to monitor progress on our recommendations as 
well as any additional recommendations if you would like us to assist you in 
this manner. 
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We believe ihai such action, together with the efforts the Laboratory already 
has underway, will not only address the issues outlined in this letter but will 
strengthen overall Laboratory business operations as well. 


Sincerely, 



Bruce B. Darling 
Senior Vice President. 
University Affairs 
Office of the President 


Cif- iU. C 

Anne C. Broome 
Vice President, 
Financial Management 
Office of the President 




Roben L. Van Ness 
Assistant Vice President. 
Lab orator)-’ Administration 
Office of the President 


f) 


/v£>; 


n f 


Ronald W. Cochran 
Laboratory Executive Officer, 
Lawrence Livermore National 
Laboratory 


Cc : Secretary Abraham 

NNSA Acting Administrator Brooks 
Director Browne 
DOE Inspector Genera: r riedman 
Genera] Counsel Holst 
Senior Vice President Muilim.x 
Vice President McTague 
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®Los Alamos 

NATIONAL LABORATORY 


Office of ihe Director 
December 9 , 2002 


Dr. Richard C. Atkinson 
Office of the President 
University of California 
1111 Franklin Street, 12th Floor 
Oakland, CA 94607-5200 

Dear President Atkinson: 

This letter is response to your letter directing me to address the written report from your special review team, 
chaired by Senior Vice President Bruce Darling, which visited the Laboratory on Monday, November 25, 2002. 

I commit to you that I will hold my Senior Executive Team and myself personally accountable for ensuring that all 
areas identified for improvement are addressed by our Laboratory in a prompt manner 

There were nine (9) observations and related recommendations identified by the special review team. I have listed 
the recommendations in the attachment along with the related actions I have implemented or plan to take. I will 
keep you informed of the progress and will provide any reports that result. 

I would like to thank you. Senior Vice President Darling and his team for the prompt consideration of these issues. 
Sincerely, 


John C. Browne 

Director 

JCB/co 

Cy: The Honorable Spencer Abraham 
NNSA Acting Administrator Brooks 
Senior Vice President Darling 
Vice President Broome 
Executive Officer Cochran 
DOE Inspector General Friedman 
General Counsel Holst 
Senior Vice President Mullinix 
Vice President McTague 
Assistant Vice President Van Ness 
IM-5, AI50 
DIR -02-3 07 File 

P <). Bot 1 663. MS A 100. Los Alamos. NM X7545 
>05 ■ 667 -5 ] 0 1 /FAX 505-667-2907 

An fcqual Opportunity hmn lover/ Operated by the University of California for the 
National Nuclear Security Administration of the U.S. Department of knergy 
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LANL Report on Recommendations of the UC Special Review Team 
John C. Browne 
Director 
Dec. 10, 2002 


Introductio n 

Los Alamos National Laboratory Director John C. Browne provides this report to the 
President of the University of California. Its purpose is to describe 

• actions taken by the Laboratory since August. 2002 in response to apparent 
misuse of purchase cards and purchase orders by several individuals and to 
issues raised concerning property management; and 

• Additional actions that are underway or are planned in response to the 
recommendations of the UC Special Review Team (SRT), chaired by UC 
Senior Vice President Darling, after their visit to the Laboratory on November 
25, 2002. 


A ctions Taken at Los Ala mos National Laboratory Prior to the SRT Vis it. 

Beginning in August 2002, 1 took the following actions; unless otherwise noted, all listed 

actions are ongoing. 

• I chartered an External Review Team in August, 2002, chaired by John Layton, 
former DOE Inspector General, to review policies, procedures and practices related to 
procurement cards (procards). Membership consists of Charles Matson, former 
Inspector General of the U.S. Department of Labor and representatives from 
PricewaterhouseCoopers, the University’s external audit firm. Subsequent to 
completing the initial charter, I determined that this team also should review policies, 
procedures and practices related to purchase orders, Just-in-Time purchasing, and 
local vendor agreements (LVA). 3 expect to receive the Team’s final report on 
procards about mid- December. Their review of the other purchasing mechanisms will 
begin immediately in January 2003. 

• At my direction, on August 23, 2002 Rich Marquez, Associate Director for 
Administration, issued revised procedures governing use of procards. A copy of his 
memorandum is attached. The revised procard procedures will significantly 
strengthen controls and correct identified weaknesses in the procard program. The 
LANL External Review Team, chaired by John Layton, has indicated that the changes 
described in Rich’s memo will address about 90% of its findings regarding internal 
control weaknesses or vulnerabilities. 

• As soon as I was notified in July 2002 of the FBI investigation at TA-33, we 
reviewed security measures and directed additional counter-intelligence actions to 
assure that there would be no threats to national security. In addition, we requested 
that the FBI inform us immediately of any indications they might see of national 
security issues; they told us that they saw no evidence of national security problems 
in connection with their investigation. 
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• I have repeatedly made clear that all Laboratory managers and staff are expected to 
give unqualified and prompt cooperation to law enforcement, Inspector General, and 
University personnel engaged in investigations or reviews of Laboratory activity. In 
this connection, as soon as The Energy Daily article alleging senior management 
cover-up and investigative interference appeared, 1 specifically asked Acting NNSA 
Administrator Linton Brooks to request that the DOE Inspector General immediately 
investigate the allegations. Ambassador Brooks promptly responded to my request, 
and we received a confirming letter from the Inspector General the following day. 

The Inspector General’s investigation is currertly on going. 

• Subsequent to news article allegations of missing property, I directed that Joe 
Salgado, Principal Deputy Laboratory Director, review records of classified computer 
holdings to determine whether any classified computer equipment was missing. Loss 
or theft of classified computers would be a security violation as well as an issue of 
property management. We reviewed our records back to 1999 and confirmed that 
there have been no reports of such security violations. 

• There is a perception that the Laboratory and the University have not had a 
communication strategy for addressing current issues with NNSA and DOE senior 
officials, the DOE Inspector General, and the media. One of the special review team’s 
recommendations addresses the issue of communications. I agree with their 
recommendation and have formed a Laboratory team of senior managers to address 
this issue. However, I would like to point out that I have consistently kept UCOP, 
NNSA, other government agency officials and the NM congressiona 1 delegation 
informed of these matters since I became aware of them in July, 2002. 


Response to Recommendations of the UC Special Review Team 

Recommendation I. University Auditor Patrick Reed should visit the Laboratory to 
review the approach and scope of management’s plans to address the unreconciled and 
unresolved procard expenditures. The University Audit Office plans to verify and 
validate the results of management’s review and resolution of these expenditures and, 
therefore, the efforts of the Laboratory and the University Audit Office should be 
completed by December 3 1 , 2002. 

Action: 

On December 4, 2002, a special Laboratory Information Meeting (LIM) was held 
at which John Layton gave an oral summary' of his External Review Team’s 
observations and findings, including the amounts of unreconciled, questionable, 
and disputed purchase card transactions listed in the UC review chaired by Senior 
Vice President Darling. 

On December 5, 2002, Rich Marquez issued instructions to Division Leaders and 
Associate Directors for reconciling and justifying purchase card transactions. .As 
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of this date, the figures contained in the University team’s report have been 
substantially reduced as a result of work done at the Laboratory since the 
December 4 meeting. Current figures, which are expected to decrease even 
further within the next day, are as follows (numbers are approximate pending 
review and validation): 

• Unreconciled transactions: $490,000 (down from $3,782 million as listed in 
the Special Review Team’s report); 

• Transactions pending review and justification: $600,000 (down from 
$790,000 as listed in the Special Review Team’s report); 

• Disputed transactions: $300,000 (down from the $317,000 as listed in the 
Special Review Team’s report). 

We have verified that a number of the accounts that showed as unreconciled on the 
database we provided to the Layton External Review Team, had been reconciled 
manually some time ago, but had not been entered into the database. Manual 
reconciliation is done (required) if a cardholder does not reconcile his/her account on 
time. Late reconciliations cannot be done automatically, they must be done manual! v. 

I have directed Rich Marquez to complete reconciliation and justification work not later 
than December 16, 2002. In addition. I have asked him to assure that manual 
reconciliations in the future are entered promptly into the database. 

In the meantime. University Auditor Patrick Reed was at the Laboratory December 2 
through December 4, 2002 to clarify the scope of the work he and a team of UC auditors 
will undertake to validate the Laboratory’s reconciliation and justification of prior years' 
purchase transactions. He and Rich Marquez have agreed on terms of reference for the 
validation that he and UC auditors will do between now and the end of the year. Pat is 
expected to return to LANL with a team on Monday. December 9. 

Recommendation 2. The Laboratory should direct the relevant employees and 
supervisors to complete the reconciliation and approval of these overdue expenditure 
statements by December 31, 2002. The Laboratory should strictly enforce all procedures 
contained in the new procard program, specifically the reconciliation/approval 
requirements; and should ensure that appropriate actions are taken promptly if 
cardholders fail to comply with reconciliation or other requirements. 

Action: 

As indicated above, Division Leaders and Associate Directors were tasked to 
complete their reconciliations and justifications of prior sears’ transactions and to 
provide reports to BUS Division on December 9, 2002. Their reports will be 
reviewed by BUS under the direction of Rich Marquez and subsequently 
validated by Pat Reed and his team. 

As a result of the progress we have made in reconciling and resolving purchase 
card accounts (as described under Recommendation 1 above), we have been able 
to make substantial reductions in the numbers of card holders and approving 
supervisors whose accounts are more than 30 days overdue. 
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As indicated above, I have directed ADA Marquez to complete the current 
reconciliation work by December 16, 2002. In addition, I have asked to have 
quarterly progress reports on the effectiveness of the new procard program that 
was implemented in May 2002 and the revised procedures that we issued in 
August 2002. 

Recommendation 3, The Laboratory should establish a process to ensure that controlled 
property items are promptly entered into the property inventory, regardless of the method 
of purchase. The process should include regular reconciliation of Property Office records 
of controlled property with purchasing records of acquisitions of controlled property 
items. 


Action: 

I have directed Rich Marquez to revise our procedures to assure that all controlled 
items are promptly entered into the property inventory. 1 have directed Rich to 
report to me by January 6, 2003 on his procedures for assuring that items are 
promptly and appropriately entered into the property inventory regardless of the 
method by which they are purchased and for periodically reconciling property 
management and purchasing records. 

To put this item in context, it is worth noting that the Laboratory has consistently 
performed at the “Outstanding” level in property management. For the last 4 years, wc 
have annually accounted for 99.5% or more of our controlled property inventory, on the 
bases of number of items and value of items. 

Recommendation 4. The Laboratory should evaluate its policies and procedures related 
to “unlocated” property. In addition, the Laboratory should clarify the roles and 
responsibilities of the Security Division, other line managers and property custodians for 
following up on “unlocated” property. 

Action: 

I have asked Rich Marquez and Jim Holt. Associate Director for Operations to 
propose revisions to current policies and procedures regarding “unlocated” 
property. I expect that the revisions will require increased follow-up to reports of 
“unlocated” status and will clarify roles and responsibilities among S and BUS 
Divisions, line managers, and property custodians. I have asked for a report not 
later than January 6, 2003 on new or modified procedures for addressing 
“unlocated” property. 

Recommendation 5. The Laboratory, with guidance from the University Auditor, 
should adopt and enforce improved standards, including compliance with UC Audit 
Manual provisions, to make sure that Audit findings are investigated and that the 
recommendations are resolved in a timely and verifiable manner. In addition, the 
Laboratory should ensure that all managers with outstanding audit findings take timely 
and effective corrective action. 
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Action: 

I have directed Rich Marquez and the LANL Office of Audits and Assessments to 
assure that the Laboratory’s procedures are fully compliant with audit standards 
established by the University and contained in the UC Audit Manual. I expect 
them to coordinate this effort with the University Auditor. In addition, 1 have 
asked Audits and Assessments to provide quarterly reports to me and to the 
University Auditor on timeliness, completeness, and verification of closed audit 
findings. I have asked for a progress report on January 31 and for the first 
quarterly report on March 30, 2003. 

Recommendation 6. Where it does not conflict with ongoing investigations by the DOE 
Inspector General or law enforcement officials, the Laboratory should complete its 
internal investigation of these allegations by December 31, 2002. In addition, the 
Laboratory should initiate appropriate personnel actions, consistent with University and 
Laboratory policies, either to exonerate or to commence disciplinary action, as the facts 
warrant, and take appropriate steps to recover any losses. 

Action; 

We have assembled case review boards, in accordance with our administrative 
policies, for three individuals now on investigative leave. We have completed the 
process in two cases; letters of termination were mailed to these two individuals 
on December 6, 2002 and hand -delivered to them on December 09, 2002. The 
remaining case will be concluded as soon as investigative processes permit. 

We will, of course, take all appropriate steps to recover losses whenever possible. 
In the three cases referred to above, our ability to recover losses is limited by 
ongoing investigative work, potential criminal proceedings, and provisions of 
New Mexico State law. In addition, we will urge that federal authorities take all 
appropriate steps to recover losses and that individuals who have or appear to 
have engaged in criminal conduct be prosecuted to the full extent of the law. 

Recommendation 7. The University should, in consultation with the Laboratory, 
commission an independent evaluation of key financial processes to determine their 
business and control effectiveness as well as the appropriate organizational structure for 
performing these functions. 

Action: 

The Laboratory will await your decision on this recommendation. I will be 
happy to work with UCOP regarding the scope and charter for such a review. 

Recommendation 8. The Laboratory should review policies and procedures, and clarify 
roles and responsibilities, for reporting, and taking action on allegations or incidents of 
inappropriate activity at the Laboratory, including all types of waste, fraud, abuse, and 
theft. Among other things, the review should identify any discrepancies in reporting 
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procedures and practices as well as corrective actions needed to ensure that Laboratory 
management and the DOE Inspector General are notified in a timely manner. 

Action: 

I have asked Roger Hagengruber, recently retired Senior Vice President of Sandia 
National Laboratories for Special Projects for National Security, to head a small 
(3-5 people) team of security expens to review our security actions, policies and 
procedures related to the event s of the past year. Dr. Hagengruber is a recognized 
expert in security matters with extensive experience in threat assessment, security 
technology, arms control and nonproliferation. He has a long history of policy 
and program involvement with the defense and intelligence communities as well 
as with NNSA and its predecessor organizations. 

I have asked Roger to identity best security practices from throughout the national 
security community and to provide recommendations on their potential use at Los 
Alamos. In addition, his review will include options for organizational structures 
as well as procedures for assuring that allegations of improper or suspect activities 
are reported and acted upon promptly and appropriately. I expect to receive 
Roger’s report by mid- to I ate- February. 2003. 

Pending completion of the Hagengruber review, I have asked Rich Marquez and 
Jim Holt to assure that the Laboratory complies promptly with all reporting 
requirements on incidents or allegations involving improper activity. 

Recommendation 9. The Laboratory, in consultation with the University, should 
immediately establish a small- integrated team of senior management and 
communications professionals to communicate Laboratory actions to the media and 
others as appropriate. 

Action: 

I have established a team to improve communications with the media and with 
federal organizations. I would welcome University representation on the team. 
This will be an ongoing activity. We are in the process of hinng a new Leader 
for our Communications and External Relations Division and a new Public 
Affairs Director. Both positions have been nationally advertised; screening 
committees are currently reviewing applications. I have asked Rich Marquez to 
complete the hiring process not later than January 15, 2003. Consistent with 
existing Laboratory policy, the cognizant Associate Director fills positions at 
these levels with the concurrence of the Laboratory Director. 
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Terminations from ihe Office of Security Inquiries 

With respect to the termination of the two employees of the Office of Security Inquiries, 
the DOE Inspector General is including this matter in his current review. The Laboratory 
is fully cooperating with the Inspector General and will continue to do so. In addition, 
we will work with the University to assess this situation in a manner that does not 
interfere with the Inspector General’s review. 

Progress Reporting 

Quarterly progress reports will be provided to the President of the University beginning 
January 3, 2003. 
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ConsrtsK of tfic United states! 

Souse of ^tprtSentatibeS 

Kai&mBion, ©.C. 20515 Tab 55 

January 17, 2003 


Dr. Richard Atkinson 
President 

University of California 
Office of the President 
1111 Franklin St., 12th floor 
Oakland, California 94607 

Dear Dr. Atkinson: 

As you know, the Committee on Energy and Commerce is undertaking an investigation into 
allegations of misuse ofFederal funds and property at the Los Alamos National Laboratory (LANL). We 
are writing to you today regarding the situation of Mr. Gienn Walp and Mr. Steven Doran, two former 
Laboratory Security Division employees who were terminated after raising concerns about LANL’s 
handing of such allegations. 

Subsequentto those terminations, on December 24, 2002, Secretary Spencer Abraham of the U.S. 
Department of Energy wrote to you to express his serious concerns over “on-going issues with management 
and security’ 7 at LANL. Secretary Abraham said that his most immediate concern was “the events 
surrounding the dismissal of Mr. Walp and Mr. Doran, their allegations of cover-up concerning matters that 
they were investigating, and their allegations that their dismissal has precluded investigation of additional 
matters that are, therefore, going unaddressed.” The Secretary' concluded that “the inescapable conclusion 
is that the actions relating to Mr. Walp and Mr. Doran reflect a systemic management failure, one for which 
the Laboratory management must be held accountable.*’ 

Notably, Mr. Walp and Mr. Doran were fired on the very' day that a special University ofCalifomia 
panel headed by Dr. Bruce Darling was on the premises at LANL to conduct a one-day review of the 
allegations raised by these two men. In notes obtained by the Committee, it appears that this panel was 
informed of these questionable terminations on that day, but took no action to either question or stop them. 

Since that time — and as a direct result of the matters brought by Mr. Walp and Mr. Doran to the 
attention of you, the Department of Energy, and this Committee— the Laboratory’s director and deputy 
director have resigned. Further, the director and deputy director of the Laboratory’s Security Division, 
who supervised Mr. Walp and Mr. Doran and played key roles in their terminations, have been removed. 
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although not terminated. The Laboratory’s director of audits and assessments, who is responsible for 
investigating allegations of misuse of Federal funds and violations of Federal orders and regulations, has 
been removed as well, although not terminated. In addition, we have learned that two team leaders 
responsible for managing programs in which incidents of theft occurred have been removed from their 
positrons, although not terminated. Yet despite these removals and resignations, there were generous 
words ofpraise by the University of California for many of 1 these people, and all of them have been or will 
be given other positions at the Laboratory with continuing salary and benefits. 

It is both ironic and sad that the only people who are now without a job and health and other 
benefits are the individuals who tried to correct the fraud problems at LANL, while those who either 
permitted or ignored the problems continue to be gainfully employed at their old salaries with full benefits. 
Mr. Walp and Mr. Doran were hired after a nationwide search for law enforcement personnel to work at 
Los Alamos. Mr. Walp was even given a large signing bonus. Both of them moved within the past year 
to New Mexico based on representations made by Laboratory personnel that they needed to make 
changes in the way the Laboratory conducted its Security Division. They are now left with no income, no 
benefits, and the cost of moving to whatever location in which they will find their next employment. They 
are in the process of exhausting their savings and going into debt. And until this week, no one in the upper- 
management of the Laboratory or the University of California had made arrangements to even talk to these 
individuals about their terminations or to provide any assistance to them in any way. 

It has now been almost two months since Mr. Walp and Mr. Doran were fired, and one month 
since Secretary Abraham wrote his letter, yet according to news reports about the recent Uni versity of 
California Board of Regents meeting, you have “no information on which to base whether the firings were 
appropriate.” Mr. Walp and Mr. Doran have done a great service to the Laboratory', the Department, and 
the country, but to date the Uni versity of California’s treatment of them has been appalling. Westrongly 
encourage you to promptly undertake an investigation into whether they were wrongful ly terminated and 
to come to a speedy resolution of this situation that is fair to all parties. In the meantime, we believe that - 
given the unique faetthat those responsible for Mr. Walp’s and Mr. Doran's terminations were promptly 
removed or forced to resign from their own duties due at least in pan to their questionable handling of such 
terminations -- these two men should be immediately reinstated and placed on paid administrative leave, 
with backpay through the date oftheir terminations, until an appropriate final agreement has been reached 
between Mr. Walp and Mr. Doran and the University. Lab employees under investigation for wrongdoing 
are accorded such compensation, and Mr. Walp and Mr. Doran certainly should not receive any lesser 
treatment. Your failure to take these actions will make it very difficult for this Committee to view seriously 
your statements that you intend to change the culture of secrecy at LANL, and will serve as yet another 
reminder to the thousands of hard-working LANL personnel that those who trvto do what is right will only 
be punished for it. 
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We thank you for your consideration of this matter, and await your prompt reply. 



U.S. Department of Energy 


Mr. Steven Doran 
Mr. Glenn Walp 
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January 24, 2003 


The Honorable W.J. "Billy” Tauzin 
Chairman, Committee on Energy and Commerce 
House of Representatives 
Washington, D.C. 20515 

ear Mr. Chairman: 

In response to your letter of January 17, 1 am pleased to report that the University 
has returned Glenn Walp and Steven Doran to University employment. On 
December 11, 2002, UC Senior Vice President Joseph P. Mullinix wrote to Mr. Walp 
and Mr. Doran soliciting their cooperation in resolving the problems that had been 
identified at LANL. On December 20. 2002, the University conveyed to the attcrnev 
for Mr. Walp and Mr. Doran that University officials wanted to meet personally 
with them. The parties agreed on January 8 to a meeting date of January" 17, 2003. 

Senior Vice President Bruce Darling and other senior UC officials had a very 
productive meeting with Mr. Walp and Mr. Doran and gained greater insight into 
the circumstances surrounding their dismissal. At the conclusion of that meeting, 
the University offered to return Mr. Walp and Mr. Doran to University employment 
with back pay and benefits. They accepted cur offer. Because the University is 
asking for their assistance in resolving these issues, the University felt it appropri- 
ate tc have them assigned tc the Office of the President rather than the Los Alamos 
National Laboratory. I enclose the joint statement that the University and Mr. Walp 
and Mr. Doran agreed to at the conclusion of that meeting. 

I want to assure you that the University is determined to resolve all the issues 
regarding Los Alamos that you have raised in your correspondence. Moreover, 

I have instructed my associates to cooperate fully with you. as well as with the 
Department of Energy, as you proceed with your investigations. It is our objective 
to ensure that all of these issues are resolved, and to implement business practice 
changes to ensure that problems not recur. As a public institution, the University 
knows that public confidence is essential to our carrying out the mission entrusted 
to us. 



The Honorable W.J. “Billy” Tauzdn 
January 24, 2003 
Page 2 
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If you have any additional questions on this matter, please let me or Michael Telson 
of our Office of Federal Governmental Relations know. Dt. Telson can be reached a: 
202-974*6306. 


Sincerely, 

Richard C. Atkinson 
President 


Enclosure 

cc; The Honorable John D. Dingcll 
The Honorable James Greenwood 
The Honorable Peter Deutsch 
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JOINT STATEMENT BY 
GLENN A. WALP, STEVEN L. DORAN AND 
SENIOR OFFICIALS OF THE UNIVERSITY OF CALIFORNIA 
January 17, 2003 

Senior officials of the Universiiy of California, former Los Alamos National Laboratory Office 
of Security Inquiries employees Glenn A. Walp and Steven L. Doran, and their attorney Lynne 
Bemabei met today (January 17, 2003) at the University of California Office of the President in 
Oakland, California. 

Today’s meeting lasted approximately four hours and covered a range of issues, including the 
investigations conducted by Messrs. Walp and Doran while employed at the laboratory, the 
na ture of their findin gs and hew those findings were received by then-laboratory management, as 
well as the circumstances surrounding their dismissals as employees at the lab. 

Our discussions were candid and constructive, and were of great assistance both in helping the 
university get to the bottom of the allegations regarding improper business practices at the Los 
Alamos laboratory and in resolving the issues between Messrs. Walp and Doran and the 
University. We clearly share a commitment to uncover the truth about the laboratory’s business 
practices, including property identified as lost, stolen or missing over the last five years; to report 
all criminal matters to the appropriate authorities; and to restore the nation’s focus on the 
laboratory’s preeminence in science and technology. 

The meeting came about in the following way: A special review team of University officials 
looking into the Los Alamos laboratory’s business practices was visiting the laboratory on 
November 25, 2002, when it was informed at lunch that Messrs. "Walp and Doran had been 
dismissed by the laboratory earlier in the day. On December 20, 2002, in response to 
correspondence from Ms. Bernahei, University officials requested a meeting to explore the issues 
raised by Messrs. Walp and Doran. Today provided the first mutually available opportunity for 
the parties to discuss those issues. 

We have agreed to continue these discussions. In the meantime, Messrs. Walp and Doran will be 
placed under contract to the UC Office of the President at their former salary, retroactive to the 
date of their dismissal by then managers at the Los Alamos National Laboratory. We believe 
this is a productive first step toward resolving the issues between the parties in full recognition 
that more needs to be done. We also agreed that it would be premature to discuss any additional 
details of our discussions at this time. 
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UC AUDITOR RELEASES INTERIM REPORT ON LOS ALAMOS NATIONAL 
LABORATORY PROCUREMENT CARD TRANSACTIONS 

A comprehensive analysis by the University of California Auditor has favorably resolved 
96 percent of procurement card transactions at the Los Alamos National Laboratory that 
were previously questioned during an external review. 

The new UC audit, released today (Feb. 10, 2003), identified $195,246 in transactions 
that are being questioned for their allowability under the Department of Energy contract, 
due to incomplete documentation, technical deficiencies (e.g., missing approvals) or other 
reasons, including documentation destroyed in the Cerro Grande fire. 

In addition, continuing the university's aggressive efforts to reform the business practices 
of the laboratory, the audit makes a series of recommendations for improved management 
of the procurement card system at the laboratory and requests the laboratory to develop 
an implementation plan within two weeks. 

A copy of the report can be obtained by linking to 
http://www.universitvofcalifomia.edu/news/losalamos/reports/audit.pdf 

"We are pleased that Los Alamos National Laboratory was able to locate support 
documentation or justification for the majority of the transactions that were referred from 
the earlier review," said University of California Auditor Patrick Reed, "However, we are 
unable to determine definitively if the remaining transactions are truly inappropriate or 
simply lack appropriate documentation. 

"Therefore, we are recommending that such costs be reimbursed to the federal 
government and have recommended management changes that should go a long way 
toward correcting the deficiencies that create such ambiguity," he said. 

Reed stressed, that the scope of the UC audit did not extend to other procurement methods 
(e.g., Just In Time System, Local Vendor Agreements, Blanket Purchase Orders, etc.), 
which are separately under review in a second phase of the External Review Team's 
effort. 

Additionally, property control matters, including the interface of purchasing and property 
control systems (e.g., bar coding of purchased equipment valued at over $5,000 and 
sensitive items under $5,000 in value) are the subject of separate reviews. Los Alamos 
National Laboratory Director Pete Nanos previously has announced that a "wall-to-wall 
inventory" of equipment is also soon to begin. 

"Readers of this report should take care to understand its limited purpose and the broader 
related efforts being undertaken," said Reed. 
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BACKGROUND 

The audit, undertaken at the request of University of California Office of the President 
officials by the University Auditor's Office (UAO), was designed to verify and validate 
efforts by Los Alamos National Laboratory (LANL) to review and dispose of matters 
referred for follow-up from an external review team report of the purchase card program. 

The external review team was ordered in August 201)2 by UC immediately upon 
becoming aware of possible inappropriate use of purchase cards. The team was headed by 
former Department of Energy Inspector General John Layton, with the assistance of 
PricewaierhouseCoopers and former Department of Labor Inspector General Charles 
Masten. The team reviewed documentation and data covering $120 million in 
transactions incurred over a 45-month period (Oct. 1, 1998 through June 30, 2002), and 
conducted interviews of cardholders, requesters, approvers and managers. It also 
conducted a range of investigative data analyses, including data mining, random sample 
selection and targeted sample selection. 

The external review team report was issued on Dec. 1 2, 2002, and referred for follow up 
$1.1 million of potentially questionable costs and unresolved disputed charges as well as 
$3.8 million of "unreconciled" purchase card statements, fora total of $4.9 million from 
the approximately $120 million population of purchase card transactions reviewed. 

The purpose of the UC review was to verify and validate the results of the LANL follow 
up effort. UAO auditors reviewed the LANL approach and methodology for review and 
disposition of the questioned items, selected samples of transactions and statements for 
detailed review, physically inspected selected purchased goods and interviewed 
cardholders and designated approvers. 

While LANL reported in late December 2002 that it had reconciled all but $120,000 of 
the transactions, the UC auditor subsequently added to that figure another $591,677 in 
transactions associated with individuals whose names appeared on "sensitive names lists" 
provided by LANL management and the Office of Inspector General. These transactions 
we re subjected to a broader scope and higher degree of scrutiny by LANL and UAO. 

THE FINDINGS 

As stated above, the external review team identified for follow up by LANL $1.1 million 
of potentially questionable costs and unresolved disputed charges as well as $3 .8 million 
of "unreconciled" purchase card statements, for a total of $4.9 million from the 
approximately $120 million population of purchase card transactions reviewed. 

After verification and validation of LANL's review by the UC auditor, $4.7 million was 
favorably answered, resolved and reconciled. The remaining $195,246 includes the 
following: 

- $47,983 in transactions that are being questioned as to whether they are allowable under 
the Department of Energy contract after review of full documentation. These costs are 
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questioned for reasons such as lacking required DOE approvals or because disputed 
charges should have been fallowed-up for bank credit, but were not. $65 of this amount 
appeared to be an improper expenditure by an intern on an Internet music site. 

- $147,263 in transactions that lack complete documentation. Review of available 
documentation disclosed no apparent indicators of impropriety, but documentation was 
insufficient for definitive determination. 

NEXT STEPS 

While the scope of the audit was limited to the $4.9 million in transactions referred from 
the external review, the audit separately identified an additional $125,000 in costs 
questioned as to allowability due to over-expended award funds in 1999. These are 
contractually provided funds for "spot awards" given in various forms including gift 
certificates obtained with purchase cards, which is how this matter came to the auditors' 
attention. 

The allowability of these costs ultimately will be resolved in the normal course of 
LANL’s dealings with the DOE contracting officer and the laboratory will reimburse the 
Department of Energy for all expenses ultimately determined to be fraudulent and 
unallowable. 

In addition, the UC auditor recommended a number of changes that need to be made to 
improve LANL’s purchase card program, including steps to improve training and the 
assignment of responsibilities, to reduce the large number of employees who are 
cardholders, and to review file entire purchase system and its linkages to. other financial 
processes. 

The University of California manages Los Alamos National Laboratory for the U.S. 
Department of Energy's National Nuclear Security Administration. 
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1 1 1 1 Franklin Street. lO* Floor 
Oakland, California 94607-5200 

February 10, 2003 


PRESIDENT ATKINSON 

SENIOR VICE PRESIDENT DARLING 

SENIOR VICE PRESIDENT MULLINIX 

Attached is a report from the Office of the University Auditor titled Interim Internal Audit Report on Purchase 
Card Program-Review of Los Alamos National Laboratory Disposition of Matters Referred from the External 
Review. The objective of this internal audit was limited to verifying and validating the efforts of LANL 
management to resolve questions raised in the Purchase Card External Review about certain purchase card 
transactions and incomplete evidence of timely reconciliations. The internal audit was undertaken at the direction of 
the President as one of the UCOP initiatives to oversee the resolution of current LANL controversies. 

The scope of this audit did not extend to other procurement methods (e.g., Just In Time System, Local Vendor 
Agreements, Blanket Purchase Orders, etc.) which are separately under review in a second phase of the External 
Review Team’s effort Additionally, property control matters , including the interface of purchasing and property 
control systems (e.g., bar coding of purchased equipment valued at over $ 5,000 and sensitive items under $5,000 
in value) are the subject of separate reviews. A wall-to-wall inventory of equipment is also soon to begin. 
Accordingly, readers of this report should take care to understand its limited purpose and the broader related 
efforts being undertaken. 

The attached report is presented in two sections. Section I describes our procedures and presents our conclusions 
related to the verification and validation of LANL management’s review and disposition project. Section II contains 
recommendations for further enhancement of the purchase card policies, procedures and internal controls. These 
recommendations supplement the actions taken to date by LANL management including the actions taken in 
response to the recommendations of the External Review Team. 

We have requested from LANL management a written response io our recommendations, and will perform follow-up 
verification procedures at appropriate intervals. 

We will be pleased to answer any questions. 


Patrick V. Reed 
University Auditor 
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EXECUTIVE SUMMARY 


At the request of University of California Office of the President officials, the University 
Auditor’s Office (UAO) undertook a review of the efforts by LANL to review and dispose of 
matters referred for follow-up from an external review of the purchase card program. The 
review encompassed $1.1 million of potentially questionable costs and unresolved disputed 
charges as well as $3.8 million of “unreconciled” purchase card statements, for a total of $4.9 
million from the approximately $120 million population of purchase card transactions 
reviewed. 

The scope of this audit did not extend to other procurement methods (e.g.. Just in Time 
System , Local Vendor Agreements, Blanket Purchase Orders , etc.) which are separately 
under review in a second phase of the External Review Team ’s effort Additionally , 
property control matters, including the interface of purchasing and property control 
systems (e.g., bar coding of purchased equipment valued at over $5,000 and sensitive items 
under $5,000 in value) are the subject of separate reviews. A wall-to-wall inventory ’ of 
equipment is also soon to begin. Accordingly, readers of this report should take care to 
understand its limited purpose and the broader related efforts being undertaken. 

LANL employed a variety of techniques to address the matters referred to them for follow- 
up. A significant effort was made to search for and locate original documentation of manual 
reconciliations. Purchase cardholders were asked to prepare retroactive reconciliations for 
those not found to have pre-existed, although some cardholders had left the laboratory or 
their underlying records could not be located. A substantial volume of the potentially 
questionable costs were resolved through review of DOE contract terms and transaction 
documentation. For unresolved disputed charges, a search was made for unmatched credits 
and documentation was reviewed to determine if the dispute had been resolved through some 
means other than credit. Additional documentation was sought to assess the allowability of 
costs questioned in the external review. 

The documentation reviewed was scrutinized for unusual elements similar to those associated 
with the transactions identified in the External Review report as requiring referral to 
appropriate authorities. That is to say that documentation was scrutinized for indications of 
possible fraud. Additionally, known exposure to potential abuse due to process deficiencies 
were considered. For example, rather than rely on transaction descriptions in the electronic 
records, such descriptions were compared to original vendor invoices and similar documents 
on a test basis. 

The purpose of the review by the UAO was to verify and validate the results of the LANL 
project. UAO reviewed the LANL approach and methodology for review and disposition of 
the questioned items, selected samples of transactions and statements for detailed review, 
physically inspected selected purchased goods and interviewed cardholders and designated 
approvers. 
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Results 

Following is a tabulation of the outcome of the UAO review of the LANL project: 


Description 

Purchase Card population (45 months) 
Total amount referred to LANL from 
External Review 
Records destroyed in fire 
Duplicate amounts referred to authorities 
from ERT 
Favorably resolved 

Costs Questioned as to Allowability — 
Specific Transactions 
Costs Questioned as to Allowability — 
Incomplete Documentation 


Amount 

$120,402,716 

% of 

Pooulation 

100% 

%of 

Referred 

S4, 888,692 
$5,664 

4.1% 

.01% 

100% 

.1% 

SI, 416 
$4,686,366 

3.9% 

95.9% 

$47,983 

.04% 

1 .0% 

$147,263 

.12% 

3.0% 


Included in the “total amount above referred to LANL” are transactions totaling $591,677 
that are associated with individuals whose names appeared on sensitive names lists provided 
by LANL management and the Office of Inspector General. These transactions were subject 
to a broader scope and higher degree of scrutiny by LANL and UAO. 100% of transactions 
in the forty- five month period were reviewed by either the ERT or LANL and were tested by 
UAO. 

In conjunction with the effort to review the $4.9 million described above, we identified 
another issue that gives rise to additional questioned costs. Our procedures included 
verifying the availability of funds for certain specific purposes permitted under the DOE 
contract, in addition to simply verifying that funds were expended for an approved purpose. 
The DOE contract provides for the establishment of an employee awards program with an 
overall limitation expressed as a percentage of payroll. These are typically “spot awards” 
and their relationship to the purchase card program is that frequently, the awards are given as 
gift certificates— for example to local restaurants — acquired with the use of a purchase card. 
In reviewing expenditures of awards program funds for 1999, it was determined that awards 
program funds were over-expended in total by $ 1 25,000. Lab management was unable to 
determine if a waiver had been obtained from DOE for this over-expenditure, and pending 
further information, the amount is questioned as described below. 

The audit resulted in certain costs being questioned as to allowability under the contract with 
DOE. For costs incurred to be allowable, they must be related to the contract performance, 
reasonable and substantiated. A portion of these costs (Appendix B $ 1 5,066) were 
questioned as to allowability because of contract terms not being met or because the 
reasonableness of the expenditure was questioned after review of supporting documentation. 
The largest portion of the questioned costs resulted from an inability to locate sufficient 
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supporting documentation, either for the original procurement (Appendix B $147,263), or the 
resolution of disputed transactions (Appendix B $32,852). Although certain transactions 
lacked sufficient supporting documentation and were therefore questioned as to allowability, 
LANL, (and on a test basis UAO) reviewed available documentation. Such documentation 
included bank statements, partially completed or unapproved reconciliations, purchase 
documentation as available even where the related dispute was not sufficiently documented, 
and both contemporaneous and currently prepared descriptions and explanations by 
cardholders. Particular attention was paid to transactions that by their description or vendor 
may have been acquisitions of items with a possible personal use. No additional transactions 
warranting referral to appropriate authorities were identified in this portion of the review. 
However, there can be no assurance that the unlocated documentation does not mask 
inappropriate use of the purchase card or dispute function. 

The allowability of costs incurred ultimately will be resolved in the normal course of 
LANL’s dealings with the DOE contracting officer. 

The detailed report also includes recommendations for additional control improvements that 
LANL management should implement in conjunction with their other efforts to strengthen 
the purchase card program. 
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SECTION I. The LANL Management Review and Disposition Project 
A. Introduction 

In late November 2002, LANL requested the assistance of the University Auditor’s Office 
(UAO) in the review and disposition of items referred to LANL management by the Purchase 
Card External Review Team. At the same time, the University of California Office of the 
President (UCOP) was receiving preliminary information regarding the outcome of the 
External Review. This information and other evolving matters prompted President Atkinson 
to commit UCOP resources to a variety of activities, including committing the University 
Auditor’s Office to this endeavor. 

Background 

In August 2002, an External Review of the Purchase Card System was commenced after an 
internal review and a suspect bank charge revealed certain questionable transactions. The 
External Review Team (ERT) was comprised of two former Inspectors General, assisted by 
forensic accountants from PricewaterhouseCoopers LLP. 

The charge to the ERT was to conduct an “independent administrative review” broadly 
encompassing policies, procedures, and practices and to investigate suspect or abnormal 
purchase transactions, trends or patterns. This review covered transactions in the period 
October I, 1998 through June 30, 2003 totaling approximately $ 1 20 million. 

To perform their transaction level testing, the ERT utilized various anal yli cal and “data 
mining” procedures (i.e., search for predetermined risk factors) to identify transactions that 
were then subject to judgmental and targeted sampling. At the completion of their review, 
five lists were turned over to LANL management. One of these lists (List 1 ) contained 
matters that were determined to require referral to authorities, and four lists with purchase 
card activity totaling $4.9 million required further review and disposition by LANL. These 
four lists are described as follows and are further explained in their respective sections of this 
report: 

List 2— Costs Requiring Additional Clarification — ( from data mining exercise ) — This is a 
list of transactions considered possibly unallowable by the ERT based upon elements of the 
transaction description in the electronic record and needing further review to determine 
allowability. 

List 3 —Costs Requiring Additional Clarification — ( after review of documentation ) — This is 
a list of transactions which were reviewed, principally from the ERT’s samples, and upon 
review were considered possibly unallowable and worthy of further review and justification. 

List 4— Statements Requiring Proof of Manual Reconciliations — This is a listing of 
purchase card monthly statements that were not reflected in the electronic records as 
reconciled, and for which manual reconciliations were not provided to the ERT. 
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List 5~Dispuied Items Not Credited — This is a listing of transactions marked as “Disputed’’ 
in the purchase card system for which the FRT was not able to locate a credit in the purchase 
card system using an electronic matching procedure. 

These four lists became the subject of a LANL project to review, document or locate 
documentation for Justify, investigate, resolve and determine the ultimate disposition as 
appropriate. 

Objective 

The objective of the review by UAO was to verify and validate the efforts by LANL in 
relation to the review and disposition of the items on the above lists. The review was 
designed to 1) verify the appropriateness, sufficiency and completeness of LANL’ s review 
and disposition of all of the matters on the lists, and 2) validate the disposition determined by 
LANL through review of supporting documentation and other means described below. 

B. Scope and Methodology 

The scope of this audit did not extend to other procurement methods (e.g., Just In Time 
System, Local Vendor Agreements, Blanket Purchase Orders, etc.) which are separately 
under review in a second phase of the External Review Team ’s effort. Additionally , 
property control matters , including the interface of purchasing and property control 
systems (e.g. bar coding of purchased equipment valued at over $ 5,000 and sensitive items 
under $ 5,000 in value) are the subject of separate reviews. A wall-to-wall inventory of 
equipment is also soon to begin. Accordingly, readers of this report should take care to 
understand its limited purpose and the broader related efforts being undertaken. 

The scope of transactions and reconciliations for our review encompassed all items on the 
above four lists provided by the ERT. A limited number of records were not available for 
review because of destruction in the Cerro Grande fire. We were able to review evidence of 
the property destroyed and the reasonableness of LANL’s assertion that the unavailable 
records were from the unit physically destroyed. This scope limitation related to 5 monthly 
statements accounting for $5,664 of the total of $4.9 million in our scope. 

Our methodology included verifying that the activities carried out by LANL to review and 
dispose of the items on these lists did in fact occur as represented to us, that communications 
with LANL personnel requested information on all of the items on the lists, and that the 
various procedures employed by LANL were appropriate to the charge of the ERT in 
referring the matters to LANL. 

Specifically we: 

• Reviewed the instructions given to line management and cardholders for their 
participation in the documentation and reconciliation elements of the project. 
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• Reconciled the dissemination of requests to the original list, 

• Reviewed purchase card program policies and the DOE contract provisions as 
appropriate, 

• Reviewed on a sample basis the quality and sufficiency of standard documentation, 
explanations and justifications provided as described more fully in each of the 
sections below, but generally including: verifying purchase descriptions in the 
electronic records by comparison to original invoices (or comparable vendor 
documentation), assessing account coding, and assessing the use of special funds as 
permitted in the contract. 

• In the absence of standard documentation for certain transactions, reviewed 
alternative and limited available documentation including: bank statements reflecting 
vendor names, dates and transaction amounts, purchase card forms (transaction 
initiation form) incomplete or completed but unapproved reconciliations, and/or 
cardholders comments and explanations. 

• Physically inspected certain purchased items, 

• Determined the availability of funds for the specific use for circumstances where the 
fund source or dollar limitations constituted part of the reason for costs being 
questioned, and 

• For uncleared disputed items, assessed the risk of inappropriate transactions based on 
personal interest in the purchased items using transaction descriptions if available or 
vendor name. 

• Ascertained that all activity for persons on the listing of “sensitive names ,, transacted 
in the forty-five month period were subject to heightened scrutiny by either the ERT 
or the LANL procedures. 

• Interviewed personnel who were responsible for the LANL project as well as selected 
cardholders and designated approving officials. 

We believe our procedures were reasonable in the circumstances and provide an adequate 
basis for the conclusions expressed in this report. 

C. LANL Procedures and UAO Procedures and Conclusions 

C.l Costs Requiring Additional Clarification (from data mining exercise) 

Description of the List’s Contents and Source 

List 2 — Costs Requiring Additional Clarification {from data mining exercise) 
consisted of 841 transactions representing S 766,723. The list was generated by 
searching on key words in the description field of transactions in the purchase card 
system. This process was not intended to make a determination of cost allowability, 
but only to identify broad categories of transactions that may be unallowable under 
the DOE contract and federal procurement standards. The categories were as follows: 
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“Searched** Deseription/Categorv Amount 

Advertising $12,056 

Bonds & Insurance 99 

Costs of Gifts 2,638 

Software Maintenance 643,810 

Bids/Proposals 238 

Memberships (e.g. scientific societies) 48,406 

Awards 25,767 

Entertainment 103 

Personal/Luxury Items 278 

Printing 33,328 

Total $766,723 


Description of LANL ’s Review and Disposition Effort 

To review the transactions in question, LANL reviewed the descriptions listed on the 
schedule as well as the allowable costs section of the contract between the University 
and DOE. This review enabled LANL to clear many of the transactions by relying on 
a more specific identification of the costs in relation to allowability standards. For 
example, while advertising is generally prohibited by the DOE contract, advertising 
for personnel recruitment purposes is specifically allowed. Accordingly, LANL 
reviewed vendor names and supporting documentation as appropriate to determine 
that the advertising costs on the list were for bona fide recruitment purposes. 
Similarly, memberships (scientific, trade and professional societies, etc.) are 
permitted so long as there is approval by the DOE. Therefore, LANL’s review of the 
transactions identified as memberships entailed a review of underlying documentation 
for evidence of DOE approval. 

One category, software maintenance, accounted for nearly 84% of the total dollar 
value of the list, and as a result, LANL performed a more comprehensive review of 
these costs. Based on their understanding of allowable software costs (i.e., generally 
allowable unless they solely benefit the contractor) and a review of supporting 
documentation, LANL concluded that all of the software maintenance transactions 
were allowable. 

All transactions in the caption labeled “personal or luxury items” were reviewed. 

$180 was a morale fund purchase of mementos for a group golf outing and the 
remaining $98 was questioned on List 3. 

All of the cost categories were subject to specific review of the nature of the 
transactions and allowability provisions of the contract, and selected transactions 
were reviewed against underlying documentation. 

Description of UAO Procedures 
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UAO verified that LANL’s process addressed each transaction included on the list 
and applied the justification rationale consistently. To understand the cost 
allowability justification criteria, UAO independently reviewed the contract 
provisions for the applicable areas reflected on List 2 and applied these allowability 
criteria to the transactions. We further sampled transactions from each of the 1 0 
categories to determine if the definitional criteria applied by LANL were appropriate, 
and if the transactions were permissible purchase card transactions given LANL’s 
permissible criteria. 

UAO Conclusions 

UAO concluded that LANL undertook a comprehensive and thorough approach in 
reviewing the transactions. As a result of their review, LANL identified transactions 
totaling $18,743 being questioned as to allowability under the DOE contract. UAO 
concludes based on the individual facts and circumstances that the determination of 
costs questioned as to allowability is reasonable. The causes are principally missing 
DOE transaction approval where required (e.g. memberships in professional or trade 
societies) or expenditures in excess of contract limitations. A description of the 
questioned transactions is contained in Appendix B. 

UAO also identified transactions that, while allowable, were processed contrary to 
LANL’s guidelines for permissible purchase card use. 

C .2 Costs Requiring Additional Clarification (after review of documentation) 
Description of the List f s Contents and Source 

List 3 consists of 33 transactions totaling $22,962 in ERT questioned costs. Similar to 
List 2, the transactions were initially questioned as to allowability based on their 
description. Unlike the transactions on List 2, the ERT reviewed supporting 
documentation for 29 of the 33 transactions on List 3. This list included transactions 
with potentially suspect vendors, e.g. retail stores, and purchases of items that on the 
surface are not necessary to performance of the contract. The items on List 2 are 
highly eclectic; including a recliner acquired for an employee with physical 
difficulties, a Christmas costume and other items that are most typically purchased for 
personal use. After their review of the supporting documentation, the ERT concluded 
that these transactions needed further clarification and justification by LANL 
management to determine their allowability. 

Description of LANL ’s Review and Disposition Effort 

The LANL project team requested from cardholders the source documentation for all 
33 transactions, together with additional explanation and justification as necessary. 
LANL was ultimately able to review all but two of the transactions. The costs related 
to these two transactions were questioned based on lack of source documentation. 
LANL concurred that on the surface, many of the descriptions looked questionable as 
to allowability under the contract because of the possible personal use of the items. 
However, after review of the supporting documentation and telephone interviews 
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with department officials, LANL concluded that the majority of the transactions were 
justifiable expenditures. 

Description of UAO Procedures 

UAO independently reviewed ail the available documentation, assessed the 
permissible purchase card usage (as outlined by the purchase card guidelines), and 
similar to procedures involved with List 2, UAO applied the applicable cost 
justification criteria to the transactions. We also verified that LANL addressed all the 
transactions and applied consistent criteria in determining the cost justification. 
Selected items (e.g. the rediner referred to above) were physically inspected to verify 
their existence and use in the laboratory setting. 

UAO Conclusions 

UAO concluded that LANL addressed each of the 33 questioned items on List 3 and 
their review was comprehensive and thorough. After review of all available 
documentation, physical inspection of the purchased item in certain cases, and 
consideration of justification rationale, UAO concluded that $664 was inadequately 
documented to support the justification for the cost’s allowability, although there 
were no indicators of inappropriate use of the purchase card. . The majority of the 
costs specifically questioned totaling $2,301 were viewed as unreasonable or 
unnecessary to perform the contract . We further noted that while the transactions on 
List 3, other than the amounts questioned, were favorably resolved by LANL during 
this review, most initially lacked sufficient business purpose descriptions to 
adequately justify the purchase. 

C3 Statements Requiring Proof of Manual Reconciliation (List 4) 

Description of the List 's Contents and Source 

The ERT identified 1,595 monthly purchase card statements totaling $3.78 million for 
the period October 1 , 1998 through June .30, 2002 that had not been electronically 
reconciled and for which LANL did not provide to the ERT proof that manual 
reconciliations had been performed. Manual reconciliations are required by policy 
for statements not electronically reconciled during the 2 1 -day period following 
receipt of the statement from the bank. List 4 contains the 1 ,595 statements and, for 
each item, displays the cardholder’s name, the cardholder’s employee number, the 
date of the statement for which proof of reconciliation is required, the cardholder's 
division and group, the total transaction amount for the month, and the number of 
individual transactions included on the statement. The ERT charged LANL 
management to follow-up on the items to ensure that all statements were reconciled 
and individual purchase card transactions were authorized, properly coded and for 
allowable business purposes. 

Description of LANL 's Review and Disposition Effort 

LANL management’s efforts lo resolve the items on List 4 included the following 
activities: 
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1 . Reviewed the manual purchase card reconciliations that had been previously 
submitted to the Purchase Card Program Office. The manual reconciliation 
process is essentially the same as the online process, except that the manual 
reconciliation is performed on paper, typically using a printout of the cardholder's 
statement as the control document. Once the manual reconciliation is complete 
(including evidence of review by the designated approving official), the 
cardholder is required to provide a copy of the reconciliation to the Purchase Card 
Program Office. LANL management organized and searched the existing manual 
reconciliation files for cardholder statements included on List 4. When a manual 
reconciliation was located, it was reviewed to ensure that the cardholder name 
matched, the statement month, year and amount matched, there was a description 
of the items purchased, and the reconciliation had been approved by the 
cardholder’s approving official. If the reconciliation met the above criteria, it was 
considered complete and removed from the “Statements Requiring Proof of 
Manual Reconciliations” list. 

2. Requested documentation for all manual reconciliations that had previously been 
prepared but not forwarded to the Purchase Card Program Office and required that 
manual reconciliations be completed immediately for all statements on List 4 for 
which proof of manual reconciliation did not exist or could not be found. Manual 
reconciliations submitted were reviewed for the same criteria described above. If 
all the criteria were met the reconciliation was considered complete and removed 
from the “Statements Requiring Proof of Manual Reconciliations” list. 

LANL management has been able to locate previously submitted manual 
reconciliations meeting the above criteria for approximately $2.9 million of the 
$3.78 million in transactions included on the “Statements Requiring Proof of 
Manual Reconciliations” list. $2.3 million of the $2.9 million was considered 
adequately addressed through this process. The difference represents statements 
requiring expanded review because they are associated with cardholders on the 
sensitive names list described below. 

Through February 6, 2003. LANL has been able to provide proof of manual 
reconciliation for an additional $789,235 through the current reconciliation 
efforts. LANL management has not been able to produce reconciliations for 
approximately $96,146 in transactions. Accordingly, Appendix A includes 
$96,146 in questioned costs due to reconciliations with incomplete 
documentation. Although the absence of a reconciliation caused these statements 
to be classified as costs questioned as to allowability, LANL reviewed available 
documentation for indications ofinappropriate card usage. Specifically, LANL 
reviewed bank statements reflecting vendor names, dates and transaction 
amounts, purchase card forms (transaction initiation form) incomplete or 
completed but unapproved reconciliations, and/or cardholders assertions that 
documentation could no longer be located, LANL management has indicated they 
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intend to continue to search for supporting documentation and the ultimate 
allowability of these costs will be determined in consultation with their 
contracting officer from DOE. 

“Sensitive Names” List 

As previously indicated, several cardholders were identified for more in-depth 
scrutiny of their purchase transactions. The “sensitive names" list was comprised 
of cardholders who were the subject of other investigatory activities or inquiry by 
the DOE Inspector General. LANL management has reviewed these transactions 
in their entirety to determine the reasonableness and business purpose of the 
transactions. As a result, LANL concluded that the majority of the total $591,677 
for sensitive names’ transactions were proper business purchases. Accordingly, 
Appendix A reflects $579,905 as favorably resolved for List 4. LANL questioned 
the business purpose for transactions totaling $1,533, a $50 transaction considered 
improper (within the $65 in Appendix A), and documentation was incomplete for 
transactions totaling $8,773 (included in the $96,146 described above). Several 
unreconciled statements for one “sensitive name” individual included $1,416 in 
transactions that were included on List 1 and were referred to authorities. 
Accordingly, the amount subject to review for List 4 was reduced by this amount 
so as not to duplicate these transactions. Procedures identical to those enumerated 
above for transactions lacking complete documentation were performed. These 
amounts are therefore reflected on Appendix A as costs questioned as to 
allowability. 

Description of l) AO Procedures 

To verify and validate the process used by LANL management to review and dispose 
of the items on the “Statements Requiring Proof of Manual Reconciliation" list, we: 

• evaluated LANL management's approach and criteria used to provide proof of 
manual reconciliations and clear the item from the list. 

• judgmentally selected a sample of reconciliations and reviewed them using the 
criteria applied by LANL management to determine if we agreed with 
management’s classification based on their stated criteria. 

• scanned the sample of reconciliations for evidence that account coding had 
been reviewed and modified as necessary, 

• judgmentally selected a sample of transactions from the reconciliations 
accepted by LANL and reviewed supporting documentation for completeness 
and to assess whether the purchase was permissible under the purchase card 
program rules and appeared to be allowable under the terms of the Lab’s 
contract with the DOE, 
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• confirmed the existence of a sample of purchases through physical inspection 
of the item, 

• interviewed a sample of cardholders and approvers to assess their 
understanding of their roles and responsibilities and to evaluate whether 
purchase card usage and reconciliation practices were consistently 
implemented, 

• reviewed the work performed in connection with the expanded scope review 
of “Sensitive Names” list statements and assessed the comprehensiveness of 
the review effort and the reasonableness of the results, 

• reviewed the available documentation for those reconcilations lacking 
complete ddcumentation (e.g. bank statements reflecting vendor names, dates 
and transaction amounts, purchase card forms (transaction initiation form) 
incomplete or completed but unapproved reconciliations, and/or cardholders 
assertions that documentation could no longer be located). 

UAO Conclusions 

In general, except as noted below, we concurred with the process designed by LANL 
management to resolve the items included on List 4 and with management’s 
disposition of the items, including the review of the sensitive names transactions. 
There were several reconciliations for which we questioned management’s initial 
disposition. In those instances, management either provided us with additional 
documentation or explanation or changed the item's disposition. There are no 
outstanding disagreements on the classification of any items as to whether or not they 
were resolved through review of acceptable manual reconciliations. 

Additionally, our detailed testing of transactions identified two purchases in the 
amount of $65 that were considered fraudulent and unallowable. The transactions 
were registration fees for an Internet music site (MusicMaker.com) and were made by 
an intern who had access to the cardholder’s account number. This amount is 
separately displayed in Appendices A and B. 

C.4 Disputed Items Not Credited 

Description of the List s Contents and Source 

List 5 consisted of 5 13 disputed transactions, totaling $3 1 6,648 representing disputed 
charges for which the ERT could not locate evidence of a corresponding credit 
received from the bank and processed in the purchase card system. The ability to 
designate a transaction as “disputed” exists for instances in which a billing 
discrepancy has occurred, such as failure to receive the goods or services, an error in 
pricing or quantity, fraudulent or altered charges, etc. However, in practice, the 
dispute function was found to be invoked in error or for other reasons when the 
cardholder wanted to draw attention to a particular circumstance surrounding a 
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purchase- The ERT process involved an electronic matching of disputed items with 
credits received from the bank. Thus only direct matches were eliminated by this 
process. As a result, "disputed” items for which full credit from the bank was not 
expected would not have been cleared and were included on the lists referred to 
LANL for bank review. An example of a disputed item for which full credit would 
not be expected would be a transaction that is disputed only for taxes, freight, a single 
line item or portion of the charge (e.g., incorrect pricing). 

Description of LANL ’s Review and Disposition Effort 

LANL performed a number of procedures to review the transactions on List 5, 
including researching credits received. In many cases, the amount disputed in the 
system and the corresponding credit differed for reasons described above (e.g. tax or 
freight) or the credit was received in increments over a period of time. As stated 
above, these items would not have been electronically picked up as a match. LANL 
requested supporting documentation from employees that proved receipt of credits, 
reasons why the dispute function was engaged (either intentionally or in error), and 
the final disposition of the transaction. 

LANL reviewed all available supporting documentation for both the purchase and the 
dispute in an effort to understand if the dispute was genuine. 1 .A NJ_ was able to 
identity several users who consistently used the dispute function in error and as a 
result, determined that all these transactions were disputed in error. LANL also 
discovered that cardholders engaged the dispute function while trying to resolve the 
transaction discrepancies directly with the vendor. Given that the current dispute 
system prevents the dispute indicator from being modified, those inquiries that were 
settled by the cardholder with the vendor were still listed as an outstanding disputed 
item in the purchase card system. For those transactions not cleared by bank credit or 
documented alternate resolution, LANL determined the amounts to be questioned as 
to allowability. For transactions lacking complete documentation LANL reviewed 
available documentation including bank statements refecting vendor names, dates 
and transaction amounts, purchase card forms (transaction initiation form), and where 
available, cardholders descriptions of circumstances leading to the dispute 
designation and the manner of and expectations for resolution. 

Description of UAO Procedures 

UAO reviewed the steps conducted by LANL to resolve the dispute discrepancies and 
ensured that ail the dispute transactions were addressed. As part of our review, we 
selected a sample of credits and traced them So the cardholder’s bank statement 
without exception. We also selected a sample of transactions that LANL identified as 
having adequate documentation to justify the dispute resolution, and concluded that 
the dispute resolution statements were reasonable. For transactions lacking adequate 
support of the dispute, we reviewed available documentation .as described above for 
the purchase and dispute looking for indications of possible improper transactions for 
which the dispute function may have been triggered to mask an improper purchase, 
paying particular attention to purchases of items of potential personal interest. 
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U A O Conclusions 

In summary, LANL identified $240,854, for which the dispute amount has been 
cleared. Specifically, this represents $124,645 of bank credits. $32,684 related to user 
error of the dispute function, and $83,525 in which the documentation sufficiently 
explains the dispute resolution .The remaining $75,794 represents either transactions 
that lacked complete documentation ($42,942) or transactions for which a credit is 
due and has not been received ($32,852). 

UAO concurs with this categorization and concludes that until resolved, the disputed 
charges lacking complete documentation should be treated as costs questioned as to 
allowability. Our review of the available documentation (e.g. bank statements 
reflecting vendor names, dates and transaction amounts, purchase card forms and 
where available, cardholders descriptions of circumstances leading to the dispute 
designation) for transactions lacking complete documentation ($42,942) identified 
$24,603 which appears to be acquisitions of items of little or no likely personal 
interest, and $18,339 for items which may be of personal interest and are therefore at 
greater risk of being inappropriate transactions. In connection with the $32,852 for 
which credits are still outstanding, the review of the available documentation 
identified $330 of tax or freight amounts associated with valid purchases with no 
personal value, $23,892 which appears to be acquisitions of items of little or no likely 
personal interest, and $8,630 for items which may be of personal interest and as 
indicated above, are at a greater risk of being inappropriate transactions. 
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SECTION II. Recommendations 
Introduction 

The primary purpose of this audit was not to evaluate policies, procedures or controls related 
to the purchase card program. However, in the course of our procedures we observed first 
hand most of the deficiencies in the purchase card program enumerated in the ERT report 
and confirmed those and other issues requiring management’s attention. The following 
recommendations are intended to be additive to the ERT recommendations and LANL 
management’s previous and planned actions, all of which we endorse. 

General Observations 

There are fundamental issues that must be addressed as well as the need to strengthen 
control activities. Without attention to these matters the ability to sustain change will be in 
jeopardy. 

Both the ERT report and our project identified the need for numerous improvements in 
control activities related to the purchase card program, including such matters as 
reconciliation timeliness, treatment of exceptions, consequences for failure to comply with 
program guidelines, disposition of disputed items and many others. While implementing or 
improving these controls is critical to improving the program to an acceptable level, we 
observed four conditions that may be even more fundamental. 

First, we are informed that the procurement program overall as well as the purchase card 
program have suffered from heavy turnover in recent years. This may contribute to our 
observation that the purchase card program appears to lack “ownership”, and strong, 
competent leadership. In recent times, certain controls that had historically been at least 
reasonably effective in causing manual reconciliations to be performed and desk audits to be 
conducted have fallen dramatically in their performance and account for a disproportionate 
share of the exceptions for missing manua l reconciliations occurring in 2002. 

Second, as the ERT report states, “The reconciliation and approval process is the most 
important internal control governing the Purchase Card Program”. Their report and the 
following section of this report, make numerous recommendations for improving the 
reconciliation and approval processes. However, the procedures themselves cannot provide 
assurance that the approval process is carried out conscientiously and diligently. Our 
interviews with cardholders and approvers identified some who know and understanding the 
importance of their responsibilities and take them seriously. But we also observed and heard 
anecdotes about approvers who do not, and who rely on the cardholder nearly exclusively. 
One of the ERT recommendations is to reinstitute the practice of providing supporting 
documentation to approvers in support of reconciliations. While this .is appropriate and will 
certainly assist some in performing a more thorough review, we would anticipate that the 
increased burden will drive some approvers further from a conscientious review. If the 
laboratory is indeed going to rely on the reconciliation and approval process as “the most 
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important control in the Purchase Card Program,” the culture must be changed to cause 
approvers to universally accept this concept and carry out their duties accordingly. 

Additional training and careful consideration of the assignment of approver's duties is also 
necessary. For example, we were informed that some approvers might not have the 
necessary knowledge of the unit’s accounting system to effectively review for assignment of 
the proper account code. 

Third, there are a large number of cardholders (over 700). This fact alone exacerbates the 
control problems, as inevitably in this situation there are cardholders with infrequent usage 
and therefore less familiarity with the policy and procedure requirements of the program. 

The same is likely true for their assigned reviewers. As a consequence, procedural error rates 
and manual correction efforts may be higher for these users nullifying the presumption that 
purchase cards produce lower transaction costs than more formal purchase methods. Use of 
purchase cards by buyers also elevates the number of cards in use. Most typically, purchase 
cards are used as a vehicle for low value purchasing at a decentralized level and not by 
buyers who require high transaction and cumulative limits. While undoubtedly many of the 
buyers’ transactions are suited to the use of a purchase card, it appears that many are not and 
a loss of documentation and control results. If more complex transactions still require formal 
documents to deal with order requirements, delivers' instructions and terms etc. then it 
appears that the use of a purchase card is used as more of a payment option than a 
procurement option, and the accounts payable controls are likely better suited. The lab 
should strongly consider reducing the number of cards in use as a fundamental way to gain 
better control over this program. 

Lastly, we were informed that many cardholders fail to enter the complete and proper 
accounting data into the system as part of the ordering process. The result is the purchase 
accounting data (including the item description and the proper account code) are not captured 
at the time a purchase transaction is executed. The reconciliation procedure at a later date 
requires the cardholder to complete an order record, with description, account code, and other 
key information. This information is then matched to a charge record from the bank. 
However, if the cardholder fails to “reconcile” the bank charges within 21 days, the system 
uses the default information for that cardholder for the accounting record. This default 
information provides no item description or business purpose, and uses a standard account 
coding assigned by the cardholder. While there are manual procedures to document the 
transaction, the purchasing electronic record is not updated, and the financial information is 
updated through journal entry, if at all. It appears that this process contributes to incomplete 
accounting information in the electronic files and fails to capture critical data at the 
appropriate time. We believe that in addition to shoring up controls around the existing 
purchase card system, the entire purchase card system, and its linkages to other financial 
processes, including the order system and property system, should be reviewed. 

As part of the continued review and enhancement of the purchase card program, LANL must 
address these and other fundamental issues and not simply focus on control procedures. 
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Reconciliation of Purchase Card Transactions to Monthly Statements 

Current procedures require that cardholders match individual purchase card transactions to 
transactions listed on the monthly statement from the bank. Cardholders must ensure that 
transactions have complete and accurate descriptions and have been charged to the proper 
account code; if no account code is provided, the transaction is charged to the default 
account, generally the department overhead account. The reconciliation should be completed 
online within 21 days of the statement date; otherwise, a manual reconciliation, requiring the 
same information, must be prepared. Online and manual reconciliations must be approved 
by the cardholder’s approving official. Completed manual reconciliations are sent to the 
Purchase Card Program Office for filing. 

Based on our understanding of the reconciliation process, review of a sample of manual 
reconciliations and supporting detail for selected transactions, and interviews with a sample 
of cardholders and approvers, we have the following recommendations for improvement, 
which should be implemented by LANL as soon as possible: 

• Train cardholders to use the procurement database to capture purchase card 
transaction detail at the time of the purchase. The procurement database can serve as 
the control that can be matched to the purchase card transaction detail provided by the 
bank. After being matched, the record can be used as the source document to the 
financial system. 

• Expand the timeframe for acceptance of online reconciliations. The manual 
reconciliations are not an adequate alternative to the online reconciliations because 
the description data is not captured in a system and because there is no mechanism to 
assure that the manual cost corrections triggered by the review of account codes are 
processed. The failure to capture description data limits the usefulness of systematic 
controls and the use of the data mining techniques recommended by the ERT. 

» Consider modifying the timing of the review process so card holders and approvers 
can review and approve purchases on a daily and/or transaction basis, rather than a 
monthly summary level. This provides earlier notification of purchases and allows 
appropriate descriptions and account codes to be assigned more timely. 

• Require the use of a standard manual reconciliation template for the infrequent 
instances when manual reconciliations would be necessary The one developed 
during this special project would be appropriate for this purpose. The template should 
include all the elements that would be required for an online reconciliation, including 
vendor name, transaction amount, description, account codes, and approver’s 
signature. If manual reconciliations continue, the description and account code data 
should be captured in the purchase card system retroactively. 'Changes to account 
coding resulting from manual reconciliations should be reviewed and approved by 
Budget Team Leaders. 
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* Reinstitute desktop audits as a means of ensuring that required information has been 
supplied and to monitor the reasonableness and appropriateness of vendor usage, 
purchase descriptions, transaction amounts, etc. Results of desktop audits can be 
incorporated into cardholder and/or approver training modules. 

• Develop system edits and data-mining capabilities to prevent and detect questionable 
purchasing activities, to evaluate cardholder and reviewer performance, and to 
develop purchasing activity information that could benefit LANL management in a 
variety of ways. System edits and data-mining capabilities could help to identify 
questionable transactions as well as cardholders and approvers who are not 
satisfactorily performing their responsibilities. Both monitoring and exception 
reporting capabilities need expanding. 

• Consider the use of profiling techniques similar to those used by credit card 
companies to highlight possible questionable card usage. Relatively simple analysis 
techniques could be used to funnel into the desk review process making it more risk 
based. For example, an exception report could be generated listing all monthly 
statements that reflect abnormal card usage, e.g., X% more than or X times a rolling 
twelve month average usage. 

* Make more effective use of the ability to “block ” transactions , and set the default to 
“ reject * so transactions are rejected unless they have been specifically allowed, and 
coded to a proper account. For example, this capability could be used to prevent cash 
advances or transactions with certain categories of vendors, such as casinos or 
department stores. 

Improve business justification documentation. In addition to the above matters related to the 
reconciliation process, we also observed that transaction descriptions were frequently 
inadequate to describe the business purpose of the transaction in addition to the nature of the 
item purchased. This deficiency was most noteworthy in relation to purchases of items that 
did not have an obvious relationship to the laboratory’s mission, such as morale fund 
purchases or items that could have a personal use. Cardholders and approvers should be 
further instructed in the need for, and types of, appropriate additional explanation for 
purchases that on the surface could be of questionable allowability. If necessary, expand the 
description field to make business justification a required data element. 

Disputed Items 

As observed by the ERT, the current process for monitoring and tracking disputes does not 
assure that ail disputed charges have been resolved timely with proper approval and 
documentation. In addition, the current system provides limited capability to document the 
nature of the dispute and its resolution within the system. 

In connection with the implementation of the ERT recommendations, we also recommend 
that: 
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» Disputed items should be automatically charged-back to the bank. The dispute 
process in the purchase card system should be linked to the bank charges as provided 
in the bank contract. If there is a need for denoting questionable charges that require 
alternative forms of research and resolution before the charge is disputed, then a 
separate capability should be created to denote such action. 

* Develop a capability to dispute a portion of a charge, rather than the entiip -charge. 
In some Cases the dispute results from inaccurate pricing or quantities, inclusion of 
freight or sales tax in error or other reasons that do not nullify the entire transaction, 
in order to match the subsequent credit with the disputed amount, a capability is 
needed to address this situation. 

* Improve documentation of disputed items and their disposition. Documentation 
regarding the nature of the dispute, the resolution process and ultimate disposition is 
severely lacking and not subject to any standards. Forms and standards for their use 
need development. 

* Approvers should review and approve ail disputes and their resolution. Currently 
they have no role in the dispute process and there is therefore no supervisory control, 

* The Purchase Card Program Office should track all unresolved disputed items. 

An electronic log should be maintained and regular follow-up performed on all open 
disputed charges. A report should be prepared periodically for higher-level review 
showing an aging of open items and resolution efforts. Approval by the Purchase 
Card Program Office should be required to abandon efforts to obtain credit, 

» Create a link behveen credits and the original transaction to facilitate matching. 
The documentation of disputed charges within the system should enable matching of 
disputed charges with the related credits. Currently, the credit does not have specific 
identifying information that links it to the disputed charge. 

Other Matters 

The following additional comments and recommendations result from our review of the 
exception lists provided by the ERT to LANL management. 

* Strengthen approvers ’ role in potentially sensitive transactions. As previously 
mentioned, documentation of business purpose was frequently not adequate for items 
that did not obviously serve the laboratory’s mission, such as morale fund purchase 
and items that could be used for personal purposes. Techniques to identify key 
description words, vendors or accounts charged could be used to give higher visibility 
to these transactions and alert reviewers to the sensitivity of the transaction. 
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• Clarify guidance for Ihe distinction between allowable uses of morale funds and 
award funds. 

• Improve procedures or develop a mechanism to ensure that fund limitations (e.g. 
morale and award) are not exceeded. 

• Reinforce the requirement for DOE approval for memberships and the use of 
Government Printing Office subcontractors for printing through training and dear 
procedural guidance (e.g. documented process for obtaining DOE approval). 

• Chronicle frequent exceptions for training purposes, and possible program 
amendment . The previously mentioned exception reports and data mining exercises 
could be used for this purpose Certain types of transactions, for example those with 
special requirement's not contemplated by the purchase card process, may not lend 
themselves to being a permissible use of the purchase card. 

Implementation Strategy and Follow-up 

Lastly, we recommend the establishment of an implementation strategy to address all of the 
purchase card recommendations from this and other sources. Such strategy should include 
identifying the responsible parties, short-term and longer-term deliverables and expected 
dates of completion. 

The plan should be documented and provided to UAO so that we may schedule appropriate 
follow-up review activities. We would appreciate a response and documented strategy 
within two weeks of receipt of this report. 
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HEADLINE; LANL Boss Supports Rehiring Pair of Sleuths 
BYLINE: Adam Rankin Journal Northern Bureau 
BODY: 

Duo Accused of Creating 'Hostile WorfcBjivirorjnent* 

SANTA F£ The interim director of Los Alamos National Laboratory saM Monday he supports the rehuing of two 
whistle-blowers who were fired from their investigative jobs in November. 

"Pm not afraid to bring them back.” Pete Nano? said in an interview Mon day. 

Nanos. who took charge of LANL on Jan. 6, said he even suggested to University of California officials on Friday 
that they have investigators Gknn Walp and Steve Doran return to work at the lab- 

LANL officials under Nanos* predecessor had said the two former cops created a "hostile work environment" as they 
looked into theft and missing property before they were dismissed. • 

UC officials rehired Walp and Doras on Friday on a contract basis to help fix LANL's financial management 
problems. They told Nanus they had no problem with their credibility. 

Their firings fueled a controversy that ultimately Jed to the resignation of former jab director John Browne. 

Walp and Doran said after their filings that they were told their main job was icwproteci: the University of California's 
contract to operate LANL not to pursue theft and financial abases. 

Nanos said the problems Walp and Doran encountered may have resulted from inadequate ’tijentoring” about what 
their roles were supposed to be at the lab. He said the lab needs "a Coliaribo, not a Dirty Harry" who Treats lab 
personnel as *j>erps." 

Nanos. who came to LANL in August as principle deputy of threat reduction, said that when Walp and Doran were 
fired "the reaction ... was one of disbelief." 

"Some of the more senior managers said, J I cant believe we did this,' " he said. 

Nanos said Walp and Doran, even if they aren't actually working at LANL, might now work under the labhs Audits 
and Assessments Office, which has been realigned to report directly to university auditor Patrick Reed- 

Quick fixes seeded 

Congress, the FBI and the Department of Energy are investigating LANL over a host of issues, including alleged 
procurement fraud, missing government property, misuse of iah purchase cards aad management cover-up. 

DOE head Spencer Abraham has said he will review UC's operation of LANL at the end of April to decide whether 
the contract to manage the Jab should be offered to competitors. 
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"Now the challenge is to heal and move OH,” Nanos sard. 

But Nan os said that before a complete overhaul ofXANL's business system can be implemented, ft needs some quick 
fixes. 

Nano? plans to meet with fair associate director? and division leaders Thursday to hear what they have done in the 
psn two weeks to help improve bow bom-iiDf managers do theft iofe? and what more needs to be doer to make sine 


This "band-aid phase ... won't sustain the level of change in. pcrtonnancc we "want to have alike laboratory over tbii 
long terra, but it will stanch tire blood flow and keep the body alive and improve our performance while we sort 
through it," be said. 

Long-term plans 

Nanos, while acknowledging that LANL's management problems are "huge," said the short-term fixes are ’’die only 
thing 3 can Teally do between now and the time the (DOE) secretary makes his decision.” 

But at the same time, he will begin laying the groundwork for fong-term changes. 

Anecdotal evidence suggests some front-line managers may not have the resources to do an adequate job for foe 

amount of work they are-given, Nanos said, 

A database management system will make LANL's business systems operate more efficiently, but until it is up and 
rune in 0 the lab may need more people to make the necessary improvements in the short teim. . 

“In the near term, I suspect we may drive costs up " he said 

But because he is "under foe gun to produce results in a very short amount of time," that may be necessary. 

The new database management system was scheduled to be operational by October, but Nanos said be may push that 

back to be sure it meets foe needs of bis front-line managers. 

"I think they were on the path to impress processes on the laboratory without the buy-in from the line management,” 
which ft: asking for disaster, he said. 

Building trust. 

As he works to make management improvements, Nanos said he is hoping to gain the confidence and trust of lab 
employees so they can tell him- where the problems are . He pledges not to "shoot the messenger/' . 

Some fob employees in eluding foe majority of those surveyed by LANL management last year have said they fear . 
negative consequences if they bring forward complaints or problems. 

Nanos said he expects a period of trust-building to occur at LANL, adding that successful organizations are designed 
joining bad or relevant information forward to be fixed. 

"I think 1 have pretty much been an agent of change everywhere Tve been, regardless of whether IVe been an insider 
or an outsider because that is what l do/ he said. 

With foe help of his managers and supervisors, foe retired vice admiral said he has hope he can chart a new course for 
the beleaguered weapons fob. 

"I have hope and 3 have confidence, too, that if we do what we axe being asked to do and are reasonably successful 
and show a solid trajectory, then ft will make a difference," he said. 
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Office of the Director 


Tab 60 


DIR-03-037 

January 22, 2003 

To the Editor: ' 

1 would like to apologize to your readership if remarks made during my recent interview with the 
Albuquerque Journal Editorial Board, and that formed the basis for Adam Rankin's story in the Jan. 
2 1 edition of the Journal Norths were misconstrued 

Some of those remarks, as reported, could be interpreted as critical of Mr. Walp. and Mr. Doran. In 
fact, those remarks - as made - were critical of Laboratory management for their less than adequate 
performance. 

I made no derogatory statements with respect to Mr. Wafp's or Mr. Doran's investigations or their 
capabilities. From what we are now learning, Mr. Walp and Mr. Doran performed their tasks with 
professionalism and expertise, and are to be commended for their outstanding commitment of 
service to the Laboratory and this nation. 

I am very supportive of the University's decision to place both o"f them on contract with back pay 
and benefits, and I look forward to their assistance as we continue our efforts to transform the 
Laboratory's business practices. 

Sincerely, 

//signed. - Pete Nanos // 

George P. (Pete) Nanos 
Interim Director 
Los Alamos 
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OFFICE OF THIS Sl/NIOR VICE PRESIDENT- OFFICE OK'! HE PRC SIDE N r 

UNIVERSITY AIT AIKS ami 1111 Franklin Sirivt. I?” H«v 

INTERIM VICE PRESIDF-N F- Oakland. California WntT-SMO 

i_ABOKATORY M AN AGEMENT 


January 23, 2003 


Letters Editor 
Albuquerque Journal 

To the Editor: 

I fake exception to the reported comment made by Los Alamos National 
Laboratory Interim Director Pete Nanos in your January 21 article, "Lab 
boss backs rehires." 

On Friday, five senior University of California officials met for four hours with 
former Los Alamos investigators Glenn Walp and Steven Doran, It was a 
productive and constructive discussion. We found them to be credible, 
sincere ana motivated by the best interests ot the laboratory ana the 
nation, and have no evidence that they acted Other than in an 
appropria'e and professional manner while they were employed by the 
laboratory. We appreciate their cooperation in helping the University 
identify and end any improper or ineffective business practices, to reoort 
all criminal matters to the appropriate authorities, and to restore the notion's 
focus on the laboratory's preeminence in science and technology. 


Sincerely, 



Bruce B. Dcrling // 

Senior Vice President and 
Interim Vice President 
University or California 
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Proposal 

Subsequent to the January 2 announcement by UC of my “resignation” from LANL..I met separately u 
John Brown, John McTague and Frank Dickson on January 3, 2003. I advised each that I was reauestir 
the following financial assistance/consideration from the University of California. Contrary to advice f 
several parties, I indicated that, I had not and was not planning to seek legal counsel at this time. In liei 
seeking legal counsel and entering into negotiations, I proposed the following terms in the interest of a 
prompt, mutually equitable agreement: 

1. I would remain on the LANL/UC payroll until February 1, 2003 and until then will continue to won 
home. This provision will facilitate a smooth transition. 

2. I would receive a payment from the University of California equal to the value of the benefits packr 
that would be payable to me under normal termination or resignation - i.e., accrued vacation and an 
other benefits that would be “paid out” under normal circumstances. 

3. I would receive an additional payment equal to 18 months of my current salary. 

4. The University would pay all the costs of medical insurance or CORBRA for 1 8 months from the d 
“termination or resignation”. 

I believe the above proposal is fair to the University and to myself. As I indicated to Messrs. Brown, 
McTague and Dickson, my strong preference is a prompt and equitable agreement on the terms and 
conditions above, without negotiation and without the need for me to obtain legal counsel. My positior 
simply a matter of fact. I sincerely hope we will be able to agree promptly. 

In the past weeks I have held my own counsel and rejected inquires from the media, community leader: 
individuals concerning my “resignation/termination.” 

I appreciate your time and consideration 

Joseph F. Salgado 

H AEUDOR A\Attach\UCOPProposal 1 -doc 
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“IN CONFIDENCE” 

Frank Dickson, 04:50 PM 10/28/2002 -0700, Summary of Meetings 


To: Frank Dickson 

From: Stan Bus boom <bu$boom@lanl.gov> 
Subject: Summary of Meetings 
Cc: jholt@lanl.gov, gtucker@lanl.gov 
Bcc: 

Attached: 


OFFICIAL USE ONLY 
IN CONFIDENCE 
UPDATE 


Jeff Campbell telephoned @ 1435 today and spoke with me. He said he understood that Glenn 
and Steve were not available to work with him, but could they participate in serving search 
warrants and subsequent custodial interviews, as they knew the case. He also stated the obvious 
that it was to our benefit to participate. I said I could not agree to that and that we would get back 
to him about the liaison question. No one other than myself has had contact with Campbell on 
this matter. 

Stan 


Frank, 

Based on the meeting on 10/24/02 with Joe, Rich, Jim, yourself, and me--and our follow-up 
discussions on 10/25/02, here’s a summary of what S Division has done and is or is not doing: 

• As directed, Glenn Walp was taken off the "TA-XX" case and removed from FBI liaison at 
1730, 10/24. Steven Doran was called in on Friday 10/25 {day off) at 1200 and given the 
same instructions. I told them that: "confidence in them had been lost.” 

• I have assigned James Mullens to pick up the liaison duties, but you have told me to hold 
that in abeyance until after Tuesday. 

• I had a contact with Jeff Campbell, FBI, on 10/25, when he called for information on an 
unrelated case (inquiries about a Australian visitor 2 years ago). He was referred to me 
and I assisted him in the other matter. I told him to contact me exclusively in the mean 
time. 

• We are gathering all we have on the "Mustang Case" and Glenn and Carol will do a 
document-by-document comparison and reconciliation. 

• When Bill Sprouse returns on Monday, we will determine what he did or did not know and 
when from 2001 about the TA-XX issue. 

• I am not following up on the questions regarding who in line management or HR knew 
what and when. 

• I understand the IG has the "too! case," but 1 also heard instructions from Joe on what 
needs to be pursued-again, wait until T uesday. 

• On Tuesday, I will attend a meeting with you, Joe, and the IG 


Printed for Stan Busboom <busboom@lanl.gov> 
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Frank Dickson, 04:50 PM 10/28/2002 -0TQ0, Summary of Meetings 


Let me know soonest if you have any views other that what I’ve summarized here... 
Stan 

Stanley L. Bus boom 
Director of Security 
Los Alamos National Laboratory 
P.O. Box 1663, MS G729 
Los Alamos, NM 87545 

Phone: (505)667-5911 
Fax: (505)665-3810 
E-Mail: busboom@lanl.gov 


Printed for Stan Busboom <busboom@lan!.gov> 
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Tab 66 


Purchases of Camping Gear, Clothing and Electronic Navigational 
Equipment By Scott Alexander Under the Mesa Blanket Agreement 

INVOICED 





DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

08/29/2001 

Lowrance 

GlobalNavigator/GPS Unit 

1 

$487.49 

08/29/2001 

Lowrance 

GlobalMap 1600/GPS Unit 

3 

$2,246.25 

08/29/2001 

Garmin 

Streetpilot Navigation Unit 

3 

S3.543.75 

08/29/2001 

Garmin 

GPS Receiver Unit w/Antenna 

3 

$1 ,781 .25 

08/30/2001 

Igloo 

Plentikool Cooler 

5 

$474.30 

08/30/2001 

Igloo 

Spacemate 

4 

$657.36 

08/30/2001 

Igloo 

Koolmate 50 

4 

$452.52 

08/30/2001 

Igloo 

Koolmate 40 

4 

$435.12 

08/30/2001 

Igloo 

KoolMate 32 

4 

$433.60 

12/14/2001 

Magellan 

Global Navigation Unit 

3 

$599.97 

12/14/2001 

Magellan 

Global Mapping Unit 

3 

$999.96 

12/14/2001 

Magellan 

Global Mapping Unit 

3 

$1,079.97 

12/20/2001 

Cabela's 

Chamois Shirts 

10 

$314.00 

01/15/2002 

Cabela's 

New Mexico St. Topographic Map 

5 

S126.60 

01/15/2002 

Cabela’s 

Brunton Outback Compass 

4 

S399.96 

01/15/2002 

Cabela's 

Pocket Torch 

4 

S95.96 

01/15/2002 

Cabela's 

Scientific Cable Free Weather Station 

4 

$2,666.60 

01/15/2002 

Cabela's 

Magellan GPS Map 

3 

$999.96 

01/15/2002 

Cabela's 

Magellan GPS Map 

3 

$1,079.97 

01/15/2002 

Cabela's 

Rangesafe Ear Muff 

4 

$453.28 

01/21/2002 

Cabela's 

ATV Cover 

4 

$159.96 

01/21/2002 

Cabela's 

Men’s Hiking Boots 

3 

$359.79 

01/21/2002 

Cabela's 

Alaskan Guide Rectangular Bag 

3 

$999.96 

01/21/2002 

Cabela's 

Trekker Rectangular Bag 

8 

$1,493.20 

01/21/2002 

Cabela's 

Outdoorsman II Bag 

4 

$693.28 

01/21/2002 

Cabela's 

Alaskan Guide Sleeping Pad 

4 

$$479.96 

01/21/2002 

Cabela's 

Portable Buddy Heater 

4 

$533.28 

01/21/2002 

Cabela's 

Kodiak Bag 

4 

$1,599.96 

01/21/2002 

Cabela's 

Twelve Peaks Parka 

2 

$339.90 

01/21/2002 

Cabela's 

Insulated Guidewear Parka 

2 

$613.20 

01/21/2002 

Cabela's 

Goretex Guidewear Jacket 

2 

$506.54 

02/04/2002 

Justin Boots 

Boots 

5 

S666.60 

02/04/2002 

Justin Boots 

Casual Shoes 

5 

$600.00 

02/05/2002 

Cabela’s 

Laser 800 Rangefinder 

3 

$1,439.97 

02/26/2002 

Cabela’s 

Topo CD National 

3 

S390.00 

02/26/2002 

Cabela's 

Waders 

2 

$700.00 

02/26/2002 

Cabela's 

Boots 

4 

$264.75 

02/26/2002 

Cabela's 

Polarized Lenses 

1 

$194.25 

02/26/2002 

Cabela's 

T7200 Talkabout Radios 

8 

$1,344.00 

02/26/2002 

Coleman 

Lanterns 

24 

SI ,007.20 

02/26/2002 

Coleman 

Heater 

4 

SI, 400.00 

03/07/2002 

Cabela's 

Polarized Lenses 

2 

$288.00 

03/08/2002 

Red Wing Shoes 

Boots 

9 

$1,600.05 

03/1 9/2002 

Justin Boots 

Boots 

2 

$253.32 

04/03/2002 

Cabela's 

Magellan GPS Map 

2 

$660.00 
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INVOICED 

DATE VENDOR DESCRIPTION QUANTITY COST 

04/03/2002 Cabela's Bushnell Rangefinder 2 $950.00 

04/03/2002 Cabela’s T7200 Talkabout Radios ' 2 $330.00 
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Purchases of Camping and Other Clothing By Employee #1 

Under the "Just -In-Time" Contracts 


INVOICED 

VENDOR 

DATE 

DESCRIPTION 

QUANTITY 

COST 

10/08/1999' JR Clothing 

Type 1 

1 

$115.22 

1 0/1 5/1 999 Frank's Supply Co. 

Carhartt Hood for Extreme Coat 

2 

S53.68 

1 0/1 5/ 1 999 Frank's Supply Co. 

Black Arctic Jacket 

2 

$244.00 

12/09/1999 JR Clothing 

Type 1 

1 

Si 16.28 

1 2/1 7/1 999 Frank's Supply Co. 

Woman's Arctic Coat 

1 

$103.70 

12/22/1999 JR Clothing 

Type 1 

1 

S140.24 

1 2/23/1 999 Frank's Supply Co. 

Foul Weather Coat 

1 

$122.00 

01/07/2000 Frank’s Supply Co. 

Carhartt Unlined Bib Overalls 

6 

$439.20 

01/14/2000 Frank's Supply Co. 

Black Arctic Jacket 

1 

S122.00 

03/1 7/2000 Frank's Supply Co. 

Carhartt Arctic Vest 

2 

$126.88 

03/1 7/2000 Frank's Supply Co. 

Carhartt Jacket 

1 

$111.02 

03/1 7/2000 Frank’s Supply Co. 

Black Arctic Jacket 

3 

$366.00 

03/1 7/2000 Frank's Supply Co. 

Carhartt Arctic Vest 

2 

$134.20 

03/17/2000 Frank's Supply Co. 

Carhartt Arctic Vest 

1 

$67.10 

03/24/2000 JR Clothing 

Type 1 

1 

S188.86 

03/24/2000 Frank's Supply Co. 

Carhartt Arctic Vest 

3 

$20 1.30 

06/01/2000 JR Clothing 

Type 1 

1 

$138.12 

06/01/2000 JR Clothing 

Type 1 

1 

$116.28 

06/1 5/2000 Borregos Bootery 

Nike Item 5 

1 

571.28 

08/03/2000 Borregos Bootery 

Nike Item 5 

1 

S7-.28 

08/1 8/2000 Borregos Bootery 

2H Item 1 

1 

$110.44 

09/07/2000 Borregos Bootery 

Nike Item 5 

1 

$95.04 

09/07/2000 JR Clothing 

Type 1 

1 

$116.28 

09/22/2000 Frank’s Supply Co. 

Ozzie Ranger Jacket 

1 

$186.00 

09/22/2000 Frank's Supply Co. 

Carhartt Jacket 

1 

$90.40 

09/22/2000 JR Clothing 

Type 1 

1 

$137.42 

09/26/2000 Borregos Bootery 

Wolverine Item 1 

1 

$71.28 

09/29/2000 Frank’s Supply Co. 

Bone Bushman Jacket 

1 

$186.00 

1 1/09/2000 Frank's Supply Co. 

Extremes Jacket 

1 

S1 12.72 

1 1/09/2000 Frank’s Supply Co. 

Black Arctic Jacket 

1 

5142.60 

1 1/09/2000 Frank's Supply Co. 

Ozzie Ranger Jacket 

1 

$186.00 

1 1/09/2000 Frank's Supply Co. 

Black Arctic Jacket 

1 

$142.60 

12/06/2000 JR Clothing 

Type 1 

1 

$116.28 

1 2/06/2000 Borregos Bootery 

Nike item 5 

1 

$64.59 

01/18/2001 JR Clothing 

Type 1 

1 

$138,12 

01/19/2001 JR Clothing 

Type 1 

1 

$100.77 

01/29/2001 JR Clothing 

Type 1 

1 

$154.33 

04/ 1 2/200 1 Borregos Bootery 

Nike Item 5 

1 

$64.59 

04/12/2001 Borregos Bootery 

Asics Item 5 

1 

$80.96 

04/17/2001 JR Clothing 

Type 1 

1 

$116.28 

05/15/2001 Borregos Bootery 

Nike Item 5 

1 

$55.60 

05/29/2001 JR Clothing 

Type 1 

1 

$1 16.28 

06/01/2001 JR Clothing 

Type 1 

1 

$116.28 

09/24/2001 Borregos Bootery 

Nike Item 5 

1 

S60.38 

09/10/2001 JR Clothing 

Type 0012 

1 

$39.95 

09/10/2001 JR Clothing 

Type 0010 

1 

$38.25 
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Purchases of Camping and Other Clothing By Employee #1 
Under the "Just -In-Time" Contracts 


INVOICED 

DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

09/10/2001 

JR Clothing 

Type 0012 

1 

S39.95 

09/10/2001 

JR Clothing 

Type 1 

1 

$138.12 

09/10/2001 

JR Clothing 

Type 0010 

1 

$38.25 

09/10/2001 

JR Clothing 

Type 0010 

1 

$38.25 
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Purchases of Cameras, Radios, Metal Detectors, and Other 
Personal Electronics By Scott Alexander Under the Mesa Blanket 

Agreement 

__ 

INVOICED 

DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

08/28/2001 

ITT 

Night Vision Binoculars 

2 

$6,266.67 

09/18/2001 

Motorola 

Talkabout Radio 

8 

S1.27S.92 

09/18/2001 

Motorola 

Spirit High Power Radio 

2 

$918.00 

01/18/2002 

NOR 

Automatic Double Gate Opener 

3 

S3.199.95 

01/18/2002 

NOR 

Automatic Gate Lock 

3 

S679.95 

01/22/2002 

Olympia 

Zoom Camera 

1 

$1,065.33 

01/22/2002 

Olympia 

Camera 

1 

$2,666.33 

01/22/2002 

Olympia 

Zoom Camera 

1 

$1,065.33 

01/22/2002 

Olympia 

Olympus Smart Media 

12 

$1,439.20 

01/22/2002 

Olympia 

Zoom Camera 

1 

$1,065.33 

01/22/2002 

Olympia 

Deluxe Digital ACC. Kit 

1 

$266.60 

01/22/2002 

MES 

Camera 

2 

$1,226.64 

02/15/2002 

Garrett Electronics 

Deepseeker Metal Detector 

1 

$1,173.32 

02/15/2002 

FIS 

Meta! Detector 

1 

$1,062.60 

02/15/2002 

FIS 

Bounty Hunter Metai Detector 

1 

$735.00 

02/25/2002 

AT&T 

Intercom 

2 

$230.50 

02/26/2002 

MES 

Metal Detector 

4 

$1,574.00 

03/07/2002 

COB 

Handset Mobile CB 

4 

$688.00 

03/1 1/2002 

HNS 

Receiver 

3 

$1,293.39 

06/27/2002 

PRO 

Metal Locator 

1 

$1,093.75 

07/08/2002 

ZIR 

Metal Locator 

2 

$651.00 
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Purchases of Cameras and Related Products By Scott Alexander Under 
the "Just-In-Time" Contract 

INVOICED DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

02/23/2001 

McBride & Associates 

DJ 970C Photosmart P1000 + P1 1 

5 

$143.20 

02/23/2001 

McBride & Associates 

Paper HP Premium Glossy Photograph 

5 

$97.30 

08/17/2001 

Camera & Darkroom 

Olympus C-4040 Digital Camera 

1 

S948.95 

08/17/2001 

Camera & Darkroom 

Olympus Stylus 35MM Camera 

1 

$252.94 

09/07/2001 

Camera & Darkroom 

Olympus Digital Camera 

1 

$40.19 

09/07/2001 

Camera & Darkroom 

Olympus Camera Adapter 

1 

$1,378.85 

09/07/2001 

Camera & Darkroom 

Olympus P-RBN Digital Camera Film 

6 

$220.44 

09/07/2001 

Camera & Darkroom 

Olympus PA4NU Digital Camera Film 

12 

$240.84 

09/07/2001 

Camera & Darkroom 

Olympus Smart Media Digital Film 

6 

$737.94 
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Purchases of Hunting, Camping, and Other Knives By 
Scott Alexander Under the Mesa Blanket Agreement 


INVOICED 

DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

01/15/2002 

Cabela's 

Boker Gamma Knife 

5 

$433.25 

01/15/2002 

Cabela’s 

Boker Infinity Knife 

5 

$799.95 

01/15/2002 

Cabela’s 

Boker 2040 Ceramic Knife 

5 

$1,066.60 

01/15/2002 

Cabela’s 

Boker 2076 Walker Knife 

5 

$599.95 

01/15/2002 

Cabela's 

Buck Vanguard Knife 

6 

$383.94 

01/15/2002 

Cabela's 

Buck Pro Line Zipper Knife 

6 

$439.92 

01/21/2002 

SOG 

Specialty Knife 

1 

$266.65 

02/07/2002 

SOG 

SOG Vision Knife 

7 

$1,104.60 

02/07/2002 

SOG 

SOG Night Vision Knife 

6 

$946.80 

02/07/2002 

SOG 

SOG Jet Knife 

6 

$747.42 

02/07/2002 

SOG 

SOG Bowie Knife 

6 

$1,370.52 

02/07/2002 

SOG 

SOG Trident Knife 

6 

$1,370.52 

02/07/2002 

SOG 

SOG Winder 11 

6 

$647.70 

02/07/2002 

SOG 

SOG Toolkit 

12 

$846.84 

02/07/2002 

SOG 

SOG Magnadot 

6 

S398.52 

02/07/2002 

SOG 

Sea! Pup 

8 

$501 .28 
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Purchases of Hunting, Camping, and Other Knifes by Scott 
Alexander Under the "Just-In-Time" Contract 

INVOICED 





DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

06/23/2000 

Frank's Supply Co. 

E-Z Out Clip Point Knife 

1 

S22.82 

06/30/2000 

Frank's Supply Co. 

E-Z Out Junior Plain 

1 

S 1 9 .24 

07/07/2000 

Frank's Supply Co. 

E~Z Out Serrated Clip Point 

1 

S22.83 

08/18/2000 

Frank's Supply Co. 

Gerber E-Z Out Jr. Serrated Knife 

1 

$19.24 

09/22/2000 

Frank's Supply Co. 

E-Z Out Junior Plain 

1 

SI 9.24 

09/22/2000 

Frank's Supply Co. 

Gerber E-Z Out Jr. Serrated Knife 

1 

SI 9.24 

10/06/2000 

Frank's Supply Co. 

Vision SOG Pocket Knife 

3 

S360.36 

10/13/2000 

Frank’s Supply Co. 

“Wave" Multipurpose Tool 

2 

S'21.52 

10/27/2000 

Frank’s Supply Co. 

Vision SOG Pocket Knife 

4 

$480.^8 

10/27/2000 

Frank’s Supply Co. 

"Wave” Multipurpose Tool 

1 

$60.76 

12/15/2000 

Frank's Supply Co. 

2" Ceramic Folding Knife 

1 

$96.10 

12/22/2000 

Frank's Supply Co. 

EZ-Out Clip Point Knife 

1 

S22.82 

12/22/2000 

Frank’s Supply Co. 

SOG Switchplier Muititooi 

3 

$142.23 

01/05/2001 

Frank's Supply Co. 

Vision SOG Pocket Knife 

3 

$360.36 

01/05/2001 

Frank’s Supply Co. 

Gerber EZ-Out Serrated Knife 

1 

$22.82 

01/05/2001 

Frank’s Supply Co. 

Gator Pocket Knife w/ Sheath 

1 

$27.08 

01/12/2001 

Frank's Supply Co. 

Exchange-a-Biade Sport Knife 

1 

$16.17 

01/19/2001 

Frank's Supply Co. 

2" Ceramic Folding Knife 

5 

S356.50 

01/26/2001 

Frank's Supply Co. 

Swivelock Utility Knife 

1 

$5.32 

02/16/2001 

Frank's Supply Co. 

Vision SOG Pocket Knife 

1 

$120.12 

02/23/2001 

Frank's Supply Co. 

’’Night Vision" Black Handle Knife 

5 

$600.60 

03/09/2001 

Frank's Supply Co. 

Auto Clip Pocket Knife 

5 

$78.85 

03/23/2001 

Frank's Supply Co. 

2" Ceramic Folding Knife 

2 

S142.60 

03/23/2001 

Frank's Supply Co. 

6" Boning Knife 

12 

S142.44 

03/30/2001 

Frank’s Supply Co. 

6" Boning Knife 

15 

$367.35 

04/27/2001 

Frank's Supply Co. 

Vision SOG Pocket Knife 

1 

$120.12 

04/27/2001 

Frank's Supply Co. 

"Wave” Multipurpose Tool 

1 

$61.69 

05/18/2001 

Frank's Supply Co. 

Gerber EZ-Out Serrated Knife 

1 

$22.82 

05/18/2001 

Frank's Supply Co. 

EZ-Out Junior Plain 

1 

$19.24 

05/18/2001 

Frank's Supply Co. 

Gerber EZ-Out Jr. Serrated Knife 

1 

$19.24 

06/08/2001 

Frank's Supply Co. 

Swivelock Utility Knife 

1 

$5.32 

06/08/2001 

Frank’s Supply Co. 

EZ-Out Junior Plain 

3 

$57.72 

06/08/2001 

Frank's Supply Co. 

Gerber EZ-Out Jr. Serrated Knife 

3 

$57,72 

06/22/2001 

Frank's Supply Co. 

"Wave" Multipurpose Tool 

5 

$308 45 

06/22/2001 

Frank’s Supply Co. 

1ST Magnum Jr. Drop Pt. Knife 

3 

$43.44 

06/22/2001 

Frank's Supply Co. 

Vision SOG Pocket Knife 

1 

$120.12 

07/20/2001 

Franks Supply Co. 

Ergonomic Utility Knife 

3 

$29 73 

08/07/2001 

Frank’s Supply Co. 

Serrated SOG Mini 

1 

$44.95 

08/07/2001 

Frank's Supply Co. 

SOG Mini Mini X-42 

1 

$44.95 
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Purchases of Hunting, Camping and Other Knives By Employee 
#1 Under the "Just-In-Time Contract With Frank's Supply Co. 

INVOiCED 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

10/08/1999 

Frank's Supply Co. 

E-Z Out Junior Plain 

2 

$37.86 

10/08/1999 

Frank's Supply Co. 

E-Z Out Junior Plain 

3 

$56.79 

10/08/1999 

Frank's Supply Co. 

Sportsman Knife 

2 

$66.14 

10/08/1999 

Frank's Supply Co. 

Magnum LST Serrated Knife 

1 

S25.38 

10/08/1999 

Frank's Supply Co. 

Gator Pocket Knife w/sheath 

3 

$79.92 

10/08/1999 

Frank's Supply Co. 

Gerber E-Z Out Jr. Serrated Knife 

1 

$18.93 

10/22/1999 

Frank's Supply Co. 

Gator Pocket Knife w/sheath 

2 

$53.28 

11/24/1999 

Frank's Supply Co. 

E-Z Out Clip Point 

2 

$44.90 

11/24/1999 

Frank's Supply Co. 

E-Z Out Serrated Clip Point 

2 

$44.92 

11/24/1999 

Frank's Supply Co. 

E-Z Out Junior Plain 

1 

$18.93 

11/24/1999 

Frank's Supply Co. 

Gator Pocket Knife w/sheath 

2 

$53.28 

11/24/1999 

Frank's Supply Co. 

Gerber E-Z Out Jr. Serrated Knife 

3 

$56.79 

12/17/1999 

Frank's Supply Co. 

E-Z Out Serrated Clip Point 

2 

$44.92 

12/17/1999 

Frank's Supply Co. 

Gerber E-Z Out Jr. Serrated Knife 

2 

$37.86 

01/21/2000 

Frank's Supply Co. 

Gerber E-Z Out Jr. Serrated Knife 

6 

$113.58 

02/29/2000 

Frank's Supply Co. 

Sportsman Knife 

3 

SI 06.77 

09/29/2000 

Frank's Supply Co. 

Vision SOG Pocket Knife 

4 

$480.48 

09/29/2000 

Frank's Supply Co. 

Vision SOG Pocket Knife 

4 

S480.48 

01/05/2001 

Frank's Supply Co. 

Vision SOG Pocket Knife 

2 

$240.24 

01/19/2001 

Frank's Supply Co. 

Vision SOG Pocket Knife 

2 

$240.24 

04/20/2001 

Frank's Supply Co. 

2 " Ceramic Folding Knife 

1 

$71.30 

06/29/2001 

Frank's Supply Co. 

"Night Vision" Black Handle Knife 

1 

S 1 20. 1 2 

06/29/2001 

Frank's Supply Co. 

E-Z Out Clip Point 

1 

$22.82 

07/13/2001 

Frank’s Supply Co. 

E-Z Out Junior Plain 

2 

$38.48 

07/13/2001 

Frank’s Supply Co. 

E-Z Out Clip Point 

2 

$45.64 
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Purchases of Binoculars, Rangefinders, and Related Equipment By 
Scott Alexander Under the "Just-In-Time" Contract 

INVOICED 

DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

10/29/1999 

Brownell's Hallmark 

Pentax Binoculars 

1 

$449.95 

05/23/2000 

Brownell's Hallmark 

Bausch & Lomb Binoculars 

1 

$219.95 

05/31/2000 

Brownell's Hallmark 

Pentax Binoculars 

1 

S500.00 

11/27/2000 

Brownell’s Hallmark 

Pentax Binoculars 

1 

$309.95 

11/27/2000 

Brownell's Hallmark 

Tripod Adaptor 

1 

$23.95 

12/27/2000 

Brownell’s Hallmark 

Minolta Binoculars 

1 

$500.00 

01/25/2001 

Brownell's Hallmark 

Minolta Tripod Adptr 

2 

$75.60 

01/25/2001 

Brownell’s Hallmark 

Hakuba Window Clamp 

2 

S62.90 

04/13/2001 

Frank’s Supply Co. 

Bushnell Rangefinder 

3 

$1,264.65 

04/27/2001 

Frank’s Supply Co. 

Bushnell Rangefinder 

1 

$429.44 

07/09/2001 

Brownell’s Hallmark 

Spotting Scope 

1 

$390.00 

08/07/2001 

Brownell's Hallmark 

Hakuba Binocular Clamp 

1 

$31.95 
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Purchases of Binoculars, Shoes, Spotting Scopes, and a 
"Spy Book" By Employee #1 Under the Local Vendor 
Agreement 

INVOICED 

DATE 

VENDOR 

DESCRIPTION 

QUANTITY COST 

05/1 5/200 i 

Borregos Bootery 

Nike Item 

1 $55.60 

11/27/2000 

Brownell's Hallmark 

Pentax Binoculars 

1 $260.95 

12/05/2000 

Borregos Bootery 

Nike item 

1 $64.59 

05/04/2001 

Metzger's 

Headphones, Tapes 

1 $141.32 

04/12/2001 

Borregos Bootery 

Nike Item 

1 $64.59 

04/12/2001 

Borregos Bootery 

Asics Item 

1 $80.96 

07/09/2001 

Brownell's Hallmark 

Spotting Scope 

1 $390.00 

10/1 6/2001 

Borregos Bootery 

Nike Item 

1 $88.24 

02/21/2002 

R Books 

Convenient Spy Book 

1 $83.20 





944 


Purchases of Binoculars, Spotting Scopes, Knives, Storage 
Buildings, Cameras, and Heaters By Scott Alexander Under the 
Local Vendor Agreement 

INVOICED DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

02/09/1999 

Thunderbird Shoes 

Doc Marten 

1 

$128.52 

10/29/1999 

Brownell's Hallmark 

Pentax Binoculars 

1 

$449.95 

12/08/1999 

Metzger's 

Accutemp Bedroom Heater 

2 

S87.39 

05/23/2000 

Brownell's Hallmark 

Bausch & Lomb Binoculars 

1 

$219.95 

05/31/2000 

Brownell’s Hallmark 

Pentax Binoculars 

1 

$500.00 

11/27/2000 

Brownell's Hallmark 

Pentax Binoculars 

1 

S309.95 

12/04/2000 

LA Home Improvements 

Solar Light Set 

1 

$324.96 

12/27/2000 

Brownell’s Hallmark 

Minolta Binoculars 

1 

S 500. 00 

07/09/2001 

Brownell's Hallmark 

Spotting Scope 

1 

$390.00 

08/07/2001 

Brownell's Hallmark 

SOG Knives 

2 

$90.95 

12/03/2001 

Bar C Metal Roofing 

10X12 Storage Building Kit 

1 

$1,200.00 

12/11/2001 

Metzger's 

Adventurer Knife 

1 

$24.50 

03/20/2002 

Brownell's Hallmark 

Olympus Binoculars 

1 

$332.95 

07/29/2002 

Brownell's Hallmark 

Olympus Binoculars 

1 

$107.96 

08/13/2002 

Brownell's Hallmark 

Olympus Smart Media 

2 

$179.91 

08/13/2002 

Brownell’s Hallmark 

Olympus Camedia Paper 

1 

5112.45 
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Purchases of Binoculars and Spotting Scopes By Employee #1 
Under the "Just-In-Time" Contract 


INVOICED 

DATE 

VENDOR 

DESCRIPTION 

QUANTITY 

COST 

10/29/1999 

Brownell's Hallmark 

Minolta Binoculars 

1 

$422.95 

11/08/1999 

Brownell's Hallmark 

Tasco Night Vision Scope 

1 

$260.95 

06/01/2000 

Brownell’s Hallmark 

Minolta Binoculars 

1 

$422.95 

11/27/2000 

Brownell’s Hallmark 

Pentax Binoculars 

1 

$260.95 

07/09/2001 

Brownell’s Hallmark 

Window Mounts 

1 

$72.00 

07/09/2001 

Brownell's Hallmark 

Spotting Scope 

1 

$390.00 
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Purchases of Gloves By Scott Alexander Under "Just-In-Time' 

Contract 

INVOICED DATE 

VENDOR 

DESCRIPTION 

QUANTITY COST 

02/14/2000 

Metzger's 

Mens LG Deerskin Glove 

2 

S34.18 

02/29/2000 

Metzger’s 

Mens LG Deerskin Glove 

1 

$17.09 

06/15/2000 

Metzger's 

Mens LG Deerskin G ove 

1 

$17.09 

07/03/2000 

Metzger's 

Mens MED Deerskin Glove 

2 

$34.59 

07/03/2000 

Metzger's 

Mens LG Deerskin Glove 

3 

$50.76 

07/17/2000 

Metzger’s 

Mens LG Deerskin Glove 

1 

$16.43 

07/17/2000 

Metzger's 

Mens LG Deerskin Glove 

1 

$16.43 

09/28/2000 

Metzger's 

Mens LG Deerskin Glove 

3 

S51 .96 

10/24/2000 

Metzger's 

Mens LG Deerskin Glove 

6 

S101 .40 

10/24/2000 

Metzger's 

LG Grain LTHR Glove 

7 

$132.93 

10/25/2000 

Metzger's 

Mens MED Deerskin Glove 

6 

$104.82 

01/12/2001 

Frank's Supply Co. 

Pearl Elk Unlined Welding Gloves 

1 

$14.88 

01/26/2001 

Frank's Supply Co. 

Mechanix Gloves Size XL 

6 

$169.98 

01/26/2001 

Frank's Supply Co, 

Pearl Elk Uniined Welding Gloves 

1 

Si 4.88 

01/26/2001 

Frank’s Supply Co. 

Pearl Elk Uniined Welding Gloves 

2 

$29.76 

01/26/2001 

Frank's Supply Co. 

Mechanix Gloves Size Large 

4 

$116.08 

02/16/2001 

Frank's Supply Co, 

Mechanix Gloves Size Medium 

10 

$290.20 

02/16/2001 

Frank's Supply Co. 

Mechanix Gloves Size Large 

10 

$290.20 

02/16/2001 

Frank's Supply Co. 

Mechanix Gloves Size XL 

10 

$290.20 

03/09/2001 

Frank's Supply Co. 

Pearl Elk Uniined Welding Gloves 

3 

S44.64 

04/17/2001 

Metzger's 

Mens LG Deerskin Glove 

3 

$50.55 

05/04/2001 

Frank’s Supply Co, 

Pearl Elk Uniined Welding Gloves 

2 

$29.76 

05/14/2001 

Metzger’s 

Mens LG Deerskin Glove 

3 

$54.74 

05/25/2001 

Frank's Supply Co. 

Mechanix M-Pact Blue Glove Size Med 

12 

$390.00 

05/25/2001 

Frank's Supply Co. 

Mechanix M-Pact Black Glove Size XL 

12 

$390.00 

06/08/2001 

Frank’s Supply Co. 

Mechanix M-Pact Black Glove 

4 

$130.00 

06/08/2001 

Frank's Supply Co. 

Mechanix M-Pact Black Glove 

4 

$130.00 

06/11/2001 

Metzger’s 

Mens MED Deerskin Glove 

2 

$38.74 

06/11/2001 

Metzger's 

Mens LG Deerskin Glove 

3 

$55.83 

06/15/2001 

Frank's Supply Co. 

Mechanix M-Pact Black Glove Size XL 

2 

$65.00 

06/15/2001 

Frank's Supply Co. 

Mechanix M-Pact Black Glove Size XL 

3 

$97.50 

06/15/2001 

Frank's Supply Co. 

Pearl Elk Uniined Welding Gloves 

1 

$14.88 

06/18/2001 

Metzger's 

Mens MED Deerskin Glove 

2 

$38.74 

06/18/2001 

Metzger’s 

Mens LG Cowhide Gloves 

1 

$18.04 

06/22/2001 

Frank's Supply Co. 

Mechanix M-Pact Black Glove Size XL 

2 

$65.00 

06/22/2001 

Frank's Supply Co. 

Mechanix M-Pact Black Glove Size XL 

2 

$65.00 

06/29/2001 

Metzger's 

Mens LG Deerskin Glove 

3 

$54.99 

06/29/2001 

Metzger's 

Mens MED Deerskin Glove 

4 

$75.60 

07/20/2001 

Frank's Supply Co, 

Mechanix M-Pact Black Glove Size XL 

6 

$195.00 

07/20/2001 

Frank's Supply Co. 

Mechanix M-Pact Black Glove Size XL 

6 

$195.00 

07/27/2001 

Frank’s Supply Co. 

Pearl Elk Uniined Welding Gloves 

2 

$29.76 

08/03/2001 

Frank's Supply Co. 

Mechanix M-Pact II XL Glove 

24 

3820.56 

08/03/2001 

Frank’s Supply Co. 

Mechanix .5 M-Pact Large Gioye 

24 

$799.92 

08/03/2001 

Frank's Supply Co. 

Mechanix M-Pact II Blue Glove Large 

24 

$820.56 

08/03/2001 

Frank’s Supply Co. 

Mechanix .5 M-Pact XL Glove 

24 

$799.92 
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Purchases of Gloves By Employee #1 Under "Just-In-Time*’ Contract 


INVOICED 

DATE 

05/04/2001 
0 5/04/200 ' 
05/04/2001 
05/04/2001" 
06/08/2001 
06/08/2001 
06/08/2001 
06/08/2001 
06/08/2001 
06/22/2001 
06/22/2001 
06/22/2001 
07/06/2001 
07/06/2001 


VENDOR 

Frank’s Supply Co 
Frank’s Supply Co 
Frank's Supply Co 
Frank's Supply Co 
Frank's Supply Co 
Frank's Supply Co 
Franks Supply Co 
Frank's Supply Co 
Frank's Supply Co 
Frank's Supply Co. 
Frank's Supply Co. 
Frank's Supply Co. 
Frank’s Supply Co. 
Frank's Supply Co. 


DESCRIPTION 

Meehan lx Original Black Gloves 
Mechanix Original M-Pac! Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original Black Gloves 
Mechanix Original M-Pact Black Gloves 
Mechanix Original M-Pact Black Gloves 


QUANTITY COST 


$45.48 

$32.50 

$32.50 

$65.00 

$65.00 

$32.50 

$65.00 

$32.50 

$32.50 

$46.48 

$97.50 

$23.24 

$32.50 

$32.50 
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Purchases of Truck and ATV Accessories By Scott Alexander 
Under the Mesa Blanket Agreement 

INVOICED 

DATE 

VENDOR 

DESCRIPTION QUANTITY 

COST 

07/06/2001 

NUWNW 

Trailer Unassembled 51" X 96” 

4 

$1,445.00 

07/06/2001 

NUWNW 

Folding T railer 5 1 ” X 96" 

4 

$1,495.00 

08/13/2001 

NOR 

Aluminum Folding Ramp 

5 

$995.00 

08/29/2001 

Warn Industires 

ATV Winch 

2 

$1,125.00 

08/29/2001 

Warn Industires 

Utility Winch 

2 

$657.50 

08/29/2001 

Warn Industires 

ATV Winch 

2 

$812.50 

08/29/2001 

Warn Industires 

Multi-Mount Winch Kit 

2 

$2,562.50 

09/25/2001 

Warn Industires 

Winch Receiver for Dodge Pickup 

1 

SI 73 .32 

09/25/2001 

Warn industires 

Winch Receiver for 2001 Tahoe 

1 

$221 .00 

03/13/2002 

Hurculiner 

Truck Bed Lining Kit 

2 

$599.85 

03/1 3/2002 

Hurculiner 

Truck Bed Lining Kit 

2 

S286.00 

03/13/2002 

Hurculiner 

Truck Bed Lining Kit 

3 

$599.85 

03/27/2002 

Weatherguard 

Lo-Profiie Truck Box 

4 

Si. 125.00 

03/27/2002 

Ramsey 

Ramsey Off-road Winch 

2 

$2,360.00 
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Purchases of Lawn Maintenance Equipment By Scott 
Alexander the Mesa Blanket Agreement 


INVOICED 

' DATE 

VENDOR 

DESCRIPTION 

' QUANTITY 

COST 

02/08/2001 

AHM 

Snow Blower 

2 

$4,146.00 

06/20/2001 

John Deere 

JD Sabre Mower 

1 

$4,875.00 

06/27/2001 

DGE 

JD Sabre Mower 46" Blade 

1 

$548.75 

08/10/2001 

isi 

Backpack Blower 

2 

$699.90 

08/10/2001 

IS! 

Handheld Blower 

2 

$399.90 

08/15/2001 

John Deere 

JD Sabre Lawn Tractor 

1 

$2,125.00 

08/15/2001 

John Deere 

JD Sabre Lawn Mower Tractor 

1 

$5,125.00 

08/27/2001 

BG 

Rear Bag For Tractor 

2 

$1,000.00 

08/27/2001 

DSG 

30" Mechanical Tiller 

1 

$1,996.00 

08/27/2001 

DSG 

Utility Cart 

2 

$1,018.67 

08/27/2001 

DSG 

20" Rototiller 

3 

$7,500.00 

08/27/2001 

DSG 

54" Hydro Mower 

1 

S5, 850.00 

08/27/2001 

DSG 

46” Front Blade for Mower 

1 

$646.67 

08/27/2001 

DSG 

Rear Bagger 

1 

$1,172.00 

03/07/2002 

DR 

Field & Brush Mower 

1 

$2,842.69 

03/21/2002 

TRO 

Pro-Line Tiller 

2 

$3.25000 

03/28/2002 

DSG 

30" Rear Tiller 

1 

$1,999.00 

03/28/2002 

DSG 

Rear Insert Weights for Tiller 

2 

Si 87.00 

03/29/2002 

NOR 

Spreader for ATV 

1 

$333.35 

04/08/2002 

CUR 

Strawberry Clover 

500 

$2,700.00 

04/12/2002 

Honda 

21” Rear Bag Engine 

2 

$2,502.00 

04/12/2002 

Honda 

21” Single Speed Mower 

1 

$551 .00 

06/15/2002 

Honda 

Riding Mower 

1 

S2.379.11 
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December 16. 2002 


Dr. Richard C. Atkinson 
Office of the President 
University of California 
Franklin Building, Suite 12113 
11 11 praridin St 
Oakland, CA 946D7-S200 

Ret filsmA Altaid£teYai..L-P-w w v Uni vers it y o f CaiiforoD , 

Dear Dr. Atkinson: 

This letter is being written for settlement purposes only and may not be used for any 
other purpose. 

Glenn A, Walp and Steven L. Doran have retained the law firm of Bernabei & Katz, 
PLLC, to represent them with respect to all claims they hold against the University of CaE&nria 
("UC*i for termination of their employment in retaliation for their disclosure of illegalities, gross 
waste of government monies, and gross abuse of management authority at the Los Alamos 
National Laboratory (“Los Alamos” or “the Laboratory”), UC’s actions constitute wrongful 
discharge in violation of public policy under New Mexico law, retaliatory termination in 
violation of the California Whistleblower Protection A of. Cal Gov’t Code, § 8547 to g 8547.12, 
and a violation of Messrs. Walp’s and Doran’s First Amendment rights. As set forth in greater 
dentil below, Messrs. 'Walp end Doran, who were hired ro w ork cn critically important security 
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and inquiry issues 1 at the Laboratory, were illegally terminated because they reported a pattern of 
theft and misuse of government property and government funds, and insisted that the Laboratory 
conduct a proper investigation of these incidents and report the criminal matters to the 
appropriate prosecutorial entities. I am writing to you in an effort to resolve my clients* claims 
against UC prior to initiating legal action. 


I. 


When toe Laboratory hired Mr. Walp as Office Leader of the Office of Security Inquiries 
(“OSI”) (January 22, 2002) and Mr, Doran as Security Specialist, OSI (July 15, 2002), each had 
already built a distinguished tow enforcement career. 


Mr, Waip holds bachelor's and master's degrees in criminal justice, and is a graduate of 
the FBI National Police Academy and the FBI National Executive Institute. He served sta 
Commissioner - Colonel of the Pennsylvania Sate Police, from 1991 to 1995. In that capacity, 
he was on the Governor’s Cabinet and was responsible for administering a budget cf S40Q 
million and managing more than 5,200 employees throughout Pennsylvania. Mr. Walp also 
served as Chief of Capitol Police, State of Arizona, from 2001 to 2002, where be wae a member 
of the state Department of Administration's executive ream. In that position he was responsible 
for all aspects of tew enforcement, security, and safeguard functions for the state government 
buildings to Phoenix and Tucson, and was a primary liaison with federal, state and local Jaw 
enforcement and emergency operations agencies. From 1 996 to 2001, Mr. Walp served as Chief 
of Police for the City of Bullhead City, Arizona, where he oversaw a budget of over $* million 
and managed the operations of more than 120 employees. 

Mr. Doran came to the Laboratory from Idaho City, Idaho, where he served as Chief of 
Police from December 2001 to July 2002. Mr. Doran was responsible for all police and 
emergency services and served on the Mayor's executive staff. From September 19S7 to 
December 2001, Mr. Dotan rose through the ranks in law enforcement and was appointed to the 
position of Assistant Division Chief for the Oakland County Sheriffs Department, Civil . 
Division (Michigan), hr that capacity he supervised all field and office personnel, participated in 
locating and interviewing witnesses and defendants, provided training, and acted as liaison with 
federal, state and local agencies and news media. Prior to that, Mr. Doran served as Chief 
Investigator for the Clare County Prosecutors Office (Michigan), from November 1 904 re 
November 1 996, and as Deputy Sheriff for the Oakland County Sheriffs Department, from May 


} Th« Laboratory uses the word “inquiry" for investigations conducted by OSI. 
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1984 to May 1989. Mr. Doran has also worked as a private detective and security consultant for 
various Fortune 1 00 corporations, national news agencies, and govern mental clients, from 1985 
to September 2000. Mr. Doran has also published on outdoor survival topics. 

II. The Laboratory's Critical Need For Messrs. Walp And Doran. 

The Department of Energy, recognizing the worsening management and security 
problems at the Laboratory, revised its contract with UC to incorporate the “Program 
Performance Initiatives,” Appendix O, to its contract with UC to operate the Laboratory. 
Appendix O requires UC to demonstrate increased accountability in five areas, including 
safeguards and security, in order to qualify to earn its “annual at risk fee.” which amounts to $4.7 
million for fiscal year 200 L This incentive fee increases ever the duration of the contract to $5.2 
million for the last year, an aggregate of ever $20 million for Los Alamos alone, 1 In order to 
qualify for these incentive payments, UC was required under the contract to undertake a drastic 
revamping of the security programs at Los Alamos. Therefore, the Laboratory recruited Messrs. 
Walp and Doran, and publicly agreed to give them the necessary authority to conduct their 
investigations, m order to meet the contractual requirements of Appendix O and cam the 
lucrative “around at risk fee” provided in the contract 

When Mr. Walp epplied for employment at the Laboratory, his position description 
included duties to investigate theft and protect property. After Mi. Walp was hired, he was told 
by his secondrievel supervisor, Stanley Busboom (Division Leader, Security and Safeguards 
Division), his immediate supervisor, John Tucker (Deputy Division Leader, Security and 
Safeguards Division), and other Laboratory officials, about the incompetent staff in OSI. They 
also told Mr. Walp that he was hired because of his expertise in law enforcement, with emphasis 
on Ms criminal investigative abilities, 

Messrs. Busboom end Tucker directed Mr. Walp to use his expertise to professionalise 
the operations of OSI. They falsely assured Mr, Walp that they would support birn in his efforts. 
Both Mr. Walp, and, later, Mr. Doran, worked diligently to address the systemic problems at the 
Laboratory but were met with resistance at every turn, 

During the first half of 2002, Mr. Walp hired professional personnel with law 
enforcement backgrounds, including Mr. Doran, improved the OSI reporting system; 
implemented the training of OSI employees on good investigative practices; and directed 


7 As you know, UC also has a similar contract with the Department cf Energy to operate the 
Lawrence Livermore National Laboratory. 
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investigations to concentrate on major security and safeguards issues, including security of 
classified materia! and theft of equipment purchased with federal funds. 

After Mr. Walp identified major theft problems at the Laboratory, in or about March 
2002, he designed a strategic plan to address this ongoing criminal conduct. He determined that 
it would be necessary to hire at least one new employee to conduct the investigations and assist 
in obtaining evidence of these white-collar crimes. Mr. Busboom approved Mr. Walp’s plan to 
hire an investigator- Among the candidates were two who particularly stood out — Mr. Doran 
and James Mullins. Mr. Walp was so impressed with their credentials and expertise that he 
obtained permission from Mr. Busboom to hire both of them. When Mr. Walp interviewed 
Messrs. Doran and Mullins, he repeatedly emphasized to them OSI's mandate to investigate and 
resolve past and ongoing thefts at the Laboratory. After their hire, Mr. Walp’s plan was to place 
Mr. Doran in charge of criminal-type investigations, and Mr. Mullins in charge of security 
matters, with Mr. Mullins to assist Mr. Doran as needed. 


m. 


Shortly after Mr. Walp started working at the Laboratory, Ken Schiffer, a former FBI 
agent and Office Leader of the Office of Internal Security, informed Mr. Walp of his (Schiffer’ e) 
ongoing concerns about major thefts taking place at the Laboratory, Mr. Schiffer arranged for a 
meeting with Messrs. Tucker and Walp to discuss these theft problems. Ml. Tucker agreed with 
Mr. Schiffer that there was a significant theft problem, which was so egregious that it had been 
"making the valley green" for years. 


Mr. Schiffer indicated his pleasure that, in Mr. Walp, the Laboratory now had someone 
with the ability and expertise to investigate these thefts. Mr. Tucker accepted Mr. SchifFer’s 
suggestion that Mr. Walp conduct an evaluation of the theft problems. For the rest of February, 
and through early March, Mr. Walp carried out an inquiry into serious past and ongoing theft at 
the Laboratory. On March 6, 2002, during a regular management meeting with Mr, Busboom, 
Mr. Walp discussed the observations of Messrs, Schiffer and Tucker. At the conclusion of this 
discussion, Mr. Busboom directed Mr, Walp to prepare a report for his review that would analyze 
thie problem. 


On March 26 , 2002, Mr. Walp completed this report, “Analysis of Theft of Property at 
LANL," which he forwarded to Messrs. Busboom, Tucker, and Schiffer. Among his numerous 
observations, Mr. Walp identified the following: 


(1) the refusal of a security officer to report thefts to OSI; 
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(2) the improper reporting of property as ’lost" even after it was determined that such 
property was stolen, 

(3) the failure of OSI during the year 2001 to conduct any meaningful inquiries of the 39 
reported incidents of theft of government property; 

(4) the unjustified closure of these 39 cases without any case being cleared through 
identification of the enlpritfs) or arrests. Indeed, between 1 999 and 2001, no criminal 
investigations were initiated by the FBI at the laboratory; 

(5) the retrieval of only one stolen item (a desktop computer). However, even that 
retrieval lacked any documentation of how tha t item was recovered; and 

(€) the failure to obtain police reports for Tbs eleyen off*site incidents-. 

The Stolen goods identified by Mr. Walp for the year 2001 included a Laboratory radio 
that could allow the listener to eavesdrop on Laboratory protective force communications, as 
well as printers, computers, digital cameras, hand-held electronic devices, a VCR, a television, a 
calculator, a scanner, many tools, an oscilloscope, amotion controllei:, and a generator. Items 
were most likely to be stolen around Christmastime and again in the Spring, during graduation 
season, suggesting that some of the goods were specifically stolen to be used as gifts. 

Critically, the OSI reports prepared prior to Mr. Walp's arrival failed to provide sufficient 
information to identify potential suspects or determine patterns of conduct that might provide 
investigative leads, Mr. Walp’s review of the contents of past OSI reports showed that when OSI 
had interviewed witnesses, it made no attempt to ascertain the type of data, including sensitive 
information, that could be present on stolen computers and other electronic devices. Even when 
OSI provided, its reports to the FBI and the local police, those agencies informed Mr. Walp that 
OSI’s reports were so poor that they could not take any farther action, or even post the reports on 
the national NCIC database. 

In April 2002, Mr- Schtffer recommended to Mr. Walp that the FBI should get involved 
n investigating the ongoing theft problem at the Laboratory, because of the severity of this 
problem. In mid- to laie-April, Mr. Walp presented this recommendation to Mr. Tucker. To Mr. 
Walp’s surprise, Mr. Tucker adamantly rejected this proposal, on the ground that the Laboratory 
officials had a bad relationship with the FBI daring back to the Wen Ho Lee case and the missing 
computer hard drive investigations, and the Laboratory would not want to have the FBI back at 
Los Alamos. Mr. Tucker warned Mr. Walp that if he continued to pursue the theft issue, nobody 
could predict how high up in the management the problem would reach and that would not be 
good for the Laboratory's image. 
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During the Spring of 2002, Mr. Walp devoted significant rime and effort to interfacing 
with business personnel at the Laboratoty to learn how property is purchased, logged, marked, 
controlled, and audited. At that time, the Business Operations division developed a draft 
memorandum setting forth the responsibility of Laboratory employees regarding the theft of 
government property, Mr, Walp was asked to review and make comments o-n the draft 
memorandum and then forward the draft to Mr. Tucker for his review and approval, which Mr. 
Walp did. After about a month's delay, Mr, Tucker informed Mr, Walp the? this memorandum 
had been sent to the General Counsel's office for their review. Upon information and belief, no 
further action was token to implement the recommendations of this memorandum, because 
Laboratory Legal Counsel refused to authorize any such action. Meanwhile, Mr. Doran, who 
was hired by Mr. Walp in July 2002, was delegated the responsibility of participating in the 
Business Operations" “Validation Audit,” which attempted to reconcile the purchase and 
property records, 'When the Business Operations managers learned that QSI would be taking ait 
active rok in their Validation Audit, they expressed elation (hat, for the first time in many years. 
Security was taking an active role in investigating the theft of Laboratory property. 

Commencing in the Spring of 2002, Mr. Walp was informed by other Laboratoty 
employees, on mu Itiple occasions, about property theft, problems concerning the improper 
categorization of stolen goods lost, salvaged, or missing, as well as problems with the 

credit cerd and purchase order systems. Despite the escalating discoveries Df the theft problems, 
Laboratory management refused to address these issues. For example, Mr, Tucker refused to 
allow Meredith Brown, a Laboratory employee, to submit an article to an internal Laboratory 
publication about these thefts, on the purported ground that it would not be m the Laboratory’s 
best interests to disseminate any of this information to Laboratory employees, even though doing 
so might result in new investigative leads. Similarly, Mr. Busboom stated to Messrs. Tucker and 
Walp, after reviewing Mr. Walp’s March 26 , 2002 report, that he did not think that the report 
indicated that there was a major theft problem at the Laboratory. Mr. Tucker warned Mr. Walp 
that if he continued his efforts jn investigating the 2001 thefts, and it was determined that high 
management were implicated, it would not be good for the Laboratory’s image. 

IV. M ai n. Wdln And Doran Investigate Theft, Occurring During 2802. 

In addition to Mr, Walp’s evaluation of ihe problems relating to the thefts that took place 
at the Laboratory during 2001 and prior years, Messrs. Walp and Doran initiated investigations 
of a number of specific thefts discovered in 2002. The following sections describe five such 
investigations for which Laboratory management consistently thwarted the efforts of Messrs, 
Walp and Doran to conduct a proper investigation. Even though theft of government property, 
including property obtained through a government grant, is a federal felony, 1 8 D.S.C, §§641 
and 666, Laboratory management willfully failed to report multiple thefts to an appropriate law 
enforcement agency, which is itself a federal crime, Ls., misprision of a felony. 1 8 U.S.C. § 4. 
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Commencing in 200] and comiming through late 2002, two Laboratory employees. Peter 
Bussolini end John Alexander. Facility Managers for the Nonproliferation and International 
Security Division f'NIS"), purchased items worth hundreds of thousands of dollars with 
government funds through the Laboratory’s Purchase Order system. These items did not appear 
to be needed for Laboratory use, and a significant number appear to have been converted by 
Messrs. Bussolini and Alexander for their personal use. 

On July 1, 2002, the FBI Office in Santa Fe commenced an investigation. On July 19, 

Mr. Doran was assigned from OSI to work with the FBI. From July through October 24, 2002, 
Messrs. Walp and Doran cooperated wi th FBI Special Agent Jeff Campbell in this investigation. 
However, senior Laboratory management, including Messrs. Dickson, Busboom and Tucker, 
Joseph L. Salgado (Principal Deputy, Chief Operating Office), and Chris Chandler, Laboratory 
Counsel, consistently thwarted and undermined their investigative efforts. 

On July 16, 2002, Mr. Dickson expressly told Messrs. Walp and Tucker that Mr. Salgado 
was concerned that the NIS case could bring negative publicity to the Laboratory, which could 
adversely affect UC’s contract with the Department of Energy. For that reason, Mr. Dickson said 
that he was taking proactive measures in an attempt to keep a “pulse” on what the FBI was 
doing. 

On August 1, 2002, John Tapia, Deputy Division Leader in the Business Operations 
division, directed Affeen Roybal, Purchase Card Manager in the Business Operations division 
(Procurement Office, Systems Contracting team), not to give investigative records to OSI 
without his prior review and approval. This directive, which is contrary to good investigative 
practice, was but the first step in an escalating series of actions that bad the goal of preventing 
OSI and the FBI from conducting their investigation. 

On August l , or shortly thereafter, Ms. Chandler, Laboratory Counsel, working under the 
direct supervision of Mr. Dickson, demanded that Mr. Walp give her copies of all FBI 
confidential reports on the NTS case, Only after the FBI raised considerable objections did the 
FBI succeed in preventing Laboratory Counsel from reviewing copies of FBI reports. Allowing 
Laboratory Counsel to have possession of the FBI reports would jeopardize the FBI investigation 
since the FBI would lose control over who would review or have access xo those reports, which, 
rn turn, would tip off the suspects to the FBI investigation and its leads. Meanwhile, Ms. 
Chandler improperly conducted a separate inquiry in the Business Operations division, which 
had the same effect - alerting potential suspects of confidential investigative information. Ms. 
Chandler also stated to Mr, Walp that she, as Lab Counsel, was not concerned with violating 
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anyone’s constitutional rights or interfering with & prosecution, but rather., that her job and that of 
Mr. Walp “is to protect our employer, the Lab." 

On August 7. 2002, Mr. Tucker told Mr. Doran not to record in an OSI inquiry report 
information concerning spy type equipment being within the possession of suspects to the NIS 
case. Mr. Tucker’s direction was contrary to normal investigative procedures, in which all 
information relating to stolen property and matters of national security should he made a part of 
fog investigative record. 

On August 14, 2002, Mr, Tucker told Messrs, Walp and Doran that they needed to know 
that their major responsibility is to their employer, “the people who pay their checks,” and that 
they must ensure that they protect them, their image, and ultimately the UC contract 

On August 28, 2002, Mr. Dickson demanded that Messrs, Walp and Doran disseminate 
all investigative information to Laboratory personnel whom the FBI had repeatedly mandated 
were not be given this information. Further, Mr. Dickson disclosed details of the investigation to 
employees of Pricewaterbouse Coopers (“PwC”), who had no need to know any information 
concerning the NIS case since it solely involved the, purchase order system, and PwC was only 
auditing the credit card system. FBI Special Agent Campbell expressed bis serious concerns to 
Mr. Walp that Mr. Dickson’s unauthorised actions had jeopardized their investigations, which 
bordered on an obstruction of justice. 

In the late Summer of 2002, Mr, Dickson also changed the process by which the FBI and 
QSI received Laboratory reports concerning FBI investigations and OSI inquiries. Mr. 

Dickson’s decision slewed down the investigative process, since multiple record requests were 
new routinely ignored, and it took OSI and the FBI m exorbitant amount of time to obtain 
needed records. 

On September 1 8, 2002, Mr. Busboom advised Mr. Walp that if Mr. Walp interfered with 
Mr. Dickson and bis relationship with the FBI or US. Attorney, Mr. Dickson would level him. 
with both bands. Mr. Busboom also threatened Mr. Doran that, “as law enforcement liaison, it*s 
your job to ensure that Frank Dickson’s relationship, as he sees it, docs pot change with the FBI, 
the IG, or the US. Attorney, And if it does, your position with the Lab will drastically change.” 
Mr. Doran asked Mr. Busboom directly, "Are you telling me IT] be fired?” Mr. Busboom 
replied, “Yes.” Mr. Walp, present during this conversation, beard Mr. Busboom’* threats. As a 
result of this and other threatening actions, Messrs. Walp and Doran filed a whistleblower 
complaiut with the Department of Energy regional office in Albuquerque. 

On October 24 and 2$, 2002, Mr. Busboom prohibited Messrs. Walp and Doran from 
having any further communications with the FBI an the NIS case, notwithstanding that they bad 
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worked with the FBI since the initiation of the case. They were pulled off the HIS case two days 
before the warrants were served by the FBI, at a time when the FBI had planned to use them in 
the investigation because of their knowledge of all aspects of the investigation. The FBI 
attempted to have Laboratory management change their directive because of the criticality of 
having Messrs. Walp and Doran involved in concluding the investigation, but Messrs. Busboom 
and Tucker adamantly refused. Their decision had the intended effect of impeding the FBI 
investigation. 

Near the end of October, 2002, Mr, Dickson improperly gave the FBI a fony-eigbt (48) 
hour ultimatum to complete the NIS case or the Laboratory would place the suspects on 
investigative leave. Such an action was intended to alert the suspects of the investigation and 
thereby impede the FBI's efforts to build a case against Messrs. Bussolini and Alexander. The 
FBI bad no choice but to serve warrants on Messrs. Bussolini and Alexander on October 3 1, 
2002, because if the Laboratory bad placed those two suspects on investigative leave, they would 
have had an opportunity to destroy evidence. Upon information and belief, the FBI’s 
investigation is continuing to the present time, even though the Laboratory officials have gone to 
great lengths to undermine it. 


On August 28, 2002, Ms, Roybal discovered that Mary Wood, a contract employee in the 
Group Management program of the Business Operations division, used a government credit card 
to obtain cash at local casinos, and purchased miscellaneous items at local businesses, including 
the K-Mart and gasoline stations. Her actions allegedly constituted a theft in the amount of 
52.S00.00. On August 12, 2002, Mr. Doran was assigned to this case. Only six days later, Mi- 
Salgado improperly directed Mr. Doran to stop bis investigation of Ms. Wood, and 'flat he was 
not to interview her. Mr. Salgado’s directive was contrary to normal criminal investigative 
procedures, 


The following week, on August 1 9, Mr. Doran advised Mr. Tucker that he was going to 
interview Ms. Wood on this case. Mr. Tucker told Mr. Doran not to interview Ms. Wood, 
supposedly because he (Tucker) believed she would not confess and it would be a waste of time. 
Nonetheless, Mr. Doran interviewed Ms. Wood, and she confessed, Immediately afterwards, Mr. 
Tucker directed Mr. Damn to give the QSI files on Ms, Wood to Mr. Dickson, supposedly so that 
he (Dickson) would decide what would be done with the case. The actions of M&ssrs. Dickson 
and Tucker were contrary to normal criminal investigative procedures, by preventing Mr. Doran 
from taking any further inquiry action on a criminal matter. 
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C, The Cl^ris^-Rodrlguea Case; Government Voucher Forgery. 


Clarissa Rodriguez, another NIS employee, forged a government voucher for $1,800.00, 
and converted that money to her own use. In this case, Laboratory officials interfered with 
Messrs. Walp’s and Doran's investigation by making an improper agreement with Ms. Rodriguez 
to settle this federal felony case through administrative means, without initiating a proper federal 
criminal investigation, 


On September 20, 2002, Mr. Walp learned that Laboratory management in die ESA 
Division, Weapons| Engineering and Manufacturing Directorate, failed to make a timely report to 
OSI about the federal felony committed by Ms. Rodriguez that occurred in their division. 

Instead, ESA and Human Resources (’‘HR”) attempted to do their own investigation. Thai day, 
Mr. Walp directed kennetb Leivo (ESA/HR) "to sand down" on this case until an OSI employee 
could contact them Ion September 23 to conduct a full inquiry. 


Instead of chi 
Security Specialist, 
administratively set 
check, and then resjj 
this case. Mr. 
case. This adminisi 
which require the r< 


On Septembei 
and Tucker had h 
Tucker that their 
that unless they fbU|o' 


In response, | 
of Mr. Dictoon did 


implying with Mr, Walp’s directive, Mr. Leivo advised Mr. Mullins, an OSI 
on September 23, 2002, that the Rodriguez case had already been 
(tied, which allowed the suspect to pay back the money to the Laboratory by 
gn. Mr. Leivo stated that the Laboratory Counsel approved this resolution of 
sr then ordered Messrs. Walp and Doran to cease any further inquiry into this 
ijrative settlement violated federal criminal justice processing guidelines, 
•eporting of such felonies. 


*24, 2002, Mr, Walp learned that Phillip Kruger (HR) and Messrs. Dicksan 

operly colluded in settling the Rodriguez case. Mr. Walp iafonned Mr. 
ons in settling the Rodriguez case were improper. He further informed them 
wed appropriate procedures, he would file a whistleblower complaint 


on September 25, 2002, Mr. Tucker told Mr. Walp that his actions and those 
hot implicate federal criminal statutes, because the money stolen by Ms. 


Rodriguez was not taxpayer money, but rather University of California money. 3 Mr. Tucker also 


5 This claim is! patently false Federal criminal statutes and appellate court decisions make clear 
that theft or conversion of property obtained by a contractor through contracts with the government can 
be prosecuted as theffi of government property under 18 U.S.C. §6 641 and 666. Sea, e g .. United 
V. McKev . 274 F.3d 7|55, 75B-59 (2d Cir. 2001), cert, denied 122 S. a. 1631 (2002); United States v. 
Nishels, A0 F.3d 999, 1000-01 (9th Cir. 1994) (pemmamk United States v. Long. 996 F.2d 731, 733 
• (5th Cir. 1993), United -States v. Ton IK 905 F.2d 928, 930 (6tb Cir. 1990); United States v. Reynolds . 
9L9F.2d435,438(7thCir. 1990); PniteLSwes v, Largo. 775 F.2H 1099, 1101-02 (10th Cir. 1985) (per 
cuiinmV 
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falsely claimed that property and monies at the Laboratory did not belong to The United States 
but to the University of California, even though the entire Laboratory budget comes from 
Department of Energy contracts. Mr. Tucker concluded that, since it supposedly was not 
taxpayer money, Mr. Dickson had the authority to do anything he wanted with respect to any 
criminal case that may occur at the Laboratory, and he did not need to report any crime that 
occurs on Laboratory property to a law enforcement agency. 


D. 


Redaction 


E. The Lillian Anaya Case: Att empt To Purchase A Ford Mustang. 

Lillian Anaya, a contract administrator far the Business Operations division, who worked 
in ESA Weapons, Engineering and Manufacturing Directorate, was suspected of attempting to 
purchase a Ford Mustang from a business in Phoenix, Arizona for nearly $30,000.00 using a ^ 
government credit card. She was not ebb to complete her purchase because a Bank of America 
employee reported the illegal transaction. 

On July 25, 2002, Mr. Hettich told Mr, Walp. by telephone, of the Mustang allegations. 
The following week, on July 29, 2002, Mr. Hettich told Messrs. Walp and Doran that he had not 
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planned on reporting this crime to OSI, since his office had not reported similar cases for the last 
three years. Mr. Hetticb stated that it was only because of Mr. Tapia's urging that he had 
reported this crime to OSI this time. Mr. Hettich admitted that the purchase of items by the 
Laboratory was out of control, and that some units bad essentially "gone native." Mr. Hcttich 
claimed that his failure to report occurred because he was acting under authority and direction of 
Richard Marquez, Associate Director of Administration, and Mr. Salgado. 

Once they received the allegations, Messrs. Walp and Doran started an investigation. 
Subsequently, Mr. Tapia improperly directed Arleen Roybal, Purchase Card Manager, not to give 
investigative records to OSI, until Mr, Tapia first reviewed the records and authorised their 
release to OSI. Chris Chandler, Laboratory Counsel, working under the direct supervision of Mr. 
Dickson, demanded that Mir. Walp give her all copies of FBI confidential reports an the Mustang 
case. Both these directives were contrary to good investigative procedures, and if carried out, 
would have impeded both OSI’b and the FBI's investigations. Ultimately, the FBI prevented the 
Laboratory Counsel from reviewing copies of FBI reports. Nonetheless, Ms. Chandler 
conducted a separate inquiry into the Mustang allegations, which alerted potential suspects and 
other persons of confidential information that could have critically hindered the investigations. 

On July 30, 2002, Mr. Walp attended a meeting with Messrs. Busboom, Salgado, 
Marquez, Dickson, and one of Mr. Dickson’s assistants. At this meeting, Mr. Salgado slated his 
concern that the Mustang case may generate bad public relatione for the Laboratory, which could 
adversely affect the contract with the Department of Energy. The following day, Mr. Salgado 
told Mr. Walp, at another meeting, that the critical aspect of the Mustang case was not the illegal 
attempt to purchase the car, but rather the bad publicity that could arise. 

On August 15, 2002, Mr. Dickson demanded that the FBI interview Ms. Anaya by a 
certain date or the Laboratory would place her on investigative leave and hold a press conference. 
The FBI and OSI concluded thBt this action would interfere with their ongoing investigation and 
inquiry. That same day, Mr. Tucker told Mr. Walp that Mr. Dickson did not want the Laboratory 
to be embarrassed about the Mustang case, so they were going to take action that would force the 
FBI to move on the case, because "Lab officials must look out for the Lab first, and its image, 
not the FBI investigation.” 

On August 16, 2002, Mr. Dickson told Mr. Walp, with regard to the preparation of a 
press release about the Mustang case and the Mary Wood case, that the news release must be 
carefully worded, heesuse "what we’re looking at ie protecting the Lab here." 

On August 28, 2002, Mr. Dickson demanded that Walp and Doran disseminate all 
investigative information relating to the Mustang case to Laboratory personnel, including the 
A&A office. This direction was contrary to the FBI’s mandate, as the FBI repeatedly told Mr. 
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Dickson- The FBI had specifically directed Mr. Dickson not to tell anyone in the A&A office 
because there was a criminal suspect in that unit. As Messrs, Walp and Doran soon discovered, 
Mr. Dickson had already given employees in the A&A office and other laboratory personnel 
extensive investigative details of this and other confidential investigations. That same day, Mr. 
Dickson told Messrs. Walp and Doran, at a meeting attended by Mr. Tapia and others, that they 
“must remember who they work for, who their boss is, who pays their salary” and that it is the 
Laboratory, not the FBI who is in charge. Farther, Mr, Dickson instructed Messrs. Walp and 
Doran that they were to tell everyone at this meeting everything they knew about ongoing 
investigations and inquiries, “and that is the way it is, because we who are employed by the Lab 
must look out for the Lab. M 

From September 3 to 17, 2002, Mr. Dickson demanded access to the boxes of evidence 
collected in the Mustang ease, even though the OSI and FBI investigation was still underway. 

Oa one occasion, Mr. Walp told Mr, Tucker that the FBI bad, in writing, raised their concerns, 
and directed that the evidence boxes were not to be reviewed without FBI approval. Mr. Tucker 
claimed that since the FBI did not serve a search warrant, notwithstanding the FBI letter of 
direction, the Laboratory could do whatever they wanted with the evidence boxes. Meanwhile, 
Mr. Tucker directed the Pricewatcrbcusc Coopers C'FwC") team to take the evidence boxes into 
their possession. These actions by Messrs, Dickson and Tucker and the PwC employees were 
contrary to normal criminal investigative procedures. Mr. Tucker ordered OSI off the evidence 
box review, even though Mr. Walp informed him that OSI only needed a short time to complete 
that assignment 

Op September IS, 2002, Mr. Bushoam stated to Messrs. Walp and Doran that “the 
philosophy of the Lab is that it is a campus environment” and that it is of “critical importance to 
protect the UC contract.” Mr. Busbcom further told them that "things are different” at Los 
Alamos, that they “operate at the Lab differently than what you [Walp and Doran] were used to" 
and our “primary concern is to protect the contract" Mr. Busboom emphasized that Messrs. 

Walp and Doran needed to “understand who they work for and that is the Lab,” concluding that 
their “major job is not law enforcement or helping the FBI, but rather to protect the Lab.” 

Similarly, an September 25, 2002, Mr. Tucker told Mr, Walp that “your main job and that 
of OSI is to protect the Lab, Lab people, the Lab contract and the Lab’s image above anytoing 
else." Mr. Tucker claimed that this was based on the “corporate philosophy” concept, meaning 
that these were "corporate rules” that must be followed by Mr. Walp and other OSI employees 
“if they are to be successful as Lab employees.” 
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On October 2. 2002, Mr- Rusboom provided Mr. Walp with bis Performance Summary 
Review (dated “July 31, 2002") for the period of January through July 2002, This performance 
evaluation commended Mr. Walp for his exemplary work in (1) reducing security infractions; (2) 
implementing new policies that resulted in more professional reports; (3) implementing a more 
efficient reporting procedure to meet DOE reporting guidelines; (4) implementing Integrated 
Safeguards and Security Management Principles {1SSM) throughout OSI; (5) completing hiring 
to bring OS1 to its full staffing level; (6) maintaining management and cost control on all major 
projects and the OSI budget; and (7) effectively tunning the OSI program. 

Mr. Busboom singled out Mr, Walp for his “attention to detail [which] has improved the 
quality and timeliness of reports of & security concern;" for taking "a pro-active approach to both 
safety and security;" and for "workfingj hard to hire quality people with experience and 
professionalism paramount.'’ Mr Bushoom concluded that Mr, Walp was a “strong and 
professional manager who has the potential and aspirations to have a positive and lasting impact 
on the laboratory — very effective performer." Even so, the evaluation included a veiled 
warning that Mr, Walp needed to protect the corporate culture at the Laboratory. “Mr, Walp 
faces a formidable challenge to adapt his professional skills to the corporate structure of die 
Laboratory” 

During Mr, Walp’s October 2 meeting with Messrs, Busboam and Tucker to discuss thie 
performance appraisal., drey told Mr. Walp that he would get a 100% favorable evaluation and 
also receive a £ 5,000 salary increase. 

The Laboratory used Mr, Walp's performance in improving security measures in 
fulfilling its Appendix O requirements for the year 2002. Specifically, on October 9, 2002, the 
laboratory, in closing Appendix O, Task B3, “S&S Incidents and Lessons Learned,’ 1 identified 
Mr, Walp as the leader responsible for attaining the Security and Safety {‘S&S”) criterion. The 
compJetkm of this criterion was based on Mr, Walp’s actions: “tabwide mechanisms for 
tracking, trending and analyzing S&S incidents and root causes and for communicating S&S 
concerns, lessons foamed, and best practices have been further reviewed, enhanced, documented, 
and communicated." This accomplishment led off Mr, Walp’s Performance Appraisal, which 
stated, under Objective 1, “Implement Integrated Safeguards and Security Management," that; 

“A 100% effort was effectuated into this objective For example, security inti-actions have 

been reduced; new policies were placed into effect that produced more professional reports; sad 8 
more efficient reporting process was initiated to meet DOE reporting guidelines ” 

In November 2002, before they were fired, Mr. Walp prepared rwo highly favorable 
evaluations of Mr. Doran, which were placed in official Laboratory HR files. Mr. Doran was 
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also scheduled to be reevaluated, in accordance with Security & Safeguards Divtsion.policy, six 
months into the 2002-03 fiscal year, where it was Mr. Walp's intention to recommend that Mr. 
Doran receive a salary increase. 4 Mr. Doran previously received two employee incentive awards 
while at tha Laboratory, at the direction of Messrs. Busboom and Tucker, as well as Mr. Walp. 

VI. Hi e T«hor atp ry Termi na tes Messr s. Wb Ip An dJ3mm 

The Department of Energy Inspector General (“IG”) interviewed Mr. Doran on 
November 1 8, 2002, and Mr. Walp on November 20, 2002. . The IG investigator spoke with 
Messrs. Salgado and Dickson immediately after speaking with Mr. Doran. By Friday, November 
22, the Laboratory had decided to terminate both of my clients. 

On November 25, 2002, Mr. Busboom handed Messrs. Walp and Doran identically 
worded termination letters. These letters stated that they were terminated effective December 10, 
2002, with the last day of active work to be November 25. No explanation was given, other than 
the determination that ‘’you are not a suitabl e fit for the requirements of your position." This 
criticism echoed the previous warnings by Messrs. Busboom, Tucker and Dickson, and Ms. 
Chandler, that Messrs. Walp and Doran needed to understand the culture of the Laboratory, and 
that their primary duty was to protect the Laboratory, its image, end the contract with the 
Department of Energy, and not the American taxpayer. 

LEGAL C LAIMS 

UC clearly violated Messrs. Walp's and Doran’s First Amendment rights by terminating 
their employment in retaliation for their disclosures of illegalities, government misconduct, and 
gross mismanagement and waste of public funds. The First Amendment prohibits UC officials 
from retaliating against any UC employee for speaking out on matters of public concern. See, 
£4*,, Rankin v. McPherson . 483 U.S. 378, 383 (1 987) ("It is clearly established that a State may 
not discharge an employee on a basis that infringes that employee’s constitutionally protected 
interest in freedom of speech."); Pickering v, B oa rdoLEduc. . 391 U.S. 563, 574-75 (1968) 
(holding that public employee’s “exercise of his right to speak on issues of public importance 
may not furnish the basis for his dismissal from public employment”); Dill v. City of Edmond. 
155 F.3d 1 193, 1.201 (1 0th Cir. 1998) (“Thus, a public employer cannot retaliate against an 
employee for exercising his constitutionally protected right of free speech.”), These principles 
apply with equal force to new and probationary employees. See, c.g. . Rankin. 4S3 U.S. at 383- 
84 ("Even though McPherson was merely a probationary employee ... she may ... be entitled to 


‘Mr. Walp had informed Laboratory management, including Mr. Tucker and Nina Ebberson 
(HR) in September 2002 of the plans for evalufiting Mr. Doran's performance. 
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reinstatement if she was discharged for exercising her constitutional right to freedom of 
expression,”). 


It is settled law that gross mismanagement, theft of government funds and property, 
governmental misconduct, and abuse of authority by state actors -- all matters disclosed by my 
clients - are matters of public concern. See, e.e. . Weeks v. Ba yet. 246 F-3d 1231, 1234-35 (9th 
Cir. 2001) C’tW]e have held that ‘misuse of public funds, wastefulness, and inefficiency in 
managing and operating government entities arc matters of inherent public concern.’”) (quoting 

F.3d 1074, 1G79 (9th Cir. 2000) (“Blair had the right under the First Amendment to inform his 
superiors of misconduct in the police department. . , . This right is uncontested.”); Lee v. Nicholl, 
197 F,3d 1291, 1295 (1 Oth Cir. 1999) (“Speech that calls attention to a government’s failure to 
discharge its governmental duties generally constitutes a matter of public concern.”); Pra per v. 
LaFaver . 18QF.3d 1185. 1190 (1 Oth Cir. 1 999) (“Speech which discloses any evidence of 
corruption, impropriety, or ether malfeasance on the part of public officials, in terms or content, 
clearly concerns matters of public import”). 


Therefore, it will be easy to demonstrate that the Laboratory’s termination of Messrs. 
Walp's and Doran’s employment because of their alleged lack of suitability for their positions 
were simply code words for firing them because they were not part of the Laboratory’s culture of 
covering up gross waste and government abuse. 

The California Whistleblower Protection Act, Cal. Gov’t Code §§ 8547 to 8547.12 (“die 
Act”) also prohibits UC and its employees from retaliating against any UC employee because 
that person reported waste, fraud, abuse of authority, or violation of law. See Cal. Gov’t Code § 
8547.1. The Act protects fill UC employees, including those in a probationary status. IjL at § 
8547.10(a). The Act applies to UC employees at the Laboratory.* The Act also prohibits 
improper governmental activities, such as activities that violate state or federal law, including 
theft or misuse of government property, and gross misconduct, incompetency, or inefficiency in 
governmental operations, id, at § 8547.12(h), or illegal orders to employees directing them to 
violate or assist in violating federal, state, or local law, rules or regulations. M* at § 8547.2(e). 
Compensatory and punitive damages, along with attorneys' fees, are available to employees 
aggrieved by violations of the Act. Id* at § 8547.10(c). 


“University's Whistelblower [sic] Policies are Revised.” Los 
News Bulletin (Oct. 7, 2002) <http:// f www.lanl.gpv/orgs/pa/newshulletin/20Q2/10/07/texi06.shtml>. 
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UC and its employees, by attempting to cover up the ongoing pattern of theft and gross 
waste of funds at the Laboratory and obstructing the ongoing OSI and FBI investigations, have 
clearly violated the Act. 


UC’s termination of Messrs Walp's and Doran’s employment also constitutes a tortious 
discharge in violation of public policy, under New Mexico common law. It has long been 
established in New Mexico that where ari employer discharges an at-will employee for refusal to 
violate s statute or regulation, or for protesting an employer’s illegal actions, the injured 
employee has a claim for wrongful discharge against the employer. Chavez v. Manville Prods, 
Corp J( 108 N.M. 643, 649, 777 P.2d 371. 377 (N.M. 1989V. Vi gil v.. Areola . 102 N.M. 682, 688, 
699 P.2d 613 (N.M. Ct. App. 1983), rev'd on other grounds . 101 N.M. 687, 687 P.2d 3038 (N.M. 
1 984). The “misuse of public money” or cover-up of such a gross waste of public funds is 
obviously a violation of such a public policy. Vi gil, 1 02 N.M. at 690. Messrs. Walp and Doran 
can obtain compensatory damages for lost wages and benefits, emotional and mental anguish, 
and punitive damages. Chaves 108 N.M. at 649; Vi gil . 102 N.M. at 689. New Mexico law 
recognizes the liability of not just the employer, but also individuals, such as Laboratory 
officials, for a wrongful discharge in violation of public policy, ~ 

Healthcare Corp.. 117 N.M. 434, 438, 872 P.2d 852, 856 (N.M. 1994). 


My clients are willing to resolve this matter prior to initiating formal legal action against 
UC and Laboratory officials. However, UC needs to provide them significant damages for fee 
enormous harm and serious interruptions to their careers that it has caused them. It is clearly in 
UC*S interest to resolve this dispute st this lime prior to fee initiation of litigation, which will be 
costly and undoubtedly cause further embarrassment to UC. In order to do that, my clients 
demand fee following: 


Redaction 



967 


Dr. Richard C. Atkinson 

December 16, 2002 

Page 18 


Redaction 


Please contact me by the close of business on December 20, 2002, if UC wishes to 
resolve this matter. If we do not hear from you by that time, we will be forced to move forward 
with the filing of a civil complaint. 

I look forward to hearing from you. 


Sincerely, 





Lynne Bemabei 

Attorney for Glenn A. Walp and Steven L, Doran 


cc: Mr. Glenn A- Walp 

Mr. Steven L. Doran 
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X-Sender: u099787@beasiey.iani.gov 

X-Mailen QUALCOMM Windows Eudora Version 5.0 

Date: Mon, 29 Apr 2002 16;32;24 -0600 

To: "John W, Jennings" <jwjenning3@iani.gov> 

From: "Dave D. Smith" <smitty@lanl.£OV> 

Subject: Re: Fwd: charges 
Cc ■ vvelp@iani.gov 


He prpDien . jonn. v.-tt lOOwfig i:vst sp; yo^ 

Thanks, 

Dave 

At 04:13 PM 4/29/2002 -0600, you wrote: 

David, 

Last week i finally found the Number of this company from our budget person, Peggy York. PO 
24329001 1 MESA Equipment and Supply - 1 may have given you misinformation since i really don’t understand 
how it works but i know it is different from any kind of purchasing I have ever done. Things change and 
sometimes it is difficult to keep up. I think the system is a tittle lose. 

After I returned from meeting with you j again asked everyone to check and see if they had anything missing 
and it seems like things are okay. I am still concerned because of the time and energy someone put into 
duplicating my signature. They did & good job of duplication it and I’d fed. better if I knew what the purpose was. 
I am going to share this with Mike Busse just as an FY! when he gets back to work. ! would also like to get with 
Fran to sae if we can tighten up the process and help me with my management so we can get a good audit and 
tighter controls. 

Thanks for looking at this and i'H let you know if anything else strange happens, l just wanted someone to know 
in case there is more than meets my eye, i don’t have the time, energy or training to figure it ail out 

John jen rungs 


Date: Tue. 23 Apr 2002 15:09:26 -0600 
To: "Peggy J. York" <pyork@iani.gcv> 

From: "John W, Jennings" <jwjennings@lanl.gov> 

Subject; charges 

Cc: Pete Bussolini <pbussotini@ lani.gov> 

Peggy, 

Have you had a chance to took up the items we talked about. You were going to get me a list of items 
purchased on the JtT so t could have everyone check off items they bought, put the purpose and location and 
keep it on file. Also any of the PR contract items you might be able to find. Let me know if you can get them 
and II! come pick them up. 

Thanks, John 


Dave Smith 

Security Specialist 

Office of Security investigations 

Safeguards and Security Division (S-OSi) 

TA-03-470-119 

MS <3723, {605)665-3505, Digital Pacer 996-3964 

Ceifular 505-699-3613 

FAX (505)667-7579, smitty@ianl.gov 

who dares -wins 


LANL 16292 


iile://C:\DOCTJME~l\ADMlM~l\LOCALS~lVremp\eud8S.htm 


1/24/2003 
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X-Sender: u099787@beasley.tanl.gov 
X-Mailer; CUALCOMM Windows Eudora Version 5.0 
Date; Won, 29 Apr 2002 16:32:24 -0600 
To: "John W. Jennings” <jwjenninga@ianl.govs’ 

From: "Dave D. Smith" <smttty@lant.gov> 

Subject: Re: Fwd: charges 
Cr walo@lanl.pov 

Thanhs. 

Dave 

At 04:1 3 PM 4/29/2002 -0600, you wrote: 

David, 

Last week I ftnaiiy found the Number of this company from our budget person, Peggy York. PO 
243290011 MESA Equipment and Suppfy - 1 may have given you misinformation since i really don't understand 
how it works but ! know it is different from any kind of purchasing I have ever done. Things change and 
sometimes it is difficult to keep up. t think the system is a little lose. 

After t returned from meeting with you I again asked everyone to check and see if they had anything missing 
and it seems like things are okay. I am still concerned because of the time and energy someone put into 
duplicating my signature. They did a good job of duplication it and I'd feel better if I knew what the purpose was, 
i am going to share this with Mike Busse just as an FYI when ha gets back to work. 1 would also like to get with 
Fran to see if we can tighten up the process and help me with my management so we can get a good audit and 
tighter controls. 

Thanks for looking at this and 1*11 let ycu know if anything else strange happens. I just wanted someone to know 
in case there is more than meets my eye. I don't have the time, energy or training to figure it all out. 

john jennings 

Date: Tue, 23 Apr 2002 15:09:26 -0600 
To: "Peggy J. York* <pyork@ianl.gov> 

From: 'John W. Jennings" <jwjennings@l3nl.gov> 

Subject: charges 

Cc: Pete Bussolini <pbussolini@lanl.gov> 

Peggy. 

Have you had s chance to look up the items we talked about You were going to get me a list of Items 
purchased on the JIT so 1 couic have everyone check off Items they bought, put the purpose and location and 
keep it on file. Also any of the PR contract items you might be able to find, let me know if you can get them 
anti i ll come pick them up. 

Thanks, john 


Cave Smith 

Security Specialist 

Office of Security investigations 

Safeguards and Security Division (S-OSI) 

TA-93-470-119 

MS <3723, (505)665-3505, Digitaf Pager 986-3964 

Ceiluiar 505-699-3613 

FAX (505)667-7579, smitty@ianl.gov 

WHO OAKES -WINS 


LANL 16293 


Sle://C:\DOQJME~l\ADMIM~l\LOCALS~lVTemp Veud88.htm 


1/24/2003 
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X-Sender: 1 1 7091 @chsc©.jcUanS.gov 
X-Maiier: QUALCOMM Windows Eudora Version 5.0.1 
Date: Tue, 21 May 2002 07:31:09 -0600 
To: Bili Sprouse <bsprou5e@eni.gov> 

From: jaret mcdonald <jarelm@lanI.gov> 

Subject - Re: Fwd: Re: Fwd: Re: 


At 05:13 PM 5/20/02 -0600, you wrote: 


Oh I forgot to mention I have some one beside you saying that at least one of the three is stealing the fab 

blind, -....Bill 


Date: Mon, 20 May 2002 17:08:31 -0600 
To: jaret mcdonald <jaretm@lanl.gov> 
From: Bill Sprouse <bsprouse@ianl.gov> 
Subject: Re: Fwd: Re: 


Jaret i just got a calf from the FBI guy who was coming and he has been called off on something else, he 
apologized and said he will ceil next week to tty again....88l 


At 07:4S AM 5/15/02 -0600, you wrote: 
1 That's just fine Bill, 


Jaret 


At 07:59 AM 5/15/02 -0600, you wrote: 

| Need to change the time to 2pm is that ok????????????? 


Date: Mon, 1 3 May 2002 08:23:04 -0600 
To: jaret mcdonald <jaretm@lanl.gov> 

From: Bill Sprouse <bsprouse@leril,guv> 

Subject: Re: 

Good, 1 just got our meeting set if you can make it it will be On 5-21-02 ftues of next week) at 1:30 pm, in 
my office. You think that will work???? 


At 1 2:00 PM 5/1 0/02 -0600, you wrote: 

Hi Bill, 

! almost forgot... I have about 150 nice photo's and some other practical hard evidence. 


Thanks, 


LANL 16366 


fi!e//C:'DOCUME~l\ADMINI~l\LOCALS~l\Temp\eudlF4.htm 


1/31/2003 
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Jaret 


UNL 16367 


filc://C:\DOCUME~l\ADMINI~l\LOCALS~l\Temp\eudlF4.1itm 


1/31/2003 



972 


Page 1 of 1 


To: jaret mcdonald <faretm@3ani.gov> 
From: Bill Sprouse <bsprouse@lanl.gov> 
Subject: Re: Fwd: Re: 

Cc: 

Bcc: 

X-Eudora-Sipnature: <S?andard> 


Jaret 1 just got a call tram the FBi guy who was coming and he has been called oft on something else, he 
apologized and said he will call next week to try agein....Bill 


At 07:49 AM 5/15/02 -0600, you wrote: 
That's just fine Bill. 

Jaret 


At 07:59 AM 5/1 5/02 -0600, you wrote: 

J Need to change the lime to 2pm Is that ok????????????? 


Date: Mon, 1 3 Mey 2002 08:23:04 -0600 
To: jaret mcdonald <jaretm@tanl,gov> 

From: Bill Sprouse <bsprouse@ianl.gov> 

Subject: Re: 

Good, I just got our meeting set if you can make it it will be On 5-21-02 (fuse of next week) at 1:30 pm, in my 
office. You think that will work???? 


At 12:00 PM 5/10/02 -0600. you wrote: 

Hi Bill, 

I almost forgot... I have about 150 nice photo's and some other practical hard evidence. 
TTianks, 

Jaret 


LANL 16368 


file://C:\DOCUME~l\ADMINI~l YLOCALS~l\Temp\eudlFl.htm 


1/31/2003 
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X-Sender: 1 1 7091 @chaco.jci.la nl.gov 
X -Mailer: QUALCOMM Windows Eudora Version 5.0.1 
Date; Thu, 30 May 2002 07:32:48 -0600 
To: Bill Sprouse <bsprouse@lanl.gov> 

From: jaret mcdonaid <jaretm@janl.gov> 

Subject: Re: 

1 \f--l ; bunker; 


At 04:53 PM 5/29/02 -0600, you wrote: 

Where were the pictures taken at??? I called the FBI guy and they said he was out so 1 left a message that I am 
off Friday and' on travel next week so he needs to get in contact with me so we can get this 
moving BUI 


At 10:50 AM 5/28/02 -0600, you wrote: 

Yes, a!! items were purchased with LANL $$ and were taken @ TA-33 

At 01:53 PM 5/23/02 -0800, you wrote: 

Where were these taken? is this lab property? 

At 12:27 PM 5/22/02 -0600, you wrote: 

| what did you think of the CD? 


LANL 16371 


file://C:'T>OCUME~l \ADMINI~1 \LOCALS~l \Temp\eud200.htm 


1/31/2003 
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To: jaret mcconatd <jsretm@ianl.gov> 
From; Bill Sprouse <b$prouse@lanl.gov> 
Subject: Re: 

Cc: 

Bcc; 

X-Eudors-Sipnature: <$landard> 


w-v rir.j’f-f Yc ► t- ■ r ■* ’ ' ik sec :->» r i ' Cc'\ c'T utc ‘‘if wss Cwt sc t leh £. met s-apt the: i srr 
oti (-nosy anc or, nave, nex : weer sc he neeas toaei in contact with me so we can gel tint 
moving Bill 


At 10:50 AM 5/28/02 -0600, you wrote: 

I Yes, a!! items were purchased with LANl $$ and were taken @ TA-33 


At 01:53 PM 5/23/02 -0600, you wrote: 

Where were these taken? is this tab property? 

At 12:2? PM 5/22/02 -0600, you wrote: 
j what did you think of the CD? 


LANL 16372 


fi!e://C:\DOCUME~l\ADMlNI~l\LOCALS~l\Temp\eudlFE.htm 


1/31/2003 
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X-Sencfer: 11709l@chaco.jcUanf.gov 
X-Maifer: QUALCOMM Windows Eudora Version 5.0.1 
Date: Tue, 25 Jun 20C2 08:06:05 -0600 
To: Bill Sprouse <bsprouse@ianl.gov> 

From: jaret rrcdonaid <jaretm@lanl.gov> 

Subject: Re: 


! wcrkec with him years ago. He is a gooo man. i wouia be g.@c to worn with mm... 

Jaret 

At 08:13 AM 6/25/02 -0600, you wrote: 

Yeah, you know G!en??? 

At 07:36 AM 6/25/02 -0600, you wrote: 

Seems fine.,,. .who is your friend? 

1$ it Glen? 

At 07:46 AM 6/25/02 -0500, you wrote: 

Jaret the F3i seems to busy, do you mind if i talk to a friend of mine in the Los Alamos police to see if they 
wilt help us????????????????? i 

At 1 1 :39 AM 6/1 6/02 -0600, you wrote: 

Hi there Bill. I know you are a very busy man, but, l was stilt wondering if we were going to meet soon? 
Jaret 


CAM 16359 


fiJe:/yC:\DOCUME~l\ADMM~l\LOCALS~l\Temp'eiid238.htm 


1/31/2003 
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Department of Energy 

Washington. DC 20585 
February 21, 2003 


FROM: 


Gregory H. Friedman 
Inspector General 


SUBJECT: 


INFORMATION : Report on “Inspection of Firearms Internal 
Controls at Los Alamos National Laboratory” 


BACKGROUND 


The Department of Energy’s (DOE) Los Alamos National Laboratory (LANL) maintains 
1 ,643 firearms for use by its protective force contractor, Protection Technology Los 
Alamos (PTLA), and its Security and Safeguards and Dynamic Experimentation 
Divisions. Firearms are considered sensitive items by DOE and are subject to strict 
inventory controls. The purpose of this inspection was to determine if internal controls 
over firearms at LANL are adequate and whether the firearms inventory is administered 
appropriately. 

RESULTS OF INSPECTION 

After several unsuccessful efforts to obtain an accurate inventory from LANL sources, 
we used the best data available to account for firearms maintained as LANL property. 
Nonetheless, we concluded that significant internal control weaknesses exist in the 
receiving process and the administration of the firearms inventory. These weaknesses 
increase the vulnerability of firearms to Joss, abuse and theft. 

Specifically, we found that: 

• LANL officials were unable to readily provide an accurate firearms inventory' 
list, due in part to use of inconsistent nomenclature descriptions in the LANL 
property database; 

• some firearms were not entered in the inventory, including 12 shotguns that 
were received in 1999; 

• inventory validations conducted in 2000, 2001, and 2002 did not identify 
inaccuracies that existed in LANL's firearms inventory’; 
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• separate firearms inventories maintained by LANL and PTLA were not 
reconciled; and 

• all firearms were not processed through a central receiving point, resulting in 
delays in entering some firearms into LANL's property inventory. 

During our inspection, LANL officials also recognized the need for process improvements 
and initiated corrective actions. 

MANAGEMENT REACTION 


Management agreed with our report and initiated a series of corrective actions to address 
our concerns. Management advised it would include firearms in the current “wall to 
wall” property inventory that is being conducted at LANL. Management asserted that the 
problem we encountered concerned receipt of firearms and not accountability of firearms. 
However, in our judgment, the inability of LANL to provide an accurate firearms 
inventory; the lack of reconciliation of the LANL inventor} 7 with the protective force 
inventory; and the acknowledged problems in the process for receipt of firearms and their 
inclusion in the formal LANL inventory raised additional doubt about the property 
control system at LANL. 


Attachment 

cc: Deputy Secretary 

Acting Administrator, National Nuclear Security Administration 
Under Secretary for Energy, Science and Environment 
Manager, Los Alamos Site Office 
Director, Policy and Internal Controls Management 
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Overview 


INTRODUCTION 
AND OBJECTIVE 


Page 1 


The Department of Energy’s (DOE) Los Alamos National 
Laboratory (LANL) maintains 1,643 firearms for use by its 
protective force contractor. Protection Technology Los Alamos 
(PTLA), and its Security and Safeguards and Dynamic 
Experimentation Divisions. Firearms are considered sensitive 
items by DOE and are subject to strict inventory controls. 

The objective of this inspection was to determine if internal 
controls over firearms at LANL are adequate and whether the 
firearms inventory is administered appropriately. 


Inspection of Firearms Internal 
Controls at Los Alamos National 
Laboratory 
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OBSERVATIONS 
AND CONCLUSIONS 


After several unsuccessful efforts to obtain an accurate inventory 
from LANL sources, we used the best data available to account for 
firearms maintained as LANL property. Nonetheless, we 
concluded that significant internal control weaknesses exist in the 
receiving process and the administration of the firearms inventory. 
These weaknesses increase the vulnerability of the firearms 
inventory to loss, abuse and theft. 

Specifically, we found that: 

• LANL officials were unable to readily provide an accurate 
firearms inventory list, due in part to use of inconsistent 
nomenclature descriptions in the LANL property database; 

• some firearms were not entered in the inventory, including 12 
shotguns that were received in 1 999; 

• inventory validations conducted in 2000. 200 1 , and 2002 did 
not identify inaccuracies that existed in LANL's firearms 
inventory; 

• separate firearms inventories maintained by LANL and PTLA 
were materially inconsistent and had not been reconciled; and 

• all firearms were not processed through a central receiving 
point, resulting in delays in entering some firearms into 
LANL’s property inventory. 

During our inspection. LANL officials also recognized the need 
for process improvements. We were informed by LANL officials 
that they have already initiated corrective actions. 


Page 2 
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Details of Findings 


INVENTORY LISTS LANL officials were unable to readily provide an accurate 
firearms inventory list. This was due partially to the use of 
inconsistent nomenclature descriptions for firearms in the LANL 
property database, resulting in difficulty identifying all firearms 
listed in the inventory. 

LANL officials initially provided two inventory lists, each dated 
November 18, 2002. One list was supposed to contain all firearms 
maintained at LANL, including those firearms in the possession of 
PTLA. The second list was provided by PTLA and contained only 
those firearms in the possession of PTLA. However, we observed 
that while the LANL list contained a total of 886 firearms, the 
PTLA list contained 1,550 firearms. A LANL official 
acknowledged that the initial LANL list, which had been generated 
by a query of the LANL property database, was incomplete. He 
stated that the LANL database had been queried using the word 
“weapon” as the property nomenclature description. 

Consequently, few firearms were identified because the 
nomenclature for all firearms in the database does not necessarily 
include the word “weapon.” 

A LANL official then provided a second inventory list of LANL 
firearms dated December 3, 2002, which contained 1,438 firearms. 
This list was accompanied by three documents identified as 
property transaction slips that, according to the LANL official, 
contained firearms that were pending entry into the LANL 
inventory. Specifically, those fireanns pending entry into the 
LANL property database included the following: 


Description 

Amount 

Date Received 

Shotguns 

12 

July 1 999 

Automatic rifles 

42 

August 2002 

Clock pistols 

145 

September 2002 
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RECORDING 

INVENTORY 


ANNUAL INVENTORY 
VALIDATIONS 


On December 5, 2002, the LANL official provided additional 
documentation for 16 Knight rifles that should also have been on 
the December 3, 2002, LANL inventory list. Information provided 
by this official revealed that the rifles had been in the LANL 
property database but did not appear on the inventory list. The 
rifles, it was explained, did not have the word “weapon” or “gun” 
in their property nomenclature description. As such, they were not 
captured by the December 3, 2002, property inventory' data query'. 

With the addition of the 1 99 firearms included from the property 
transaction documents and the 16 Knight rifles added to the 
December 3, 2002, LANL property inventory list, the total number 
of firearms at LANL was determined to be 1 ,653. Subsequently, 
we determined that ten items on the list, including one rocket 
launcher, were not firearms. We physically accounted for and 
verified the serial numbers for each of the 1,643 firearms. 

During our inspection, LANL officials recognized the difficulty of 
maintaining an accurate inventory list when the LANL database 
did not include a standard and consistent nomenclature for 
firearms. LANL officials advised us that they intend to improve 
the inventory process by adopting a standard and consistent 
nomenclature for all firearms. 

We found that firearms were not entered into the LANL inventory 
in a timely manner and that the separate LANL and PTLA 
inventories were not reconciled. We identified 12 Benelli 
shotguns that were received in 1999. and 187 other firearms (145 
Glock pistols and 42 automatic rifles) that were received at least 
three months prior to our inspection, which were not entered in the 
LANL property inventory'. All of these firearms were, however, 
entered in the PTLA firearms inventory database. A LANL 
official informed us that the Glock pistols and the automatic rifles 
were not in the LANL inventory’ because of a delay in data entry 
caused by staff shortages. LANL officials were unable to provide 
an explanation for the absence of the 12 shotguns from the LANL 
inventory-. Following our discussion of this issue with LANL 
officials, we were advised that LANL intends to initiate a process 
improvement to ensure that all firearms are entered into the LANL 
property database immediately upon receipt. 

We found that annual firearms inventory validations conducted by 
LANL and DOIi officials did not identify those firearms in the 
possession of PTLA and not in the LANL inventory. The PTLA 
inventory contained 12 Benelli shotguns that were received in 
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1999. Those firearms were absent from the LANL property 
inventory without explanation. However, these firearms were not 
identified by DOE and LANL officials during annual inventory 
validations in 2000, 2001, and 2002. We were told that the 
validations consisted of verifying the presence of a sample of 
firearms using the LANL property inventory as the universe of 
firearms. This process was flawed. Had LANL officials taken the 
basic step of reconciling the PTLA inventory with the LANL 
inventory, as we did, they would have identified the 
inconsistencies and taken actions necessary to assure that the 
LANL inventory was up-to-date and complete. A PTLA official 
told us that he had identified the need for updating the LANL 
inventory as early as 2001. 

RECEIVING POINT Firearms purchased directly by LANL were processed differently 
than firearms purchased for LANL by DOE or transferred to 
LANL from other organizations. Specifically, we found that 
LANL did not consistently require the use of a central receiving 
point for firearms. The use of two different processes did not 
provide adequate assurance that all firearms received by LANL 
were entered into LANL’s property inventory'. 

Firearms directly purchased by LANL were received and initially 
processed by LANL's Shipping and Receiving Department, as 
described in LANL's Property Management Manual. Bar code 
labels were prepared for each firearm for inventory' control 
purposes. Information concerning the firearms was electronically 
transmitted to LANL's property inventory database. The 
appropriate property custodian, such as the PTLA property 
custodian, then picked up the firearms. 

Firearms purchased by DOE for LANL or transferred to LANL 
were received directly by a property custodian, such as the PTLA 
property custodian, who notified his or her property administrator 
of the receipt of the firearms. The property administrator 
documented receipt of the firearms and forwarded the 
documentation to LANL's Property Management Group, which in 
turn, sent the documentation to LANL's Property Accounting 
Group for manual entry' into LANL's property inventory. 

LANL received several firearms shipments during the period 1998 
through December 2002. We observed that firearms purchased 
directly by LANL and received in October 2002. were processed 
through LANL's Shipping and Receiving Department and were 
listed on LANL's December 3, 2002. inventory. Firearms 
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purchased for LANL by DOE or transferred to LANL in July 1999, 
August 2002, and September 2002, were received and processed 
by property custodians, such as the PTLA property custodian, and 
were not entered in the LANL property inventory. Following our 
discussion of this issue with LANL officials, we were advised that 
LANL will initiate a process improvement to establish a central 
point for receiving and issuing bar codes for all new and 
transferred firearms. 

Inconsistent checks and balances in the receiving process and 
administration of the property inventory at LANL, increase the 
vulnerability of firearms to loss, abuse and theft. Given the 
sensitive nature of firearms as an inventory item, we concluded 
that the situation we found represented a significant LANL internal 
control weakness. 

Our findings in this report will be considered as part of the Office 
of Inspector General’s current overall review of management 
issues at LANL. 
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RECOMMENDATIONS 


MANAGEMENT 

COMMENTS 


INSPECTOR 

COMMENTS 


We recommend that the Manager, Los Alamos Site Office take 

appropriate action to ensure that: 

1 . LANL fully implements those process improvements identified 
by LANL officials during our review. 

2. The LANL property inventory reflects all firearms maintained 
by LANL, and that procedures are implemented to assure that a 
complete and accurate firearms inventory listing may be 
obtained in a timely manner. 

3. All firearms received by LANL are entered into the LANL 
inventory in a timely manner. 

4. DOE and LANL officials perform annua! firearms inventories 
designed to identify the fullest range of potential problems, 
such as firearms that are not entered in the LANL inventory. 

5. LANL establishes consistent checks and balances in the 
firearms receiving process and administration of its property 
inventory. 


In comments dated February 20, 2003, management agreed with 
our report and initiated a series of corrective actions to address our 
concerns. Management advised it would include firearms in the 
current “wall to wall” property inventory that is being conducted 
at LANL. Management's verbatim comments are in Appendix B. 


We consider management’s comments and actions to be 
generally responsive to our recommendations and the issues 
addressed in our report. However, vve do not agree with 
management that the issue is with the receipt of firearms and not 
with the accountability of firearms. Given that LANL was not able 
to provide an accurate firearms inventory; that the LANL 
inventory w'as not reconciled with the protective force inventory; 
and that the process for receipt of firearms did not ensure that all 
firearms were entered into the LANL property management 
database, there is no assurance that all firearms received by LANL 
were accounted for properly. 
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Appendix A 


SCOPE AND 
METHODOLOGY 


• Department of Energy Property Management Regulations, 
Title 41 Code of Federal Regulations, Chapter 109. 

• ‘ Albuquerque Operations Office Property Management 
Instructions" dated August 3, 1998. 

• “LANL Property Management Manual.” 

• Chapter 6, “Equipment and Facilities” from DOE Manual 
473.2-2 “Protective Force Program” dated June 30, 2002. 

• PTLA “Firearms Inventory and Control” procedures, dated 
April 6. 1999. 

This inspection was conducted in accordance with the “Quality 
Standards for Inspections” issued by the President's Council on 
Integrity and Efficiency. 


We conducted the fieldwork portion of our review during 
November 2002 to January 2003. Our review included interviews 
with Department of Energy (DOE) officials from the Albuquerque 
Operations Office and officials from LANL and PTLA who were 
involved with the custody, receipt, or property management of 
firearms. We also reviewed applicable policies and procedures 
regarding property management and firearms including: 
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Appendix B 



Department of Energy 

National Nuclear Security Administration 

Washington, DC 20585 

FES 2 0 2003 


MEMORANDUM FOR Christopher R. Sharpley 

Acting Assistant Inspector General 
for Inspections 



Associate Administrator 
for Management and Administration 


SUBJECT; C moments to Draft inspection Report on Firearms 

at LANL 

The Office of inspector General conducted . 11 ) inspection to determine if internal 
controls over firearms at the I.os Alamos National Laboratory are adequate and 
whether the firearms inventory is administered appropriately The National 
Nuclear Security Administration (N'NSA ) appreciates the opportunity to have 
reviewed the draft inspection report, “’Inspection of Firearms Internal Controls at 
Los Alamos National Laboratory." 

The inspectors concluded, in the report, that there arc significant internal control 
weaknesses in the receiving process and the administration of the firearms' 
inventory. Wc wish to note that the issue is with die receipt of firearms not with 
the accountability once firearms were delivered to the security force. We agree 
that the weaknesses could increase the vulnerability ol the firearms' inventory to 
loss, abuse, and 1 or theft prior to the weapons being incorporated into the site 
safety force program. 

NNSA agrees with the report. The Manager. Los Alamos Site Office has initiated 
a series of corrective actions and, additionally, the firearms at Los Alamos will be 
included in the current "wall-to-wall" properly inventory that is being conducted. 
However, for the purpose of this inspection report. N’NSA recommends that the 
recommendations be directed toward the Manager. Los Alamos Sue Office lather 
than the Associate Administrator for Facilities and Operations. The Site Office 
Manager is the accountable contract administrator fur the actions that the 
Laboratory needs to imp !e mem. 

cc: Greg Rudy, Associate Administrator tor Facilities. and Operations. NA-50 
Robert L\ Braden. Senior Proctu ement Executive, NA-ni 
John C. Todd, Chief, Defense Nuclear Security. NA-J.3 
Ralph Erickson, Manager. I.os Alamos Site Office 
David I,. Marks, Director. Field Financial Management 
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IG Report No. DOE/IG-0587 

CUSTOMER RESPONSE FORM 


The Office of Inspector General has a continuing interest in improving the usefulness of its 
products. We wish to make our reports as responsive as possible to our customers' requirements, 
and, therefore, ask that you consider sharing your thoughts with us. On the back of this form, 
you may suggest improvements to enhance the effectiveness of future reports. Please include 
answers to the following questions if they are applicable to you: 

1 . What additional background information about the selection, scheduling, scope, or 
procedures of the inspection would have been helpful to the reader in understanding this 
report? 

2. What additional information related to findings and recommendations could have been 
included in the report to assist management in implementing corrective actions? 

3. What format, stylistic, or organizational changes might have made this report's overall 
message more clear to the reader? 

4. What additional actions could the Office of Inspector General have taken on the issues 
discussed in this report which would have been helpful? 

5. Please include your name and telephone number so that we may contact you should we have 
any questions about your comments. 


Name Date 

Telephone Organization 


When you have completed this form, you may telefax it to the Office of Inspector General at 
(202) 586-0948, or you may mail it to: 

Office of Inspector General ( ICi- 1 ) 

Department of Energy 
Washington. DC 20585 

ATTN: Customer Relations 

If you wish to discuss this report or your comments with a staff member of the Office of 
Inspector General, please contact Wilma Slaughter at (202) 586-1924. 
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The Office of Inspector General wants to make the distribution of its reports as customer friendly and cost 
effective as possible. Therefore, this report will be available electronically through the internet at the 

following address: 

U.S. Department of Energy Office of Inspector General Home Page 
h 1 1 p : /V www . i » , doe . go v 

Your comments would be appreciated and can be provided on the Customer Response Form 
attached to the report. 
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2003-02-12 - Report S02IS013 

Inspection Report to Management on “Inspection of 2001 
Safeguards and Security Survey of Los Alamos National Laboratory" 

Note: This report contains information that is protected by the Freedom of Information Act and the Privacy Act. The follow- 
ing summary of the report is public. 

BACKGROUND 

The Office of Inspector General received a complaint that the Department of Energy's 200 1 Safeguards and Security Survey 
of Los Alamos National Laboratory was compromised. Specifically, the complaint alleged that: 

the survey team was instructed to only document observations and not findings; 

the survey period was shortened from two weeks to four days; 

the survey scope was reduced; and. 

the survey topical area ratings appeared to be manipulated. 

The objective of this inspection was to determine if the 2001 Safeguards and Security Survey of Los Alamos National Labo- 
ratory was compromised as alleged. 

RESULTS OF INSPECTION 


In general, the inspection did not substantiate these allegations. After reviews of the documentation supporting the survey 
and discussions with numerous team members, we found no evidence that there had been any direction to take inappropriate 
action with regard to the inclusion of observations and findings in the survey report; the scope of the survey had been reduced 
in any meaningful way; or, that the survey topical areas had been inappropriately manipulated. We did find that the survey 
period had been shortened, but not to the extent alleged. The team members asserted that the length of the survey period had 
essentially no effect on their conclusions. 

However, we did find that concerns regarding the methodology supporting a 200 1 Los Alamos National Laboratory for- 
ce -on- force exercise had not been included in the surv ey report. Force-on- force exercises are key parts of the facility protec- 
tion strategy and are. as a result, of considerable importance at an installation such as Los Alamos. We noted that neither a 
formal "murder board" nor a "working closeout" meeting had been held as part of the Los Alamos surv ey effort. These meet- 
ings facilitate open discussions between and among team members and Los Alamos staff, ensuring that open issues are fully 
vetted. We concluded that had such meetings taken place, there is a high likelihood that the force-on- force matter would have 
surfaced and would have been appropriately resolved and addressed in the final survey report. Further, it was dear that many 
of the team members would have had more confidence in the survey process, had these meetings been held. 

As a consequence of these findings, we recommended that the National Nuclear Security Administration {NNSA): 

review the outcome of the force -on -force exercise referenced in the 2001 Safeguards and Security Survey of Los Ala- 
mos National Laboratory, and ensure that concerns relating to the protection strategy have been corrected, and. 

ensure that all future security survey results are fully vetted through ihe use of "murder boards" and "working close- 
outs" as part of the survey process 

We are forwarding our findings Ui the Office of Independent Oversight and Performance Assurance for further consideration 
MANAGEMENT REACTION 


NNSA management agreed with the report recommendations, but disagreed with the report’s conclusions ihai information re- 
garding the site's protection strategy may not have been considered during the survey. NNSA management stated we were 
probably unaware that a classified report on the results of the force -oil- force exercise was prepared; and that the results of the 
exercise were, in fact, integrated into the overall survey, and all opinions from exercise observers were considered lor the sur- 
vey report. 

INSPECTOR COMMENTS 


The Department officials who observed the 2001 force-on -force exercise informed us that they had not been approached by 
survey team members to discuss and resolve their concerns. Further, w e rev lewed the classified report referenced by NNSA 
management. It is our view that the report does not address and resolve the force-onlorce concerns raised by the observers. 
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A 

* Los Alamos 

NATIONAL LABORATORY 
Office of the Director 


Tab 70 


Mary Higgins, Supervisory Assistant U. S. Attorney 
U. S. Attorney’s Office 
P. O. Box 607 
Albuquerque, NM 87103 

Dear Ms. Higgins: 

Re: Investigation of Theft from the Laboratory 

This letter follows up on a comment you made at our meeting of . You said that the Laboratory had 

known about potential theft at the Laboratory’s TA-33 for a year but had done nothing about it. Naturally. 

I was concerned about such an allegation and made further inquiry of Laboratory staff about any earlier 
knowledge of the thefts under investigation at the Laboratory. 

As I understand it, an employee of JCNNM contacted an investigator at the Laboratory’s OSI office in 
late September, 2001 and reported the alleged thefts by three individuals. The Laboratory investigator 
reviewed purchase records for the named individuals and agreed that there were numerous suspicious 
transactions. I am informed that Agent Jeff Campbell of the FBI was contacted by telephone in late 
September or early October, 2001 and informed of the allegations and suspicious transactions. A meeting 
was arranged with Agent Campbell at the Laboratory in mid-October. Agent Campbell visited the 
Laboratory at that time and met with the Laboratory investigator to review' the purchasing records and 
discuss the allegations. Agent Campbell said he would take the matter back to his superior to determine 
whether a case should be opened. He also expressed a desire to meet with the JCNNM employee who had 
initially reported the thefts and that employee immediately agreed to the interview. The OSI investigator 
indicates that he made repeated efforts to schedule the meeting as requested but due to the press of other 
business, Agent Campbell was not able to attend and finally told the OSI investigator that he was having 
difficulty convincing his superior that the case was worthwhile to pursue. 

Clearly, there is more the Laboratory could have done to pursue this matter. For example, it would have 
been appropriate to refer the matter to the DOE Inspector General, and the Laboratory’s referral of the 
matter to the FBI should have been documented. While we certainly regret that the Laboratory did not 
pursue this matter more aggressively when it first arose, I wanted you to be aware that the matter had 
been informally reported to law enforcement soon after the Laboratory was made aware of the allegations. 

Sincerely, 



MS \IIHi. I iis .Minin*. NM X7>l' 


Joseph F. Saigado 


O Uni I ('ft 3. 


LANL 26385 
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Mary Higgins 
PdLd.02-058 

Principal Deputy Laboratory Director COO 
Cy: IM-5. ADO 

> 

r r ; - Lt'ilV t 


LANL 26386 
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Magellan :: Products :: Product Detail 


Page 1 of 4 


MAGELLAN 


SporTrak Serres 
Meridian Series 
GPS Companions 


MAP 330M 




GPS 300 Series 
MLR Family 
750 5eries 
FX324 MAP Family 
Maps & Software 
Accessories 
Product Comparison 


The extremely accurate Magellan® MAP 330M is optimized for 
marine navigation and features expanded memory and 
mapping database capabilities. Navigate with a 9 MB mapping 
database containing all major U.S. cities, highways, 
interstates, waterways and more. The MAP 330M includes 
detailed street-level mapping, with Magellan MapSend® 
software. The large backlit display has a high -contrast option 
for navigating in bright sunlight. You'll always know exactly 
where you are and where you're going to within 3 meters. 


About Satellite 
Navigation 


Save up to 20 routes with 500 waypoints, while the trip 
odometer tells you exactly how far you've traveled, making it 
easy to find your way back. 




The MAP 330M gives you the advantages of GPS in a Enlarge image 

full set of features: 


• Accurate 

MAP 330M gets a precision fix on your exact location, even in heavy cloud cover, by 
tracking up to 12 GPS satellites simultaneously. Equipped with a super sensitive 
quadrifilar antenna designed for fast satellite signal locking, and assisted by the U.S. 
Wide Area Augmentation System (WAAS), MAP 330M is accurate to within 3 meters 
or better. 

• Easy to use 

An intuitive interface provides easy setup, and dedicated function buttons put the 
power of GPS at your fingertips. 

• Detailed street-level mapping of the entire U.S. 

Navigate with 9 MB's of mapping data for major U.S. cities, interstates, highways, 
waterways, airports and more. Magellan S. -; : is included, with street-level maps 
that can be easily uploaded. World- wide points of reference including lighthouses, 
harbors, navaids and other nautical features make MAP 330M an indispensable 
companion for marine navigation. 

• Full Featured Navigation 

Four graphic navigation screens can be programmed to show you exactly the 
information you need, including heading, bearing, speed, direction, ETA, and your 
exact position in a number or formats, including longitude/latitude, Universal 
Transverse Mercator, Military Grid or simply as a point on the built-in map. 

• Advanced power and memory management 

You get 10 hours of continuous operation on two AA batteries, while the built-in, 


http :// www.magel 1 angps . com/en/products/product.asp?PROD I D=9 3 


02/25/2003 
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!V1ESA 

EQUIPMENT 

X» Supply Comi 


Company 

Mawriat Kindling & Industrial Equlptnant 
P.0, Bax 91B68 

ALBUQUERQUE. MM 87193-1538 
(50B( 34S.KS4 FAX 1606] 3*6-8227 

sit!. LOS ALAMOS NATIONAL LABORATORY 
TO: REFi 24329-001-01 4J 

ATTN; ACCTS PAYABLE MSP240 
LOS ALAMOS HM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 



1052368-0001-01 ¥ 


ship LANL/ SCOTT ALEXANDER 
TO; 665-1550 

BIKINI ATOLL RD 
LOS ALAMOS NM 87S4S 
CUSTOMER f»,0. NO. SES DROP POINT 
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MESA 

EQUIPMENT 

XiSupply Company 

Materia! Handling & industrial Equipment 
P.0. Box91SS8 

ALBUQUERQUE, NM 371S9-1668 
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BIU. LOS ALAMOS NATIONAL LABORATORY 
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MESA 

EQUIPMENT 

Supply Company 

Material Handling & Industrial Equipment 
P.C. Bo* 91568 

ALBUQUERQUE, NM 87198-1568 
tSOSl S45-0294 FAX iE06> 346-9227 
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MESA 

EQUIPMENT 
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MESA 

EQUIPMENT 

{y Supply company 
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MESA 


EQUIPMENT 

^Supply Comi 


Company 
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MESA 

EQUIPMENT 
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MESA 

EQUIPMENT 

{^Supply Co n?j 
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M*t*riai Hndtfei} & ir,du*tri«i £culpm*nt 
P.O. Bo* 91S68 

ALBUQUERQUE, NM 8718S-1B6B 
|6C6) 5*5-0284 FAX {BOB! 348-0827 

bill LOS ALAMOS NATIONAL LABORATORY 
TC: KEF : 2432S-001-01 4J 
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MESA 

equipment 


Motariel Handling & Industrial Equipment 
. P-O. Box 31568 
ALHDQUEfiQUE, NM 87138-1568 
I50B; 345-0284 FAX (EOS! 345-9227 



BILL LOS ALAMOS NATIONAL LA30RA' 
T0: REF; 2432S-001- 01 4 J 

ATTN : ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.0. No. SEE DROP POINT 173 


'ORY 


SH/P LANL/ SCOTT ALEXANDER 
T0: 665-1550 

BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.o. NO. SEE DROP POINT 179 



17) *CAB 921630 

TWELVE PEAKS PARKA LARGE 
BLUER IDG E/BLACK 

18) *CAB 920745 

insulated guide wear tall 

LARGE PARKA 
GRAPHITE /BLACK 

19 ) *CAB 920745 
INSULATED GUTDEWEAR TALL 
XL PARKA 

GRAPHI TE / BLACK 


306 . 60 




; SUB TOTAL 
l MS C. CHARGE 
! TELE. CHARGE CONTINUED 

| FREIGHT TOTAL ' ■ ■ 

' FED./OTHER TAX 
j STATE TAX 
' PAVMEHT BEfyn 


DUPLICATE 



1024 




1025 
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MESA 

EQUIPMENT 

QjSuppfy Company 


W*t*ri*{ HandiSnn & industrial Sqti»m«nt 
P.O.Box 31 568 

ALBUQUERQUE, .VM 3719S-136S 

iSG6i 34M2S4 FAX (SOS) 346-9237 

Biii LOS ALAMOS NATIONAL LABORATORY 
TO: REF: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NW 87545 
CUSTOMER P.0. NO. SEE DROP POINT 179 


505-667-8540 


.SIUIT.IE.Nt mmm 


105349S -000 1-01 


ship LAND/ SCOTT ALEXANDER 
TQj SS5-15S0 

BIKINI ATOLL RD 
LOS ALAMOS NN 87545 
CUSTOMER P.Q. NO. SES DROP POINT 17$ 



19} *CAB 923745 
INSULATED GUI DEWEAR TALL 
XL PARKA 
GRAPHITS/BLACX 

20) *CAB 920071 

GORTEX GUIDE WEAR JACKET LG 

MARINE 

21} *CAB 920071 
GORETEX GUI DEWEAR JACKET 
XL MARINS 


EAi 306,6000 


^ ^ cow itrtMA.no* 

• iStTj IpoilStTM aiS* » I srawS 
■ uuKt MCX oKweii n - Mrnw«»o cv 


*SHIP ORDER**** SHIP ORDER* 


MI5C. CHARQt 

TEW6. CHARGE 
FREIGHT- 70T.M;'. 
FED./OtWSR TAX 
STATE TAX. 
PAYMENT REC'P. 


LOG. .72' 

o.oo 
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B!LL LOS ALAMOS NATIONAL LABORATORY 
TOs REF: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS AXAMOS NM 87545 
CUSTOMER P,0. NO, SEE DROP POINT 178 



1053495-0001-01 


SHJP LANL FOR US DOE 
TD - BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 

customer p,o.no. SEE DROP POINT 178 


SIIIPWHIH ftlllMBtR I 


| 10 53495-£>GQl~ 01 



A'sii Drscnirriom 





DUPLICATE 
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1029 


;:Sas(5uatch Valiey:; S( 


wysin'ygy/42dittp^/sasqiKitcli»aliey.)warp-Com/V!si(}n.htn! 


ill 1 

VALLEY 

jpoHiweow-- 


n; hpc-v Aocor-Iod 1 1- \c 


SOG Vision Series 


Shop For Items J View ShoppingCart j Check out 


Click For ShoppingCart Co ntents [T | 

0»emfs) $tsb Total: SO.OO 

XV71 SOG X-Ray Vision 


Blade: 3,75 x .120" 
Weight: 3 oz 

Steel: Bead Blasted ATS-34 
Rockwell: 58-60 
Handle: Zytel 



02/25/2003! 1:18 AM 
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;;$3squatch Valley:: SOG Vision Series 


wysiwyg:// 42 ?http://sasqu«d 5 valley.i»iarp.c<Ma<'visbn.him 


The X-Ray Vision is the cheapest of SOG's Award Winning Vision Line. Ail Vision knives feature a 
partially serrated tanto blade with, dual thumbstuds, SOG's Arc Lock and a reversable military style 
metal pocketclip. 

xv71 SOG X-Ray Vision $82,46 + Shippiiii; J Buy This . 


nv70 SOG Night Vision Knife 


Blade: 3.75 x. 120” 
Weight: 3 oz 
Steel: ATS-34 
Rockwell: 58-60 
Handle: G-10 


av70 SOG Wight Vision Knife $156.71 + Shinrinu j Buy This 



sv68 SOG Vision Knife 


Blade: 3.75 x, 120- 
Weight: 3 02 
Steel; ATS-34 
Rockwell: 58-60 
Handle: Titanium 

sv68 SOG Vision Knife $156.71 + ^lunp inu J Buy This 




2 of 2 


02/25/2003 II: IS AM 
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MESA 

EQUIPMENT 

^Supply Company 

Material Handling & Indy atrial Equipment 
?,0, Box 91BSS 

AiBUQUERatlE, NM 07138-1883 
(696) 946-0284 FAX (5061 346.9227 



BILL LOS ALAMOS NATIONAL LABORATORY 
TO: REFs 24329-001-01 4J 

ATTN i ACCTS PAYABLE MSP240 . 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 181 


SHIP LAM* FOR US DOS 
TO: BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 37545 
CUSTOMER P.O. NO. SEE DROP POINT 181 



SCOTT ALEXANDER 
Z#C9?900 

8P99/XF75/5COQ/OOO0 

#665-1550 

***************************** 
CUSTOMER ADVISED OF JIT 
PURCHASE 

***************************** 

1) *OLY C-4040 
ZOOM CAMERA 

2) *OLY200753 
OLYMPUS SMART MEDIA 

t> 

AoCCrtT 

y/ r/o v 


1065.3333 

119.9333 


1065.33 

1433.20 


i 


* - rrayijwa tm wrucaatf D • tmKrnmmMT 




SUB TOTAL 

TELE. CHARGE 
f£D jjTHHft TAX - " 

jSTATE'TA^t 
PAYMENT RES'D. 


.. 2, 504.53 


' 0.00 

0.00 
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Olympus C-4040 Zoom Digital Camera 225295 B&H Photo Video Pro Audio Product Page Page 1 of 2 



Photo 

Film & Storage 
Digital Photography 


OLYMPUS 

Camedia C-4040 Zoom 4.1 Megapixel 3x Opticalf7.5x Digital Zoom Advanced Point-and-shoot 
Camera 


Video - Consumer 


video - Professional 


Computer Video 
Home Theater 
Projection & Viewing 
Lighting & Studio 
Audio - Professional 
’Binoculars & Scopes 
Darkroom 

Tripods & Supports 
Filters a Accessories 
Books & Tutorials 



List Price: $799.95 Availability: Discon 
Our Price; $$49. 95 Note! This item is disc 
and no longer avatebi 
pin ng c OR t caB 800-606-6969 (or 

6615) for more info. 

Note! Replaced by the 
Olympus C-5050 


Used Equipment 

& Printer FH i nd 1 P a 2 •? (§3 Z $ .>m 1 m ay e 



Open Box Specials 

13 Email This P*-i« 



Features l Bpoctfica 

Includes! 


About Us 

Contact Us 

Help Center 

To add an item to your cart check the item then click the Add To 

Displaying 1 to 8 of 9 

Cart button. 

Customer Service 

Holiday Closing 

Product Resources 

Imaging Partners 

Our store 

B&H Catalogs 

Olympus 

M-64PIU 64MB SmartMedia Card 

Mpre Info 

Price: $34,95 

Quantity 

add to cart 

First Look 

Events 

Links & Resources 

Olympus 

M-128PIU 128M8 SmartMedia Card 

Mfiffijnifp 

Price: $64.95 

Quantity 

add to cart 

Job Opportunities 

W 

Olympus 

S-50SU AA NiMH (IPOOmAh) Rechargeable 
Batteries (4 Pack) with Charger 

More. info 

Price: $39.95 

Quantity 

add to cart 


r 

r 


Olympus 

C7-AU AC Adapter 

More .Info 


Price: $39.95 


Quantity [* 
add to cart f” 


. ../FrameWork. class? FNC-Getltem Alndex html IC=QLC40402 SID-F3IM368AF 02/25/2003 
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MESA 


EQUIPMENT 

Qj Supply Com| 


Company 


Material Handling & Industrial Equipment 
P.O. Box 91668 

ALBUQUERQUE, NM 87199-1668 
1608) 34B-Q2B4 FAX (BOB) 348-9227 


BILL LOS ALAMOS NATIONAL LABORATORY 
T0: REFt 24329-001-01 4J. 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER p.o. no. SEE DROP POINT 182 


505-667-8540 


*DUP* 1053552-0001-01 


ship LANL FOR US DOE 
T0: BUILDING SM3 0 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.o. NO. SEE DROP POINT 182 



************************* 
SCOTT ALEXANDER 
Z#097900 

8P99/XF75/5COQ/0000 

#665-1550 

************************* 
USTOMER ADVISED OF JIT 
PURCHASE 


1)*OLYC-4040 
ZOOM CAMERA 


2)*OLYE-20 SLR 
CAMERA 


Dc.c^t/&7&o y 

/Zc^s 

7 V'ffo-L 


1065.3333 

2665.3333 


■ Ftoxmfa t*x Awciiif c 


F . •ACTOHYua 




1065.33 

2665.33 


SUB TOTAL 

TELE. CHARQE 

PED./OTHER TAX 
STATE TA^.r^V,’ 
PAYMENT RECD. 


I 


o.oo 

cflVpO 

o', ob 
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E-20N 


Page 1 of 1 


OLYMPUS 

Learn □ Prodi:a> 


□ □ n 


E-20N 

The E-20N breaks new ground as Olympus's 
foray into the 5- meg a pixel digital SLR market. 
The ergonomic camera body provides a 
professional appearance and the durability 
needed in a high-end digital SLR. A lens 
designed to be digital results in great image 
quality in terms of both resolution and color. 
And innovations like the ability to shoot in both 
the Interlaced and Progressive scan modes, 
Auto-Connect USB, and Olympus's own 
TruePic™ technology helps the E-20N to meet 
many, if not all, of your photographic needs in a 
15MB file. Nothing's impossible. 

□MORE INFORMATION 


EXTREMELY HIGH IMAGE QUAL 

Fully multi-coated ED glass lens d 
professional photographer. 

SHARP, COLORFUL PICTURES. 

Exclusive TruePic™ technology pro 
detailed, smooth and colorful high 

A HOME FOR YOUR MEDIA. 

Dual Card Slots: SmartMedia™, C 
Type I and II; and IBM Microdrive 

ESTIMATED RETAIL PRICE: $14 



EJ 3D VIEW 

El ONLINE 

H SHOP LOCALLY 

El” PRESSBi 

KH SHOP ONLINE 

E3 COMP4I 



l_!_ 

Digial Cameras j Film; 

Cameras {' .Voice Recorder* | v BnoetJare^l .Photo P rirter* .? |j 

f 

J 

£ 

1099 - 2002 Olympus America Inc. 

Privacy Statement Terms of Use Sitemap 


http://www.olympusamerica.com/cpg_section/cpg_product_lobbypage.asp?product=7f4 


02/25/2003 
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MESA 

EQUIPMENT 

Supply Company 

Mow rial Handling 4 Industrial Equipment 
P.O.Box aieee 

ALBUQUERQUE, NM 871 99-1 BSS 
IBOBI 316*0234 FAX (906} 846-9227 


«u LOS ALAMOS NATIONAL LABORATORY 
T0 - REFt 24329-001-01 4u 

ATTN r ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 ' 
customer p,0. NO. SEE DROP POINT 1 


5QS-657-QS40 


SHIPMEWT NUMBER 


*DUP* 1053726-0002-01 


SHIP LANL FOP. US DOE 
TO: BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.O. no. SEE DROP POINT 1 




• *UTO AFEOEMi n 


■ factory nhimjm 




| SUB TOTAL 

2, 876.50 

f' MISCV' C 


j ms. CHARGE 



?T~* 

j FEC..O-MER TAX 

0.00 

l state tax 

0.30 

l PAYMENT PEC O- 

o.o'b 


CUR.- SATE 
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MESA 

~ EQUIPMENT 

^Supply Company 

MaWrUt HinfiBng 8> Induitrlal Equipment 
P.O. Box 81688 

ALBUQUERQUE, NM 87199-1588 
«0« 341-026*. FAX (BOEI MR-9227 



BILL LOS ALAMOS NATIONAL LABORATORY 
TO: REF: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP24D 
LOS ALAMOS NM 87545 
CUSTOMER P.O, NO, SEE DROP POINT S 


ship LANL/3C0TT ALEXANDER 
T0: BUILDING SN30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 

CUSTOMER P.O. NO. SEE DROP POINT S 
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Custom Flags Online: Podiums & Electronics: Podiums: 52" Command Center Page 1 of 2 




http : // customflagsonline.bizland . com / pe_5 2 . htm 


02/25/2003 


1038 


Custom Flags Online: Podiums & Electronics: Podiums: 52" Command Center 


Recommended Weight Capacity : one person up to 350 pounds. 

$675.00 


Quotes From the Experts: 

"...with the convenience and stability of the Com m and C ente r 
Podium , we have one less headache to \ vfu&j? about when our 200 
member band performs and practices. We iove -it 1 We bought one for 
each drum major. " 

Ken Pearce - Director 
Paul Wilson - Director 
Edgewate:' High School Eagle Band 
Orlando, Florida 


Podiums | Podium 'Accessories | Electronics 

[2 1 Command Center] [42" Command Center] [52” Command 
Center] [6' Command Center] [8' Directo' > Observation Tower] 

©2000 Custom Flags • 107 Penny Avenue • Columbia, Tennessee 
1.800.THE.FLAG (843.3524) • 1.931.388.5714 (FAX) • 8 am - 4:00 pm 
Central, M-F custcmtiags ghctma; con' (email) 

hofTic | Flags j Pol es.S Accessories- • •• • ■ | -• • - | .• | ; 


A TOP A 


Page 2 of 2 


http://customflagsonline.bizland.com/pe_52.htm 


02/25/2003 
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MESA 

EQUIPMENT 

{^Supply Company 

Matsrla! Handling & Industrial Equipment 
P.O. Box 31668 

ALBUQUERQUE, NM 87198-1568 
(606) 346-0284 FAX (6061 346-9227 



5 05-667 - 8540 


SHIPMENT NUMBER 


*DUP* 1054184-0001-01 


BILL LOS ALAMOS NATIONAL LABORATORY 
T0: RSPs 24329-001-01 4J 

ATTN : ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO, *SEE DROP POINT 


SHIP LAND / SCOTT ALEXANDER 
T0: SM3 0 BIKINI STOLL RD. 

LOS ALAMOS NM 87545 


CUSTOMER P.o. no. *SEE DROP POINT 
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MESA 


EQUIPMENT 

^ Supply Company 



505-667-8540 


Material Handling ft industrial Equipment 
P.O. Box 91568 

ALBUQUERQUE. NM 87199-1568 
(BOB! 346-0284 FAX 1605) 346-9*27 


SHIPMENT NUMBER 


*DUP* 1054184-0001-01 


bill LOS ALAMOS NATIONAL LABORATORY 
TO: REF- 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. *SEE DROP POINT 


SHIP LANL / SCOTT ALEXANDER 
TO: SM30 BIKINI STOLL RD. 

LOS ALAMOS NM 87545 

customer P.o. NO, *SEE DROP POINT 



ay fioa^r 


** SHIP °®der.***ship order* 

ax taxmtucabu D • c«*ctshi»M£NT 


(E2BBEBHB 


SUBTOTAL 
MlSC. . CHARGE;,-^’ 
TELE. CHARGE 
f F-EI3HT TOTAL',.'/! 
FED. /OTHER TAX 

^jItetax 

PAYMENT RECT3. 


m 


1< 266.60 


0.00 

4%0,Q- 

"6.6V 


DUPLICATE 
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Justin Boots: Boots 


Page 1 of 1 




Exotic Western 


Tekno Crepe® 
Western 
Justin: 03.1 


Exotic Roper 



STYLE: 989 

DESC: RUSTIC COWHIDE SPORT CHUKKA 
SIZE: M 6-11, 12, 13 
COLOR: RUSTIC 
LEATH^o. COWHIDE 
OUTSOLE: BLACK BLOWN RUBBER 
MISC DESCRIPTION: SPORT CHUKKA 


Roper 

Lace-R 

Casual 

Casual 


CG33 


Sportsmedicine 


) 2001 Justin Boots a t 




company . All rights reserved. S:L>‘ >'0 


http://www.justinboo.../default.asp?sDiv=0 1 &sGender= l&sType=4&sSubType=20&id-98 02/22/2003 
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MESA 

I EQUIPMENT 

r ^Supply Compsny 

Wfli»riei Handling 8. Industrial Equipment 
P.C. Box 91568 

ALBUQUERQUE, NM 8718S-1G68 
(BOB] S4B-OZ8* FAX ISOS) 308-0227 

bill LOS ALAMOS NATIONAL LABORATORY 
TO: REF: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 23 


505-667-8540 


1054257-0001-01 

ship LANL SCOTT ALEXANDER 
10= 665-1550 

BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.0, NO. . SEE DROP POINT 23 


CHS IO#*R P.O. MUW1BLH 


1054257-0001-01 117 02/05/02 j 185 SEE DROP POINT 23 02/11/02 

jjgggQS.’SSjj /DEL 1-1 I | B | 1 


ITBH CODt AND OLSCfOTIIOCg 


SCOTT ALEXANDER 
665-1550 

8P990Q/XF75/5COO/0000 
Z# 097900 


1} *CAB KN-22-1222 
DYNAMIC LEVEL COMPRESSION 
SYSTEM PRO 


EA 266.6500 799.95 


2) *CAB XN-22-3313 
DYNAMIC LEVEL COMPRESSION 
SYSTEM STALKER 

3) *CAB XN- 61-6378 
KESTREL WEATHER TRACKER 


EA 266.6500 799.95 


EA 399.9900 1599.96 


4) *CAB XN- 71 -1024 -77& 
LASER 800 RANGEFINDER/ 


EA 4T9^9900 1439.97 


f Ji'intsvl Mama 


_L **SHIP ORDER * * * ♦ SHI P^R DFR » * * * 


SUBTOTAL 

hfciisC: ChaSo*^;^ 


DUFUCATE 





1043 



I of 2 


02/25/2003 9:48 AM 
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MESA 

EQUIPMENT 

^Supply Com) 


Company 


Material Henfillng & industrial Sspilpmont 
P.O.Box 81668 

ALBUQUERQUE, NM 87199-1868 
(&06) 34*0894 FAX (BOB) 34E-9227 


Bit LOS ALAMOS NATIONAL LABORATORY 
TOs REF* 24329-001-01 4J 

ATTNj ACCTS PAYAELE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER p.o. NO. SEE DROP POINT 29 



ship LANL SCOTT ALEXANDER 
T0; 665-1550 

BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 29 



7 


1)*SQG SV68 
SOG VISION 


EA 


157.8000 


1104.60 


6 


2) *SOG NV70 
SOG NIGHT VISION 


EA 


157.8000 


946.80 


5 


6 3 } *SOG 048 

SOG JET 


EA 


124.5700 


747.42 



6 4}*SOG J47 

JOG JET 


EA 


107.9500 


647.70 



DUPLICATE 
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MESA 

EQUIPMENT 

Q^Supply Company 

Material Handling a inCimrlal Equipment 
P.O. Box 91668 

ALBUQUERQUE, N!VI 87193-1568 
(SOB) 34B-0Z84 FAX (BOB! 346-9227 



505-667-8540 
*DUP* • 1054372-0001-01 


To- ml ^9? MATIONAL IAEORATORY ship LAND SCOTT ALEXANDER 
^4U23-001-01 4J TO; 665-1550 

?AYABLE MSP240 BIKINI ATOLL RD 

LOS ALAMOS NM 87545 - LOS ALAMOS NM 8 7545 

CUSTOMER P.o. NO. SEE DROP POINT 29 customer p.o. NO, SEE DROP POINT 29 



6 

0 

6 

5 

S 

0B 


j ITn« CODE AND DESCRBmON 


ju/M 

1 OMIT PRICE 

1 AMOUNT 

6) *SOG S 2 

SOG TRIDENT 


EA 

228.4200 

1370.52 

7) *S0G M37 

SEAL PUP 


EA 

62.6600 

0.00 

8) *SOG SI 6 

AIRSOG 


EA 

45.6500 

273.90 

9) *SOG S3 OS 

SOG MAGNA DOT 


BA 

66.4200 

0.00 

10) *SOG S2 9 

SOG MICRODOT 


EA 

24.8800 

149.28 

11) *SOG Sll 

SOG WINDER 


EA 

62.6600 

313.30 

12) *SOG S9 

SOG WINDER11 


EA 

107.9500 

647.70 

13) *SOG S3 3 

GENTLEMEN 


EA 

49.5200 

0.00 


* FBUOtK* TAX AWUCAUS 0 


SUB TOTAL 
;;Mjsi?;.'bgARSC® 
TELE CHAR8E 
PKE1C-T TOTAL- 
‘E3.;C1H£ft TAX 
S'ATP TAX ' ’ 

PA WEST QECO. 


tt-fJCATc 
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MESA 

EQUIPMENT 

^Supply Company 

Matsrin! Handling & Industrial Equipment 
P.O. Box 61668 

ALBUQUERQUE, NM 87199-1568 
(808) 345-0284 FAX [GOB) 345-9227 



50S-667-G540 


SHIPMENT NUMBER 


*DUP* 1054372-0001-01 


bill LOS ALAMOS NATIONAL LABORATORY 
TO: REFi 24329-001-01 4J 

ATTN i ACCTS PAYABLE MSP24Q 
LOS ALAMOS NM 87545 
CUSTOMER p.o, no. SEE DROP POINT 29 


ship LANL SCOTT ALEXANDER 
To: 665-1550 

BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
customer P.o. no. SEE DROP POINT 29 



QUANTIT 

■ 


DISP 

1 

14) *SOG M33 

SOG MINI GENTLEMAN 

| tlfflll 

B 

35.6800 

214.08 

6 

0 

B 

15) *SOG S42 

SOG MINI CLIP OUTDOOR 

EA 

33.1800 

0.00 

e 

0 

B 

16) *£OG T36 

SOG TINI AUTOCLIP 

EA 

49.8000 

0.00 

6 

0 

B 

17)* SOG S3 6 

SOG AUTOCLIP 

EA 

39,8300 

0.00 

6 

0 

B 

18) *SOG S39 

SOG MINI AUTOCLIP 

EA 

33.1800 

0.00 

6 

0 

B 

19) *SOG S40 

SOG E-CLIPS 

EA 

20.7200 

0.00 


.12 


20) *SOG S23 

SOG TOOLCLIP 

EA 

70.5700 

846.84 


6 


21 ) *SOG S31 

SOG PARATOOL 

EA 

52.2900 

313.74 


TAlt T*X WfUCAtte C • CCWSloet CCMXLgtt 
w./otow tax fjnxMf-1 c — — 


*SHIP ORDER** **SHIP ORDER* 


SUBTOTAL 

TELE. CHARGE 
j *P£I8M* IOTA. 

: FEC./07HFR TAX 

5TATE TAX ' 
PAVMgNT RES’c' 


8, 946.40 


0.00 

LcrpO: 

o.co' 


CUr.iCA7E 




1047 


SOG Specialty Knives S33 Gentleman SOG Folding Knife - ToolHawk.comhttp://www.toolhawk.com/tools/Sog^Specialty_Knives_Knives_Pocketknives_8169.cfm 



Search For Tools 


Abrasive Wheels 
Accessories 
Air Tool Accessories 
Air Tools 

Automotive Supplies 
Band Saws 
Ballerv Packs 
Blades 

Blowers & Vacs 
Chisels 

Circular Saw Blades 
Circular Saws 

Collated Nails 
Combo Packs 
Cordless Tool Accessories 
Cordless Tools 
Cutters 

Drill Bits & Sets 

Drill Presses 

Drills 

Edqers 

Fasteners 

Fences 

Gauges 

Glue 

Grinders & Polishers 

Hammers 

Hand Tools 

Heaters 

Heaters & Fans 

Hedge Trimmers 

Hitachi 

Hoses & Accessories 
impact Wrenches 
Jig Saw Blades 
Jig Saws 
Jigs 

Job Site Equipment 
Job Site Lighting 
Job Site Office 
Jointers 
Knives 
Ladders 

Ladders & Scaffolding 
Lathe Accessories 
Lathes 

Lawn & Garden Tools 
Levels 

Material Handling 

Measuring & Layout Tools 

Miter Gauges 

Miter Saw Blades 

Miter Saws 

Mobile Bases 

Mowers 

Multilools 

Nailers 

Nailers & Staplers 
Oil-less Compressors 
Oil-Lube Compressors 


SOG S pe cia lt v Knives S33 Gentleman SOG Folding K 


'! -J 

Sog Specialty Knives 


All high-quality slim-line stainless steel 
Fast, one-handed opening and closing 
Drop point blade advantage 
Ambidextrous thumb stud 
Lifetime Warranty 


This elegant pocket knife is the ultimate celebration of function and style. It is c 
slim-line 440A stainless steel and is highlighted by a "SOG Sharp" drop point b 
comfortable classic also features an ambidextrous thumb stud for fast and smoo 
opening. 


Related Items: 



1 of 3 


02/12/2003 3:26 PM 
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Sog Seal Pup 


Home 

Product Page 


Page 1 of 1 


firsttechtools.com 

Sog Knives 

SOG Seal Pup m3? 

Specifics) (ions 
Blade 4.75” \ .H>0" 

Overall Length *)" 

Weight 5 o/. 

Steel Al S(> Stainless. Powder Coaled. Kc 5<>-5N 
kydex Sheath 
M3 7 SKA). Pup u 

1 he SKAL Pup carries on tin- tradition of (jualit\ 
and sen ice of the S()(, Sit U. Knife, the chosen 
knife of the NK U.s. To earn this honor, 

the SKA). Knife surpassed one of t lie most 
extensive testing and evaluation programs ever 
undertaken lw the t S (hw eminent. low those 
w ho want all of die benefits of the original S I \ 1 
Knife, hut in a smaller version, we have created 
the NKAI. Pup. I his siowahle hlade is an 
excellent field companion for outdoor and 
underw atcr adv enturcs. 

Kike its big brother, the M! \l . Pup has ;t 4. “5” 
partially serraied hlade that is pow tier coated for 
low -reflect ion and corrosion resistance. Its 
lightu eight. glass-rcinfnrecd Z.\ tel. handle 
features a raised diamond pattern for seen re 
gripping in ineleniem weather. \Ko like the 
SKAK Knife, it earries eornenientlv in a multi- 
mounting. a !!•• w i a l he r miinarv hell and jcni|) 
rated Kv ilex sheath. 

Price Sf>9.(H) 



http://flrsttechtools.com/sog_seaI_pup.htm 


02/21/2003 
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Bowie 


Page 1 of 1 



Click for ALL Knives 



Show Order 


Help 

Email 


Important Info 
Privacy Policy 




Bowie 

Overall length of 10.75 in., blad 
6.25 in., & is made from Sk-5 c 
with an Rc 57-58. It's total weig 
Comes with black leather shea 
sharpening stone. 


SOG1 Regular price: $274.95 


S219.96 


Order 


The SOG Store.com | (c) 2003 US RETAIL group 
The SOG Store.com is an independent retailer of SOG Knife & Toof products. 


Rel uming customers can track your order by clicking be low; 


CLICK HERE for 

JDHL- ORDER STATUS & TRACKING 


ups 


http://store.yahoo.com/ds-sog/sogl.html 


02/25/2003 
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Trident 


Page 1 of 1 





Click for ALL Knives 


search 


customer service 


Show Order 
Help 
Email 


D 


Important Info 
Privacy Policy 




Trident 

Weighs 12.2 oz. Overall, with a 
of 6.25 in., handle length of 4.5 
overall length of 10.75 in. 


SOG2 Regular price: $274.95 Sale Dnce $219.96 


The SOG Store.com | (c) 2003 US RETAIL group 
The SOG Store.com is an Independent retailer of SOG Knife & Tool products. 

W e gladly h on or: 

Ret urning customers can track your order by clicking be low: 

CLICK HERE for 

JBML- ORDER STATUS & TRACKING 


http://store.yahoo.com/ds-sog/sog2.html 


02/25/2003 
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MESA 


EQUIPMENT 

^Supply Company 




505-667-8540 


Man rial Handling & Induivlal Equipment 
P.0, BOX 91608 

ALBUQUERUUE, NM 87199-1568 
(EOS) 346-0284 FAX {806) 34S-9227 


1054674-0001-01 


BILL LOS ALAMOS NATIONAL LABORATORY 
T0: REP: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 38 


SHIP LANL / SCOTT ALEXANDER 
T0: SM30 BIKINI ATOLL RD 
TA16/202/01S 
LOS ALAMOS NM 87545 

CUSTOMER P.O. NO. SEE DROP POINT 38 







********* * ************ ****** 
SCOTT ALEXANDER 
2# 097900 

8P9900/XF75/5COO/0000 
**************************** 
CUSTOMER WAS ADVISED OF LVA 
NOT AVAILABLE THROUGH LVA 

c *************************** 

1) *CBL CC-92-0070 
LARGE MARINE 


i ' 



" 0 * owctb R pmbJt 111 

• BALANCE BACK 0«C*RSO ,,t " l« - 4frJfWE0C?L ,U *' 



2 ) *CBL CC-92-1699 
EX -LARGE BALTIC BLUE 

3 } *CBL CC-92-1700 
XL TALL BALTIC BLUE 
CLOTHING 

tyz'L&t/t/iZ/) /3 y 
f/o-i 


Ng nature 


Printed Narrla 


Qty. 


SHIP ORDER* ***SHIP ORDER** 




Date. 


133.25 

146.60 


SUB TOTAL 
MlSC.'CHAROE'.'f 
TELE. CHARGE 
1 RElQrtT T OTA jfpt.T 
FED./OTHER TAX 

PAYMENT REC^r 


'•'0..00 

o; 00 


DUPLICATE 
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MESA 

EQUIPMENT 

{^Supply Company 

ftatetfal Hwidlhe & industry gouipment 
P.0, Sox 91 BBS 

ALBUQUERQUE, NM 87199.1568 
IB06) 34S4284 FAX {80S} 34S-922? 


BttL LOS ALAMOS NATIONAL LABORATORY 
TO?-SEFi 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM Q7545 
CUSTOMER P.o. NO. SEB DROP POINT 43 



1054 7 56- C001- 01 


SHIP LAKL - SCOTT ALEXANDER 
TO: SM30 BIKINI ATOLL RD. 
TA16/202/01S 

LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 43 



5) *MB3 1DSK-TIME 
BOUNTY HUNTER 

5Cotf PJemnd&f 

T& cmoo 

SPftoc/tFfc/SCoo/cMi 



gnatoJf:-! 


Printed m 
Qty — 


Date- 


• UMAHCttUXX OtatREO 


SU8 TOTAL 
MisC : CHAB«e-ii: 
tele' CHARGE 

ViwOTHER TAX ' 

Igpt 

paymsWt «sc ; s.~ 


3 , 250.82 


"o'. 00 
0,00 


DUPLICATE 
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Garrett Metal Detectors Main Menu 


http://www.dixiemetaldetectors.conVgarrett.htm 


xniti i^rt-TFATu 



The Lejerman Mosel S Metal Detector Harness 

A comfortable, adjustable harness that lets your shoulder carry your 
detector instead of your arm. Can be used left or right handed. 

This Metal Detector Harness makes your detector practically weightless, 
reducing arm and shoulder fatigue. The shoulder strap and shaft are fully 
adjustable to fit men, women and larger children. 

Gl VI. VOl'U ARM A BREAK 

The Standard Kit fits detectors w ith round shafts. 


Standard Lejermon Metal Detector Harness 


Qty: 


Price: $19.95 


ADD TO CART . 




The Mini-lull l-Ajilnrer Model conus with all hardware and detailed 
mstniclimis Designed to fil the square shafts. 

Minelab Explorer Lejermon Metal Detector Harness 
Qty: l Price: $24. 95 

^ADDTO_CAKT 3 


The Grass Is Always Greener Way Down South At Dixie... 


GARRETT METAL DETECTORS 



Garrett Master Deepseeker GTI 2500 Metal Detector 

Sec > neeifirinii.il- A I'iliv4i:i«v 

The NEW GTI 2500 Takes Treasure Hunting to New Depths. Treasure 
that you thought was impossible to find is just one touch away with the 
GTI 2500-lhe world's fastest, most accurate Imaging metal detector. At 
the heart of the impressive GTI 2500 is the most advanced DSP 
computer chip and searchcoil ever developed. This high-tech chip 
enables the detector to report the TRUE SIZE and TRUE DEPTH of all 
targets. 


I of 5 


02/25/2003 9:31 AM 
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Garrett Metal Detectors Main Menu 


http://www.dixiemetaldetectors.com/garrett.htm 



This superior electronic feature combined with Garrett's acclaimed 
;GTA (Graphic Target Analyzer) gives you treasure hunting capabilities 
| never before possible. Garrett Imaging with Treasure Vision™ enables 
i you to determine very precisely what kind of metal object you've 
I found, how big it is and how deep it’s located. Dig only the type and 
isize of targets that you want by choosing one of seven hunting modes 
j All target sizes are identified as: smaller than coins, coin size, larger 
| than coins, 12 oz. drink can size and larger than a 12 oz. can. When 
iyou detect a coin, the detector will even tell you the coin's probable 
i denomination. 

GTI 2500 Sug. Retail SI099.95 Our Price SK79.95 
Garrett GTI 1500 Metal Detector Features 

: Sec Sped f i c :« 1 _i ■ > n * \ I ’ u r; »■ h : i_» i • 

! Garrett's Imaging GTI 1500 Finds Ten Times More Coins! Coin 
■hunting sites usually contain ten to twenty-five times more junk items 
;and drink cans as coins so, ignore all those odd size targets and you'll 
ifind ten times as many coins or more! No other brand detector in the 
! world offers this coinhunting feature. If your detected target is 
coin-sized the Display Image will tell you so! Never again dig a can or 
other junk target that's not coin-sized. 


GTI 1500 sag. Retail S899.95 Our Price $719.95 



Garrett GTAx 1250 Metal Detector 

N'l'C i I a' : i 1 1 * > 11 ~ A I'iutIiiim- 

'With the GTAx, you can use one of the preset modes or program your 
■own mode. Choosing your own goals increases the pleasure of the time 
;you spend in the field. 


Program Your Hunts: Set the GTAx to one of the precise hunting 
modes or develop a new one of your own. In the Coin Mode, for 
i instance, the detector will signal only when targets in the coin range are 
.detected. If you’re looking for one specific item-say, an earring-s imply 
: set the detectors discrimination to find only that target. Specific targets 
I can also be rejected. Set the GTAx to reject pull-tabs and they will no 
I longer interrupt your treasure hunting. 


GTAx 1250 Sug. Retail $749.95 ( )m Price $599.95 


GTAx 1250 Relic Hunter Package Sug. Retail S849.95 Our Price 
: $799. 95 


2 of 5 


02/25/2003 9:31 AM 
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Bounty Hunter Time Ranger 


http://www.dixiemetaldetectors.com/bountytimeranger.htm 



|Qty: 


Bounty Hunter Time Ranger Metal Detector 

With Free, 4 inch coil. Treasure Apron, Headphones, 
Digging Trow el. < 'urn in" ling. Pouch and Shippin" 
List Price $649.95 Our Price S 5 49. 9 5 
1 ie ii- Gifts 4 I ircwori cs 1 1 ere Or Trade Free Gif ts for 2nd Day Air 

[IT ADO TO CART'7311 

j Price: $549.95 Shipping: $0.00 ' 


Or let us Customize a Deal specially for you ! .... Call Vs 
20% Restocking Fee On Ail Returns 

All Fisher Hobby Detectors come with a FREE Training Video! 


Faster Delivery Costs Are EXTRA & VARY 
According to the Detect nr. Location & Weight 

If you purchase faster shipping below you will be charged and 
We will e-mail you with the total at the time of processing your order 


3 DAY SELECT 2 I) U AIR 



NEXT DAY 


Qty: Jj 



Accessories: 

7 inch coil cover Retail $14.95 our Price $1 1.95 

8 inch coil cover Retail $1 4.95 our Price $1 1 .95 
Bounty Hunter Tote Bag $29.95 

Now you can recover more relics and valuables 
from the past then ever before. The Time 
Ranger's Powerful Circuitry and smooth 
operation combine to deliver Absolute 
Performance. 



i of 3 


02/25/2003 9:31 AM 
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MESA 

k EQUIPMENT 

Xi Supply Company 

Material Handling & Industrial Equipment 
P.O. Box 91668 

ALBUQUEROUE. NM 87199-1568 
(606) 346-0284 FAX (SOS’ 346-9227 

BILL LOS ALAMOS NATIONAL LABORATORY 
TO: REP- 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
customer P.O. NO. SEE DROP POINT 49 


505-667-8540 

1054835-0001-01 


SHIP LANL / 'SCOTT ALEXANDER 
T0: SM30 BIKINI ATOLL RD 
TA16/202/01S 

LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 4 
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*DUP* 1055209-0004-01 


bill- LOS ALAMOS NATIONAL LABORATORY SHIP LANL - SCOTT ALEXANDER 
TO: REF: 24329-001-01 4 j TO; SM30 BIKINI ATOLL RD 

ATTNt ACCTS PAYABLE MSP240 TA1S/202/01S 


P O BOX 1663 



LOS ALAMOS 

NM 

87545 

LOS ALAMOS 

NM 

.87545 

: 



1 SHIPMENT NUMBER ( 

SLSA1N | 

ORDER DATE | TAKER j 

| CUSTOMER P.O. NUMBER 

. 1 

| DATE 

| 1055209-0004-01 | 

117 

02/26/02 | 170 j 

SEE DROP POINT 

69 J 

03/26/02 

| ... • ... INSTRUCTIONS . .. j 

| FRT. | PAGE NO. 

[.ROBERT TO DELIVER | 

P| 1 
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oakley straight jacket sunglasses 


Page 1 of 1 


oakley straight jacket sunglasses 


oakley straight jackt sunglasses : Oakley began a legacy of seeking out problems and defying convention to invent a better solution. 
The three tundamentals of this legacy hold true today: Find opportunity. Solve with technology. Wrap in art. 



NAVIGATE ► ► ► EYEWEAR GOGGLES WATCHES SHOES 


BACKPACKS ACCESSORIES 


Oakley Splice 
Oakley A Wires 
Oakley A Wire 2.0 
Oakley C Wires 
Oakley E Wires 
Oakley E Wire 2.1 
Oakley Square Wire 2.0 
Oakley Square Wires 2.0 
Spring Hinge 
Oakley Wiretap 
Oakley T Wire 
Oakley Juliets 
Oakley Romeos 
Oakley Mars 
Oakley Penny 
Oakley X Metal XX 
Oakley Switch 
Oakley Fours 
Oakley Four S 
Oakley Frogskins 
Oakley XX 
Oakley M Frame 
Oakley Why 3 
Oakley Over The Tops 
Oakley Half Jacket 
Oakley Eye Jackets 
Oakley Eye Jacket 2.0 
Oakley Scar 
Oakley Minutes 
Oakley Straight Jackets 
Oakley Water Jacket 



(Stealth/Grey Shown Above) 


Oakley Straight Jacket Sunglasses 

Buy Now | S100.00 

Oakley Staight Jacket Sunglasses 
logically offset geometry is wrapped and 
raked into a smooth curve of peripheral 
liberation. The wide-open vista is a benefit 
of XYZ Optics®, Oakleys patented 
geometry that maintains astounding 
clarity across your entire field of view. The 
result is a profile of protection and 
performance you'd be whacked not to 
love. 




Polished 

Aluminum/Fire 

Cannon Red/Fire 


^y^ 

Black/Black 

Blue/Black Iridium 

Polarized 




Black Fiames/Fire 

Polarized 

Jet Black Emerald 
Flames/Emerald 

^Ky^ 


Red) ine/B lack 

Iridium 

Black/Cold Iridium 



Blue Flames/tce 

FMJ+Orange 

Flames/Fire 

■Sc*" 



FMJ Red/Black Electric Blue/Icc 

Indium Polarized 


lens geometry xyz optics plutonite 


high definition optics iridium polarization 


frame technology 


oakley lens tint chart 



http://www.oakley-sunglasses-online.net/sunglasses_straightjacket.html 


02/25/2003 
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Cabela's — Store 


Page 1 of 2 



rair< rgr.wfit (51 

iilwfltiw - 1a‘tr.».r,) „r»iTi«i 

Customer Service Abou 

V/ • ten- ,o.r 


| All Products v] 


-■ ■ ■ av : ■ •r-mmmwm 


| You have added the following item to your shopping cart. 

Advanced Search Item Feature;, Qty- Price 

Oakley New Straight Item number: CD-71 1442 1 $159.99 

\ Shop by Catalog Item# j -Jacket Polarized This item is in stock. 

Sunglass 


Store 

A re he ry Conti hue .Shop u , no 

Automotive /. ATV 
Camping. /..Food Prep 
Clfi thi_na_C£fl£u.aiJ 

C i ot h i n.g._( H u n t in g ) 

Fishing 

Fishing .(Saltwater} 

EjSi.Fi.Sh in g 
Footwear 

Gifts / Furnis h i n g s 
Hunting /..Optics 
Marine 

M i^Winter 5 a [e 
Web Exclusives 
Bargain. Cave 


Store Extras 

Gift. Certificates 
Gun L ibrary 
Free .Catalog 
Special. Orders 


Shopping Tools 

Advanced. Search 
Shop bv Ca ta log ..I t cm = 
Sizing. Charts 
Shipping Info 
Cabe la's Live ..Help 


About Us 

Cabeja/s.CLUB- ..VIS A - 
Litnaj.!. .New s I ette r 
Eg.ta.il Stores 
Careers 

Corporate. Outfitter 
Government Outfitter 
Gift Certificates 


| Featur 



Cabela's 

Outdoor 


$29.95~$ 

Mose Into 



Primos H 
Mama Co 
$21.99 


ft 



Gerber M 
800 Lege 
$68.99 



Cabela's 

Sets 

$29.99 


http://www.cabelas.com/cabelas/en/templates/purchase/item-added.jhtml?_requestid=l;5644 02/25/2003 
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sHitTH) J 0ISf j TinariyicE - j . ' amount .•£ . 


SCOTT ALEXANDER Z# 097 9 00 
8P99/XF75/ 5C00/0000 


1)*L0C1 
LOCK PICK SET 


2) *LOC2 

LOCKPICKING STARTER SET #2 


3 ) *L0C1A 

COMPLETE LOCKPICKING SET #1 


4) *LOC3. 

THE PROFESSIONAL PICK SET 


5) *LOC4 

NEXT GENERATION PICK SET 


5 ) *LOC5 

NOVICE PICK SRT 


EA 133.2800 533.12 

EA 93.2700 373.08 

EA 106.0000 424.00 

EA 208.0000 832.00 

EA 119.0000 476.00 

isA_ 46.0000 184.00 


Printed ~Nlrm" 

Qfy _ 


7Tj 


SUB TOTAL 

M:SC. CHARGE' OT/U' "- V -: 

TELE. CHARGE CONTINUED 

FED ./OTHER TAX 

RTATF TA Y" ' - T >/ /UTf. 

PAVMSN7 PEC'D. 



1061 



SHipaiEOTTimiBER • - ^ • slsmm $/pnpq>QATE,^ .-jgtAXER { ; : customer rjo. number I date 


-0001-01 117 03/07/02 142 SEE DROP POINT 98 03/21/02 


I FRT. | PAGE WO. 


SCOTT ALEXANDER 


•^r/«UANnr 

:?«0JRET.^ 

:J '.v5M»W»1 

joisP 

] - \ frewTcbot and desctoption ' . yi 

M 


4 


7) *LOC6 

LASSO TOOL 

EA 


4 


8 ) *LOC7 

GM PICK SET 

EA 


4 


9) *LOC8 

PRO-LOK PREMINUM CAR OPEN 

EA 


4 


10) *LOC9 

SUPER KILLER GLASS TOOL 

EA 


4 


11) *LOC10 

DOUBLE "L" TOOL 

EA 


4 


12) *LOCll 

UNDER -THE -GLASS TOOL 

EA 


4 


13) * LOCI 2 

THE SLIM JIM 

EA 


4 


14) * LOCI 3 

AUTO WEDGE 

EA 


EA 25.5000 102.00 
EA 186.0000 744.00 
EA 239.9500 959.80 
EA 40.0000 ISO. 00 
EA 45.2800 181.12 
EA 45.2800 181.12 
EA 29.2800 117.12 
EA 29.2800 117.12 


sje TOTAL 

MSG. 6 'ARCS . 
Cl-AfiGE 


FED 'CTHER TAX 
S' ATS TAX/'. 
PAYMENT REC'D. 
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SecurityStore Search Results 


wysiwyg://middle.230/http://pro-lok.com...eywords=AK92&categoiy=Auto_Opening_Kus 



| Next Page 


Catalog Contents 


l of 1 


02/12/2003 4:08 PM 
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IVIESA 

EQUIPMENT 

Xi Supply Company . 

f Material Handling & Industrial Equipment 
P.O.Box 91568 

ALBUQUERQUE. NM 87199-1568 
(505) 345-0284 FAX 15051 345-9227 


BILL LOS ALAMOS NATIONAL LABORATORY 
T0: REF: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER p.o. NO. SEE DROP POINT- 2 



SHIP LANL FOR US DOE 
TO: BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT- 2 



DUPLICATE 
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1 7)*RED 7394-9-1/2 

MATRIX SIZE 9-1/2 


8) *RED 7394-11 1/2 
MATRIX SIZE 11-1/2 


9) *RED 7210-11 1/2 
RANGER GTX SIZE 11-1/2 


EA 113.3500 113.35 


EA 113.3500 113.35 


EA 160.0000 160.00 


*SHIP ORDER* ***SHIP ORDER* 
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Vasque Clarion GTX Men’s Hiking Boo! 


wysiwyg://3 50/http://www.theoutdooiworld.com/products/specs/7 1 5 1 .htm 


*^1^* Vasque Clarion GTX Men's Hiking Boot 

or dfjgniA 

HEHeSESDB 

Features 

• Dark brown 2.4mm 
waterproof nubuk leather 

• Dark brown Cordura® nylon 
fabric 

• Gor-Tex® Stormstock® 
construction 

• Monoflex® Lite insole 

• Steel shank 

• Variable Fit System® 
footbed 

• Percussion® PU midsole 

• Dual Density Trailways® 
outsole 

• Weight: 2 lbs. 15 oz. 

Care: NatureSeal® Liquid then Leather/Fabric Guard 

Men's Sizes 6- 1 5 

Men’s X Wide 8-13 

Women's Sizes 5-1 1 

This is an information page 

^° To purchase this item select this link 

We're sorry for any incon vciiiciuc hni our «eh>ite is cnrrciitK closed « bile »f remodel our 

internet store to better serve our customers. We plan to re-open in the Spring of 2(MG. If you have 
any questions on past orders >oti «ill need to email ii' at in fo a t heoiiuloor norltl.com 



Home | Specials | Products | Shipping ( l_n jo | (on tael | Sea rch 

tSkH Send questions or comments to info a iltem inioorw o rltl.co m B 
Web site design by ratsco productions ( info </ raisco-com) 

( offsite links below open in a new browser ) 

Web hosting by We-Host 

U/7^ XHTML! U/rr CS8 L jm.d. w.lhDQQ _ WAI-flj 

i.o Wv css vf j HTM L Kit ^ wcagi.c| 


1 oft 


02/12/2003 4:47 PM 
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SCOTT ALEXANDER 
Z# 097.900 

8P9900/XF75/5C00/O0O0 
CUSTOMER ADVISED OF JIT - 


W X'2 : 1 ) *CAB223810 . 

• MAGELLAN MAP 330 GPS 

: 2) *CAB711062 

BUSHNELL YARDAGE PRO 1000 
. RANGEFINDER 

0 B : 3) *CAB224591 

T72.00 GMSR NIMH.. /! 


EA 330.0000 660.00 


EA 475.0000 950.00 


EA. 165.0000 0.00 


Printed Name 




* SHIP ORDER*** *SHIP ORDER* 


DUPLICATE 
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Cabela's — Products Found 


Page 1 of 2 




► Home Store In the Field 

Feb 25, 2003 jpj In Wuy 


BftmiiTff ui jtmiim winnii 
Customer Service Abpu 

\/ ter i' . ».r 


| AN Products ▼' 




Here are the products we found. Please use the pull-down menus to configure your 
products. 


^hopJb^Catalo^teri^ | 


Store 

Archery 

Automotive ; ATV 
Ca m p i ng / F oo cl Pro p. 
Clot h [.no. f Casual.;: 
Clothing [Hunting) 
Fishing 

Fis fling . [ S a 1 1 a t n r ) 
Fly Fishing 
Footwear 



Bushneil Yardage Pro 1000 Rangefinder 

ITEM: ID-71106? 

PRICE.-S369.99 


Back 



Qty: |i 


Gifts /.Furnishings 
Ma n ne 


Mid- Winter Sale.' 
Web Exclusives 
Bargain Cave 


Questions? 

Cabela's Live'' - Online Customer Service Chat - 8AM to 12AM ET 


Store Extras 


In the Field 



: Outdoor Adventures' : Retail Stores 

ree.' Questions 7 1-800-237-444-1 
Cabela's Inc. All rights reserved. 



Customer Service 

Cal! Us 

Cabela's Live Help 
S 1.41.0.9.. Charts 
Returns Policy 
Shipping Info 
Guarantee 
Gun Restrict mns 
International Orders 
Site.Map 
Privacy; Security 
Special Orders 
Security Certificate 
Questions 


http://www.cabelas.com/cabelas/en/templates/pur.. ./products-found.jhtml7_requestid=241 7 02/25/2003 
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Model Yardage Pro Tour 2001 


Page 1 of 2 


The Bushnell* Yardage Pro" 

JTR Enterprises Distributor of 



BEST PRICES ANYWHERE, WILL MATCH OR BEAT ANYONES PRICE! "S 


Yardaae Pro Tour 




Model YP Tour 



• Instantly 
measures 
distances up 
to 700 Yards 
(640 meters) 

. WT: 6.8 OZ 

* Pocket size, 

1 .5x4x2.75 
inches 


By far, our smallest, lightest, handiest unit for 
golfers and hunters. 


■ Invisible and 
eyesafe Class 
1 Laser 


You will really like this model! 
Add to Cart j 


• Modes: 
Standard, 
Scan 


$269.00 
$3 9 »:00 
2003 Special 


. 6x 

PermaFocus® 

sighting 

system 


[ Yardage Pro Tour] [speedster] 

[Yardage Pro 1000] [Yardage Pro Sport] [Yardage Pro Tour XL] [Specifications] [Home] 


AUTHORIZED DISTRIBUTOR 
J.T.R. Worldwide, L.C. 

860 Squire John = Lane Palm City FL 349.50 
Phone (77£,$&T-2Gy7 Fa* < 7 - 2 i 597-238^ 


http://www.yardagepro.com/200 1 .htm 


02/22/2003 
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SCOTT ALEXANDER 
Z# 097900 

8P9900/XF75/5COC/0000 
CUSTOMER ADVISED OF JIT 


3) *CAB224591 
T7200 GMSR NIMH 


EA 165.0000 330.00 


'’'nn?od r-j&rne 


SUB TOTAL 

Ml'.::; GiAR" 

TE-- 

fpc -ctAl 
‘■iJ.O'hfRTAX 
STAJj TAX 

nic C 


TOTAL ; -AMOUNT. DUS I 
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Cabela's -- Products Found 


Page 1 of 2 




► Home Store In. the .Field 

Feb 25, 2003 Log In Reg*ster Why Register’ 


TO ftrtKt ta ) frr rm.wA (aj 

IIHWW “ ISBIttap »r»Yirei 

Custgmer_S.eryice Abou 

V/ 0 items in your Cad 


| All Products 


' 11 * 7 14 W 


Advanced Search 


' Shop by Catalog Item H J 


Store 

Archery 

Automotive./ A TV 
Cam ping 7.. Food Prep 
Cloth ing I Ca sual } 

G othi ng (M u n 1 1 ng ) 
Fishing 

Fishin g f Saltwater! 
Fly.. Fish i.ng 
Footwear 

Gifts / Fu r n i s h i ng s 
Hunting J_ Optics 
Marine 

Mid-W inter Sale 
Web. Exclusives 
Bargain. Cave 


Here are the products we found. Please use the pull-down menus to configure your 
products. 


Motorola T7200 Ni-mh Radio 

ITEM: CD-224591 
PRICE:$149.99 




Stor e Extras 

GifLCertj.fi cates 
Gun. .Library 
Free .Catalog 
Special Orders 


Questions? 

Cabela's Live"' - Online Customer Service Chat - SAM to 12AM ET 


Store ; In The Field ! Outdoor Adventures 4 | Retail Stores 

;■ | ■ in n-i-y ! F rev C ■ i * . 1 1 ■■ ci ! Cabela's CLUB- VISA- 1 j About Us | Home 


In the Field 

Thi s Week 's _N e w s 
Field. Guides 
Weather 

State bv S tate Info 
Trophy. Room 
Talk Forums 
Hun tinq/Fis hi ng . T n ps 
Links 
TV 


Order Toll free, 'Quest ions 7 1-800-237-4444 
1996-2002 Caoela's Inc. All rights reserved. 

Please read Cabela's ! m.i.-.y. Se-unty Pol and -nj.i' NoliceSv 



Custom er Service 

E-m ail Us 
Call. Us 

Ca be la/s.L iy e Help 
Sizing. Charts 
Returns Policy 
Shipping Info 
Guarantee 
Gun. Restrictions 
Intern at i o n a I O rd ers 
Site Mao 
Priv a cy/ Securi t y 
Special_0.rde.rs 
S ecu n ty_Ce ri i f i c a te 
Questions 


http://www.cabelas.com/cabelas/en/templates/pur.. ./products-found.jhtml?_requestid=l 358 02/25/2003 
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DUPLICATE 
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MESA 

EQUIPMENT 

^ Supply Company 

Mwaitit Handling & ktduttrigf S<5uipi«»nt 
P,Q. Bo* 81SSS 

ALEUQUERQUE, NM 87193-1568 
(S06S 34S-0284 FAS (5081 345-3227 

BILL LOS ALAMOS NATIONAL LABORATORY 
TGl REP; 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSF240 
LOS ALAMOS NM 87545 
CUSTOMER p,o, mo, S3E DROP POINT 131 


SOS-667 -8340 


1047165-0001-01 


SHIP LANL FOR US DOB 
T6: BUILDING 3M30 
BIKINI ATOLL RD 
LOS ALAMOS NM S7545 
CUSTOMER #>.£>. NO. SEE DROP POINT 13 
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ITT Night Quest 220 - ITT Night Vision Products Page l of 1 


Night Vision Maltcom 

Phone: (650) 754-9615 - Fax: (925) 476-1471 


Need Help? 

d leave a f"e«e gt 



Be sure to check out our Night Vision Forums ! 


ITT NIGHT QUEST 220 



Specifications : 


f n .4 

T to infinity 
-in to -6 
2 x N-type 
2G hours 


http://www.nightvisionmall.com/store/prods/ITT-NQ220.html 


02/25/2003 
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505 - 667-8540 


1047214-0007-01 


BILL LOS ALAMOS NATIONAL LABORATORY 
TO: REF; 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.o. NO. SEE DROP POINT 135 


SHIP LANL FOR US DOE 
TO' BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
customer p.o. NO. SEE DROP POINT 135 


SHIPMENT' NU [.IBHt 1 ~ ■; OBUEROATE ;■ ; . ■ : .-TAKER , j; I igtj CU5T0MEH PS}. NUMIBEB » ; ; | . . DATE 


1047214-0007-01 117 08/29/01 185 SEE DROP POINT 135 09/21/01 


INSTRUCTIONS' j* ■' ‘ ..'SV i u -* ' ■- | FBT ' | PACE «o. 


j ROBERT TO DEL Mil B j 1 [ 
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Compare Prices for STREET PILOT III GPS (Garmin-0 100023200) - PriceGrabber.com Page 1 of 2 


PriceGrabber 

Conpo'ison Shopping Boycnrf Ccynp<Kcr 

Home Software ^ Electronics "j Games ^ Movios ^ Music ^ Books j Toys ^ Proffiitts ^ 

Popular Computers t Rebates I Help I Sell 1 Your Account 

Home > Computers > PDAs & Accessories > PDAs |Search all Products ▼: f or j 



Welcome to PriceGrabber.com! 

We found the product you were looking for in PriceGrabber's extensive shopping database. Search here for 
computers, electronics and anything else you see on the tabs above. PriceGrabber finds you the best prices on 
the Web, along with all the information you need - descriptions, specifications, reviews, pictures and much more 
- to make the most informed decision. Bookmark PriceGrabber .com 1 



gaUMJBBI 


STREET PILOT III GPS 

Manufacturer: Garmin Lowest Price: S 819.00 

Part Number: 0100023200 Rebate: (None) 

Average Not Rated 

User Rating: Write a Review 


© Compare Prices 

O Tech. Specification; 
© a dr! to Product Trdc 
© •.v r iu: a Review 


Don ipt on. Unlike other in-car navigation systems that boast portability, the StreetPilot III 
does not require monthly service fees, installation, or an external processor. Instead, 
consumers can download street- level mapsets onto a removable memory cartridge, ... Read 
More 


Price Comparisons 

Seller 

HgsrDirectxoni 

Featured 

Merchant info 


rfTTT* 


Shop Harmony 
Merchant info 


J&R Music and 
<zm Computer World 
Merchant Info 


Sort by 
Price 


+ Approx. + Approx. 
Tax Shipping* 


=■ Bottom tin- Price Availability 


Seller 

Rating 


Price 
+ Tax 
+ Shipping 


- Bottom Price 


Yes 


_r .i j 


To calculate "YOUR" shipping, tax, 
and BottomLinePrice 


►► 


Enter Zip Code: 


By entering your zip code above we will 
calculate and display applicable sales 
tax, shipping and your total price 
("BottomLinePrice") based on your 
location. 


Yes 


-r a A 


Yes 


* Shipping costs are based on an estimate of UPS ground or equivalent carrier within the US. 
See an error? Report a pricing error on the STREET PILOT III GPS 


http://www.pricefirabber.com/search getprod.php/masterid=422820/.../ut=sie/gpua994afde 02/24/2003 
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Back to StreetPilot III Deluxe Page Page 1 of 1 

Back to Street Pilot III Deluxe Page 



https://gpssignal.com/splarge.htm 


02/25/2003 
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GPS V 


Page 1 of 1 



Garmin Index 


Toll Free Order Desk 
and Product Advisory 
1 800 520 1990 

secure online store 


Gamiitijpsj 


IN STOCK 


Home 

Handheld GPS 

Marine_GPS 

Mobile GPS 

Aviation_GPS 

Softwa re 

SuperDeals 

Datacards 

BlueChart 

Contact Us 

Warranty 

Privacy ...Policy 

Government 

SPECS 

ACCESSORIES 

tTTNightVision 



City Select America's viewer 

The GPS V is one versatile navigator that 
delivers automatic routing, detailed mapping 
and vjaas capability — all in a compact 
handheld GPS. It comes with the MapSource 
City.. Select. CO, which gives you access to 
detailed street-level maps with locations of 
restaurants, hotels and other services. Use the 
GPS V to look up a location and it will 
automatically calculate a route and guide you 
to your destination with turn -by- turn directions 
and audible beeps that alert you to upcoming 
turn 


FedEx 


• Garmin GPS V Deluxe 

Receiver w/portable | CpITt 

antenna Americas Total 
Package include: 


• Enhanced MapSource 
City Select CD (North 
America) with Full 
Coverage and Full Unlock 


• Automotive Mount 

• PC interface Cable 

• Cigarette Lighter Adapter 

• Wrist Strap 

• Owner's Manual 

• Quick Reference Card. 


$499.00 map prict.-. For today's sale 
on Add to Cart. No credit card 
this step. 

plus European City Select CD 
and all regions unlock certificate 

$729.99 


DS 




Bradstrcet DUNS 87 -B51 -5956 CCR 



GeoTrust ci,« 

Alt ore or* secured by GeoTrust 


BiueChart" 


WAAS IQ 


Shopping at norriAtlantic USA is 100"/; secure 


Copyright 


norriAtlantic USA All Rights Reserved 


https ://gpssignal.com/gpsV.htm 


02/25/2003 
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View Order Contents 


Page 1 of 1 



OrrierT rack 


Seles; 

secure encriptlon 


DELETE 

ITEM 


DESCRIPTION 


GARMIN GPS V DELUXE AMERICAS COMPLETE - 
FREE FEDEX SHIPPING 


ITEM No. 


G0988 


QTY EACH 


$409.99 


STREET PILOT III DELUXE AMERICAS COMPLETE - 

v FREE FEDEX SHIPPING - REDUCED PRICE! 

X G0880 


$759.99 


YOUR LOW PRICE: 


ORDER LOGISTICS 

Total Weight: 2 lbs Total Amount: ' '• • 

Order ID; 279398 Date: 7. Time: 


https://gpssignal.com/cgi-bin/viewl.asp 


02/25/2003 
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MESA 

EQUIPMENT 

Xj Supply Company 


Material Handling & Industrial Equipment 
P.O.Box 91 S68 

ALBUQUERQUE, NM 87199-1569 

(5081 345-0284 FAX (50S) 345-9227 



505-667-8540 



1047324-0001-01 


BILL LOS ALAMOS NATIONAL LABORATORY 
T0: REF : 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 141 


SHIP LANL FOR US DOE 
T0: BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.0. NO. SEE DROP POINT 141 



faszsr'-L 7 



Signature 


Printed Name 


Qty 


Q- 




SUB TSTAl 

2,703.22 

V.«C C-AST,f 


T£l6. Cha*3£ 


;p- *,hT TOT 41 


fFU iC'-'=R TAX 

0. CO 

STATt TAX 

0. CO 

‘'ArVI'fT pzr. c 

0.00 


♦SHIP ORDER**** SHIP ORDER** 


DUPLICATE 







IVIES A 

^ EQU, |[Elv N J P =„y msasm EBBisism 

Material Handling & Industrial Equipment 

P,0. Box 91568 1047324-0001-01 

ALBUQUERQUE, NM 87199-1568 
[S05I 345-0284 FAX 16051 346-9227 

BILL LOS ALAMOS NATIONAL LABORATORY SHIP LANL FOR *JS DOE 
T0; REF: 24329-001-01 4J T0: BUILDING SM30 

A.TTN: ACCTS PAYABLE M3P240 BLKINI ATO^jL RD 

LOS ALAMOS NM 87545 LOS ALAMOS NM 87545 

CUSTOMER p.o. NO. SEE DROP POINT 141 ' CUSTOMER P.O-NO. SEE DROP POINT 141 


.SHtPfJEMrnuMBER--; M . 4Slsm I cusiomeh po- number 

:| FRT. | PAGE NO. I 


1047324-0001-01 I 117 I 08/30/01 I 157 [ SEE DROP' POINT 141 09/14/01 


.;.,i?.;miSTOUCTIOMS,i; 


.ROBERT TO DELIVER 


SCOTT ALEXANDER #665-1550 
Z#097900 

8P99/XF75/5C00/0000 
SCOTT ALEXANDER #665-1550 
Z#0 97900 . 

8P99/XF75/5COO/OOO0 

1) *IGL8206 

KOOL MATE BATTERY GUARD 

2) *IGL64 11 
PLENTIKOOL 

3 ) *IGL7777 
SPACEMATE 

4) *IGL10098 
KOOL MATE 50 

5} * IGL64 00 
KOOLMATE 40 


u/lij •• VUMT PRICE | 

amount ; J 

EA 20.8600 

250.32 

EA 94.8600 

474.30 

EA 164.3400 

657.36 

EA 113.1300 

452.52 

EA 108.7800 

435.12 


SUB TOTAL 
Wise CHARGE 
TELE. CHARGE 
FREIGHT TOTAtjf: 

FED./OTHER TAX 
STATE 'TAX /:2c; 
FAY ME 1ST REC'P. 
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MESA 


EQUIPMENT 

^Supply Company 
Material Handling a Industrial Equipment 


ALBUQUERQUE. NM 87199-15SB 
16081 34S-02B4 FAX 1806) 348-8227 



BILL LOS ALAMOS NATIONAL LABORATORY 
T0: REP: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.o. NO. SEE DROP POINT 3 


SHIP LAND/ SCOTT ALEXANDER 
TO: 665-1550 

BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.O; NO. SEE DROP POINT 3 
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MESA 

EQUIPMENT 

^Supply Company 505-^67-85401^^ 

Mtf«rt*S Hwdfitifl & industrial Etjoipmant y 

P.6. Bb*81568 1052126-0001- 01 K/ 

MBUOUIJHMJE, NM 87198*1568 ° vu u* ^ 

1S551 34B-C204 PAX 1505] 845.9233 

BILL LOS ALAMOS NATIONAL LABORATORY - Sri if* LASL/' -SCOTT ALEXANDER 


SEMI// 

-0001-01 <v 


fQ: REP; 24329-001-01 4J 

ATM: ACCTS PAYABLE MSB24C 
LOS ALAMOS NM 87545 
CUSTQMSB p.o. NO. SEE DROP POINT 3 


to: SSS-15S0 

BIKINI ATOLL RO 
LOS ALAKOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 3 


1052126-0001-01 117 12/14/01 185 SEE DROP POINT 3 12/17/01 


ROBERT TO. DSL 
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Product Specifications 



Page 1 of 1 


Product Specifications: 


Product ID : 70385 Category 

Ground Maintenance 


SHp Honda OHV electric start 


Manufacturer 
Bear Cat 


Price: $2,499.00 


Quantity: i 


New Search | Heip | Check Out 


Browse 


http :// www. hardy diesel .com/detai 1 . asp ?p rod uct_i d~70385 


02/25/2003 
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Motorola TALKABOUT T7200 NiMH Radio 


Page 1 of 3 




MOTOROLA 

Consumer Catalog 


United States 


MOPPING CART ORDER STATUS - CUS 


ACCESSORIES 


MESSAGING 2-WAY RADIOS SOFTWARE 


• SHOP HOME EE3 EMAIL SIGN-UP 

* HgUOMOTO 


DOWNLOADS PRODUCT PREVIEWS fjfcY AUCTIOft 


Buy Online 


$159.99 



TALKABOUT® T7200 NiMH 
Two-way Radio Sunstreak 
Yellow 


TALKABOUT® T7200 NiMH 
Two-way Radio Sunstreak Yellow 

The most advanced GMRS product in Motorola's 
recreational two-way radio portfolio! TheTalkabo 
T7200 two-way radio combines powerful technol 
superior ergonomics and rugged dependability. 
Whether hiking, biking, hunting or shopping, this 
is the perfect way for family and friends to stay in 
touch. Go the distance with two watts of power - 
be connected for up to a five-mile range (range w 
vary based on terrain and conditions). 

• 22 Channels, 38 codes help minimize 
interference from outside your group 

• Eavesdrop Reducer makes your transmis 
sound garbled to anyone listening without 
same scrambling code 

• Personalize your radio with three 
interchangeable faceplates - Sunstreak Y 
Ever Green and Advantage Timber® 

• 1 0 audible call tones will be sure to get th 
attention 

• NOAA weather broadcasts and audible w 
alerts help ensure severe weather conditi 
won't catch you off-guard (02) 

• Hands-Free (VOX) advanced voice activa 
lets you talk hands-free with or without 
accessory 

• Requires FCC license 


Detailed 


f ■ eatu '■ es 


• One Talkabout® T7200 two-way radio 

• Carry Holster/Swivel Beit Clip 

• 2 Additional Interchangeable Face Plates 

• NiMH battery and Plug-in Charger Include 

• user Mar-.. a 

• One Year vY-r-anty 


http://co.../ProductDispIay?prrfnbr=2480 1 6&prmenbr= 1 26&twoway_cgrfnbr=9&.zipcode 02/25/2003 
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Igloo - Consumer Services 


Page 1 of 1 


SUREST URGE' 


iqloo 





re 1 

S h o pp ring CgrO® .. 

• •’ •/:' ; Check' Gut 

1 Site 


pS&tffofc • 

I' ;! Saifeibe ; !i4?®iarj' ; 




http://www.igloo-store.com/cgi-bin/sgin0130.exe 


02/25/2003 
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Igloo - Consumer Services 


Page 1 of 2 


SUREST URGE' 




Perfect as a dorm room or office refrigerator (with 
optional converter), or in the car for long trips with 
the family. Plugs into 12v cigarette lighter socket t 
cool to 40 F+ below outside temperature or warms 
to 1 55F. Holds 52 cans or a weeks worth of 
snacks. Exclusive patented Z-Max® powered 
engine for high-performance cooling and warming 

• 50,000 hr. (5-1/2 yr.) brushless motor has locke 
rotor protection and ball-bearing construction 

• Dual-fan design lets airflow freely for even 
heating and cooling. 

• Multiple shelf guides allow customized 
organization. 

• Recessed handles slide up and pivot out for 
easy lifting and carrying. 

• Removable cord management system keeps 
cord neat and organized for storage. 

• 8-ft. fused automotive power cord. 

• Full 40 quart (1.35 cu. ft.) capacity. 

• 1 -year warranty. 

• Kooi Mate 40 in Marine White has UV inhibitors. 

• Rests as a chest for automotive use or sits 


http://www.igloo-store.com/cgi-bin/sgin0130.exe 


02/25/2003 






1087 


Igloo - Consumer Services Page 2 of 2 

vertically for use as a home, office or dorm 
refrigerator. 

• Optional converter available for using Kool Mate 
40 indoors. 

*Z-Max is a registered trademark of Tellurex 
Corp. 

Product Dimensions 
. 40 U.S. Qt./37.9 U 1 .35 cu. ft. 

. 21-15/16" x 15-3/8" x 16-3/4" 

Body/Accent 

• Artie Gray/White 

Price: S 129.99 
Item#: IGL KM40 GRAY 
In Stock? No 

• Items out-of-stock normally ship within 2-4 week 

from order date. 


|l Add To My Cart | 



http://www.igloo-store.com/cgi-bin/sgin0130.exe 


02/25/2003 
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1048087-0001-01 


BILL LOS ALAMOS NATIONAL LABORATORY 
TO: REF: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 34 


SHIP LANL /'SCOTT ALEXANDER 
T0: BUILDING SM30 
EIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT 3 4 


SHIPMENT NUMBER | ..SLSIUIW J ORDER DATE j TAKER, | CUS I OMtK KO. NUMBER 


1048087-0001-01 117 09/18/01 145 SEE DROP POINT 34 09/24/01 


ttfSTRUCTIONS . | FRT. I PACE NO. 


j ROBERT - TO DELIVER 


~ QUANTITY ■ • I I . ■ j 

OnmrniO j e.OJBEr." "j SHIPPED JD |sp -| ! ITEM CODE AND DESCRIPTION j UfflJI UNIT PRICE AMOUNT 
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MESA 

EQUIPMENT 

^Supply Company 

Material Handling & Industrial Equipment 
P.O. Box 91568 

ALBUQUERQUE, NM 87199-1568 
1505) 345-0284 FAX [505) 345-9227 


j. 04 S 9 6 3 - 0 0 0 1 - 0 




BILL LOS ALAMOS NATIONAL LABORATORY 
TO: RE p. 24329-001-01 4-J 

ATTN: ACCTS PAYABLE MSP240 
LOS ALAMOS NM 37545 
CUSTOMER P.O. NO. SEE DROP POINT 3 0 


ship LANL/ SCOTT ALEXANDER 
TO; BUILDING SMB 3 
BIKINI ATOLL RD 
LCS ALAMOS NM £7 

CUSTOMER P.O. NO. SIB DROP POIN 
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N3V-13-2001 09=53 

I VI COM 


EQUIPMENT 

Xt Supply Cemj 


Company 


MsSorial Handling & Industrial E^ulpmant 
P.O. Box 91366 

ALSUOUERQUE, NM 87189-1563 
ISOS) MS-028* FAX (SOU 341-8227 


BIU LOS ALAMOS NATIONAL LABORATORY 
TO: REF: 24329-001-01 4J 

ATTN: ACCTS PAYABLE MSP24Q 
LOS ALAMOS NM 87545 
CUSTOMER P.O, NO. , , , SEE DROP POINT, 


P.37/39 


505-667-8540 


SHIPMENT NUMBER 


1049044-0001-01 


SHIP LAKfL FOR US DOE 
TO: BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. , , , SEE DROP POINT, 


1049044-0001-01 

117 

”/09/oT^* 

185 , ..SEE DROP POINT, 

HKZS^H 

10/10/01 


Bra 




ROBERT TO DELI ! 1 

! ! 

; SCOTT 

ALEXANDER 

1 " 


6) *CA3 TB-91-1148-MED 
WINTER PARKA, MED. 

SMOKE 3LUE 

7) *CAB TB-92-1444-MBD 
JACKET, MED. MTN.GRAY SPRUCB 

8) *CAB TB-92-1444-3XL 
JACKET, 3 -XL MTN . GRAY SPRUCE 

9) *CAB TB-92-1445-XL 
JACKET, X-L TALL MTN.C-RAY 
SPRUCB 

10) *CA3 TB-92-1446-MED 
BIB, MED. MTN.ORAY SPRUCE 

11 ) *CA3 TB-92-1447-LG 
BIB, LARGE MTN.ORAY SPRUCE 

12) *CAB TB- 92 -074 4 -MED 
•PARKA, THINSULATE MED. 
RED/BLACK 


266.6000 

266.6000 

279.9300 

279.9300 

253 .2700 


266.60 

266.60 

279.93 

279.93 

253.27 


A - 


axx DatMAtKW ‘ 

- rcOJO'f'OlTAXAWlJCAM O - BlSMT SMiHICmT 
- . taerOM MINIMUM 
- WTUfMCO «YL 


. trank nmaiunaA. r 




SU)> TOTAL 

teL 5.” charge" Conti nuee) 

FEOVOTHER TAX 

PAVMSWT HEC*0. 


DUPLICATE 
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104S044 -OOOi- Oi 


Silt LOS ALAMOS NATIONAL LABORATORY ship 2ANL . FOR US COS 
REF; 24329-001-01 TO: BU JIBING SM30 

ATTN: ACCTS PAYABLE KEF2-3 0 BIKINI ATOLL RD 

LOS ALAMOS NM 57.54 S LOS ALAMOS NM S7S4S 

CUSTOMER KO. MO. , , ,S SB CROP POINT, CUSTOMS? AO. KO. , , , SSS CKO? POINT, 
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DESCRIPTION lorn I UNIT PRICE I AMOUNT 



DUPLICATE 
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Cabela's -- Products Found 


Page 1 of 2 



£y?'gU?.;3b'. 

| All Products ▼ I 



► Home Store 


In the. Field 


m»m«7CT „rewmrgi wfifrrnn 

Custom e rSe rvice Abou 


Feb 25, 2003 Log In 


e/ l item in vour Car Oic; 


Here are the products we found. Please use the pull-down menus to configure your 
products. 


Shop by Catalog Item# 

Store 

Arc hery 

Automotive J ATV 
Camping / Food Prep 
Clothing .(.Casua ! ;■ 

Clothing (Hunting) 

Fishing 

Fish | ng_£ S aj {water! 

Fly. Fishing 
Footw.ear 

Gifts / F Li r n r sh i.ng s 
Hunting / Optics 
Marine 

Mid vv i n tc r.Sa |e 
Web Exclusives 
Bargain Cave 



Cabela's GORE-TEX Guidewear Thinsulate Parka - 

Regular 

ITEM: ID-920744 

PRICE:S219.95 • $229.95 


Qty: P 
[SIZE 
j COLOR 


Store Extras 

Gift Certificates 

Free. Catalog 
Special Orde r s 


In the Field 

This W eck' .rjc 
Field Guide? 

VVeathcr 

State .by . S ta tp I n fo 
Trophy Room 
Talk Forums 
Hunting.' Fishing T rips 



Questions? 

Cabela's Live" - Online Customer Service Chat - SAM to 12AM ET 


Store 1 In The Field | Outdoor Adventures- | Retail Stores 


Order loll F rpe .'Questions? 1-800-237-4444 
v 1 L iU6-2nn? Cabela's Inc. All right? reserved. 
Please read Cabela's ; ; .. :!• '' . ; ■" ; v and ;.‘ i ;jni 



Customer Service 

E-mail Us 
Cali us 

Cabela's Live Help 
Sizing Chart? 

Returns Policy 
Shipping Info 
Guarantee 
.Gun Restriction? 
International Orders 
Site, Map 
Privacy/ Security 
Special. Orders 
Secu rity C c r 1 1 f.i c a t e 
Questions 


http:/7www.cabelas.com/cabelas/en/templates/pur.../products-found.jhtml?_rcquestid--2 152 02/25/2003 




1094 



http.7/www.cabelas.corn/cabeIas/en/templates/pQr.../products*four!d.jhtml? requestid-2 1 65 02/25/2003 
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Cabela's — Products Found 


Page 1 of 2 



w rstfrir.^ v 

Customer Service Aboil 


g<5*§Vo;cfet 
| Alt Products 





Store 

Archery 

Automotive /. ATV 
Camping /.Food Prep 
Clothing iC asuaii 
Clothi ng . { Hunting } 
Fishing 

Fishing f Saltwater ) 
Fly fishing 
Footwear 

GiftS^.FtirnisiJings 
Hunting./ Optics- 
Man pc 

Mid; Winter Sale 
Web Exclusive? 
Bargain Cave 


Store Extras 

Gif.LCertificatos 
Gun .Library 
Free. Catalog 
Special Orders 


In the Field 

I.bj.5_ WofiKs. N ev.'s 

FicW Guidos 
Weather 

State. by Stale Info 
Trophy Room 
Talk Forums 
Hu m ints /Fishing Trips 
Links 
TV 


Here are the products we found. Please use the pull-down menus to. configure your 
products. 

Columbia Adventure Gear Storm Chaser Luggage 

ITEM: TC- 51 4897 
PRICE: $79 .99 • SI 19.99 



Qtv: P 


[size 


C.iljef.Ts 


Stnr 


Questions? 

- Online. Customer Service Chat - SAM to 12AM ET 


he field j Outdoor Adventures’ Retail Stores 


d-’r l i roe/ Questions-' 1-800-31 /-4444 
')9i»-.?or;2 Cabela's All ricihis reserved. 



Customer Service 

fe.mai! US 
Cal! Us 

Cabe.la.'s Live Help 
Si?. ing.C harts 
Returns Policy 
Shipping info 
Guarantee 
Gun. Restrictions 
International Orders 
Site. Map 
Privacy/ Security 

Special .Orders 
Seeu.aiy.-C.ert i fi ca te 
.Questions 


>ur..7produc!s- found jhtml? requestid=2194 02/25/2003 
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1)*LEEM0D3L 150 
TACK DISTRIBUTOR 
W/HONDA ENGINE 


EA 7830.0000 7800.00 


gjg-H- -AbjttncW 

Cfintool KF&mfcFrz/ 

■%ZC0\OOOO 


*SHIP ORDER*** 1 * SHIP ORDER** 


SJB T01AI 
ViSC. CHARGE 

tele, charge 

=3EC!T-37Al 
F-D. /OTHER TA< 

state 













1100 


IVIbS A 

EQUIPMENT 

{^Supply Company 

Mate.'iai Handling & industrial Equipment 
P.O.Box 91568 

ALBUQUERQUE, KM 87199*1563 
16961 345-0284 FAX 15051 345-9227 

SRI LOS ALAMOS NATIONAL LABORATORY 
REF: 24329-001-01 4J 
ATTN: ACCTS PAYABLE M3P240 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT, 5 


505-667-8540 



1048289-0001-01 


SHIP LANL/USDGE BRYANT ROYBAL 
TO: BUILDING SM30 
BIKINI ATOLL RD 
LOS ALAMOS NM 87545 
CUSTOMER P.O. NO. SEE DROP POINT. 5 



. **SHIP ORDER**** SHIP ORDER**** 


Sv/B 7CTAL 
M.sc. OAf»GE 
T'\f TrfARC.P 
«S:CHT TOTAL f 
FED./C'HER TAX 
STATE TAX 

PAVV.S^T REC'O. 
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SHIPMENT NUMBER SLSJWN j ORDER DATE | TAKER j CUSTOMER P.Q. NUMBER [ 


1048529-0001-01 117 09/27/01 145 SEE DROP POINT 187 09/27/01 


INSTRUCTIONS 


I ROBERT TO DELIVER 


I FRT. I PAGE NO. 


B 1 


quantity 


ORDERED | B.O./flET. I SHIPPED 


ITEM CODE AND DESCRIPTION 


I UIM | UNIT PRICE 


BRYANT ROYBAL 

665-1547 

<£#108218 

8M7 0 0 0/XF7 0/5AAD/ 0 0 0 0 

1) *ATL XAS-175JD 
375 CFM AIR COMPRESSOR 


Eft. 124900.0000 24900.00 


£83£ smANffr I0» i 

- STATS TAX APFU CABLE C - CSNSJOSH CTMPJTE 

- F€ O.AJTHtS TM AFPJCAB1E D - DIRECT SHIPMENT 

- «AlA»Ct SACK QSDSRHS I* • RETURNED CYL 


*SHIP ORDER**** SHIP ORDER** 


TELE. CHARGE 
FREIGHT TOTAL 
FED, /OTHER TAX 
•STATE TAX ; 
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SHIPMENT NUMBER j SL5MN j ORDER DATE [ TAKER | CUSTOMER P.Q. NUMBER | 


1048585-0002-01 117 09/27/01 145 SEE DROP POINT 190 09/27/01 


! ROBERT TO DELIVER 


QUANTITY | 

I B.O.ffiET. j SHIPPED 1°' 


INSTRUCTIONS 


ITEM CODE AND DESCRIPTION 


BRYANT ROYBAL 

665-1547 

Z#108218 

8M7000/XF70/5AAD/0000 
1} *POW 66 

TABLE SAW 2 20V/ 1 PHASE 
2}*POW 2013 

20" BANDSAW 230/1 PHASE 

3) *POW 60 

8" JOINER 230/1 PHASE 

4) *POW 1150A 

15" DRILL PRESS 230 / 1PHASE 
5 } * POW 25 

SHOP PRO SANDER 230/1 PHASE 
6) *POW 180 

18" PLANER 230/ 1 PHASE 


U/M UNIT PRICE AMOUNT 


| PAGE NO. 


P| 1 | 


EA 2100.0000 2100.00. 


EA 3804.0000 3804.00 


EA 2597.0000 2597.00 


EA 2013.0000 2013.00 


EA 2199.0000 2199.00 


9617.0000 9617.00 


- sajuicsaaocoaosaiE * - semsNEOcn. 


TELE. CHARGE CONTINUED 
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SHIPMENT NUMBER j SLSMN j ORDER DATE j TAKER j CUSTOMER P.O. NUMBER | DATE 

| FRT, | PAGE NO. 


1048585-0002-01 117 09/27/01 | 145 SEE DROP POINT 190 09/27/01 


INSTRUCTIONS 


: ROBERT TO DELIVER 


j B.O.fRET. j 


ITEM CODE AND DESCRIPTION. 


1 P ; 7) *MIL5G51 

GRINDER BENCH 3/4HP 4. 4 A LT 

1 P ; 8)*MIL6496-6 

SAW MITER 10 SLIDE COMP 

9 P : 9) DEL682990 

JOBSITE BOX 60x30 

1-YARD 

8 P : 10) DEL602040 
6° CASTER KIT 


j ism I UNIT PRICE 


EA 424.6700 424.67 


EA 665.0000 665.00 


EA 508.4800 4576.32 


EAj - 88.0600 704.48 


1 : 11) *DEL 40-680 

20" SCROLL SAW 


1 [ 12) *DEL 33-410 

16" RADIAL ARM SAW 


EA 660.0000 660.00 


EA 5789.9600 5789.96 
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John Hernandez, 08:1 7 AM 8/16/2002 -0500, Mesa Equipment Blanket Tab 73 


X-Sender: u09S617@bus-mail.lanl.gov 
X-Maiier QUALCOMM Windows Eudora Version 5.1 
Date: Mon, 26 Aug 2002 08:17:29 -0500 
To: swlopez@lanl.gov 

From: John Hernandez <hernandezjohnj@lanl,gov> 

Subject: Mesa Equipment Blanket 

Steve, 

I've been giving this contract some more thought I think we need to do more to control the daily 
administration and reduce the risk of customer "abuse." 

Based on rumors I've heard about the LVA contracts, it looks like we must look for ways to 
eliminate any possibSity, Effective immediately, we should implement the following with Robert 

1. ALL deliveries/requests MUST be delivered through the LANL receiving dept Payment must 
be cross referenced with a receiving report (RR), and Mesa will include the RR # on their 
invoice. 

2. Every requester who wants to place an order must have the proper funding authority. If they 
don't, they must get their group office to approve it, and a copy of each "release" MUST be 
provided to you BEFORE placement of the order, 

3. Reduce the threshold for receiving approval for single releases from $5K to S2.5K. Anything 
over this amount will require Procurement review & approval prior to release. 


Did Robert ever give you the list of product and services they have provided, as we requested? 
Since they were providing JtT product through Frank's Supply before, and they are not to 
compete against Frank's, what are they selling? Also, I would Bke to look the past invoices over 
again - do you have them? 

Please implement these procedures immediately & if Robert wants to meet set it up. 
Questions, come see me right away. 


Printed for Stephen Lopez <swlopez@lanl.gov> 


LANL 04163 


1 
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Tab 74 
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T-StS P ISf/Ht F-OtS 


X-Sender; walpgoppfe-mail.lanl.gov 
X-MaI!er:/QUALCGMM Windows Eudora Version 5.1 
Date: Fry 26 Jul 2002 1 5:48:07 -0700 
To: Stan Busbcam <busbODm8lanl.gov> 

From: Glenn Walp «walp@lanl.gov> 

Subject: He: REQUIRED WHITE PAPERS 


Tab 75 


Sir: 

1 0-4,..we'll put it together Monday. 
Glenn. 


At 02:49 PM 7/26/2002 -0600, you wrote: 

OFFICIAL USE ONLY 

OK - well talK Monday after you speak with Hetticn-l think we can move forward with the FBI 
on the "car case" if we do it carefully. The allematives of not doing anything or the FBI doing 
something without us are not acceptable. I will need more info on the “tool case." 


At 02:36 PM 7/25/2002 -0700, you wrote: 


Sir: 

The white papers are being worked on and will be done by 7-3Q. 

I couid not meet with Mr. Hettieh today because he is not at work- I have an appointment 
with him at 0800 on Monday. 

Found out today that BUS had made contact (before they eomacted us) with the subject in 
AZ and raid him they were not paying the Ml, and in fact did not pay If* bill. Subject said 
OK he will absorb the loss ($30,000); something is real wrong with this picture! 

Notwithstanding LANL did not pay the bill lhere Is still the crime of the attempt to purchase 
the vehicle with the government card. The vehicle was delivered to a location in NM and a 
subject reed the vehicle in NM. Hence, crossing of state lines with the caveat of federal 
jurisdiction. Thus, we are at the point of needing law enforcement intervention; we need 
those records in AZ, The person in AZ is under multiple federal laws concerning this 
transaction; record keeping and so forth regarding the vehicle and the vehicle parts. All wffl 
be addressed in the white paper. 

I! is my understanding Jeff met with the U.S. Attorney on this matter early this AM. He w8l 
let us know of the outcome as soon as he knows. Since me u.S. Attorney knows there is a 
good chance this will fly up the pipe to higher command. We are continuing our inquiry 
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16-2003 12 ;B 6 ps Frv»fKIMML Uf 


45056654424 M2$ P.25S/S68 HB5 


laking it as far as m can take if, but we are, quite frankly, even at this point, at the proverbial 
wall. 

Obviously, the action taken by BUS without Our knowledge and involvement has caused 
critical problems for our inquiry, i will address this matter with Mr. Hetticn on Monday. 

Glenn. 


Glenn A, Waip 

Office Leader -Office of Security inquiries 

Security & Safeguards Division 

Los Alamos National Laboratory 

Mail Stop G723 (505) 665-3505 

FAX (505) 667-7579 

walp@lanl.gc3v 

Stanley L. Busboom 
Director of Security 
Los Alamos National laboratory 
;P.G. Box 1663, MSG729 
Los Alamos, NM 87545 

• Phone; (505)667-5911 
Fax: (505) 663-3810 
; E-Mail: busboom@ianl.gov 

Slenn A. Walp 

Office Leader - Office of Security Inquiries 

Security- & Safeguards Division 

.os Alamos National Laboratory 

Vlati Stop G723 (505) 565-3505 

-’AX (505) 867-7579 

sraip@fanl.gov 
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Tab 76 


Summary of F. vents Regarding N’iS Emr>iovee. HR and S 


On Friday. September 20. a Team Leader (first name “Charlene") at NIS called HR 
representative Cammie Momoyaat home shortly after 7:00 a.m. She indicated she had 
discovered that one of her employees had authorized, drawn and cashed an S J SCO check 
to herself. She also staled that upon discovering this fact the preceding evening, she had 
withdrawn the individual's authorities. V>"hen the individual came to work the next day 
and discovered that her authorities had been withdrawn, she started to shred documents. 
Montoya cold the Team Leader to stop her from shredding the documents. Montoya then 
came to work and reported the matter to Staff Relations immediately. Montoya indicated 
to Staff Re 1 at) ons that the Team Leader wanted the individual removed trom TA-18 
immediately. 

As Acting Group Leader. 1 determined that no action should be taken until we consulted 
S Division, other than assigning the individual tasks elsewhere in NIS if there 
management had an immediate concern about TA-18. I instructed Staff Relations 
Representative Ken Leivo to contact either Stan Busboom or Gene Tucker so that any 
action we might take did not interfere with S Division or law enforcement activities In 
the meantime, the individual reported that she felt ill and the Team Leader asked how she 
should respond. I indicated that if the woman said she was ill. we should let her go home 
as we had no basis to hold her at work. 

Leivo spoke with both Busboom and Tucker who referred him to Glenn Waip. Leivo and 
Walp spoke Friday afternoon, by which time the employee had gone home sick. Walp 
indicated he would check into the matter and speak with Leivo on Monday 

On Monday morning, the individual came to work and informed Montoya that she 
wanted to quit and that she had improperly authorized a check for SI 800 3nd wanted to 
pay h back. Montoya contacted Staff Relations to ascertain whether we could accept her 
resignation and the check. On my authorization, we accepted the resignation but 
informed the individual that there would still be an investigation and that she would still 
be expected to cooperate. Wc also told her that if the investigation revealed wrongdoing 
on her part, we would treat her resignation as *‘m lieu of termination" which would render 
her ineligible for reemployment at LANL for seven years I also authorized acceptance 
of the check. The individual resigned and gaw Montoya a check tor SI 8UO Montoya 
made a copy of the check and sent it to BL"S Later that da>. Jim Mullins from U aip > 
office called Leivo; Leivo explained what had occurred 

On Tuesday, I received a call from \k alp He wanted to meet with me and asked that 
Montoya be available on short nonce He indicated that they were concerned that 
"■ Montoya may have been compile it in the theft, or may have acted to obstruct an 
/ investigation. They based this on their concern that she may have known about the 
problem in advance and failed to report it He was also under the misconception that 
Montoya had fired the individual He suggested, as well. th3t accepting the restitution 
check could be a federal criminal offense. 


LANL 03578 


nn 
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I explained to WaJp that Montoya had not been the decision maker. J told him that the 
individual resigned and was not terminated. I also told him that I had authorized 
acceptance of the check (and that frank Dickson had indicated that was appropriate, after 
the fact) and was quite comfortable that I had not committed a criminal offense by that 
authorization. Walp then indicated that prior to establishing our meeting, he wanted to 
speak with Gene Tucker. Tucker and I spoke later that day. I indicated to him that 1 
would speak with Montoya, at Dickson's direction, to see if she knew of the events in 
advance of Friday, Tucker thought this would be a mistake, but agreed I should follow 
Dickson’s direction. I did so and confirmed that Montoya had heard nothing of the theft 
until the Friday morning call. 


LAN! 03579 


nrrmcA'1 nrv* 
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OFFICE OFTHE VICE PRESIDENT— OFFICE OF THE PRESIDENT 

LABORATORY MANAGEMENT i II I Franklin Sireet. 5iii Floor 

Oakland, California 9*if>07-53Hi 


August 16, 2002 


Dr. John C. Browne 
Director 

Los Alamos National Laboratory 
P.O.Box 1663, MS A 100 
Los Alamos, New Mexico S754S 

Dear John: 

In response to the initial report by Joe Salgado to me concerning apparent irregularities in 
the operation of the Laboratory’s purchase card program, you are hereby directed to 
undertake the following actions: 

■ Establish an external review committee of audit and investigative experts to 
examine the irregularities identified to this point, as well as the overall operations 
of LANL’s purchase card program. 

- I agree with your suggestion that John Layton, the former Inspector 
General at the Department of Energy and the Department of the Treasury 
would be an excellent choice to chair the committee. 

* Assure early consultation with the Laboratory Counsel on development of the 
committee charter and the procedure to be followed in its work. 

* Provide that the University’s external auditors. Price waterhouseCoopcrs. are 
included in the committee’s membership and that they play a substantial role in 
the committee’s work. 

* Begin the external review committee’s work as a matter of urgency and as early 
as possible within the next 10-14 days. 

* Provide weekly status reports to me beginning Monday, August 19, and 
continuing until all issues related to this matter have been satisfactorily resolved. 

* Submit a proposed charter for the external review committee to me not later than 
Monday, August 19, for review and approval. Of course, the external review 
committee will ultimately determine the nature and scope of their review. 
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Director Browne 
August 16, 2002 
Page 2 


* Provide to me by COB Monday, August 19, a description of your overall 
approach to managing this matter, including any plans you have for modifications 
to LANL’s purchase card policies and procedures; training for card holders and 
those with approval authority; and general communications with NNSA/DOEand 
with the LANL workforce. 

* Maintain frequent communications with Directors Anastasio and Shank about 
LANL’s activities in connection with this issue, with particular emphasis on 
changes to existing policies, procedures and training. 

Consistent with University policies, I assume you will have your Director of Audits and 
Assessments keep University Auditor Patrick Reed informed as this matter develops and 
related issues are resolved. Likewise, 1 assume your Legal Counsel will keep General 
Counsel James Holst, similarly informed. University Auditor Reed, General Counsel 
Holst and I have agreed that you and the senior management at LANL will be responsible 
for managing this process. 

If the apparent irregularities identified thus far are confirmed, they represent a serious 
failure of the University's and the Laboratory’s internal control systems. I appreciate 
LANL’s prompt response to these issues and will immediately provide whatever 
University corporate resources - in addition to those noted above - may be needed to 
conclude audit and investigative work expeditiously and to implement appropriate 
follow-up and corrective actions. 

Please let me know if you have any questions. 


Sincerely, 



Vice President 
Laboratory Management 


cc: President Atkinson 

Senior Vice President Darling 
Senior Vice Presi dent Mullinix 
General Counsel Holst 
University Auditor Reed 
Director Anastasio 
Director Shank 
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UNIVERSITY OF CALIFORNIA 



OFFICE OF THE VICE PRESIDENT— OFFICE OF THE PRESIDENT 

LABORATORY MANAGEMENT IIII Franklin St reel. 5 th Flour 

Oakland. California 94607 


August 16,2002 


Dr. Michael R. Anastasio 
Director 

Lawrence Livermore National Laboratory 
P. O. Box 80S, MS L- 1 
Livermore, California 94550 

Dear Mike: 

Enclosed is a copy of a letter sent today to Director Browne at Los Alamos National 
Laboratory (LANL) concerning apparent irrcgu lari ties in LANE's purchase card 
operations. 

As indicated, I have directed Dr. Browne to take a series of specific actions to assure a 
thorough and credible audit and investigation of the identified irregularities as well as a 
comprehensive review of LANL’s overall purchase card operations. 1 have also asked 
Dr. Browne to keep you up-to-date about the findings and related corrective actions at 
LANL. 

Consistent with my letter to Dr. Browne, 1 am directing you to undertake a 
comprehensive review of LLNL’s purchase card operations to assure that: 

* Purchase card operations are subject to an effective and appropriate system of 
controls; 

* Cardholders and those with approval authority are effectively trained; and 

* Managers are aware of and fully discharging their responsibilities for assuring 
effective stewardship of public funds. 

Please provide me with a report of your findings not later than October 1, 2002. Should 
you find irregularities in LLNL’s purchase card operations, I expect that you will notify 
me immediately. 
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Please let me know if you have any questions. 


Sincerely, 



Vice President 
Laboratory Management 


Enclosure 

cc: President Atkinson 

Senior Vice President Darling 
Senior Vice President Mullinix 
General Counsel Holst 
University Auditor Reed 
Director Browne 
Director Shank 
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BNIVERSITV OF CALIFORNIA 



OFFICE OF THE VICE PRESIDENT— OFFICE OF THE PRESIDENT 

LABORATORY MANACEMEN V 111] Franklin Street. Sth Ftnor 

OskJaad. California $4 to 7 ->206 


August 36, 2002 


Dr. Charles V. Shank 
Director 

Lawrence Berkeley National Laboratory 
1 Cyclotron Road 
4133 Building 50A 
Berkeley, California 94720 

Dear Chuck: 

Enclosed is a copy of a letter sent today to Director Browne at Los Alamos National 
Laboratory (LANL) concerning apparent irregularities in LANL’s purchase card 
operations. 

As indicated, I have directed Dr. Browne to take a series of specific actions to assure a 
thorough and credible audit and investigation of the identified irregu lari ties as well as a 
comprehensive review of LANL’s overall purchase card operations. L have also asked 
Dr. Browne to keep you up-to-date about the findings and related corrective actions at 
LANL. 

Consistent with my letter to Dr. Browne, I am directing you to undertake a 
comprehensive review of LBNL’s purchase card operations to assure that: 

* Purchase card operations are subject to an effective and appropriate system of 
controls; 

* Card holders and those with approval authority are effectively trained; and 

- Managers are aware of and fully discharging their responsibilities for assuring 
effective stewardship of public funds. 

Please provide me with a report of your findings not later than October 1, 2002. Should 
you find irregularities in LBNL's purchase card operations, I expect that you will notify 
me immediately. 



Director Shank 
August 1 6, 2002 
Page 2 
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Please Jet me know if you have any questions. 


Sincerely, 



•/John P. McTague 
Vice President 
Laboratory Management 


Enclosure 

cc: President Atkinson 

Senior Vice President Darling 
Senior Vice President Mullinix 
General Counsel Holst 
University Auditor Reed 
Director Anastasio 
Director Browne 



1157 


-A 

® Los Alamos 


Office of the Director 


Tab 78 


September 5. 2002 


John MeTague, Vice President 
Labmatoiy Management 
University of California 
I’Ll Franklin Street, 5 ih Floor 
Oakland. CA 94607 

Dear John: 

Subject: Purchase Card Review Team - Weekly Report (Week #1 , August 26-30, 2002) 

The first week of activity for the Purchase Card Review Team concluded August 30. 2002. The key activities 
during this period were as follows: 

1. The Review Team consisting of John C. Layton, Charles Maston. Donald J. Kintzcr (Price waterhouse - 
Coopers), and Kristin Rivera (PriccwatcrhouseCoopers) had organizational meetings in Los Alamos on 
August 26 and 27. The team met with me and Principal Deputy Laboratory Director Joseph Salgodo for 
the purpose of getting our view as to the nature ot the problem, the purpose and scops of the review and 
the ultimate goals. 

2. On Monday, August 26, the Review Team was briefed on the Purchase Card Program and trie problem, by 
a number of Laboratory employees including Vernon Drown, Deputy Director for the Laboratory's Pto- 
curcment Group (BUS-5), who outlined the Purchase Card Program; Katherine Brimn, Director of Audit* Sl 
Assessments, who outlined previous audit activity relating to the program; Gene Tucker, Deputy Director for 
Security 3C LANL, who briefed the panel on ongoing investigations relating to the Purchase Card Program that 
prompted the desire for the independent review: and Frank Dickson. Laboratory Counsel, relating to bis 
knowledge of the facts and his assessments of the problems. Other Laboratory employees were interviewed 
ilirougbuui the two-day period. Katherine Bnum and Frank Dickson participated as appropriate. 

3. The review team organized itself and developed a charter (still in draft form) of which you hav* b van provided 
a copy. Il :s my belief that this charter provides a food organizational struct ire :o deal with the and 
identifies the areas of inquiry at least as far as they are known at this time. 

Krbtm Rivera remained in Los Alamos on Wednesday and Thursday. August 2S-29. after the dep.inu.'e ot her 
colleagues and began so review material and develop a strategy for collecting arc reviewing information 
Dunng her visit, she met with a number of employees of the Laboratory ’s S-Drvision, the Purchase Card 
Program, and reviewed documents, 
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DlR-02-229 


5. During Kristin Rivera’s time in Los Alamos. aiTangcments were made with her for Labcratorv C our.se [ v,i 
house Price waterhouseCoopers staff during their work at the Office of Labors tory Counsel -.a dow ;uo-mi i A > , 
Alamos with appropriate support and equipment provided. 

6. Members of the Price war erhouseCoopers staff are back in Los Alamos during this week to begin their main 

7. No r.ew issues surfaced during the first week. 

Please advise me if you require any further information with respect to this issue. 



John C- Browne 
Director 


JCB/KPD:mam 


Cy: Richard A. Marquez. AD- A. A RiS 

Prank P. Dickson, LC. At S3 
TM-5, A 150 
DIR -02-22 9 File 
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Tab 79 


Dwceics 

September 30, 2002 


Dr. )ohn P. McTague 

Vice President, Laboratory Management 

University of California 

11 11 Franklin Street, 5th Floor 

Oakland, California 94607-5206 

Dear John: 

This letter is in response to your August 16, 2002 letter calling for a comprehensive 
review of the Lawrence Berkeley National Laboratory's purchase card operations. I 
share your concern about purchasing card irregularities at the national laboratories and 
agree that an elevated level of scrutiny of each program's internal control structure is 
appropriate. In fact, the Procurement Card (Pcard) program at Berkeley Lab has been 
subject to several internal and external control evaluations recently, including: 

• DOE OAK'S April 2002 'Pilot Review of Departmental Purchase Card Programs' 
which looked at over 2,000 transactions placed by 62 cardholders on 82 Pcards; 

• LBNL's annual self-assessment of the program’s regulatory and procedural 
compliance and internal control effectiveness; and 

• The Unallowable Cost Review performed annually by our Internal Audit 
Servi ces Depa r tin en t . 

Although these reviews have resulted in a number of internal control-enhancing 
recommendations, which, have been implemented or are in the process of 
implementation, there were no indications of fraud, waste, abuse or unallowable costs. 

The following briefly describes key elements within the control structure of the 
Berkeley Lab's Pcard program. 

• Pcard Program Policies - Clear and readily accessible program policies are 
available through LBNL's Regulations and Procedures Manual (Section 6.01(H) 
and the Cardholder Procurement Card Guide. 

• Pcard Issuance and Cancellation Controls - Ensures Pcard s are issued to and 
maintained by authorized individuals, only. 



Dr. John P. McTague 
September 30, 2002 
Page Two 
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• Cardholder Purchase Limits - Typically, S5k/ transaction and $25k/month. 
Pcard Administrator periodically reviews Cards /Cardholders with higher than 
typical limits to identify opportunities to reduce limits, as appropriate. 

• Transaction Block Based on Merchant-Type - Performed electronically by bank. 

• New Cardholder Training - Prerequisite to making purchases. 

• Cardholder Reconciliation of Monthly Statement - To verify accuracy of 
charges placed against their Pcard account. 

• Monthly Pcard Administrator Follow-up of Unreconciled Statements 

• Monthly Pcard Administrator Review of All Transactions - To identify 
purchases from questionable vendors and split orders for further investigation. 

• Weekly Pcard Administrator Review of Online Orders - To identify purchases 
of restricted or unallowable materials and verify that cardholders are recording 
all required order information. 

• Review and Approval of Monthly Pcard Activity Statements and 
Documentation - Performed by the cardholders' assigned approver to ensure 
purchases are valid, reasonable, allocable and adequately supported in 
accordance with Pcard program requirements. 

• Availability of cardholder activity monitoring tools to division budgetary 
personnel 


To further enhance the Pcard Program's internal control environment LBNL is 
committed to: 

• Initiating periodic cardholder desk audits under the direction of the Pcard 
Administrator to verify compliance with Pcard Program guidelines. 

• Instituting Pcard approver training to ensure roles and responsibilities arc fullv 
understood and executed. 

• Initiating cardholder refresher training to improve compliance with Pcard 
Program rules (e.g., the maintenance of transactional supporting documentation, 
prohibition against card usage by someone other than the authorized 
Cardholder, etc.) 

• Establishing a formal policy on disciplinary action for Pcard Program rule 
violations. 


I believe that the DOE OAK review, our on-going internal reviews and our internal 
control processes constitute the comprehensive review' you have called for and provide 
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Dr. John P. McTague 
September 30, 2002 
Page Two 


us both with reasonable assurance that the system of internal controls is functioning a* 
we intend. I am confident that our existing and enhanced controls adequately ensure 
Berkeley Lab's effective stewardship of public funds. 

Please let me know if you have any questions. 


Sincerely, 



Charles V. Shank 


cc: S.M. Benson 
W.A. Wasson 
A.V. More 
T.L. Hamilton 




1162 


UNIVERSITY OF CALIFORNIA 


it Kfchf to « * fRVlNT » I l>-* WCS it'* ’.!■ 


Tab St) 



>mn-. or THii vice pREismuNT sH-ntf- t » rue pki si:« \ 1 

.ARORATOKY MANAt K:\tLNf nil < • | . . 


November 20. 2002 


DIRECTOR BROWSE 

Dear Dr. J3p>wne: 


This is in follow-up to ray recent conversations with Joe Salgado regarding LA ML purchasing 
activities as well as concerns raised about LANL property management performance. 


First, I request that you assure that the Laboratory's structure and reporting processes for all types 
of waste, fraud and abuse - especially including potential or suspected thefts - are consistent with 
NNSA and DOE requirements, i continue to believe that there are substantial advantages 10 be 
derived! from the application of consistent and uniform practices between die three Laboratories 
operated by the University and especially between LANL and Lawrence Livermore. 


Additionally. I request that you examine LANL's business and operations activities to identify, 
high potential areas for the application of best business practices and that you implement best 
business practices in as many areas as are practical and possible in the immediate and near future. 
I especially encourage you to continue to pursue the Laboratory’s efforts of the past several years 
to apply best business practices m areas such as procurement, purchasing and property 
management 


lam aware that you have several reviews by expert external review teams underway at the 
present time, and that their reports may identify additional opportunities to adopt best business 
practices. Consistent with completion of their reports and any additional reviews you may 
undertake interna! to the Laboratory. I would appreciate pc (iodic updates on progress in these 
areas. In particular. I would appreciate receiving a report at the end of December. 3002. and as 
frequently thereafter as is useful 


Anne Broome. Vice President for Financial Management, and l plan to \i$u Los Alamos m e.uiy 
January to follow up on these matters 


Sincere^. , 

/<• 

Jen m I’ Me ) ague 

/'ice President 

.aboralory Maiun 


cc: President Atkinson 
Provost King 

Senior Vice President Mullini.v 
Senior Vice President Darling 
Genera! Counsel Holst 
Vice President Broome 
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H 6-2003 12:1111 From- GENERA LAV 

+505665442* 

T-BZ6 P . 102/160 r-OGS 

X-Sender: ul09280@oppie-mail.lanl.gov 

Date: Tue, 26 Nov 2002 17:17.30 -0700 


Tab 81 


To; bsssvid@lanl.gov, tabanson@lanl.gov, James Rickman <elvis@lanl.gov>, 

Kevin Roark <knroark@ianl.gov>, nwa@lanl.gov, dclyons@lanl.gov, 
steves@lanl.gov, u105696@lanl.gov, pogo@lanl.gov, 

Linn Tytler <iinnjytter@lanl.gov;>, tlt©lan!.gov, goldie@lanl.gov, 
shelley@lanl.gov, edvigil@lanl.gov, Bill Dupuy <wdupuy@lam.gov;>, 
mcarlson ©lanl.gov, kathryn ©lanl.gov 
From: Jim Danneskiold <slinger@lanl.gov;> 

Subject: media query 

Cc: Bryan.WilkBS@nnsa.dQe.gov, anson.frankiln@nnsa.doe.gov. 
jeff.garberson @ ucop.edu, floughead @ doeal .gov, Michael. reess @ ucop.edu, 
ajiron 0 lanl.gov, ramarquez @ lanl .gov 

CALLER: Jeff Tdllefson, Santa Fe New Mexican 

STORY; Walp and Doran. They and the POGO organization have made the following 
charges. What's the Lab's response? 

1 ) They feared tor their jobs in mid-September and applied to DOE tor whistleblower status. 

Are they wnistteDlowers? 

23 They had excellent appraisals. I have Walp's. Why are you firing folks who do such a great 

job? 

3) They strongly recommended moving the Security Division to me DOE or Dept, ot Justice 
and were told no. Was mat why they were fired? Didn't S Division used to be run by UC? Does 
the Lab agree that security would be better if S Division were run by an outside organization? 
Also, they may mean the Internal Evaluation Office, not S Division. What about that? 

4) How many people work in S Division? PTLA? How much does PTLA get paid? 

RESPONSE: 

1) Provided the pre-approved Laboratory response. The Laboratory's whisiieblower policy is 
clear; to become a whistleblcwer, an employee must report something he or she believes is 
"improper activity," as defined in the policy, to the Internal Evaluation Office or any number of 
other official channels, including the DOE Inspector General. 

2} Termination during the Employee Evaluation Period is discretionary and does not have to be 
for cause or far poor performance. The appraisal document you have covers employee 
performance up to July 31 . 

3} I must repeat that during the evaluation period, the Laboratory can terminate employment 
for any reason. Also, there was no retaliatory action. S Division used to be part cf Facilities, 
Securiiy and Safeguards, Put has always been a Lab function. S Division does an excellent job 
and has achieved excellent marks in several very challenging audits. The current 
organizational structure is the right one, although there's always room for improvement in any 
organization. 

IEO began around 1989 and is the Lab's official Whistleblower Office. This is where 
employees report improper activity. I don't know whether some outside organization performed 
some of these audit functions prior to 1989, Out it was about that time that tederal 
whistleblower statutes and policies began to lake effect. 

4) S Division currently has 160 UC employees and about 80 subcontractors. S Division also 


Primed for Stan Busboom<busboom@!anl.eov> 


1/15/20Q3 
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supervises PTLA, witri 550 employees, and the Los Alamos Fire Department, with 120 
employees. During the current year, PTLA's budget is $63.5 million. 

PA CONTACT: Jim D. 


Jim Danneskiold 
slinger® lanl.gov 

PHONE ~ 505-667-1840 or 667-7000 
FAX — 505-665-5552 Or 665-3910 

Public Affairs Office 
P.O. Box 1663, MS-C177 
Los Alamos National Laboratory 
Los Alamos, N.M. B7545 


Printed for Stas Busboom <busboDm@laatgov> 


1/1522003 
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X-Sender: ul Q9280@oppie-mail.lanl.gov 
Date: Wed, 27 Nov 2002 15:0l :49 -0700 
To: Kruger@iani.gov, busboom@iani.gov 

From: Jim Danneskiold <siinger@ianl.gov> ' • a ‘ 5 82 

Subject: media query 

CALLER: Jeff Tollefson, Santa Fe New Mexican 

STORY: Firings. Very upset that Adam Rankin of the ABQ Journal interviewed Phil Kruger and 
learned the reasons for the firings and you told me you couldn’t answer that question. 

RESPONSE: I’ll try to get Phil on the phone with you. Kruger gave an excellent interview, very 
cautious and carefully explaining that the Laboratory did not want to discuss any particulars of 
the firings to protect Walp’s and Doran's privacy rights, but once they went to the media the 
Laboratory felt ii could respond more fully. 

Kruger said the firings were related to lass of confidence, he said a major part of me job 
responsibilities for these individuals involves building effective working relationships inside ana 
Outside the Lab. They had lost the confidence of several organizations and people with whom 
they had to have effective relationships, including the Audits ana Assessments Office, Leg3l 
Counsel, the Human Resources Division, the Chief Operating Officer of the Laboratory anc 
their own line management within the Security and Safeguards Division, as well as outside 
organizations, 

Kruger emphasized repeatedly that the firings were not in retaliation for the inquiries the pair 
were making, for their talking to the FBI, or for their talking to the IG. In fact, he said that the IG 
investigators have not told the Laboratory anything aoout whom they have interviewed or the 
content of those interviews and the Laboratory continues io cooperate fully with all IG requests 
for information. 

PA emphasized that even though they both characterize themselves as investigators and say 
the Laboratory hampered their investigation by stopping them from talking to the FBI, the two 
men ana all the employees of the Office of Security inquiries do not have any law enforcement 
authority or any investigatory powers. They act strictly as a liaison to outside law enforcement 
agencies. The Laboratory has provided and will provide continuing cooperation with the FBI. 
Just because those individuals no longer have that liaison responsibility in no way affects the 
cooperation that other Laboratory employees provide. 

Tollefson also asked for names of individuals referred to in the Fact Sheet as either suspended 
or terminated and asked about various individuals by name whom he says were implicated in 
embezzlement, credit card fraud and briDery. He was told that the Laboratory will not name 
names or confirm any names that Tollefson has. In addition, tne Laboratory's hignest priority is 
to get to the bottom of all allegations regarding laboratory business practices. Tnese involve a 
variety of inquiries, beyond those being undertaken by tne FBI ana the Inspector General, and 
include an ongoing on-the-ground review by tne University Auditor. All actions by tne 
University and lab are geared solely toward fulfilling our commitment to find out what occurred, 
correct any deficiencies, and discipline anyone who has engaged in improper activity. All 
findings and actions will be fully disclosed, consistent with University personnel privacy policies 
and practices. 

PA CONTACT: Jim D. 


Printed for Stan Busboom <btisboom@lanl.aov> 


i r\ s/inm 
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Jim Danneskiold 
slmger8lani.gov 

PHONE — 505-667-1640 or 667-7Q00 
FAX - 505-665-5552 or 665-3910 

Public Affairs Office 
P.O. Box 1663, MS-C177 
Los Alamos National Laboratory 
Los Alamos, N.M. 67545 


Primed fa: Stan Busboom <busboom@lanJ cov> 


P. 1 23/160 MS' 


1 / 15/2003 
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Tab 83 


J2-, 

o Los Alamos 

NATIONAL LABORATORY 


Security & Safeguards Division 
Office of Security Inquiries 
Los Alamos National Laboratory 
P.0. Box 1663, Mail Stop G729 
Los Alamos, New Mexico 87545 
Pbone 505-667*591 1/Fax 505-665-381 0 


Department of Energy 

Office of Los Alamos Site Operations 

Attn: Mr. Frank Ward 

Office of Business Operations and Security 

528 35“ Street, MS A3 16 

Los Alamos, NM 87544 


Subject: LANL Semi-Annual Larceny Report 
Dear Mr. Ward: 



Date: September 10 . 2002 
Refer To: S-OSI:02-034 


Enclosed are monthly summaries of larceny incidents that occurred at LANL from January 01, 
2002 through June 30, 2002. 

From an executive summary perspective: 

In January LANL property in the amount of $4,246.24 was stolen from laboratory 
property, to include: (a) three (3) palm pilots assigned to NMT-13; (b) one (1) laptop 
computer assigned to BUS-2; (c) one (1) TV-VCR combination assigned to D-4; and (d) 
miscellaneous office supplies assigned to COMPAQ. 

In February LANL property in the amount of $6,178.54 was stolen from laboratory 
property, to include, two {2} desktop computers, and one (1) laptop computer assigned to 
S-Di vision. 


There were no larceny reports from laboratory property during the month of March. 

La April LANL property in the amount of $27,645.10 was stolen from laboratory 
property, to include: (a) one ( 1 ) hydrogen tank assigned to MST-MISL; (b) one (1) 
aluminum unistrut assigned to MST-MISL; (c) one (1) laptop computer assigned to 
CCN*2; (d) one (1) computer monitor assigned to N1S-10; (e) one (1) desktop 
computer assigned to PM- 3 8; (e) one (l) desk top computer assigned to PM-DS; (f) 
two (2) cellular telephones assigned to PM-DS; and (g) three (3) radio receivers, and 
three (3) desktop computers assigned to HAZMAT. 
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In May LANL property in the amount of 56,666.40 was stolen from laboratory property, 
to include: (a) one ( 1 ) video camera assigned to NIS- 1 0; and (b) one ( 1 } laptop 
computer and one ( 1 ) radio receiver assigned to BUS-6. 

There were no larceny reports from LANL property of LANL property in the month of 
June. 

During this same time frame LANL property in the amount of S209.00 was stolen at off-site 
locations to include: (a) in February one (1) cellular telephone assigned to HSR-5; (b) in March 
one (1) employee ID Badge assigned to Omri Schwarz, P-2 1 ; and (c) in May two (2) employee 
ID Badges assigned to Janet M. Neff- Sham pine, DX-DO; and Leon T. Silver, EES/DO. 

In June there was a larceny of $32.00 in personal cash on LANL property stolen in the CEROO 
area. 

For this six month tracking period LANL experienced a total loss of $44,945.28 in stolen LANL 
property, and $32.00 in stolen personal property of a LANL employee, for a grand total of 
$44,977.28. 


Sincerely, 



ulenn A. Walp, Office Leader ' 
Office of Security Inquiries 
Security & Safeguards Division 


GAWrSLD 
Enclosures: a/s 

Cy: Jo Ann Milam, DIR, w/enc,, A 1 00 Carlos Vigil, JCNNM. w/enc., A 1 99 

Stanley Busboom, S-DO, w/enc.. G729 Mike Shepherd, JCNNM, w/enc.. A! 99 
John E. (Gene) Tucker, S-DO, w/enc., G729 Rose Marie Peterson, DOE/OIG, w/enc. 
James Mitchell, LC, w/enc., A 1 87 Mary Trujillo, FBI, w/enc. 

Gil Griego, AA-4, w/enc., A249 Richard Melton, LAPD. w/enc. 

Jack Killeen, PTLA. w/enc.. G724 Becky Atencio, BUS-6, w/enc. .C308 

S-OSI File, w/enc. 
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Final Quarterly Report 
University of California Project Office 
ManTech Aegis Research Corporation 
January 2003 


On 8 January 2003, the Director, Safeguards and Security (S&S), 
University of California Office of the President (UCOP), requested that ManTech 
Aegis Research Corporation (ManTech Aegis Research) use its required final 
quarterly report to UCOP as its contract closeout report. Quarterly reporting by 
ManTech Aegis Research cc UCOP is required under Task 10 of the contract's 
Statement of Work (SOW), The ManTech Aegis Research contract with the 
University of California (UC) ends effective 31 January 2003. As such, this 
document (the seventh quarterly report by ManTech Aegis Research) provides a 
synopsis of work completed throughout the contract's entire two-year 
performance period. The contract Statement of Work (SOW) as revised by UC 
on it July 2002, calling for security evaluation and support ax UC, Lawrence 
Livermore National Laboratory (LLNL) and Los Alamos National Laboratory 
(LANL), serves as the basis for this report. 

Work conducted by ManTech Aegis Research relative to the UC contract 
was focused on the specific revised SOW casks depicted here:’ 

* Task 0 - Contractor Familiarization with UC and the Laboratories 

* Task 1 - Baseline Review and Assessment 

* Task 2 - Recommendations for Improvement 

* Task 3 - Strategic Planning 

* Task 4 - Cyber 

» Task S - Safeguards & Security Performance Measures 

* Task 6 - Integrated Safeguards & Security Management 

* Task 7 - S&sS Outsourcing 

* Task 8 - Training 

* Task 9 - Best Management Practices 

* Task 10 - Reporting 

* Task 11 - Control of Electronic Media 

* Task 12 - Foreign Interactions at LLNL 

UCLAO Amendment to Independent Consultant Agreement, Amendment Number 0002, 
Attachment i. 
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• Task 13 - Sensitive Unclassified Information 

• Task 14 - Special Access Program Procedures 

• Task 15 - Security Plan Templates 

In addition to the various tasks noted, ManTech Aegis Research was 
required to ^Examine mechanisms in place for ensuring the effective communication, 
coordination and sharing of information between counterintelligence and security personnel * 
Also, ManTech Aegis Research was asked “Review each Laboratory's organizational 
structure and make recommendations for improvement in the management of S&S- 
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A brief discussion of each area, highlighting ManTech Aegis Research 
assistance and support, concludes this final quarterly report. The descriptions of 
each task, depicted in italics, were paraphrased and summarized from the 
revised SOW. 

lask-C ~ Contract or familiarization with UC and the Laboratories 

Send representatives to LANL, LLNL ana UCOP to become familiar with S&S 
organ izational structure and processes, review self-assessmenu, surveys and other informational 

materials. 

Senior ManTech Aegis Research representatives and consultants traveled 
to UC, LANL and LLNL in fulfillment of this portion of the contract SO'®'. These 
actions were particularly import; it as they laid the foundation for future 
interactions associated with Tasks l and 2 between Laboratories’ personnel and 
ManTech Aegis Research staff. 

Task 1 - Baseline Review and Assessment 

Complex a baseline review and assessment of the Laboratories' S&S programs against all 
applicable Department of Energy (DOE) orders. 

ManTech Aegis Research staff conducted a baseline review and 
assessment of the S&S programs at LANL and LLNL using applicable DOE 
orders, notices and policy documents. This baseline review established the 
foundation for subsequent observations and recommendations as expressed in 
the Task 2 Final Report to UCOP. ManTech Aegis Research staff traveled to both 
Laboratories where initial reviews and interviews were conducted. Many 
individual follow-up interviews were completed during subsequent weeks in 
person, via telephone and electronic mail. ManTech Aegis Research staff also 
participated as observers in an audit of LANL S&S by the DOE Albuquerque 
Operations Office. 

Task 2 - Reco mmendations for Improvement 

Propose short * and long-term anions each Laboratory should consider to improve its S&S, 
management thereof and the effectiveness of mechanisms involving the exchange of information ‘ 
between security and Cl personnel. 

ManTech Aegis Research compiled its observations and recommendations 
from Task 1 and initially submitted a classified Task 2 Final Report to UC in drafr 
form. Distribution of the draft report was made to UCOP, ManTech Aegis 
Research Headquarters, and both Laboratories. Comments on the content of 
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the draft report were received from UCOP, LLNL and LANL. These comments 
were reviewed and considered by ManTech Aegis Research for inclusion in the 
Final Report to UCOP. Numerous observations and recommendations that 
addressed improvements to individual SStS programs and topical areas were 
incorporated into the final report. Additional substantive observations and 
recommendations, intended to meet SOW requirements relative to CX/S&S 
interactions and Laboratories S&$ organization, were also presented in the Task 
2 Final Report. 

Task 3 - Strategic Planning 

Assist the UC Laboratory Administration Office (LA O) and the Laboratories in developing 
a. strategic plan for Safeguards & Security. 


ManTech Aegis Research piayed a key role in the development of the S&S 
Strategic Plan for UCOP and its two Laboratories. ManTech Aegis Research staff 
provided extensive support and assistance to UCOP staff in organizing and 
staffing the three-man Steering Committee and twenty-person Working Group, 
drafting the project charter, and developing the strategic planning approach, 
methodology and project plan. ManTech Aegis Research worked closely with 
UCOP and Laboratories staffs in drafting and refining the key strategic goals 
and long-term objectives. Input was based on data from a series of alternate 
future scenarios ana extensive interviews of key stakeholders carried out by the 
Working Group with ManTech Aegis Research support. ManTech Aegis Research 
staff was instrumental in preparing the draft text for final review by the Working 
Group and Steering Committee ia December ZQ02, while working closely with 
the UCOP senior artist in selecting the design, graphics and images for the final 
document, ManTech Aegis Research believes that implementation of the goals 
and long-term objectives contained in this Strategic Plan will significantly 
increase the effectiveness of the security program at both Laboratories. 

Task 4 - Cyber 

Review and analyze cyber threats and vulnerabilities. 


ManTech Aegis Research's initial response to this particular task was to 
host a series of workshops atcended by LANL and LLNL personnel representing 
network and computer security disciplines. The workshops’ purpose was 
Scripted to derermiae short- and long-term goals for the overall enhancement of 
network security. These workshops were deemed a success based on the 
positive and. constructive inter- and mtra-Laboratory exchanges that occurred, 
and cm feedback from the workshops participants. ManTech Aegis Research 
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staff, with functional area expertise related to all aspects of network and cyber 
security, provided support for the unclassified and classified networks at each. 
Laboratory, During these evaluations ManTech Aegis Research staff examined 
current policy and system configurations for areas of enhancement and crafted 
recommendations where appropriate. It was left for LANL and LLNL to 
determine what specific security enhancements each Laboratory wanted to 
implement weighing functionality and management against potential risks. The 
results of these assessments were summarized into individual reports for each 
Laboratory. As the summaries contained information related to potential 
vulnerabilities of the LLNL unclassified and classified networks, they were 
classified by ManTech Aegis Research using standards set forth in the 
appropriate DOE Classification Guide. 

Task 5 - Performance Measures 

Advise UCLAG and the Laboratories an methods employed to produce performance 
measures that most effectively measure the Laboratories’ overall S&S performance. Advise UCLAG, 
NNSA Operations Offices and the Laboratories in developing Performance Objectives , Criteria 
and Measures (POCMs) for the Laboratories for the FY 03 contract period. 

ManTech Aegis Research developed a tutorial on performance measure 
methodology for UCOP and the Laboratories that was presented at, and formed 
the basis for, the FY 03 security performance measures workshop attended by 
the National Nuclear Security Administration (NNSA), UCOP, and Laboratory 
representatives. ManTech Aegis Research scaff developed the program and 
agenda for the workshop, facilitated sub-teams that developed objectives, 
criteria, and measures for consideration by the full team, and produced a report 
of the workshop's proceedings. Subsequently, ManTech Aegis Research staff 
assisted UCOP and each Laboratory in developing their PY 03 S&S performance 
measurement process for Appendix F of the DOE/UC contract, and worked 
closely with LLNL and LANL in developing their FY 03 ISSM Continuous 
Improvement Project Plans, 

Task h - Integrated Safeguards & Security Management 

Assist the Laboratories in develops ng/ refin ing the information and tools needed for 
employees to meet DOE, NNSA and UC expectations for implementation of an effective Integrated 
Safeguards & Security Management (ISSM) system at each Laboratory. Assist the Laboratories and 
the UC in complying with the requirements of Appendix O of the DOE/UC contract. 

ManTech Aegis Research team members worked very closely with UCOP 
and the staffs of both Laboratories to accomplish all Appendix O ISSM 
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milestones successfully. ManTeeh Aegis Research staff facilitated the 
development of UC guiding criteria for the ISSM gap analyses that were applied 
at both Laboratories, and assisted the Laboratories in developing a common 
approach to implementing ISSM. ManTeeh Aegis Research staff supported 
LLNL's gap analysis workshop and produced a report of the results. ManTeeh 
Aegis Research staff developed the approach that was utilized by both LANL 
and LLNL staffs in developing the task and key milestone structures of their 
ISSM action and project plans. Many ManTeeh Aegis Research suggestions were 
incorporated into these documents. The ManTeeh Aegis Research staff played 
an invaluable role in building a common framework for the ISSM action and 
project plans, promoting a corporate approach and ensuring consistency with 
the resulting ISSM action and project plans, and id nurturing collaboration 
between ihe Laboratories in several important areas. ManTach Aegis Research 
staff participated in regular reviews by UCOP officials of each Laboratory's 
progress in implementing their ISSM Project Plans, as well as providing peer 
review of Sandra National Laboratories (SNL) ISSM progress at UCOP’s request. 

Task 7 - S&$ Outsourcing 

Assess S&S sub elements and identify improvement opportunities to include potential value- 
added S&S outsourcing of some or pan of sub elements. 

In the 11 July 2002 revision to the contract’s SOW, UCOP deleted all 
work requirements previously set forth for ManTeeh Aegis Research relative to 
Task 7. 


Task 8 - Training 

Conduct a S&S training assessment at each Laboratory and work m concert with the 
Laboratories m assist in developing training modules as required, 


ManTeeh Aegis Research staff proved to be aa integral part of the 
Laboratories S&S training staffs in completing the training portion of the UC 
contract. In fact, this area of work constituted the bulk of services provided to 
die Laboratories by ManTeeh Aegis Research during the final year of contract 
performance. At the outset the Laboratories indicated to ManTeeh Aegis 
Research that the training needs assessment, as stipulated in the SOW, was not 
required. LLNL and LANL staffs asked, however, that ManTeeh Aegis Research 
assist with training improvements identified by the Laboratories ISSM Gap 
Analysis and included in their ISSM Project Plans relative to S&S topics. These 
training improvements were negotiated and agreed upon by the ManTeeh Aegis 
Research staff and the Security Training & Awareness Coordinators and 
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affiliated security personnel at both Laboratories. ManTeeh Aegis Research 
developed a fully integrated Laboratory Training Assistance Plan and worked on 
the various training needs as identified by cognizant Laboratories’ personnel. A 
detailed training assistance matrix, developed and maintained by ManTeeh Aegis 
Research staff and distributed at regular intervals to UCOP and the 
Laboratories, provided updated status on the progress and completions of 
individual action items. 

Task 9 - Best Management Practices 

Improve performance and promote best management practices by using a team of experts to 
review selected S&S operations. 

In the 11 July 2002 revision of the contract’s SOW, UCOP deleted all 
work requirements previously set forth for ManTeeh Aegis Research relative to 
Task 9. 


Provide UCLAO and Laboratory POCs a quarterly report detailing 'work performed by the 
subcontractor and key recommendations made by the subcontractor to improve S&S and help put 
ISSM into place. Provide the VC Vice President for laboratory Management (VPLMjand the 
Laboratory Directors at each Laboratory art annual briefing on actions the subcontractor has 
recommended during the pasth year and the actions taken by each Laboratory fo adopt the 
recommendations or submit as future requirements, 

Through its two-year contractual relationship with UCOP, ManTeeh Aegis 
Research met quarterly reporting deadlines as required by the contract SOW or 
as modified by UCOP. Additionally, at the conclusion of the contract's first year, 
ManTeeh Aegis Research Staff briefed the VPLM and selected senior 
management at each Laboratory on contract progress and accomplishments, 
UCOP determined that a similar briefing to the VPLM and Laboratory Directors 
at the end of the second year would not be necessary and retracted this SOW 
mandate. UCOP also requested that ManTeeh Aegis Research brief the UC 
Laboratory Security Panel (LSP) on progress achieved on Tasks i, 2, 4 and 6 
with special emphasis on findings in Task 2. This briefing took place at ManTeeh 
Aegis Research Headquarters in Virginia after the first year of contract 
performance. 

Task 11 - Control of Electronic Media 
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Assist the Laboratories in improving the control of electronic media by facilitating working 
groups or employing other approaches endorsed and supported by the Laboratories to review and 
analyze issues related to risk and vulnerabilities of classified computer media, 

Task ll language in the revised SOW was predicated on the ManTech 
Aegis Research Task 2 Final Report to UCOP that contained an observation with 
corresponding recommendation involving the manner in which electronic 
computer media was handled at the two Laboratories. Essentially, the 
recommendation substantiated a ManTech Aegis Research concern that 
electronic media represented an area of continuing vulnerability at each 
Laboratory. Consequently, in the revised contract SOW UCOP asked that 
ManTech Aegis Research staff take a closer look at current policies and 
practices of the Laboratories regarding electronic media. ManTech Aegis 
Research responded accordingly completing a classified report depicting 
additional observations and recommendations. 

Task 12 - Foreign Interactions at LLNL 

Assist with creation of a climate that supports physical and cyber scientific collaboration 
with foreign nationals; assist with establishing an efficient and effective approval process for foreign 
visits & assignments and foreign travel; and assist with establishing a system zo authorize foreign 
nationals access to DGE cyber systems. 

At the request of the Leader of the LLNL Information & Personnel 
Security Division, ManTech Aegis Research, staff coded with the LLNL Deputy 
Manager, $&$ Department, a Foreign Interactions Process Action Team (PAT). 
Representation on the PAT included subject matter experts from both 
Laboratories, The PAT identified the major issues in the Foreign Travel arid 
Foreign Visits & Assignments Programs through surveys and interviews of 
appropriate Laboratories’ personnel. ManTech Aegis Research staff, in a report 
distributed to UC, LANL and LLNL, consolidated findings and recommendations. 
Subsequent to report acceptance by LLNL, ManTech Aegis Research 
representatives served side-by-side with LLNL staff to implement many of the 
recommended improvements to the Foreign Travel Program. These 
improvements included training courseware syllabus and materials development, 
ManTech Aegis Research staff then conducted live training sessions for the 
LLNL Foreign Interactions manager and staff and individual line organizations 
that sponsor foreign travel. Finally, the PAT provided numerous recommended 
changes and enhancements to DOE Headquarters for inclusion in appropriate 
policy guidance documents relative co complex-wide Foreign Interactions. 
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Task 13_n Sensitive Unclassified Information 

Assist in providing Laboratory -workers with a clear understanding of what constitutes 
Sensitive Unclassified Information ($UI) and assist the Laboratories in clarifying worker 
responsibilities far protemng/handlmg/markmg SUL The objective is to develop a common set of 
policy and definition statements that can be used at LANL and LLNL. 

Borh UCOP and the Laboratories called upon ManTech Aegis Research 
support and expertise to implement an ISSM project plan requirement to clarify 
the confusing subject of SUL At the request of UCOP a ad the Laboratories, a 
user guide was developed by ManTech Aegis Research staff to provide a 
common approach to defining and clarifying the different categories of SUI for 
both Laboratories. LANL and LLNL adopred the guide, covering the 
identification, definition, marking, and handling of the various forms of 5UI t now 
renamed Unclassified Controlled Information (UCI). Man Tech Aegis Research 
staff further assisted the Laboratories in organizing and overseeing a joint web- 
design team representing both Laboratories. The ream developed a common set 
of web pages to provide a user-friendly method of informing the staff of both 
Laboratories of the newly defined UCI information. A decision tree was also 
developed by ManTech Aegis Research staff to assist in reviewing a document 
to determine what category of UCI, if any, might be present. SNL has invited 
ManTech Aegis Research to brief their classification officials on the results of 
this task. 

Task 14 - Special Access Program Administration 

Assist LLNL in developing internal operating procedures for Special Access Programs (SAPs) 
at LLNL. Share with the LANL SAP coordinator the procedures developed for LLNL. Provide the 
LANL SAP coordinator -with any feedback and. recommendations related £c SAPs based on the 
experience gained at LLNL. Assist the Laboratories in providing any briefings to managers av the 
workforce to explain and implement the procedures. 

Drawing on extensive Department of Defense PoD) and DOE experience 
io the management, administration and security aspects of SAPs, ManTech 
Aegis Research, staff worked with the LLNL SAP administrator and security staff 
in developing a local procedures manual. The SAP manual identified the roles 
and responsibilities of key LLNL SAP management and staff, and outlined 
processes that ensure access to SAPs is limited to UC and Laboratory staff with 
appropriate access authorization and valid ceed-to-know. The manual also 
provided a mechanism for appropriate S&5 and Cl involvement in each SAP. 
Following approval and publication of the Manual, ManTech Aegis Research staff 
developed a briefing on the key features of the SAP Manual fox Laboratory and 
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SAP management and staff. The LLNL document was then provided to the 
LANL SAP coordinator, who used k as a basis for developing a similar guide for 
their SAP management. ManTech Aegis Research staff also reviewed and 
commented on the LANL draft document based on the LLNL experience. 


Review and comment on the activity- and facility-level security plan templates LANL 
develops to support effective, efficient and usgr-frimdiy implementation ofLANL's new S&S 
Laboratory Implementation Requirements (Lifts). 


Man Tech Aegis Research staff provided a detailed review aad set of 
comments on a series of draft LANL security templates intended to provide 
Laboratory-wide security guidance for common activities and facility operations, 
and further discussed them with LANL staff. 


Other Tasking - CI/S&S Communication. Cooperation, Sharing of Information. 

Examine mechanisms in place for ensuring the effective commun ication, coordination and 
sharing of infarmmon between Cl and security personnel. 

To comply with this tasking by UCOP, ManTech Aegis Research staff 
coordinated with, interviewed, and obtained documentation primarily from 
personas! assigned Cl responsibilities « each Laboratory. Additional 
coordination, interviews and document reviews from SflZS and technical line 
elements by ManTech Aegis Research at each Laboratory completed the Cl 
communication, coordination and sharing of information picture. Additionally, 
ManTech Aegis Research staff reviewed other reports, studies, assessments and 
investigations relative to the Cl programs at LANL aad LLNL to fulfill further the 
contractual requirements of the SOW and to provide this service to UCOP in the 
most efficient manner possible by avoiding duplication by other entities 
chartered by Congress, DOE, eta!. Results of the ManTech Aegis Research effort 
relative :c this task were reporting to UCOP m the classified Task 2 Final Report 
ia the form of observations and recommendations directed to UC and each 
Laboratory. The ManTech Aegis Research recommendations were intended to 
improve the overall efficacy of interactions between Cl and S&$ personnel at 
both UC National Security laboratories. 

Other Ta sking Laboratories* Organizational Structure 

Review each laboratory's organizational structure and make recmmmdamns for 
improvement m the management of S&S. 
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ManTech Aegis Research staff reviewed each Laboratory’s $&$ 
organizational structure. Several specific observations were made and were 
incorporated into the classified Final Task 2 Report to UCOP. 
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Washington 
NEW YORK 
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FAC S 1 M 1 LE 


DATE 

February 12, 2003 


TOTAL PAGES W/COVER 

IS 


FROM EMAIL FAX TEL _ 

Robert K.Kelner riceber@cov.com 202.778-5503 202-662-5503 


12 fax TEL 

Ann Washington 202-226-2447 202-226-242B 


REMARKS 

Ann: 

As promised. I am attaching tbs January 2003 AEGIS quarterly report. I will send over 
previous unclassified AEGIS reports with the next production. Also, 1 am enclosing ths material 
the Lab put together regarding the salary history for individuals whose status has recently changed, 
an explanation of how salaries are determined, and a list af senior officials, with their salaries. 

Regards. 

Rob Reiner 


THIS FACSIMILE TRANSMISSION JS INTENDED ONLY FOR THE ADDRESSEE SHOWN ABOVE. IT MAY CONTAIN INFORMATION THAT IS 
™L V A £G 5?' CONFIDENTIAL OR OTHERWISE PROTECTED FROM DISCLOSURE. ANY REVIEW, DISSEMINATION OR USE OP THIS 
I5^i^ S ,5 IONORfTS CONTENTS BY PERSONS OTHER THAN THE ADDRESSEE IS STRlCTlV PftOrtiBlTEO IF YOU HAVE RECEIVED 
THIS TRANSMISSION IN ERROR. PLEASE NOTIFY US IMMEDIATELY AND MAH THE ORIGINAL TO US ATTHg ABOVE ADDRESS. 
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Situat i o n 

* Phase ii of the S Division reorganization was never executed— with the current opportunity to 
break out of a reactive cycle, this is the logical time to readdress the situation 

* Attrition has been severe over the past two years — we have over 30 funded UC vacancies 
going into FY '01 

* We need to address three points: 

• Reorganization 

• Restaffing 

• The fundamental shift to ISSM 

Reorganization 


* We have several organizational structures that have failed over the past 1 $ months of crisis 

* S-5 (Computer and Technical Security) has been marginal since the security stand 

downs, of the spring/summer of .1999 

* They have a terrible reputation with their internal customers — they are seen as a tool 
of the DOE and are seen to provide non-value-added guidance 

* They are understaffed and underqualified, and will stay that way without a significant 
change — we cannot attract any TSMs, or even highly qualified SSMs 

* Cybersecurity is not funded in the new direct budget 

* Compusec Incident investigations are not done thoroughly or in a timely manner 

, * S-6 (Information and Personnel Security) has been overcome by the events of the hard 

drive incident 

* They too, are in a disadvantaged posit on with their internal customers— although they 
have made more effective efforts than S-5, they may not be able to recover 

* They are somewhat “book bound” and are more capable of quoting the DOE rules 
than solving problems in line groups 

* They lost oversight over special access programs over the past year — this served us 
very pooriy during the hard drive incident 

* The span of control over information security and personnel security is not allowing 
the group ievei management to concentrate on problems tong enough to address and 
correct them 

* Infosec investigations are not done thoroughly or in a timely manner 

• SPO (Special Projects Office) has become ineffective 

* No police services contract is in place despite having the funding for two consecutive 
FYs — no traffic enforcement and very little cooperation with local law enforcement 

* Property protection incident investigations are not done in a thorough or timely 
manner 

* In genera!, these organizations tend to show two faces to their customers— one of guidance 
and assistance and one of punitive interference 

• investigations and inquiries are wholly inadequate — there is virtually no “lessons learned" 
effort emerging and little effective coordination between the groups 

• The gap between security and our scientific and technical division customers is primarily 
driven by these groups 

Restaffing 

* Pertinent history 

• We had no externa! hires (strategic hires) during FY'OO 

• Our internal restaffing was approximately 1 hire for every 3 losses over the past 2 FYs 
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• Our ability to hire quality staff has slipped— S Division is not viewed as an attractive place 
to work— too many hours, high stress, and poor reputation are all contributing factors 

« Issues — we need to go external very quickly for four reasons: 

• To raise our level of professionalism — higher educational credentials and broader 
industry-wide experience are sorely needed 

• We need “new blood” to get past morale issues— some of our managers are wedded to 
past policies and procedures — they place value on DOE direction and process, not on 
institutional priorities 

• If we can stay out of crisis for a while, highly qualified external candidates can see these 
jobs as opportunities for professional progression— we can attract trouble-shooters and 
industry leaders in their specific security disciplines 

• To balance the work load — our most dedicated and talented staff members are all on the 
verge of serious "bum-out" 

Shift to ISSM 


• Four reasons this will support the shift to ISSM: 

• We now have direct funding— we need a project manager and consistent oversight and 
control over our line item construction (NMSSUP and EOC) 

■ * • The Wvhlfe hats” and the “black hats” will be defined and separated 

• A higher quality of key people will enhance our relations with internal customers 

• Old structures that existed to essentially please the external customer (DOE) can be 
replaced with more problem-solving oriented structures 

The Path Forward 


* Eliminate the dysfunctional organizational components 

» Move CompuSec to the new CCN position— retain only liaison positions 

* Reengineer the remaining functions 

• A small number of managers/supervisors will have their current positions put a risk 

* No net organizational growth— same number of groups — only program management is new 

* No net staff growth 

* Exercise true strategic hiring 

• Nation-wide advertising— professional search services must be considered 

* Emphasize challenge, professionalism, and first-rate credentials 

* Competitive selection— high-powered candidate screening committees must include key 
technical staff representatives 

* Key positions: 

1 . S-DO TSM to work iSSM security-science bridge full time 

2. New office leader to organize Investigations and inquiries 

3. Team leader for inquiries with emphasis on security incident analysis and security 
Incident lessons learned 

. 4, Program Manager 
5. New team leader for training (S-2) 

8. Security systems group leader— TSM (S-3) fPfvt Is working on our behalf for an EE] 

7. Group leader for new Security Services group (S-5) 

8. Team leader for Physical Security team (S-5) 

* Follow-on internal hiring of 8 key positions immediately 

* Hire to remaining 1 3 vacancies over the course of the FY '01 


ReEng.doc— 1 0/19/00— v.2— S-DO 
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Staffino-up 

* Pertinent history 

* We had no strategic external hires during FY’GO 

* Our interna! restating was approximately 1 hire for every 3 losses over the past 2 FYs 

* Our ability to hire quality staff has slipped— $ Division is not viewed an attractive place to 
work— too many hours, high stress, and poor reputation are all contributing factors 

* Some of our employees are on the verge of "burn-out”— work toad is seriously 
imbalanced between some groups and teams 

Shift to ISSM 

* Four reasons this will support the shit to ISSM 

* We are concurrently transitioning to direct funding— we need a program manager aid 
functional control over our construction projects {NktSSUP and the new EOC) 

. The "white hats” (customer service) and the “black hats" (inquiries) will be sharply defined 
and organizationally separated 

* New directions in how guidance is provided LANl-wide, and more cooperative behavior 
modeled by our key people, wiH enhance relations with internal customers 

« Old structures that -existed to essentially please the externa! customer (DOE) must be 
reengineered toward a more' problem-solving orientation 

The Path Forward 

* Reengineer the division by realigning functions between groups 

* No net organizational growth-same number of groups— only the program office is new 

* No net staff growth— but, toll re-staffing to meet toe new perspective 

* Exercise true external strategic hiring— 8 new positions to be filled 

* Equivalent internal strategic hiring effort— 8 other targeted positions to be filled 

* Other internal positions wifi also be filled as toe budget allows 

Synopsis View 

* Charts have been prepared to illustrate toe general realignment of functions between existing 

group and office structures— some key points are 

« A new program office is formed— business functions may be realigned 

* Trsining/communications functions are better aligned with existing integrated services 

* inquiries and associated work are consolidated into a single structure 

* A decision is made on whether computer security is consolidated under the emerging. 
Computing, Communications' & Networking (CCNy Division) ’or whether it’isdistobu'ted to 
appropriate placements in toe S Division model, or some of both 

* Physical security, special program & technical security, and CMPC (and perhaps, 
computer security— see bullet above) are realigned into a new customer service group 

t personnel security attains a single identify with a smaller span of control 

* Other adjustments are made to strengthen current operations with strategic hiring 


Finishing toe job started in s 98— establishing an effective, cusfomer-dased, Security Division 
Re-staffing strategically while ensuring appropriate placement for current employees and 
contractors— adding highly qualified and strongly eredenttalied persons to our division team 
Recasting all functions into the iSSM mold-even '‘inquiries' should have a feedback loop on 
lessons teamed and human error analysis 

Getting past— intentionaiiy leaving behind and sot building on— organizational structures, 
titles, and relationships that have negative connotations with our internal customers and 
laboratory leadership— said another way, moving forward at a pace that puts us back in 
control of our own fortunes 


ReEilg..doo— f0l30/00~w,3— S-DO 
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Situation 

•. Phase II of the S Division initial CY *98 reengineering plan was never executed as intended — 
the opportunity to break out of a reactive cycle is now— if we can stay out of crisis long 
enough to do so 

• Some groups were left “as is* in the FSS to S Division transition based on limitations of 
funding and the absence of authority to hire new personnel 

• Performance has been generally very positive but also, uniformly reactive 

• Achievement has been at a high cost of quality of work-life and morale 

• Attrition has been severe over the past two years— we have over 30 funded UC 
vacancies going into FY ’01 

• We need to address three points 

• Reorganization 

• Staffing-up 

• The fundamental shift to ISSM 

• Four specific reengineering outcomes are expected from the laboratory leadership 

• Get customer oriented, now!— solve problems for the science & technology divisions— 
lead the implementation of 1SSM 

• Challenge unfunded mandates and non-value adding rules — do not embrace DOE 
guidance that does not make dear fiscal and operational sense 

• Make guidance clear— eliminate the contradictions and competing priorities that emanate 
from S Division — get a grip on special access and ‘gray area 1 ' programs 

• Rebuild our reputation for security— both for S Division internally and for LANL complex 
wide — staff-up additional positions with the highest qualified candidates possible 

Reorganization 

• Three of our croups/offiees struggled for viability during the past 1 8 month crisis period 

• S-5 (Computer and Technical Security) has been marginalized with its Internal customers 
since the security stand clowns of the spring/summer of 1 999 

• S~6 (Information and Personnel Security — particularly the CMPC team) has been 
similarly overcome by the events of the hard drive incident 

• SPO (Special Projects Office) was down to a skeleton crew 

• There are some common themes that define the struggles of these groups/offices 
■ * They are significantly understaffed against previous baselines 

• More variably, they have been a succession of acting supervisors and managers 

•. Their structures reflect a bias toward our external customer (DOE) and business normally 
consists of rule-based activity as opposed to problem solving for internal customers 

• In general, these organizations tend to show two "faces* to their customers — one of 
guidance and assistance and one of perceived punitive interference 

• The conduct of inquiries is inadequate as a whole — there is no “lessons learned” effort 
emerging and coordination between the groups performing them has been problematic 

• The gap between security and our scientific & technical division customers is — rightly or 
wrongiy— primarily associated with these groups 

• The preferred solution at the group or team level has been to re-staff the function to a 
previously defined baseline of FTEs without a significant reengineering of functions 

• Similar problems exist to some lesser degree within S-DO, S-1, S-2, and S-3 — they have also 
been reviewed for opportunities to realign — in some cases, significantly— against a more 
customer based model 

• While there are always challenges to be met in ail our groups, S~4, S-7, and S-8 have for the 
most part settled into clear customer-based activities that do not require immediate 
reengineering action 
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Joe Safgado, 01:15 PM 11/27/2002 -0700, Conversation with Robert 


Tab 86 


To: Joe Safcjado <JsaSg3do@Sartgov> 
From: Philip Kruger <Kruger@-lani.gov> 
Subject Conversation with Robert 
Cc: 

See: 

Attached: 


Joe, 

- f m headed down the Mi! to begin cooking (tome number Is S84-0623 if you need to reach me). 
The bottom line with Robert is that he said (off the record) we may be getting a letter from DOE 
asking for a time fine on the investigation for those on paid leave. Robert was trying fo avoid 
language which referred to DOE's right to instruct us to remove the individuals from the payroll 
He also said that the concerns were being raised at a high level, implying he was talking to 
people in Washington. He described DOE's reaction as, "This is a media nightmare * 

•As you know, our.relattonship with Robert is excellent 1 think this was an off-the-record attempt 
to say he was trying to keep things as smooth as possible within DOE, but was not confident of 
complete success (which ! think he would define as DOE staying out of this altogether), fm 
quite certain nothing Robert said to me is for public consumption within DOE; he counts on our 
keeping his confidence. 

The other topic 1 was going to talk to you about was the request of the New Mexican for an 
interview. However, ! understand you already know about that. The interview has already taken 
place. Jim D. was very helpful and indicated to me he was quite happy with how it went. 

On a personal note, when the heat Is on, 5 am always reminded of how much i appreciate 
working for you. Happy Thanksgiving. 

Phil. 


Printed for Philip Kruger <Krtiger@fani.gov'> 
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JllHMIlM 1M5n From-GENESAL LAW ♦505S(i*42< T-I23 P ISD/tEB F-B6S 


X-Sender: schiffer@tjeasley.lanl.gov , 

X-Mailsr: QUALCOMM Windows Eudora Version 5.1 1 a ° X7 

Dare: Thu, 05 Dec 2002 07:03:16-0700 

To: tdiekson@tanl.gov, Dusboom@ianl.gov, gtuckar@lani.gov 

From: Kenneth Schiffer <schiffer@ lanl.gov> 

Subject: IG 

FYI, I was called this morning by Peter Scnleck from the IG's office in the Forrestal. He made 
an appointment to meet with me on 12/17/02 to discuss my knowledge of the issues 
surrounding Walp and Doran. I propose to limit my remarks to the documentation I have from 
8/00 concerning meetings we held with the Bureau and LARD regarding the issue of loss/meft 
of lab property. The thrust of my message would be to point out that as early as 8/00 the lab 
surfaced this problem ro law enforcement and worked with them to address ii, so this was not 
something "new" which Walp and Doran discovered. I recollect also that I mentioned these 
meeting to Glenn when he was hired and provided him with the general background at the 
meetings we had had. I also recall saying this was not a simple matter and that there were 
sensitivities Glenn would have to consider when moving forward with it. I further explained my 
role in the matter. Let me know how this sits with you all. Ken 


Printed for Stan Bar, boom <busboom@laal.eov> 


in sown 
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lab 88 


rather than narrative 
<brxbr> 


(copies of any pertinent documents are- preferred, 
summarizing the documents - if any) . fcnbsp ; fcnbsp ; 

</u>of this information is needed by no later than noon, Thursday, 

July 25 to allow us to coordinate with the next increment of information 
from .Bank of America which will be provided on July 2S.fcnbsp;fcnbsp; 

Flease contact rue if 'you have any questions ,<br><br> 

&nbsp ; fcnbsp ; 

<x- tab>fcnbsp ; fcnbsp ; fcnbsp ; fcnbsp ; fcnbsp; c/x-tabxx- tab> fcnbsp; fcnbsp; fcnbsp ; fcr.bsp ; &r.bsp ? &n 
Robert C. Holaer<br> 

&nbsp; Procurement Team Leader - Streamlined Purchasing<br> 
fcnbsp; email: fcnbsp; rcholder @ 

lanl . gov&nbsp ; fcnbsp ; fcnbsp ,* fcnbsp; fcnbsp ; fcnbsp ; &nbsp ; fcnbsp ; &nbsp ; fcnbsp; fcnbsp ; fcnbsp ; &nbs 
Mail Stop D447<br> 

&nbsp? phone :&nbsp? 665-6994&nbsp;fcribsp;fcnbsp:fcnbsp; FAX 
665-7 8 OS&nbsp; fcnbsp; fcnbsp; fcnbsp; fcnbsp; {Schedule B} <br> 

</blockguote=*</html> 


</x-htxnl> 

From ???»??? Thu Jul 25 CS:22:39 2002 
Return-Paths <rcholder@lanl .gov> 

Received; fromxnailrelayl.lanl.gov (128.165,4.101) bypopmail.esa.lanl.gov (woridmai 
Received: frombus-mail.lanl.gov (localhost . locaidomain [127.0.0.1]) 

bymailrelayl.lanl.gov { 8 .12 .3 /8 . 12 . 3/ (ccn-5) ) with ESMTP id g6OKvTwm0'31364 ; 
Wed, 24 Jul 2002 14:57:29 -0600 

Received: from pn996 127 .lanl .gov (pn996227 .lanl . gov [12S .165. 233 .49] ) 

by bus-mail.lanl.gov (8 . 12.3/8.12 . 3/ (ccn-5) ) with ESMTP id g60KvOQD024517; 
Wed, 24 Jul 2002 14:57:24 -0600 

Message-Id: <4.3.2.7,2.20020724140640. 0!c?3bf 8@faus-mail . lanl „gov> 

X-Sender: u086265@bus-mail . lanl . gcv 
X-Mailer: QUALCOMM Windows Eudora Version 4.3.2 
Date: Wed, 24 Jul 2002 14:58:16 -0600 
To: Bob Ortiz <r£o@lanl . gov> 

From: Robert Holder <rcholder@lanl.gov:> 

Subject: Re: Purchase card purchases - Information Needed 
Cc: lpa@lanl.gov, hernandez_john_j@lanl.gov 

In-Reply-To: <5-0. 0.25.2 . 2G02Q723175504. 0Qa868fQ@bus-mail .lanl .gov> 

References : <4 .3 , 2 . 7 .2.20020723171815. Oic72fdO@bus-mail . lanl ,gov> 

Mime-Version: 1.0 

Content -Type: multipart /alternative: 

boundary® " ==«====*====»===- * ===_24701208=»„. ALT* 


<x-html> 

<html> 

<font size«3>?hank you for providing /being in the process of providing 
this requested information. <br> 

<br> 

1) Purchase card manuals (including the on-line manual} and training do 
not require dispute information (sent to the bank card company) to be 
provided to the Purchase Card off ice. fcr.bsp; fcnbsp; Even though not 
&quot;requiredfcquot at present, a good practice would be to immediately 
notify the Purchase Card office of any unusual or suspicious transaction 


that is disputed. <br> 

<br> 

This transaction has sensitivity since it is described as a 
&quot;vehiclefcguot ; .fcnbsp; Also, tremendous external (DOE and GAO) 
scrutiny currently exists on all Government purchase card 
programs. fcnbsp; fcnbsp; Team l's routine monthly review (of all p-card 
transactions) identified this transaction as unusual; in addition. Bank 
America independently ider.tif ied this transaction as unusual and 


LANL 02303 
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contacted ua , <br> 

<br> 

2) I will initiate steps to change the approver of all BUS- 5 S5A 

•personnel to the appropriate approver. <br> 

<b T> 

At 06:04 PM 7/23/2002 -0600, Boh Ortiz wrote :<br> 
cblcckquote type® cite cite>Bob, <br> 

<br> 

Lillian has excellent records on this matter and has kept me 
infcrmec.&iibsp; Neither of us are aware of any requirements to send 
copies to the Purchase Card Office on disputes .&nbsp; Now that you have 
requested them on this particular one Lillian will comply. &nbsp; I wish 
to point out that there are always disputes on these cards and I 
seriously doubt you want us to send you copies of all disputes. &nbsp? 

Please let me know?<br> 

<br> 

I also believe that the approver should have been changed to John 
Hernandez her team leader when the BUS reorg took place in Feb.&hbsp; 

Please rectify this natter for the entire ESA Procurement Teaun,<br> 

<br> 

At 05:46 PM 7/23/2002 -0600, Robert Holder wrote :<br> 
cblockquofce type=cite cite>We have identified 7 purchases from the firm 
&quot ; All Mustang. cora&guot; made between May 3 and May 23, 2002 
{described by the supplier on the bank transactions as a 
&quot; vehicles quo t; and as &quot;auto parts&auot?) as needing more 
information, &nbsp;&nbsp?&nhsp; Bank of America does indicate that the 7 
transactions totalling $29,920 have been disputed by the cardholder 
i Lilli an&nbsp; Anaya); however the Purchase Card office has not received 
it's copy of such in format ion.. &nbsp; The supplier has indicated that the 
purchased items have been shipped including the &guot;vehicle&quot; which 
was transported via a trailer. <br> 

<br> 

Please provide <u>all </u>details that you (as cardholder and as 
approver} have concerning each o£ these transactions, including the 
identification and notification of the dispute and its 
details,&nbsp;&nbsp; <br> 

<br> 

Email, email attachment, and/or fax information to my attention is okay 
{copies of any pertinent documents are preferred, rather than narrative 
summarizing the documents - if any) . &nbsp &nbsp ; <br> 

«br> 

<u»All </u>o£ this information is needed by no later than noon, Thursday, 

July 25 to allow us to coordinate with the next increment of information 
from Bank of America which will be provided on July 25.&nbsp;&nbs p; 

Please contact me if you have any questions- <br> 

<br> 

&nbsp;&nbsp; 

<x~cab>&nbsp7&nbsp;&nbsp;&nbsp; Sribspr c /x-tabxx-tab>&ftbsp; &nhsp; &nbsp,-inbsp; snfcsp; &n 
Robert C. Holder <br> 

&nhsp; Procurement Team Leader - Streamlined Purchasing<br> 

&nbsp; email :&nbsp? reholder S 

lanl . gov&nbsp ; &nbsp ; fcnbsp; &nbsp ; &nhsp r &nbsp; fcnfosp ; &nbsp >• &nbsp ; Scnbsp; &nbsp ; &absp ; tubs 
Mail Stop D447<br> 

&nbsp; Phone t&nbsp; 665-6994&nbsp;&nbsp; &nbsp;&hbsp; FAX 
665-7809 fcnfesp ; &nbsp ; fcitbsp ; irtbsp ; &nbs p ; {Schedule B} <cr> 

♦++■ * + 4^*++++++++++4-*++4-m-*++.+++ *+++++*♦• •*•++•*• < / bl oc kqu o te><br > 

</fontxfont size=4>Bob Ortiz<br> 

</font><font size=3 color= "$003080 *><h> ESA Business Team Leader<br> 

Los Alamos National Laboratory<br> 

Ph# (505J 667-3323, Fax 0 665-0573<br> 
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Tab 89 


Page 1 of 3 


To: ramarquez@lanl.gov, Dennis Roybal <roybal_dennis_a@lanl.gov>, jpj@lanl.gov, 
ajiron@lanl.gov 

Subject: Property Council Meeting 

Cc: Dennis Roybal <roybal_dannis_a@lanl.gov>, bus-6@lanl.gov 


The third meeting of the NNSA Property Council took place last week on the 10, 11, 12. It 
V- ■ liftlr lough tc loco 'hr property manpcere Irorn oil the NNSA riies, however everyfym: 
was supportive rnc.uamg CeioI Ruetei anc Jay Cavanaglt oi NNPa.hG. It was discussed 

several times during the 3 days that this could happen at any of the sites and each site, for 
the most part, would have similar problems. Listed below are some of the major 
events/discussions. 


1 . NNSA will wait until DC lists all the problems and ensures the Fixes have been put in 
place before they conduct a review of LANL's Property Program. 

2. NNSA was please that LANL was going to conduct an wall-to-wall inventory the first part 
of next year. They believe that it will validate the past 3 years of inventories via Acct. 

State. They would like to see the inventory plan when it is developed. 

3. NNSA put on hold the proposal to raise controlled property from $5k to $7.5k. They 
didn't think the press would understand at this time. It was approved, just will not be 
implemented just yet. 

4. NNSA put the End User certificate on hold until the GAO complete an audit of the DOE 
proposed program. 

5. There was some discussion of the Sensitive IG audit that is coming. Not much was 
known at this time. 

6. The new DOE Property Guide will be out on REVCon for comment w/i the next thirty 
days. 

7. There was some discussion of inviting the IG to the next meeting. Not a lot of support for 
this idea. 

8. NNSA said they were under a great deal of pressure from the Secretary to ensure the 
NNSA vehicles reduction was done on time. Everyone assured them it would happen and 
on time. 

9. There were reports that GSA would still charge NNSA for the- vehicles it turned until they 
were sold. NNSA made several phone calls to GSAfHQ to ensure this was not the case. 
Lots of discussion about the cost to the tax payers on this reduction. GSA will put a lot of 
vehicles into the market and has put all new orders on hold indefinitely. May have a impact 
to the top auto mfg. Most sites said they would be leasing more expensive vehicles, w A the 
regs, to supplement the esses. GSA was requesting that NNSA not turn in AFVs. 

10. There is now a proposal that NNSA approve all new requests for vehicles and 
replacement vehicles. Lots of opposition to this from the property managers. NNSA will 
take under advisement. NNSA wants to be able to control the entire fleet because of the 
GAO audit and needs to ensure the fleet doesn't grow. 
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1 1 . NNSA is setting up a fleet council and (he first meeting will be in Feb. Feds only. 

12. DOE is working with GSA to develop software to interface with the GSA data base so 
that they can generate data reports. Told them Sunflower may have already developed the 
software. Also told them they need to get fueling data from GSA and not the contractors. 
Said they would look into this. 

hi. NNSA is going to tight to prop special purpose vehicles, security vehicles, work tot 
others vehicles, and fire department vehicles from the reduction. Will not help this year, 
however may help with the 3% for next year. 

14. NNSA is looking to revamp its procurement program so that each site functions the 
same. They also want to put some central contracts in place so ail NNSA would buy from 
the same vendor to reduce cost. Looking to do the same for property. 

1 5. Home Land Security wants to track their property separately from NNSA and DOE 
property. More to come on this. 

16. Several NNSA sites are now using the Accountability Statement (AS) or something very 
close {Pantex, SNL, DOE/HQ NNSA/OAK, Savanna River and ORO, Y12). Several sites 
are using the AS as the method of inventory or will be shortly (SNL.Pantex, ORO, Y1 2, and 
Savanna River). 

17. Sal Ruiz, LLNL, Lee Williams. NNSA/OAK, Dan Critchfield, Savanna River, and 
Margaret Correa, NNSA/AL, will be on a team to benchmark NASA, JSC, JPL, and GAO. 
The goal is to find out how they track their property and what their lost and stolen might be. 
Then they will compare to NNSA. 

18. There was lots of discussion about NNSA developing independent reviews teams from 
within NNSA. Those teams to then visit the different sites. Needs more discussion. 

These were the main item of interest. Many other items were discussed to include 
Object ve Matrix (OM). Each site presented their OM and NNSA was pleased for the most 
part. 

Please let me know of any questions or concerns. 

Thanks. 


Allen 
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United States Government 

memorandum 


Department ot Energy 
Albuquerqua Operations Oflicu 
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Adnumciraiiuely-GeniroLIftd Property Coni™]* 


Tab 90 


T0 ‘ Those cm KttBCtwd list 

In October 1995, an AL/SN?^LANL Partnering Council was established The Council 
consists of Paul Stanford. SNL; Allan Johnston, X.AHL; and myself. This Council 
established teams in several of the functional business management are*® wish Property 
being arm of the 

The AL and Laboraiorie* Property Team Identified several area® for improvwnenl. One . 
ires identified &s an opportunity ter signific-roir cost sttvlfigs, consistent with the 
iropjemawtian Of w? econptniaii end effiesatti personal property Rransgemercl jjt agism, 
tvfls the Bsirrftit? AL retjuirKmcntibi formal records and pliyiioa! inventories of non* 
sensitive pi operiy costing- $ 100a-S5f)OQ 

Sswd on th« cost analysis uofiducscd, effective March 1 , 1596, AL direct operations and ' 
M&O coniraciors are *e longer -required to establish formal records or conduct 'physical 
inventories of non-stnahive properry oo sting SI OOO-BSOOO, The DOS-PMR Bulletin No,/ 
A-E^dpied M ovemb er &.iggj^defi'ution of "adminiairaiivaly-ooniroUwi pmpeny tmd / 
magciwa alternate resold and control techniques supersede the definition amt 
»quir«m«Ae of ALfMJ JOp-LIOMt. The AUMJ 1S9-3.KHMJ SeErjlmn for "Other 
Ccwfolied Trophy* is deleted. As a minimum, loss and theft trend tnalyees ehoultf be 
conducted to identity areas efconccni. 

The ALPMT willbj updated soon to 'reflect the above policy change, AL direct 
operations and M&.Q contractors should update tltetr pen; or.d propeny managwmm 
system procedures to reflets tWc eimnge. 



QOi 
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X-Sender; ltytler@oppie-mail.lanl.gov 

Date: Mon, 18 Nov 2002 08:33:32 -0700 X a b 9 ] 

To: Bryan Wilkes <Bryan.Wilkes@nnsa.doe.gov>, 

Tracy Loughead <tloughead@doeal.gov>, dlvigil@lanl.gov, 

Jeff Garberson <jeff.garberson@ucop.edu> 

From: Linn Tytler <ltytler@lanl.gov> 

Subject: Stories re: S3M in missing property at LANL 

Cc Richard Marcus; <ramarcijer (5 lani. gov: Tiber , 'iron <aiiron(F lanl.gov; 

As soon as I received a call from the Albuquerque Journal F nday afternoon (about A p.m.) that 
Albuquerque Journal reporter Adam Rankin had received a 30-lb. carton of file copies from an 
anonymous source at LANL, Rich Marquez and Joe Salgado contacted your principals to 
advise them something would be breaking. I was in a conference room away from my office 
without a computer; I apologize for not giving you the same notice. 

At 5:29 p.m. Friday evening, Adam faxed us a memo dated March 26, 2002; the sender's 
name was redacted but it was on letterhead from the Security and Safeguard Division at LANL, 
Office of Security Inquiries. The fax consisted ot a 2-pg. memo entitled "Analysis of Theft of 
Property at LANL," a 2-pg. attachment that has no source indication but states it is a "profile of 
theft incidents filed with OSI for the year 2001 ...," a second enclosure that opens "the lost 
property profiles for 1 999, 2000, and 2001 are seif-expianatory. this data was received from 
Mr. Leroy Padilla, BUS- 6 ." Finally, wo wore sent only one page of a computer print-out that is 
headed "FY2001 RLDDs (lost or stolen)." The reporter said there were 15 pages of such print- 
outs tor 1999, 2000 and 2001. 

Included in the box of documents was a copy of the invoice for the attempted purchase of a 
Mustang; we had addressed credit card misuse in an August news release but did not give 
specifics about the types of misuse. The box also contained information about use of a LANL 
card to obtain cash, also part of the August investigation and the source of the $2,500 figure 
we used in that release re: any loss. 

Our response to the Journal was to carefully explain the property system tor 
sensitive/attractive, S5K-25K purchases, and capital equipment (over $25K), including the 
annual report to DOE and the audit process. I also addressed property that is not part of the 
bar-code system. 

Because of the late hour on a Friday, we had no way to put the memo in context; therefore, I 
was unable to comment concerning its allegations. 

I'm advised by staff that the story was covered widely in national print and electronic outlets. A 
copy of that coverage is currently being put together and I will forward it as soon as it is 
complete. 

Energy Dally and the Albuquerque Journal also inquired about the DOE IG visit that begins 
today. I said that Director Browne had asked Ambassador Franklin to have the DOE IG look 
into allegations of management cover-up that has been made in anonymous memos to 
numerous media outlets, that we welcomed the investigation and believed it would clarify the 
many errors that were contained in the Energy Daily and other reports. 

That brings you up to this morning. I'll continue to keep you apprised to the best of my ability. 

LT 


LANL 14926 
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memorandum 

Administration 


Tab 92 


To/MS: 

From/MS: 

Phone/Fax: 

Symbol: 

Date: 


Master Management 
Richard A. Marquez, ADAjj 
667-1973/7-5624 
ADA: 02-059 
August 23, 2002 


Subject: Purchase Card Program 


A decision has been made to go with an immediate corrective action plan to the Laboratory’s purchase card 
program that mitigates the potential for misuse or abuse of the purchase card. Modifications to current 
policies and procedures are attached and will become effective Monday, August 26, 2002. Please recognise 
that there will be a transition phase to implement some of the changes. For example, the training of 
approvers and retraining of cardholders will take some time and it may be necessary to recall some cards and 
issue new ones. 

Before making this decision, we received many solicited comments and questions regarding the proposal for 
“Immediate Corrective Action” that was presented at the UM on August 20, 2002. We appreciate the time 
taken to submit comments and questions. These eoraments/questions, and the respective responses thereto, 
will be published on the LANL purchase card website. 

The purchase card program is recognized as useful tool for many Laboratory programs when they are in need 
of quick delivery of low-priced items. However, it is imperative that we immediately modify some of our 
existing policies and procedures and establish more rigor end discipline to ensure a successful program that is 
free from improprieties and/or misuse. 

Two corrective actions that received a great deal of attention and interest were the proposals to disallow the 
purchase of property-controlled items and the independent receipt of purchases exceeding $250. Although, a 
decision, has been made to go with the short-term fix set forth in the attached policies, we are exploring 
alternative methods of validating receipts and methods of purchasing bar-coded items to meet your needs and 
requirements. 

The Director has commissioned a review by an External Review Team to review our Purchase Card Program. 
After their review, we may modify our Program further consistent with their observations and 
recommendations. 

When used properly, and with the necessary modifications to our policies and procedures, the Laboratory 
purchase card will continue to serve as an effective too! to support Laboratory programs with the expedited 
purchase of low* value, but program assent jalitems. 
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LOS ALAMOS NATIONAL LABORATORY 
PURCHASE CARD PROGRAM 
Revised Procedures 
August 26, 2002 

The following requirements are modifications and additions to existing policies and procedures and are 
a ffective immediately: 


1 Purchase Card authority will he limited to the following levels and approvals: 

» Cards with £2,500 per transaction and 525,000 per month authority approved by Group Leader or 
above. 

* Cards with $2,501 ~ $5,000 per transaction and $25,001 -- $50,000 per month authority approved by 
Division Leader or above. 

Notes Exceptions to the above limits may be approved by the CFO based on written 
justifications. 

2 The ratio of cardholders to approving officials will be no more than 5:1. 

Note: Approving authority may be delegated as necessary in accordance with existing 
policies and procedures. 

3 All monthly statements must be independently approved; cardholders may not approve their own 
monthly statements under any circumstances. 

4 Property-controlled items - i.e., items requiring a barcode - may not be purchased with purchase cards 
Unless authorized and approved in writing by the LANL Property Manager or Deputy Property Manager. 

5 All purchase card acquisitions being acquired over the counter that contain a single item purchase greater 
than $500 must be validated and processed by the applicable Approving Official, BTL, or 
Division/Group Property Administration Office. 

» Phone orders requiring commercial delivery must be shipped to the official LANL shipping address, 
[Bikini Atoll Rd„ SM-30 Warehouse , Los Alamos N.M. 87545, with designated drop point] and 
processed through the BUS -4 warehouse. 

* Off-sites woxlc areas e.g,, NTS, LLNL, should require delivery and receipt of property through 
official off-site distribution channels. 

* For the purposes of this requirement, orders may not be subdivided so as to avoid delivery and 
receipt requirements. 

Note: Exceptions to this requirement must be approved in writing by the applicable Division 
or Office Leader. 

6 AH card holders, approving officials, BusmesUPropcrty/Procurement Team Leaders will be required io 
complete and refresh training as follows: 

* New cardholders and new approving officials - Must complete the required training prior to being 
issued a purchase card or being authorized to approve monthly statements. 

* Current cardholders and approving officials - Must complete refresher training not later than 
December 3 1, 2002. 

* AH cardholders must complete refresher training at least once each year. 

* All Business/Property/Procmement Team Leaders must complete training by December 31 , 2002. 
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Tab 93 


TO: Tom Palmeiri, Division Director, Business Operations Division 

THROUGH: Dennis Roybal, Deputy Division Direction, Business Operations Division 

FROM: Allen D. Wallace, Group Leader (BUS 6} 

D. Sian Hettich, Group Leader (BUS 5) 

SUBJECT: USE OF P-CARDS FOR ACQUISITION OF PERSONAL/SENSITIVE 

PROPERTY 

ISSUE : • 

Laboratory personnel are currently allowed to acquire personal or 
sensitive property using their purchase cards. The current policy requires 
these individuals take appropriate steps to ensures that personal or 
sensitive property receive the tags required for unique property 
identification during the property’s lifecycle control (i.e. inventory 
requirements, custodial assignments, accurate/current location, transaction 
history). It is felt that the current policy to allow the purchase of these 
types of items using credit cards lends a vulnerability to the process, and 
allows for the possibility of use of government property and/or even the 
potential possibility of theft of U. S. Government owned personal 
property. 


BACKGROUND : 

Each year Laboratory personnel make approximately 45,000 purchases 
using Laboratory issued purchase cards that have an aggregate value of 
between S30-S35 million dollars. There are currently more than 1000 
purchase card holders at the Laboratory. The average card holder may 
procure items with a value up to $5,000 without any additional authority. 
Of the Laboratory’s annual purchase card transactions, it is estimated that 
nearly 1 .700 transactions (valued at approximately $5,000,000) require 
bar code tagging for property control purposes. 

The majority of the items that require a bar code tag acquired using a 
purchase card are classed as being “sensitive” items, A sensitive item is a 
personal property item that can be are easily converted to personal use or 
sold for cash. These items are considered more susceptible to theft than 
other property and have no minimum acquisition cost threshold. Examples 
of items that are considered “sensitive” include things such as: 

* Cameras (digital, still, TV. movie, and video (Except disposable, 
Polaroid, close-up, oscilloscope, x-ray, surveillance, photo— 
macrographic, and photo~micrographic) 

* Firearms 


Author: Joe A. Roybal 
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* Personal Computers (including work stations and desktop, server, 
laptop, notebook, and hand-held PCs) 

* Computer Printers 

* Radios, two-way 

* Recorders (video, tape, video cassette (VCR), dictation machines, 
digital, compact audio disc (CD), digital video disc (DVD)) 

* Scanners, 

» Telephones (cellular and mobile only) 

Currently the purchase card program’s policy states that the custodian (i.e. 
the actual end user not the purchasing cardholder) must notify their 
division’s Property Administrator (PA) when an item is procured that 
requires a bar code tag. The PA in turn forwards all pertinent information 
to BUS-1 (the Laboratory’s Property Account Team) so the item is given a 
bar code tag and recorded in the Sunflower database. If the PA and BUS- 
1 are not informed of the acquisition of sensitive or personal property, 
there is a clear possibility that the item will never receive a tag nor be 
recorded in the Sunflower database. 

Each purchase card holder, during their initial training, is instructed on the 
procedures necessary to have these items bar coded and given a listing of 
ihe types of items that qualify as personal or sensitive property. Despite 
this fact, the trend is that it often takes months for an items to get tagged 
and records — or the item is not recorded at all unless discovered the item 
is discovered during the BUS-S monthly review of purchase card 
transactions. 

Every month the BUS-S purchase card administrator reviews all purchase 
card transactions to determine if card holders are abiding by the policies of 
the Laboratory. This review includes a screening for sensitive or personal 
property items that should have bar code tag information. It is noted, 
however, that die purchase card administrator is not a subject matter 
expert, nor are items always clearly identified in the credit card summaries 
provided the administrator. The BUS-S purchase card administrator does 
call upon the subject matter experts in BUS-6 (the Laboratory’s Property 
Management Group), but while there are items in the monthly purchase 
summaries that are very obviously sensitive property (e.g. computers), 
often descriptions are vague or incomplete, which makes a determination 
problematic (for example: some vendors use “bin” numbers for products 
while others use part number or catalog numbers without foil descriptions 
when they invoice the Laboratory). 

BUS-6 (the Laboratory’s Property Management Group is required by the 
prime contract’s Performance Measures to conduct statistical sample 
validations each quarter on 60 items acquired under purchase cards to 
determine if products properly received were tagged. While no major 
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discrepancies have been noted to-date, it is felt that sampling using the 
information provided by vendors means items could be missed that should 
be tagged. 

DISCUSSION ; 

Due to the possibility the current system is missing items that actually 
require tagging and recording in the Sunflower database, the Laboratory 
has a vulnerability that an internal or external audit team will view the 
current program as lend itself to fraudulent use of government property, 
abuse of the purchase card acquisitions and possible theft of bar coded 
personal property. Recent reviews by the U, S. General Accounting 
Office (GAO) has identified many government facilities as having 
inadequate controls over purchase card transactions. In a GAO report they 
stated “we found that easily pilferable or sensitive items included in 
statistical samples of transactions that we tested were not recorded in the 
units’ accountable property records, as required, to help prevent theft, loss, 
and misuse of government assets”. Other NNSA National Laboratory’s, 
e.g. Sartdia, do not allow the acquisition of control property through their 
purchase card program. However, LLNL does allow such transaction and 
they’ve recently been criticized for lack of their program’s checks and 
balances. LANL can ill afford this type of criticism. 

Our review of purchase card transactions for November and December 
2001 indicated that of the items requiring bar code tags only a small 
portion were so identified in the procurement summary. During 
November’s transactions of the 150 items that were considered to require 
bar codes on 19 were so identified. This represents only 12.7% of total. 
For December’s transactions of the 136 items only 25, or 18.4%, were 
identified. The dollars represented were $44,583.97, for November and 
$67,796.03 for December. The dollars not bar coded representation were 
$467,665.92 and $264,793.78 respectively. Additionally, this information 
is not available for almost a full month after the close of the time period. 
On a straight-line extrapolation this would amount to $4,394,748 annually. 


OPTIONS 


The purchase card program must develop and implement checks and 
balances to ensure 

all items requiring a bar code tag are identified and tagged in accordance 
with Laboratory 

Property Management regulations. Here are the options that could fee 

implemented. 
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1 . Subject matter experts review all purchase card transactions to capture 
the information for items requiring bar code tags and tag as required. 

2. Require vendors to invoice the Laboratory by noun property 
descriptors only. 

3. Each proposed acquisition is reviewed prior to award to ensure tagging 
occurs at receipt. 

4. Have all personal property delivered to a central receiving point for 
tagging purposes. 

5. Have each division’s Property Administrator receive all purchase card 
acquisitions and tag those items that require the bar code. 

6. Eliminate the authority of the cardholder to procure any personal 
property requiring bar code tags. 


RECOMMENDATION 

Disallow purchase cardholder from procuring any items that require 
a bar code tag. Bar coded acquisitions only represent less than 4% of 
total annual purchase card transactions. 


Author: Joe A. Roybal 
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TO: Richard Marquez, ADA 


FROM: Allen D. Wallace, Group Leader 

Joe A. Roybal, Project Leader 


SUBJECT: DECISION MEMO-LANL’s PURCHASE CARD Review 


ISSUE: Laboratory Purchase Cardholders are allowed to acquire personal property that requires 

bar code tags. These tags are used for unique property identification during the 
property’s lifecycle control (i.e. inventory requirements, custodial assignments, 
accurate/current location, transaction history) and excess requirements. This authority to 
buy these items lends the process to possible fraudulent use of government property; 
abuse of the purchase card acquisitions and possible theft of U. S, Government owned 
personal property. 


BACKGROUND: 

Each year Laboratory purchase cardholders make 45K acquisition transactions valued at 
$35 million dollars. Of these transactions it’s projected that approximately 1700 items 
valued at approximately $5,000,000 require a bar code tag for control purposes as 
required by U.S. Government,, the Department of Energy and the prime contract between 
the University of California and DOE regulations and policies. Currently the program’s 
policy states that the custodian, the end user not the cardholder, notify the division’s 
Property Administrator (PA) when an item is procured that requires a bar code tag. The 
PA in turn must forward all pertmate information to BUS-1 , the Laboratory’s Property 
Account Team, so that the item will be given a bar code tag and a record of the property 
included in the Sunflower database. If the PAs, and subsequently BUS-1, are not 
informed of the acquisition the record could take months to initiate and in some case 
never the item never receiving a tag nor record on Sunflower added. 

There are more than 1500 cardholder in the current program. Each cardholder may 
procure items up to $5000 without any additional authority. There are 15 non- 
procurement cardholders that can purchase items over $5000. Very few items over 
$5000 are purchased using the purchase card. The vast majority of items acquired with a 
purchase card that require a bar code tag are sensitive items. Sensitive items are personal 
property items that can be are easily converted to personal use or sold for cash; are more 
susceptible to theft than other property; have no minimum acquisition cost threshold; and 
have the potential for maintaining their integrity (i.e,, not expendable due to use). 

Items considered as sensitive are: 

*Cameras 

digital, still, TV, movie, and video (Except disposable, Polaroid, close-up, 
oscilloscope, x -ray, surveillance, photomacro-graphic, and photomicrographic 

^Firearms 

* Personal Computers 

includes work stations and desktop, server, laptop, notebook, and hand-held PCs 

*Printers 
^Radios, two-way 
*Recorders 

video, tape, video cassette (VCR), dictation machines, digital, compact audio disc 

(CD), digital video disc (DVD), and digital 

*Scannters, 

computer 
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^Telephones cellular and mobile only 

Each cardholder, during their initial training, are instructed on the procedures necessary 
to have these items bar coded and are given the above list for their files. However, if this 
information is not filter down, to the custodian/user, the item may take months to get 
tagged or may not get tagged at all 

Each month the BUS-5 Team reviews the all purchase card transactions to determine if 
the cardholder is abiding by the policies of the Laboratory. This includes screening for 
bar code tag information. However, the team members are not subject matter experts, nor 
should they be, on what items should be tagged. Granted there are some obvious items, 
e.g. computers, that require tags, but usually the description is too vague or incomplete to 
make that determination accurately (each vendor has their own unique method of 
identifying their product). For example some vendors use bin numbers while others use 
part number and still others use catalog number when invoicing the Laboratory. The 
subject matter experts who reside in BUS-6, the Laboratory’s Property Management 
Group, also has difficulty determining which items require a bar coded with the 
information furnished by the vendors. With this information BUS-6, as required by the 
Prime Contract Performance Measures, must conduct a statistical sample validation each 
quarter of 60 items to determine if the product received were tagged. No major 
discrepancies have been noted however the sample is selected using the information from 
the vendor and the vague description furnished means that many items could be missed 
for tagging. 

The following, from the narrative of the DOEAJC Prime Contract Performance Measures, 
must be noted: 

1 .2 .a . 1 Number of sample items tagged with a bar-code that Is recorded in the property 
database 

Number of sample purchase card items that are subject to tagging and 
inventory requirements 

48/60 = 80.0% 

A report of all purchase card items received between October 1 , 2001 and November 28, 
2001 was extracted from LANl’s Data Warehouse. The report contained 5461 vouchered 
purchase card items. The report was screened for purchase order items subject to 
tagging and inventory requirements. After the screening the population consisted of 113 
items. Of the 113 items a random sample of 50 items was selected utilizing the US Army 
Audit Agency Sampling Program. Upon field validation it was discovered that some of the 
items did not meet tagging and inventory requirements. In these instances replacement 
items were issued. Property Management validated that 48 of the 60 items had a barcode 
affixed to the property and were entered into the property management database. 12 of 
the 60 items were not tagged and entered into the property management database. 9 of 
the 12 items were located but did not have a tag and were not entered into the properly 
management database. 2 of the 12 items could not be located, and 1 of the 12 items 
could not be validated because the custodian was unavailable (sample #32}. 


DISCUSSION 


Due to the possibility of missing items that require tagging, because of time span from 
receipt to property record, custodial assignment initiation and the vague description of 
product, any internal or external audit team could view the program as broken and 
viewed to lend itself to fraudulent use of government property, abuse of the purchase card 
acquisitions and possible theft of bar coded personal property. Recent reviews by the U. 
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S. General Accounting Office (GAO) has identified many government facilities as having 
inadequate controls over purchase card transactions. In a GAO report they stated “we 
found that easily pilferable or sensitive items included in statistical samples of 
transactions that we tested were not recorded in the units 5 accountable property records, 
as required, to help prevent theft, loss, and misuse of government assets”. Other NNSA 
National Laboratory’s, e.g. Sandia, do not allow the acquisition of control property 
through their purchase card program. However, LLNL does allow such transaction and 
they’ve recently been criticized for lack of their program’s checks and balances. LANL 
can ill afford this type of criticism. 

Our review of purchase card transactions for November and December 2001 indicated 
that of the items requiring bar code tags only a small portion were so identified in the 
procurement summary. During November’s transactions of the 1 50 items that were 
considered to require bar codes on 19 were so identified. This represents only 12.7% of 
total For December’s transactions of the 136 items only 25, oi 18.4%, were identified. 
The dollars represented were $44,583.97, for November and $67,796.03 for December. 
The dollars not bar coded representation were $467,665.92 and $264,793.78 respectively. 
Additionally, this information is not available for almost a full mouth after the close of 
the time period. On a straight-line extrapolation this would amount to $4,394,748 
annually. 


OPTIONS 


The purchase card program must develop and implement checks and balances to ensure 
all items requiring a bar code tag are identified and tagged in accordance with Laboratory' 
Property Management regulations. Here are the options that could be implemented. 

1 . Subject matter experts review all purchase card transactions to capture the 
information for items requiring bar code tags and tag as required. 

2. Require vendors to invoice the Laboratory by noun property descriptors only. 

3. Each proposed acquisition is reviewed prior to award to ensure tagging occurs at 
receipt. 

4. Have all personal property delivered to a central receiving point for tagging 

purposes. 

5. Have each division’s Property Administrator receive all purchase card acquisitions 
and tag those items that require the bar code. 

6. Eliminate the authority of die cardholder to procure any personal property requiring 
bar code tags. 


RECOMMENDATION 

Disallow purchase cardholder from procuring any items that require a bar code tag. 
Bar coded acquisitions only represent less than 4% of total annual purchase card 
transactions. 
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Tab 94 


To/MS: All Employees 

From/MS: Richard A. Marquez, ADA, A108 

Phone/Fax: 7-1973/7-5624 

Symbol: ADA: 02-100 

Date: December 5, 2002 

Subject: Cooperation with the Office of Inspector General 

The Department of Energy (DOE), Office of Inspector General 
(° IG ) , 

conducts various audits, inspections 

and investigations of the DOE's Los Alamos National Laboratory on 
a regular and ongoing basis throughout . 

each year. As the Managing and Operating contractor for the 

D °E’s . . ... 

Los Alamos National Laboratory, we are committed to ensuring that 
all University of California (UC) employees cooperate fully with 
any OIG audit, inspection or investigation. As such, and in 
accordance with DOE Order 221.2, all UC employees must cooperate 
fully and promptly with requests from the OIG for information and 
data relating to DOE programs and operations. Employees shall 

also . , 

comply with requests for interviews and briefings and shall 
provide affidavits or sworn statements, if so requested by an 
employee of the OIG so designated to take affidavits or sworn 
statements . Nothing in DOE Order 221.2 abrogates an employee’s 
constitutional rights. 

In general, copies of requested documents and not originals will 


1 
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be provided to the OIG, Copying jobs exceeding a few pages will 
be performed, at the option of the representative of the OIG, at 
a 

central location on a copy machine provided to the OIG by the 
-laboratory . In those cases, the Laboratory employee and the 
representative of the OIG's office will place the items to be 
copied in a sealed envelope or other container which will be 
initialed ■ by both parties. The representative of the OIG will 
then take the package of documents to be copied directly to the 
designated central copying facility for copying. Copies will be . 
made immediately and provided to the QIG representative; and the 
originals will be left by the OIG representative at the central 
copying facility. The central copying facility will be 
responsible for the document (s) return to the original location. 
If the OIG notifies a Laboratory employee that an original is 
needed for evidentiary purposes, the Laboratory employee being 
asked for an original document should exchange that original 
document for a receipt signed by the OIG employee before the 
document is taken and retain a copy. In those cases where the 
copying job exceeds a few pages, the procedure described above 
will be followed. This process includes both existing Laboratory 
documents and any documents which’ the OIG asks Laboratory 
employees to create, whether the information is in hard copy or 
electronic format. Employees providing copies of documents" to 
the 

OIG should provide copies of a set of those documents to the 
Audits a Assessments Office to the attention of Gil (Robert) 
Griego or Katherine Brittin (5-3104). 

UC employees shall not impede or hinder another employee's 
cooperation with the OIG. Managers must ensure that reprisals 
are 

not taken against employees who cooperate with or disclose 
information to the OIG. 

In accordance with DOE Order 221.1, employees who have 
information 

about actual or suspected violations of law, regulations, or 
policy including fraud, waste, abuse, misuse, corruption, 
criminal 

acts, or mismanagement relating to DOE programs, operations, 
facilities, contracts, or information technology systems shall 
immediately notify the appropriate authorities. Notwithstanding 
the above, employees should, when appropriate, report directly to 
the OIG any information concerning alleged wrongdoing by DOE; its 
contractors, subcontractors, grantees, or other recipients of DCE 
financial assistance; or their employees. To assist you, you may 
call the CIG hotline at 

1-800-541-1625 or 202-586-4073, or locally at 505-845-5554. 


2 
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To/MS: All Employees 
From/MS: Richard A. Marquez, ADA, A108 
Phone/Fax: 667-1973/7-5624 
Symbol: ADA:02-104 

Date: December 1 1, 2002 l ah 95 

Subject: Special DOE OIG Inquiry 

Last Friday, you received a memo from me setting forth the 
Laboratory's requirements for interactions between Laboratory 
employees and the OIG. That message was intended to describe the 
normal dealings between the OIG in Albuquerque and the 
Laboratory. 

The message, as written, may not be entirely appropriate for the 
current investigation that is being conducted at the request of 
John Browne and Ambassador Linton Brooks, DOE/NNSA. In order to 
encourage the free flow of information in that investigation, the 
designated Laboratory points of contact for that special 
investigation will be given instructions for dealing with 
documents requested by the OIG; and they will handle those issues 
in lieu of AA in this matter only. The process described in last 
Friday's message still applies in other investigations being 
conducted by the OIG. Please excuse any confusion on this issue. 


12/11/02 
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» Los Alamos 


NATIONAL LA'S ORATORY 

memorandum 


Business Operations Division 

Property Msnagesnent 8US-6 
Lqs Alamos, New Mexico 87545 


Tab 97 


To/MS: Margaret Correa, DOE/AL OP}M 
Frorw'MS: Allen Wallace, BUS-6, C30^4T> c 
Phone/Fax: 7-6122/Fax 7-9484 

E-nail: wallace_a31en_d@lan1.gov 
Symbol: BUS- 6:03 -005 
Daie: October 22, 2002 


SUBJECT: FINAL RESULTS AND WRITE-OFF REQUEST FOR FY 2002 INVENTORY 


The final results are being reported in accordance with the Albuquerque Operations Office Property Management 
Instructions 109-1.5 110 titled “Physical inventories of personal property" dated April 28, 1998. The results are as 
of October £, 2002 for inventory cycle ending September 30, 2002. 

Attached are the following summary' reports: 

L Summary report including baseline items and dollars along with final percentages accounted for; 

2. Report of unlocateG and unvalidated items with depreciated value. 

3 , Chart of Performance Measures. 

Hie Laboratory has had another successful Inventory by Accountability Statement process. Property Custodians 
and Property Administrators are once again very pleased with the IAS process. They felt that it greatly reduced the 
time required to inventory all items on site. We believe it is due to better business practices and sound planning, 
which has enabled the Laboratory to reach our goal of earning an “Outstanding" rating on the UC Performance 
Measure for inventories. The Laboratory was successful in accounting for 99.84% of sensitive dollars, and 99.75% 
of sensitive items; 99.98% of equipment dollars and 99.93% of equipment items. 

LANL was able to account for all but 0.16% of sensitive value and 0.25% of sensitive items, and 0.02% of 
equipment value and 0.07% of equipment items. Therefore, we are requesting your approval for write-off of the 
unlocated items. The depreciated value of the unlocated and tin validated items is determined to be 569,084. We 
will continue to look for these items, and track their status in our Inventory system, All unlocated items have been 
subjected to a High Risk review. 

Additionally, LANL selected a population of 780 items to validate the results of the Inventory by Accountability 
Statement. The Lab was able to count for all the items with the exception of 6 items. All the uninventoned as well 
as the unvalidated items were also subjected to a Root Cause Analysis in an effort to determine negative trends that 
will be addressed in conjunction with the FY2003 inventory. 

We would be grateful if you would expedite this request, in order to retire the items prior to the start of FY 2003 
Inventory by Accountability Statement. 


ADWtkrm 


Distribution: • 

Margaret Correa, DOE/AL PASD, w/att. 
Dennis Roybal. BUS-DO, w/att. PI 19 
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Los Alamos National Laboratory 
Sensitive and Equipment Summary 


Reccncitiatian of the Property Inventory for Inventory Cycle ending September 30, gggS {ip-CS-a?! 



Type of inventory- inventory by AccountabSity Statement 




A 

1 

Sensitive Hems I 

Equipment 1 

8 

Beginning balance per books 

Herns 

53,966 

Dollars 

189,461.232 

items 

17,944 

Dollars 

753, 118,436 

1 

Reinstated FY01 Items previously written 
written off 

9 

72,103 

16 

167,045 

2 

Adjusted beginning balance 

53,97$ 

189,533,385 

17,960 

723,305,482 

C 

Uryiocaied Items (shortages} 

135 

304,428 

12 

141,355 

D 

Additions as a result of Inventory 
(Unvaiidated Items} 

4 

7.B72 

2 

30.500 

E 

Gross adjustments 

139 

312,300 

14 

371,855 

F 

Preeentege of gross adjustments 

0.25% 

0.16% 

6.6r% 

0.02% 


G Endtrtg balance 53,835 " I'sITzHlBS" ' 17,946 753.1 33.626 


H Alien D Wallace, Group Leader. 80$-$. LANl 


LAM, 14482 


Frees red tty Franklin Salazar 


FY 2002 0OE-UC Final IAS Status as of 10-08-02^ 
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Tab 98 

Robert Garsia, 09:16 AM 10/23/2000 +0000, Fwd; MESS EQUIPMENT AHA REVIEW 


To: Robert Garcia 

From; Barbara A Martinez <ham@!ani.gov> 
Subject: Fwd: MESA EQUIPMENT AHA REVIEW 


Robert, per verba!, piease note that Phil is requesting Mesa's safety 
plan for review. See below. I don't know if you've already submitted 
one in the past or not. I also need to put some thought as to how 
we're going to handle each individual Job. 

########## 

> Barbara. 

> 

> I have reviewed the aha for NCSA Equipment to supply air compressors and 
> associated materials and find it acceptable. Piease note this aha is only 
>for the material and equipment procurements and a job specific aha is 
> needed for each task order written against this contract. In addition 1 
> suggest that we obtain MESA's safety plan for review in that it has not 
>been reviewed within the last 12 months. 

>Pieasecal! me if you have any questions. 

>Phii 

>Phii R, Romero 
>philr@ tanl.gov 

>ESH-5 Industrial Hygiene & Safety 
^Operational Safety Section Team Leader 
>Teiephone: 685-8503 
>Pager: 996-4621 (d) 

>Fax; 665-7384 


LANL 04688 


Printed for 
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r 0 be rtgarcia@mesaeguipment.com, 06:16 AM 2/14/2002 -t-0000, Fwd: Re: Fwd: Mesa Equipment's B 


To: robertgarcia@mesaequipment.com 
From: Barbara A Martinez <bam@lanl.gov> 

Subject: Fwd: Re: Fwd: Mesa Equipment's Blanket Purchase Agreement with LANL 
Cc: 


A-acmec Tab 99 

ROBERT, This really bothers me. As you can see what time it is. I 
didn't sleep last night. I don't have any paperwork in file. Every time 
Mesa Equipment came on sight someone on our end needed to have 
done the ES&H. I don't think you got a copy, but can you make some 
calls and see it you can't get me a copy? My problem is I won't be 
here and I'm sure John's going to ask me for the paperwork on 
Tuesday. As for your promotion can you hold of until we talk. We 
really need to get this issue resolved, plus you need to get moved 
into Espanola. I'll try to give you a call sometime this morning. 

Date: Wed, 13 Feb 2002 16:54:54 -OH® 

To: robertgarcia@mesaequipment.com 
From: Barbara A Martinez <bam ©lanl.gov> 

Subject: Fwd: Re: Fwd: Mesa Equipment’s Blanket Purchase Agreement with LANL 

Do you realize that I haven't seen, much less do I have in tile any of the AHA 
requirements listed below. Help 1 .!!!!!!!!!! 

Date: Wed, 13 Feb 2002 16:45:23 -0700 

To: John Hernandez <hernandez_john_j©!an!.gov> 

From: Barbara A Martinez <bam@lani.gov> 

Subject: Re: Fwd: Mesa Equipment's Blanket Purchase Agreement with LANL 

John, the contract reads that an activity hazard analysis shall be completed for each ta_sk 
order written against this contract and approved bythe Laboratory prior to submitting 
activity hazard analysis to Contract Administrator in order to obtain a notice to proceed. 
No excavation will be performed under this contract. Pmi Romero reviewed their safety manual 
and approved. I won’t be here until Tuesday. Let's talk then. 

At 05:35 PM 2/13/02 -0600, you wrote: 

Barbara, 

This looks like we need to get more information on the requester's concerns. I'm especially 
leary of the " engineer and install crane and hoist systems, shelving, storage cabinets, 
conveyors, lockers, and work benches." Did the AHA approved by ESH cover this exposure'’ I 
would think so, but just to make sure. 

We must ensure that the concerns Jerry raises about the possible consequences, does not 


1 
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robertgarcia@fnes6equipment.com.. 06:16 AM 2/14/2002 *0000, Pwd: Re: Fwd: Mesa Equipments B 


happen. Let's talk. 

At 01:51 PM 2/1 1/02 -0700.. you wrote: 

John, please review before I forward to Jerry. 


Barbara 

7-8540 

At 01 :38 PM 2'1 1/02 -0700, Barton Burson wrote: 

Jerry, 

Appreciate your concerns. 

lam forwarding your email to the buyer who handled this BPA, Barbra Martinez. She will 
respond. 

Thanks, 

Bart 

At 12:09 PM 2/1 1/G2 -0700, Jerry Leeches wrote: 

Bart and John, 

Please don't be intimidated by the length of this email - 80% of it is a distribution list. 

i would ask you to look at the part about being able to procure machine tools and shop 
equipment. Something Is not right here. There is no provision for justification or ES&H 
Hazard Screening (much less, facilities related issues). 

I think this kind of thing promotes a lack of formality and accountability, and I see the 
Laboratory investing (potentially) big bucks in incompatible systems, just because some 
little program happens to have a few extra tens-of-thousands of dollars to spend. Then 
there is no long-term provision for taking care of the equipment. 

i think we are going down a path that will lead to greater scrutiny in the future by ''easily" 
allowing the establishment of capability that becomes redundant, and fosters internal 
competition for resources to operate and sustain. 

Just my thoughts -- Jerry 


X-Sender: omsmith@popmail.esa.fani.gQv 
X-Marfer: QUALCOMM Windows Eudora Version 5.0 
Date: Mon, 1 1 Feb 2002 1 1 :05:07 -0600 
To: leeches ©lanl.qov 

LANL G4798 
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robertgarcia@mesaequipment.com, 06:16 AM 2/14/2002 +0000, Fwd: Re: Fwd: Mesa Equipment’s B 


From: Butch Smith <omsmith@lanl.gov> 

Subject: Fwd: Mesa Equipment's Blanket Purchase Agreement with LANL 

Subject: Mess Equipment's Blanket Purchase Agreement with LANL 
Date 1 Mom ' ■ ^er- 200? 08:2' "?& -060C 


; tf you are familiar with our contract with LANL please disregard this 

] e-mail. 

| Mesa Equipment & Supply was awarded a Blanket Purchase Agreement with Los 

| Alamos National Laboratory November 1, 2000. The scope of our 6 PA includes 

; air compressors and vacuum pumps, material handling products, machine tools 

i and machine shop supplies 

We can engineer complete compressed air systems up to 35Chp. Included in 
our BPA are parts for ail major manufacturers of compressed air and dryers. 

We also engineer and install crane and hoist systems, shelving, storage 
cabinets, conveyors, lockers, and work benches. Our machine tools include 
mills, lathes, band saws, shears, brakes, cold saws and ironworkers. We am 
also a one stop shop for all machine shop supplies. 

Because of our BPA with LANL, only your 2 number and the appropriate cost 
codes are necessary to process your orders. No purchase orders or credit 
cards are necessary. 

We are currently setting up an office in Espanola, however if you wish to 
place an order, request a catalog, or require additional information please 
contact us in Albuquerque at (505)345-0284 or info@mesaequipment.com. 

Thank you and we look forward to providing world-class service to a 
world-class laboratory. 


Robert Garcia 
Sales Manager 
Mesa Equipment & Supply 
7100 2nd St. NW 
Albuquerque, NM 87107 


Bart Burson 

Procurement Contract Specialist 
»»>>»»»>>>>>>»>>> 


LANL 04799 
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robertgarcia® mesaequipment.com, 06:16 AM 2/14/2002 +0000, Fwd: Re: Fvvd: Mesa Equipm ent's B 

I j PO Box 1683 MS 0442 

| Los Alamos National Laboratory 

I Los Alamos ; NM 67545 

| (505} 685-5907 



LANL 04800 
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Los Alamos 

NATIONAL LABORATORY 

memorandum 

Business Operations Division 

ADP Contracts and General Procurement 


Tab 100 


To/MS: 

File 

From/MS: 

Barbara Martinez, D442 

Phone/FAX: 

7-8540/7-8641 

Symbol: 

BUS-5/Team 4 

Date: 

March 6, 2001 


SUBJECT: PURCHASE ORDER 24329-001-01 -4J 


Initial purchase order amount was written not-to-exceed $100,000.00 for the period 
November 1, 2000 to October 31, 2001. As of February 15, 2001 we have spent $91,819.13 
(four months), an average of $22,954.79 monthly. 

Price concession was requested and the negotiated additional discounts are as follows: 
an additional 1% on sales between $251,000.00 and $500,000.00. In the event sales exceed 
$500,000.00 an additional 1% discount will apply. 

Mesa Equipment is still committed to support a facility in Espanola, NM and to help the 
economic development of northern New Mexico by hiring locally and establishing a 
mentorship program with college bound students. 

See attached letter from Robert Garcia, Mesa Equipment dated 3-2-01. 
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EQUIPMENT 

/^/“Supply Company 
March 6 , 2001 


Barbara Martinez 

Los Alamos National Laboratories 

Bus 5 Team 4 

Los Alamos, KM 87545 


Dear Barbara, 

Thank you for accepting our proposal to have our Blanket Purchase Agreement raised to 
500,000.00. We are looking forward to continuing to provide LANL with the highest 
quality products and the highest level of service possible. As you know, we are 
continuing with plans to bu3d a 14,000 sq. ft, .facility in Espanola and keep our 
commitment to help the economic development of northern New Mexico. We estimate 
our initial investment in the facility to be $400,000.00. We will also keep our 
commitment to hire locally and begin a mentorship program for northern New Mexico. 

As we discussed. Mesa Equipment and Supply is prepared to give additional price 
concessions for the additional volume we will receive from LANL. Currently, our 
pricing structure is competitive with your JIT suppliers, however we will offer an 
additional 1% on all sales between $251,000.00 and $500,00.00. In the event our sales 
exceed $500,000.00, wc will again offer and additional 1% discount on all sales. 

Thank you for the opportunity to provide a world class laboratory with world class 
service. 

Sincerely, 

Robert Garcia 
Sales Manager 
Mesa Equipment &. Supply 
7100 2^ St NW 
Albuquerque, NM 87107 


RO. Sox91568 

Albuquerque, New Mexico 87199-1568 
(505) 345*0284 FAX (SOS) 345-9227 


1342 Lomaland Drive 
El Paso, Texas 7993S 
(91 5) 594-1 414 FAX (91 5) 594-991 1 
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John Hernandez, 03:03 PM 11/1/2000 40000, Be: Fwd: Advocacy Award Program 


To: John Hernandez chernandezjohn J@ianl.gov> 
From: Barbara A Martinez <bam@lanl.gov> 
Subject: Re: Fwd: Advocacy Award Program 
Cc:' 

Bcc 


Tab 101 


John, you know I'm not good at tooting my own horn and you've got to realize that you were there 
to support and encourage me, plus provide the professional assistance I needed. Plus you kept 
reinforcing my self-confidence, 

Tektronix: 

• Tektronix had always had the contract. They had never been questioned much less 
challenged. We just automatically issued them a purchase order. We didn't even check to 
see if we still had those printers in house. 

• I did a lot of talking. I felt like I talked to everybody from the janitor up to the CEO. You and I 
both felt that there was somebody locally who could repair these printers. 

• I was very persistent and adamant about awarding a purchase order to a Northern New 
Mexico vendor or if the vendor wasn't from Northern New Mexico, then it would mean that 
vendor needed to establish in Northern New Mexico and hire and train from there, 

• Finally Tektronix agreed that they would work with me. Which they did. They finally were 
receptive to training and certifying qualified technicians and the end result was an award to 
Integrity. Integrity hired an individual from Espanola that is totally dedicated to these two 
contracts that are in place. 

Mesa Equipment 

• The sales representative wanted to do business with the lab and save the laboratory 
money. 

• They are currently selling to the JIT vendor. The JfT vendor tacks on a percentage to sell to 
us and they had a big problem since it is their taxpayers money. 

• The sales representative spoke with so many different BUS personnel and were promised 
a contract (from higher management to lower tier personnel). It has been going on over a 
year. 

• I inherited this task from the Small Business Office, per quote from Joe Salgado "Do 

it" 

• You know how much we've been bugged about it. 

• As a contract administrator ! did a lot of negotiating in order to make it a win win situation 
for both the laboratory and Mesa Equipment. 

• I really feel Mesa Equipment has a big job ahead of them . To establish a location in 
Northern New Mexico, hire & train from Northern New Mexico and invoive the college with a 
mentorship program. 

• They are very appreciative of the fact that when they spoke to you John, you kept your word 
and made it happen. In other words you didn't just BS them and pass the buck to 
someone else. 

I don't know what else you need, but again John you made it happen. You've showed confidence 


Printed for 
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John H ernandez, 03:03 PM 11/1/2000 -t-OOOO, Re: Fwd: Advocacy Award Program 

' in me. Like I told you, I'll do what I can and have to do in order to support you and your croup. I'm 
not doing it as a Barbara, it's more a team effort. 

At 02:2? PM 1 1 t '00 -0600 you wote- 

E 9K 

Wnen yo- nave some time me iW , wcuiC ^.e yes* to oneL) summa:.Zc you h ehens r s..opcn 
of NNM initiatives. You can quickly bulletize them, such as Mesa Equipment blanket. Tektronix 
file, which conferences attended, etc. 

I think you should be in on the next round of AAP nominations. ! will use your feedback and my 
own to nominate you. Thanks. 


X-Sender: u102602@bus-mail.ianl.gov 

X-fvteiler: QUALCOfvM Windows Eudora Version 4.3 

Date: Tue, 10 Oct 2000 14:20:55 -0700 

To: bus-589@lani.gov 

From: Lorraine Lucero < luc@lanl.gov> 

Subject: Advocacy Award Program 

Cc: afj@lanl.gov, roybal_dennis_a@lanl.gov 

Sender: owner-bus-5 ©listman. ianl.gov 

A supplier advocacy award program has been developed and is being implemented. The title of 
the award program is "Los AJamcs National Laboratory Supplier Advocacy Award Program . 
The purpose of the award program is to formally recognize exemplary support and 
achievement by Laboratory employees in the optimum utilization of regional suppliers. The 
deadline for nominations for the initial awards is Monday, October 23. 


Objectives: 

To promote greater awareness and utilization of regional suppliers by: 

• Rewarding those individuals who are proactive in the utilization of regional sources 

• Providing an award incentive to increase the utilization of regional suppliers 

• Communicating and reinforcing the Laboratory's emphasis on northern New Mexico 
procurement initiatives to create awareness on an institutional level 

Eligibility: 

AJI current Laboratory employees (including special program employees and subcontract 
employees) are eligible for participation. Nominations can be made as follows: 

• Nomination by a Laboratory employee (co-worker, supervisor, technical customer, etc.) 

• Nomination by a Laboratory team, group, division, program (e g., BUS-3, DLDBAO, DX-f , NIS- 
4, -) 

• Self- nomination 

Nomination format; LA NU 04836 


Printed for 
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John Hernandez, 03:Q3 PM 11/1/2000 +0000. Re: Fwd: Advocacy Award Program 


A nomination, consisting of one io three paragraphs, will be forwarded to the Award Committee 
for consideration. The nomination should include examples of noteworthy efforts and 
accomplishments regarding program objectives. Nominations can be forwarded to 
s bo©! snl.gov, faxsd to 7-S8t9 or sent to my attention at S BO Wail Stop P203. I am the point o: 
contact at 5-5-96 or at !uc©!ar.i gov The fir?: p.v.s'd winners will be announced r Novembe* 

management. 


Awards ; 

Awards will be made quarterly. When appropriate, committee members may hand out 
additional awards, The award is a beautiful Nam be design combined with a wood pedestal lor 
display on your desk. A photograph of the award will be posted on the SBO website upon 
receipt of the finished product. 

I highly encourage you to nominate yourselves anc the requesters who have done so much to 
accomplish the following results; 

Comparison of procurement payments for FY99 and FYGG (thanks to Sue Sebnng tor this 
data) 


CountyFY99FY00Differenc e 

Los Alamos $31 7,999,973831 4,434,458-1 .1 % 

Mora$0S29,475+ 294 . 8% 

Rio Arr!baS9, 352, 000813,025,943+39.3% 
San MguelSl 21 $29. 800+245. 3% 

Sando va!S854 , 557S579, 572-32 . 2% 

Santa FeS23,1 01 ,364$17,81 3,315-22.9% 
Taos $391 ,9343564,099+43.9% 


LANL 04837 
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X -.Sender: schfage.dafe@efnail.afdiv.iani.gov 
X-Mailer: Windows Eudora Pro Version 3.0.1 (32) 

Date: Wed, 24 Jul 2002 17:46:06 -0600 

To: valdivie 2 @lanl.g 0 v 

From: Dale Schrage <dis@ian!.gov> 

Subject: Re: Improper Charge 

Cc: ban ©iani.qov. hernandezjohnj© tanl.gov. vaughn_.nancy_e@lenl.gov 
sisfo'-.^ pc\ swicoer^ iS'-..gov 

ne;c <s me 5 : 0 ; v c-f. me mysieiv cnarcfc uqh. Mesa Lq^pmef.-, * Suppr* 

The purchase order #24329 is a laboratory blanket order with Mesa Equipment 
& Supply. The present limit is S2.7M and thus tar LANL has been billed a 
total of $2.3M. Because it is a blanket order, the LANL FMIS and Data 
Warehouse systems report ail procurements as being requested by the buyer, 
in this case, Steve Lopez. To add to the confusion, the LANL FMIS and Data 
Warehouse systems report all orders from this vendor as being Air 
Compressors. What was in fact ordered were 8 pieces of material stock. 
Additional confusion was that the ite'ms ordered were delivered in April. 

So, seeing this charge as billed in June was a surprise. 

So, the charge is in fact legitimate and there is no tagabie item of 
property (i.e., air compressor) involved. 


Tab 102 


LANL 04726 


tlle://C:\DOCUME~ l\ADMINI-l\LOCALS~I\Teinp\eud5E.htm 
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John Hernandez, 06:46 PM 8/15/2002 -0500, Re: Fwd: Mesa items sold 


X-Sender: u096617@bus-mail ianS.gov 
X-Maiier: GUAlCOMvl Windows Eudora Version 5.1 
Date: Thu, 15 Aug 2002 18.46.21 -0500 
To: Stephen Lopez <swiopez@lani.gov> 

From: John Hernandez <hemandezjohnJ@lani gov> 
Subject: Re: Fwd: Mesa items said 

We need to talk Steve. 


Tab 103 


At 07:50 AM 8/15/02 -0600. you wrote: 

John. 

After I put Mesa on hold 1 need further direction. Please advise. Stephen 


From: "Robert Garcia" <rcbertgarcia@m esaeauiprnent.com> 
To: <swiopez@lani.gov> 

Subject: Mesa items sold 

Date: Thu, 15 Aug 2002 01 44.23 -0600 

X-Maiier: Mcrosoft Outlook IMO. Build 9.0.2416 (9.0.2911 .0) 

Importance: Normal 

X-Perimx-Spam: Gauge=. Probabiiity=0%. Report*”' 


Stephen, per your request, here is a rough estimate of this year's saies 
broken down into product categories. 

Sales: $800,000 


Air compressors 

and Vacuum S70.000 


Material Handling 

products $377,000 

Machine shop 

supplies $269,000 

Hand and electric 

tools $64,000 

Miscellaneous 

items $20,000 

I included hand and electric tools because they can be purchased through 
JFT. in every case I am aware of. the customer was advised of purchasing 
those items through JIT. but refused to do business with that JIT suppler 
As you can see, roughly 90% of Pie products we have sold this year are m 


1 


Printed for Stephen Lopez <swlopez@lanl.gov> 
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John Hernandez, 06:46 PM 8/1 S/2002 ~0$00. Re: Fwd: Mesa items sold 


categories listed on our BPA. If you have any questions, please contact me 
at your convenience. 

Respectfully, 

Robert Garcia 

Mesa Equipment & Supply 

Stephen W. Lopez 
Senior Contracts Administrator 
667*8554, Fax; 667-8641 
E-Mail swiopez@lanl.gov 
BUS-5 / 4 M'S D442 
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LANL 04158 



1246 


John Hernandez, 09:27 AM 9/4/2002 -0500, Re: Fwd: Mesa August Billing 


X-Sender: u0966l 7@bus-maii.lani.gov 
X*Mailer: QUALCOfvfvl Windows Eudora Version 5 1 
Date: Wed, 04 Sep 2002 09:27:33 -0500 
To: Stephen Lopez <swlopez@Ian!.gov> 

From: John Hernandez <hemandezjohnJ@ianl.gov> 
Subject: Re: Fwd: Mesa August Billing 


Tab 104 


Steve - try & get Mesa to cover as much of the outstanding charges as possible on the PC card 
or a PR. Only as a last resort, after they show us or we check with the requester, will we then 
process a mod to the blanket. 


At 10:58 AM 9/3/02 -0600, you wrote: 

John, 

What can we do about the below message 7 Should I mod the subcontract? Stephen 


From: "Robert Garcia" <robertgarcia@mesaequipment.com> 
To: <swiopez@lanl.gov> 

Subject Mesa August Billing 

Date: Tue, 3 Sep 2002 15:59:19-0600 

X-Mailer; Mcrosoft Outlook IMO Build 9 0.2416 (9.0 291 1.0) 

Importance: Normal 

X-Per!mx-Spam: Gauge=, Probabi!ify=0%, Report^**’ 


Steven, we completed our August Billing on Friday and we used up all 
available funds on our contract. In fact, we were $26,000 over our limit, 
but we did not include that amount on this billing We are trying to 
convert those items not billed to a PR or purchase card order. In addition 
to the $26,000 not billed, we also have $204,000 on back order. We are 
trying desperately to convert that business to PR or credit card, but it is 
difficult, tf you can provide any kind of assistance it would be 
appreciated. 

Thank you, 


Robert Garcia 

Mesa Equipment & Supply 

Stephen W. Lopez 
Senior Contracts Administrator 
667-8554. Fax: 667-8S41 
E-Mail swlopez@iani.gov 


LANL 04207 


Printed for Stephen Lopez <sw!opez@lant.gov> 
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John Hernandez, 09:27 AM 9/4/2002 -0500, Re: Fwd: Mesa August Silting 


| BUS-5 / 4 WS D442 


LANL 04208 


Printed for Stephen Lopez <swlopez@lanl.gov> 
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Tab 105 


Office of the Office Leader 
S-OS1 


SPECIAL ORDER: 02-36 


inquiry organization is a professional, 
comprehensive reporting system. In the early part of 2002 multiple changes 
were made to the OSI reporting system to effectuate this process. It is 
understood that we are still in die throes of this transition system. Much 
success has been made in this shift, but there are some kinks that need to be 
ironed out. This Special Order concerns some of the fault lines that still 
need to be addressed. That is; 

A. The general process of the OSI reporting system concerning Assignment 

Reports and Incidents Reports consists of: 

1 ) When an inquirer is assigned to an event, the inquirer takes an 
Event Number from the computerized system. The inquirer 
immediately prepares a computerized Incident Memo. Obviously, 
in cases where the Office Leader assigns the event to an inquirer 
the Office Leader takes the Event Number and completes the 
Incident Memo, thereby negating the responsibility of the inquirer 
to complete this process. 

2) The Incident Memo is nothing more than a control system 
regarding the event that occurred. It is NOT to be used to report 
the event. Hence, the Remarks area of the Incident Memo shall 
only contain a brief comment of the event. Such as, for example, 
Conduct Larceny inquiry. 

3) The Inquirer/Office Leader makes two copies of the Incident 
Memo. One copy is placed in the Incident Memo basket, 
appropriately identified and located in Loretta’s area. The other 
copy shall be attached to the applicable security report by the 
inquirer, when they submit the report, through Loretta, to the 
Office Leader for review and approval. 

4) Ergo, when the inquiry is completed, the report, either the 
Assignment or Incident Report, is forwarded to the Office Leader, 
through Loretta, with the Incident Memo artached. 


SLbibC’i . C$i Reporting system 

TO; All OSI Personnel 

FROM: Office Leader - OSI 

1 . Central to the furibtions of any 



LANL 07829 
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So 01-020 


50 0201 - 


5) .After the report is approved by the Office Leader the Office Leader 
will forward the report to Loretta for processing and fining. Only 
reports that have the Office Leader's initials on i Assignment 



ensure the Office Leader's initials are on the reports before filing. 

6) After Loretta confirms approval of the report by the Office Leader, 
she will remove the relevant Incident Memo from the Incident 
Memo basket and destroy that copy. The Incident Memo with the 
Office Leader's initials will be filed. Incident Memos shall be filed 
by year, month of the year, and in numerical order by Event 
Number. Assignment Reports are filed without an incident Memo 
attached, by year, month of the year, and subheading of tEeType of 
incident. I ncident Reports are filed without lhe I ncident Memo 
attached, by year, and month of the year. 

7) If a supplemental to an Assignment Report or Incident Report is 
submitted, the same Event Number is used on the supplemental as 
the original report. The approval system for the supplemental is 
the same as for the original. Thus, a new r Event Number or 
Incident Memo is NOT taken/prepared for supplemental reports. 
For filing purposes, it is Loretta’s responsibility to ensure that the 
supplemental is filed with the original report. This can be easily 
identified since the supplemental report will have the original date 
of the event, and the Event Number. 

8) Ail Incident Memos, Assignment Reports, and Incident Reports 
shall be filed in a locked file, maintained by Loretta. 

2. The genera! process of the OSI reporting system concerning 
Security Incidents consists of; 

1 ) When an inquirer is assigned to a security event, the 
inquirer takes an Event Number from the computerized 
system. The inquirer immediately prepares a 
computerized Incident Memo. Obviously, in cases 
where the Office Leader assigns the event to an inquirer 
the Office Leader takes the Event Number and 
completes the Incident Memo, thereby negating the 
responsibility of the inquirer to complete this process 

2) The Incident Memo is nothing more than a control 
system regarding the event that occurred. It is NOT to 
be used to report the event. Hence, the Remarks area of 
the incident Memo shall only contain a brief comment 


LANL 07830 



1250 


of the event. Such as, for example, Conduct Security 
Incident inquiry. 

3 ) The Inq uirer/Office Leader makes two copies of the 
Incident Memo. One copy is placed in the Incident 


applicable security report by the inquirer, when they 
submit the report through Becky', to the Office Leader 
for review and approval. 

4) When the security inquiry is completed, the report is 
forwarded to the Office Leader, through Becky, with 
the Incident Memo attached. 

5) After the report is approved by the Office Leader the 
Office Leader will forward the report to Becky for 
processing. Only reports that have the Office Leaders 
initials on will be accepted as approved and ready for 
processing. It is Becky’s responsibility to ensure the 
Office Leader’s initials are on the report as approved. 

6) .After Becky confirms approval of the report by the 
Office Leader, she will remove the relevant Incident 
Memo from the Incident Memo basket and destroy that 
copy. The Incident Memo with the Officer Leaders 
initials will be filed by Loretta. The Incident Memo 
shall be filed by year, month of the year, and in 
numerical order by Event Number 

7) All Incident Memos concerning Security Incidents shall 
be filed in a locked file, maintained by Loretta. 

8) Becky will ensure the appropriate processing, filing, 
and maintenance of all approved Security Incidents. 

3. Common errors that are occurring in the OS I reporting system 

include: 

A. Incident Memos are being used as the reporting vehicle instead of. 
the Assignment Report or the Incident Report. Refer to Paragraph 1., 
A., 2) of this Special Order. 

B. Every Incident Report type event must use the reporting forms as 
outlined in relevant OSI Special Orders. Hence, the S-OSI Incident 
Report and S-OSi Cominuation/Supplemental Incident Report must 
be used (refer to OSI Special Order 02-020). It is allowable to use a 
“memorandum" format for continuation/supplemental submissions 
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but there MUST be a Supplements] Face Sheet for that 
memorandum format. For example, the conimuation'suppiememaJ 
form is completed, but the words “Refer to the Attached 
memorandum” must be placed In the (9) Continuation of Narrative 
area. The memorandum MUST contain, at the top. the following 


• Event Number: 

• Date of This Report: 

• Date of The Original Report: 

• Inquirer: (Initials of the Inquirer). 

• Page of of. 

The inquirer must place their initials next to their name and on 

EVERY PAGE associated with that continuation-supplemental 

report. 

C. Reports are being closed out without proper inquiry. That is, for 
example, there must be interviews; no stone left unturned; and the 
inquiry must be taken to its final end. Statements such as, anyone 
could have stolen the item; it happened a long time ago; and so forth, 
just do not make it within the realm of a professional inquiry. The 
aforesaid words can be placed in the report, but that does not 
complete the case. There is always, for example, someone to 
interview; always. 

D. Stolen property is not being properly identified. Please refer to OS I 
Special Orders 02-020; 02-031 . 

E. The word inquiry means a search for truth or knowledge; a 
systematic investigation. Search means to examine for articles 
concealed, to probe. Systematic means a definite scheme or method 
of procedure. Examine means to inspect closely, to inquire carefully. 
Based on the aforesaid definitions it is clear what our mission is as 
professional inquirers. Quite fiankly, 1 don’t see that in all of our 
reports, but we will. 

4. Thank you for your assistance in this matter of mutual concern. 
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SPECIAL LJM 
Building 1498 - Forum 
8:00 - 10:00 a.m. 
December 4, 2002 




Los Alamos 


Tab 106 


Wednesday. December 4 th 
'8:°° - Overview- ^ ^ 

8:10 PtttrfrasrCatERevTew c 



J. SaJgado 
J. Layton 
All 

R. Marquez 
All 

J. Culpepper 
J. Culpepper 
AH 

T. Palmteri 
All 


9:25 Property Management Update 


Q& A _ 

9:45 - 9:50 ' Wrap up 


All 


J. Salgado 
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AGENDA FOR BUS LEADERS MEETING 
Thursday, December 5, 2002 
2:00 - 3:00 p.m. 

Study Center (Jemez/Cochiti Rooms) 


2:00 - 2:05 p.m. Joe Salgado 

Opening Remarks 

2:05-2:35 p.m. Rich Marquez 

Update From Special UM 

2:35 - 2:45 p.m. Tom Palmieri 

Purchase Cards 

2:45 - 3:00 p.m. Jay Johnson 

Internal Controls Review 


LANL 03309 



1254 



LANL 03310 


1255 






1256 



LANL 03312 


1257 





LANL 03313 



1258 


o 

U1 

LL 

( 7 > 

(A 

< 

_! 


O 

z 

3 


CO 

o 

4 ~ 
<0 
'■£< 
CO 

4 -> 

C/) 


(0 

co 

D 


co 

»- 

o> 

o 

Q. 

■o 

v- 

co 

O 


CD 

CO 

co 

sz 

o 

v_ 

3 

CL 


CD 


H 

U. 

CD 

> 

o 

>* 


o 

< 

E 

03 

o 

CD 

CO 

0 

JC 

E 

3 

CL 


C 

o 

.S2 

CL 

E 

o 

O 


CO 


m <o in co 
c . co co c\i 

ill" 

LO co N 

N « O) r 
LO O CO N 
ID N CD CM 
<& ¥} tfr yS 


OJ CvJ 

o in 

CVJ 

to <& 


a> co 
co CD 

CD © 


2 2 

CM CM 

S (d o 
co co 9 
fcO C/3- CO 
K 

oo 

H 

c 

o 

o 

0 

w 

c 

CO 

“St© 

CO CM 

k oo a: 

cd d §> 

03 

_ ^ > 
O) >- < 
> O CM 
< m o 

g m ul 

| N 0 


CO 

05 03 
LL LL 


t- CM 
O O 
>• ^ 
LL LL 


C 

03 

£ 

>. 

CO 

Q. 


O 

m 


h» 

CD 

CM 

CD 

C/> 

I 


c 

CO 

1— 

</» 

CD 

03 

<0 

0 

> 

< 

CM 

O 

> 

LL 

CD 

O 

Z 


c 

0 

E 

& 

Q. 

0 

£ 

o 


CO 

n o 
V* o 

5 

ii 


c 

o 


c/3 


c 

CD 0 
O) i 3 

s; 0 

°° O) 
2 
0 

< 

CM 

O 

s fc 

CM . , 

* 0 


0 




LANL 03314 


1259 



03 

C 

o 


> c 

.22 o co 

> ~ a> 

| 5 3 

— C © C 
tc o ? 
C 03 o 5 

v / 

52 O cl O 
m l I I 


5 H 

0 T3 
> © 
© O 
DC c 
!_ O 
O o 

•w 0 

~o CC 

< k 


0 

JZ 

■c 

ZJ c 

ll o 

©>’cfl 
.E o 


DC > 
c 

03 O 
0 £ 
«2 co 
0 a 

_C h — 
O *5Z 

0 iS 
CL O 



LANL 03315 



1260 




LANL 03316 



1261 



COOMfiOtONfOO’JLncOOOtO 

6 i/i o> *-' w fti '-' 10 n cd o »* © , t i/5 
ir- ir, <\s cv cv ro c C.W N C OSCOrt'- 

CC h CV if. "C * CC cv ^ CC W n 1C lO S 


U) (0 W tt O 

o B o o o 

3 3 3 3 3 

X> X) XS X) XJ 

2 2 2 2 2 

CL CL CL Q_ CL 


o o o o o 

o o o o o 


« « M 

o o o 

3 3 3 
-0-0X5 
2 2 2 
CL CL 0- 
O fl) o 
©(DO 

ss *: st= ' 

o o o 

o o o 


o o o o 

3 3 3 3 
X) X) X) X 
2 2 2 2 
CL CL Q. CL 
o o o o 
0)0 0 ) 0 ) 
3= 5= 3= 5= 
o o o o 


wtocftwcnwcoooowwwwcoww 

oooooooooooogggg 

mmiiimffifflfflmicmmcQCQCQCQa] 

OOOOOOOOCDOOOOOOO 

l§§l£l£§££§£££i£ 

(0 (0 ffl (13 (0 (0 nJ (0 (0 ,oJ « « « ,« « 

LLlLlLU-LLiLLllLiLlLLLlLU.LU.U- 


o o o o o __ __ 

iSi^§§5ss§§5§§ss 

S^5nlSS5!S5!^S!S5!:!:a! 

2 r - T -r-'r-c'jCNicoco'^"t(noNcoo 



LANL 03317 



1262 




LANL 03318 




1263 




LANL 03319 



1264 




LANL 03320 



1265 




1266 



LANL 03322 


1267 


CVI 

o 

o 

CM 



to O 

< 4 -* 

o CO 

§ s 

CD 


>- 

UL 


</> 

■*-> 

</) 

0 ) 

DC 




LANL 03323 





1268 




LANL 03324 


1269 




LANL 03325 




CM 

O 








1271 


T5 

22 c 
CD CO 
3 >, 

o) tr 

CD <D 

<5 ° 
£ £ 
C "O 

a J 


>,£• E 
is ® 
n | o 
c § CD 

^IOh- 

OOO 

8 < C 

< ri .2 

« >, £ 
JS* ■£ w 

Ha 

' c § U 
o a. £ 

Q. (O 
w a> T3 

j a: = 
* « ro 
8 Si, c 

CD S’ 0 
CO TT /«i 

c Q- £ 

^ E CO 

2S LU 


jo 

1 ° 

C -4-j 

O <0 
O J= 

» >,.S2 

§ = -2 jn 

2 -S E 2 


br jO _ 

Q- i=i "5 r- 

a§C o 
< o >.0 
O) q -c >, 
.£ 9 0 -p 
<0 " q. m 

CO T3 O Q- 
x: c *— o 
p (D D. £ 
3 O) != _ 

CL C = D) 

i_ > o ,g 

Q. ® 3 

s 8<g S 

CL QC UJ 

. .*JK- 

=C*» 

— S C 


CO C G) 

c o Q. 
O CL o 

Cl (/) 

CO CU Q„ 

£ * 5 

r ® s 

| | z 
It- 

Sli i 


LANL 03327 



1272 


Talking Points 


Protecting & Safeguarding Government Property 

Regardless if LAN], property is barcode or not we have the 
responsibility yas managers and employees to protect and 
safeguard the property. Managers maintain the responsibility and 
accountability for property in their division or group. Employees 
maintain the responsibility of safeguarding and protecting property 
assigned to them via accountability statement. AM 701.14 
Protection of Government Property 

Lost. Stolen, and the Destruction of Government Property 

In our personal lives we have probably experienced losing a piece 
of property or maybe our houses or cars have been broken into. If 
this were the case we would probably notify the police. At work if 
we experience a similar situation we have the responsibility to 
notify our supervisor and notify security if government property is 
missing. We have to try to prevent this in the future and we also 
have to account for property on our accounting records and 
formalize proper disposition. 

Acquiring new Property 

Every workday were buying and receiving new property. Given 
the nature of the practices and the volume we deal with we may 
not catch all of it. If our employees are purchasing property our 
managers and supervisors need to know about it. Ensure 
employees are obtaining approval to purchase property. When we 
do purchase property we need to ensure we are properly receiving 
it to ensure we account for it. Property enters this laboratory either 
through LVA’s, JIT’s, PO’s or Purchase Cards. Managers need to 
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be reviewing those invoices. Requestors need to be notifying our 
Property Personnel to ensure we get it accounted for on our books. 

Support vour Property Administrator 

Every organizaiion ai the Lab has a property administrator 
assigned to them. These individuals can be extremely valuable 
when utilized. Those are the people managing your property, 
conducting your inventories, assigning new property and excessing 
your old property. Involve them ask them to supply you with 
information to ensure we our meeting our property requirements 
and your satisfied with the controls in your organizations. 

Disciplinary Action 

Supervisors and Managers are expected to take disciplinary action 
when they discover theft and misuse of property. AM 701.21 
Table 100.11. Property Accountability Discipline Violation Levels. 
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• Los Alamos 

NATIONAL LABORATORY 


AGENDA FOR BUS LEADERS MEETING 
Thursday, December 5, 2002 
2:00 - 3:00 p.m. 

Study Center (Jemez/Cochiti Rooms) 


2:00-2:05 p.m. 

Joe Salgado 

Opening Remarks 

2:05-2:35 p.m. 

Rich Marquez 

Update From Special LIM 

2:35 -2:45 p.m. 

Tom Patmieri 

Purchase Cards 

2:45 - 3:00 p.m. 

Jay Johnson 

Internal Controls Review 
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X-Ser>der: u088426@bus-mail.lanl.gov Tab 

X-Mailer: QUALCOMM Windows Eudora Version 4.3.2 
Date: Fri, 11 Jan 2002 14:59:54 -0700 

To: holdeF_robert_c@lanl.gov, Dick Strickler <Strickler@lanl.gov> 

From: Sue Sebring <srsebring@lanl.gov> 

Subject: Fwd: Heads Up: Re IG Audit of Contractor Purchase Cards 


X-Server-Uuid: 19a8503c-ef97-1 1d3-b9f4-0008c7e636c7 
From: "Garda, Donald J.“ <dgarcia@doeal.gov> 

To: "’Figueroa, Frank" <fafigue@sandia.gov>, 

'"Palmer, Dave (SNUProcurement)'" <DLPALME@sandia.gov>, 
"'Sebring, Sue (LANL)'" <srsebring@lanl.gov>, 

"’Roybal, Dennis (LANL)'" <dr@lani.gov>, 

“'Bidwell, Brian (Pantex Plant)'" <bbidwell@pantex.com>, 
“'Baker, Scott (Pantex Plant)’" <sbaker@pantex.com>, 

"'Hettich, Stan (LANL)'" <dhettich@lan!.gov>, 

'"McComb, Steve (KC Plant)"' <smccomb@kcp.com>, 
'"Gatewood, Mark 1 " <mgatewood@kcp.com>, 

"Romero, Elizabeth Y'BettyV (LAAO)" <bromero@doeal.gov>, 
"Padilla, Mark" <mpadilla@pantex.doe.gov>, 

"Kinsey-Cannon, Sherry" <skinsey-cannon@doeal.gov>, 

"Loftis, Jo" <jlot1is@doeal.gov>, 

"Cruz, Victoria E, V'VickiV <vcruz@doeal.gov>, 

"'Schneeberger, Cynthia (SNL/Small Business Office)'" 
<ccschne @ sandia.gov> 

cc: "Gibson III, Robert R." <rgibson@doeal.gov>, 

"Gibson, Christine M." <cgibson@doeat.gov>, 

"Retaliack, Lillian A." <lretallack@doea!.gov> 

Subject: Heads Up: Re IG Audit of Contractor Purchase Cards 
Date: Fri, 11 Jan 2002 13:04:01 -0700 
X-Mailer: Internet Mail Service (5.5.2653.19) 

X-WSS-ID: 1021SABF239995-01-01 


Original Message — 

From: Cavanagh, James 

f mailto:James. Cavanaah%nnsa.doe.oov@internet.al,oovl 
Sent: Thursday, January 10, 2002 1 1:43 AM 

To: 'aundra.richards@oak.doe.gov'; 'bellm@nv.doe.gov'; Gibson III, 
Robert R.; Garcia, Donald J. 

Cc: Braden, Robert; Lovett, Ed; Rueter, Carol 

Subject: Heads up Re IG Audit of Contractor Purchase Cards 


HEADS UP 

The DOE IG just announced that they are going to initiate a DOE-wide audit 
of Contractor Purchase Card Use. 
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X-Sender: u086265@bus-mail.lanl.gov 

X-Mailer: QUALCOMM Windows Eudcra Version 4.3.2 

Date: Wed, 23 Jan 2002 15:01:22 -0700 

To: Dennis Roybal <roybal_dennis_a@ lanl.gov> 

From: Robert Holder crcholdef @tar,l gov> 

Subject: Re: Heads Up: Re IG Audit of Contracto- Purchase Ca r ds 
Co rchoiriene lanl pov 


The monitoring /review ot P-card purchases to identify unallowable items and costs is strong 
and occumentation is current. 

The system currently allows a person to buy attractive properly (requiring a PN ). In interacting 
with BUS-6, we have jointly discovered that , in reviewing for compliance (i.e., did the 
requester, working with their Property Rep have all such items tagged and controlled): 

c the reviews are not current and have likely never been current, 
c there are many difficulties for auditing by BUS-6 or Team 1 on this area, & 
c we are not likely to demonstrate that attractive property bought via purchase cards 
has been properly controlled. 

In conjunction with BUS-6, we are making a final determination to exclude attractive property 
from the Purchase Card program (all indications are that we should exclude attractive property 
-- SNL, among many others, excludes PN items from purchase card acquisitions). 

We are identifying users who have not activated their purchase card (after being trained and 
issued a card) or have zero use of an activated card. Bank of America has just delivered a 
special report of such data (required a S500 charge) (the new PCard company will enable us to 
run such a report in real time ourself). We will interact with those individuals regarding their 
need for a card,; without justification, we will deactivate/rescind such accounts. 

BUS-5 will revisit and upgrade our written policy regarding violations /non-compliance (which is 
(airly strong) and consequences ( graded warnign, suspensions, or revocations). Stan would 
like to have HR (and maybe LC; endorse such a published policy. At present, failure to 
reconcile timely is not a defined performance requirement of users. 

BUS-5 is considering bringing in a UC corporate audit company (short term) to examine our 
system from a business practices /best practices basis, which would give us an outside 
independent assessment of our current program. Lyle Bawden was at our Team Leader 
meeting and assisted in identifying how to work thru AA to access the UC audit companies 
( not Arthur Anderson, ho ho ! ). 

We addressed all key areas known to be ot concern and expected to be reviewed by IG. We 
have some actions to further improve on (as summarized above) but, for other than attractive 
property, I would grade us as being in excellent shape and will implement some immediate 
changes (including property items) to improve our position. 

I will report periodically as me implement actions on ttie P-Card Program. 
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"Padilla, Mark" <mpadilla@pantex.doe.gov>, 
"Kinsey-Cannon, Sherry" <skinsey-cannon@doeal.gov>, 
"Loftis, Jo" <jiof1is@doeal.gov>, 

"Cruz, Victoria E. VVickiV" <vcruz@doeal.gov>, 
"'Schneeberger, Cynthia (SNL'Smail Business Office) 1 " 
<ccschne@sandia.gov> 
cc "Gibson II!. Robed R ’ <rcibson@doesi.ccv; 


Subject: Heads Up: Re !G Audit ot Gonuacior Furcnase Caret 
Date: Fri, f 1 Jan 2002 13:04:01 -0700 
X-Mailer: Internet Mail Service (5.5.2653.19) 

X-WSS-ID: 1 021 9ABF239995-01-01 


Original Message 

From: Cavanagh, James 

[ mailto:James.CavanaQh%nnsa.doe .Q Qv@ inter net.al.Q Ov) 

Sent: Thursday, January 10, 2002 11:43 AM 

To: 'aundra.richards@oak.doe.gov ! ; ‘bellm@nv.doe.gov': Gibson Ml, 

Robert R.; Garcia, Donald J. 

Cc: Braden, Robert; Lovett, Ed; Rueter, Carol 

Subject: Heads up Re IG Audit of Contractor Purchase Cards 


HEADS UP 

The DOE IG just announced that they are going to initiate a DOE-wide audit 
of Contractor Purchase Card Use. 

GAO did an audit of the San Diego Naval Base purchase card program and found 
a disaster;... people going to Waimart, people giving the card to relatives, 
every sailor a card holder, etc. The House Government Operations Committee 
held hearings and beat up some naval officers. As a result, the committee 
has turned on the GAO and the FBI to audit every Federal agency, with the 
help of the Inspectors General. 

The IG identified 4 instances of fraudulent use of p-cards at DOE sites and 
believe that this is the tip of the ice-berg. I don't think they are 
correct, but they will be coming to visit your Krs. 

The P-card program is a vital part of each Krs Purchasing system and must be 
appropriately controlled and overseen. Of the 5,400 purchase card holders, 
just under the Bank of America program, 4,000 are contractor employees. As 
other contractors have other banks, the number of course is much larger than 
that. 

If you are not already doing so, please engage the Purchasing Managers of 
your major site and facility management contract in addressing this subject 
to your satisfaction. Now that they will be warned that the IG is coming, 
there is no excuse for any abuses not having been found and corrective 
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X Sender: uOS7894@bus-mail.lanl.gov 
X-Mailer: QUALCOMM Windows Eudora Version 4.3.2 
Date: Sun, 27 Jan 2002 00:30:47 -0700 
To: Robert Holder <rcholder@lanl.gov> 

From: Dennis Roybal <roybal_dennis_a@lanl.gov> 

Subject: Re: Heads Up: Re IG Audit of Contractor Purchase Cards 


Action; I wouio iiK6 a iisx ot wnsi r\fcy ate as you levitwcG insi wouic ot coii.ul .cj a ; > tc 
audit. How do we know that John Doe (Lab employee) did not give the card to his wife who 
went to Wal-Mart, bought products, then John Doe reconciled his P*card at work? 

Also, with regard to P/N items, I would sometime in the future like to consider giving P-cards to 
property administrators that want to work with Purchasing to allow only them to buy and 
receive property numbered items with P-cards. Does this sound reasonable to you? 

Dennis 


At 03:01 PM 1/23/2002 -0700, Robert Holder wrote: 

Overview 

The monitoring /review of P-card purchases to identify unallowable items and costs is strong 
and documentation is current. 

The system currently allows a person to buy attractive property (requiring a PN ). In 
interacting with BUS-6, we have jointly discovered that , in reviewing for compliance (i.e., did 
the requester, working with their Property Rep, have all such items tagged and controlled): 

o the reviews are not current and have likely never been current, 
o there are many difficulties for auditing by BUS-6 or Team 1 on this area, & 
o we are not likely to demonstrate that attractive property bought via purchase cards 
has been properly controlled. 


In conjunction with BUS-6, we are making a final determination to exclude attractive properly 
from the Purchase Card program (all indications are that we should exclude attractive 
property - SNL, among many others, excludes PN items from purchase card acquisitions). 

We are identifying users who have not activated their purchase card (after being trained and 
issued a card) or have zero use of an activated card. Bank of America has just delivered a 
special report of such data (required a S500 charge) {the new PCard company will enable us 
to run such a report in real time ourself}. We will interact with those individuals regarding 
their need for a card,: without justification, we will deactivate/rescind such accounts. 

BUS-5 will revisit and upgrade our written policy regarding violations /non-compliance (which 
is fairly strong) and consequences ( graded warnign, suspensions, or revocations). Sian 
would like to have HR (and maybe LC) endorse such a published policy. At present, failure 

LANL 1 5819 
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. Stan Hettich 
roup Leader; BUS 5 


i-Server-Uuid: 1 9a8503c-et97-1 1 d3-b9t4-OOC8c7e636c7 
■or" "Gfi'C c. Donald J " <c1cfirca<? n-or ad pov~ 


"SeDimg, Sue (lANL,i ' <srs&Diinyi£ i&ru.gcvs. 

“‘Roybal, Dennis (LANL)'" <br(g.lanl.govs, 

"‘Bidwell, Brian (Pantex Plant)'" <bbidwel!@pantex. corns, 
"Baker, Scott (Pantex Plant)'" <sbaker@pantex. corns, 
"’Hettich, Stan (LANL)"' <dhettich@lanl.gov>, 

"McComb, Steve (KC Plant)"' <smccomb@kcp. corns, 
'"Gatewood, Mark'" <mgatewood@kcp. corns, 

"Romero, Elizabeth Y'BettyV (LAAO)" <bromero@doeal.gov>, 
Padilla, Mark" <mpadilla@pantex. doe. govs, 

Kinsey-Cannon, Sherry" <skinsey-cannon@doeal.gov>, 
"Lottis, Jo" <jloftis@doeal.gov>, 

"Cruz, Victoria E. V'VickiV" <vcruz@doeal gov>, 
"'Schneeberger, Cynthia (SNLVSmall Business Office)'" 
<ccschne@ sandia.gov> 

:c: "Gibson III, Robert R." <rgibson@doeal.gov>, 

"Gibson, Christine M." <cgibson@doeal.gov>, 

"Retallack, Lillian A." <lretallack@ : doeal.gov> 

Subject: Heads Up: Re IG Audit of Contractor Purchase Cards 
Date: Fri 1 1 Jan 2002 13:04:01 -0700 
< Mailer: internet Mail Service (5.5.2653.19) 

<-WSS-ID: 1 021 9ABF239995-01 -01 


— Original Message 

Dorn: Cavanagh, James 

mailto: James. Cavanaah°,cn n sa.d oe.go»t.@ internet. al gov] 

Bent: Thursday, January 1 0, 2C02 11:43 AM 

To: 'aundra.richards@oak.doe.gov'; 'bellm@nv.doe.gov 1 ; Gibson III, 

Robert R.; Garcia, Donaid J. 

Sc: Braden, Robert; Lovett, Ed; Rueter. Carol 

Subject: Heads up Re IG Audit of Contractor Purchase Cards 


HEADS UP 

The DOE IG just announced that they are going to initiate a DOE-wide audit 
of Contractor Purchase Card Use. 

3AO did an audit of the San Diego Naval Base purchase card program and found 
a disaster;... people going to Walmart, people giving the card to relatives, 
every sailor a card holder, etc. The House Government Operations Committee 
teld hearings and beat up some naval officers. As a result, the committee 
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To: "Greg Lefelar" <Iefelagr@us ibm.com> 

Subject: Re: IBM remit-to address 
Cc: rcholder@lanl.gov 

Thanks — when running between meetings today, I read just that one section toft ot the WEB, 
I didn’t easily see it) irrespective of that, this is one ot these things that is best to validate 
tr'f'r r-ftnneur e'er r ■ V. r i.cia sysre- 

send you a progress report via email on the PO issuance to you; I expect to have it no earlier 
than late afternoon local time - otherwise it will extend into Friday due to the joy of my internal 
software & financial system, (the effective date and confirming date is the date of the letter ! ). 

Thanks again tor you excellent support. 


At 04:37 PM 1/30/02 -0500, you wrote: 

Bob, the Philadelphia address is the one to use {it's noted in our GSA 
Schedule) ... 

IBM Corp 

PO Box 7247-0276 
Philadelphia, PA 19170 


Greg Lefelar 

Manager, Federal eServer Sales 
IBM Government Systems 
lefelagr@us.ibm.com 
301-803-2659 


Robert C. Holder, C.P.M. 
Procurement Team Leader - Systems Contracts 
Regents of the University of California 
Los Alamos National Laboratory 
P.O. Box 1663, Mail Stop D447 
Los Alamos, NM 87545 
email: rcholder@lanl.gov 
Phone: 505-665-6994 Fax; 505-665-7809 
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X-Sender: u086265@bus-mail.lanl.gov 

X-Mailer: QUALCOMM Windows Eudora Version 4.3.2 

Date: Mon, 13 May 2002 17:42:45 -0600 

To: cpearson@lanl.gov 

From: Robert Holder <rcholder@lanl.gov> 

Subject: Purchsse Card Program - New Bank / New Cards 
Or aur-r-noc no! prv .tc" h olbc- 'd Ir.w rr\ 


Let me respond to the 3 points and your recommended solution/alternative process: 

1. Why is this being done? 

The change to a different financial entity tor the purchase cards is a result ot (a) a Tri- 
Laboratory UCOP (LANL., LBNL, t LNL) project to achieve increased cost benefits by 
leveraging the total UC purchase card volume, and (b) to obtain socioeconomic data on 
the businesses we are buying from (unavailable from our current bank entity). 

Obtaining socioeconomic data on purchase card transactions was committed to 
Congress by John Browne as a result of last August's Congressional committee hearing 
held in Santa Fe where such data was expected. 

2. Rationale for in person exchange o! purchase cards and tor the activation dates: 

There has been extraordinary scrutiny of purchase card programs by the GAO and IG 
functions (including DOE-IG) in the past 6 months, ail focused at program ("system") 
vulnerabilities for fraud, misuse, and purchase of unallowable cost items. Since the 
purchase cards create direct billings resulting in Immediate payment by the 
Laboratory/DOE and due to externa! audit and DOE-HO extreme concerns coupled with 
the large number of cards (about 1050) and the nature of the inter-office mail, we 
decided that strict personal exchange (same as lor access badges) would best eliminate 
any possibility for diversion of a new purchase card; notwithstanding that each 
cardholder is directly accountable for purchases under the card assigned to them. The 
SM-30 location was chosen since adequate visitor and government vehicle parking exists 
(unlike Otowi ). 

Since the Laboratory's internal software system cannot be run by IM-8 simultaneously tor 
both the old and new banks tor each Lab individual, the hard start/stop dates resulted 
(Bank America Visa card accounts cease on May 27, new Bank One Mastercard 
accounts become enabled on May 28). The new cards become activated by the 
individual's call to the 1-800 number,. The new P-card accounts cannot be utilized 
unless enabled and activated. 

We will hold new cards that are not picked up within the exchange period and then 
communicate with that individual, or their approver, SJor group to achieve successful 
exchange. We would appreciate anyone who s schedule does not work for that period to 
call or email us so that we can make arrangements to meet their circumsiances. 

3. Reasonable time for activation: 
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Page 1 of 2 


To: Stephen Lopez <swiopez@lanl.gov> 

From: John Hernandez <hernandezJohnJ@iani.gov> 

Subject: Re: Mesa Equipment 

Cc: 

Bcc: 


Tab 1 08 


Come talk to me about these two BEFORE you cut any mod. i talked to Robert Garcia today 
and told him there would be a delay. He understands. 


At 1 1 :45 AM 1 1/5/02 -0700, you wrote: 

John, 

Per our meeting of today I am requesting approval on the following 2 subcontract 
modifications. Please review and approve the modifications, which are for more that 50% of 
the original award amounts: 

Mesa Equipment Subcontract 24331-001-01-49 
Amount: $195,000.00 

Period of performance: through October 31, 2002 
M odificatio n 

Increase Ceiling by $400,000.00 

Exercise one three-year option, which extends the period through October 31, 2005. 

It is estimated that an increase of S400,000.00 will be sufficient to cover expenditures through 
the extended period (October 31 , 2005). The Statement of Work has not changed. This is a 
Time and Materials effort for repair of University owned equipment. If the negotiated prices 
change, Mesa Equipment will be required to submit a proposal for evaluation and negotiation. 


Mesa Equipment Subcontract 24329-001-01-49 
Amount: $2,700,000.00 

Period of performance; through October 31 , 2002 
Modification 

Increase Ceiling by $750,000.00 

Extend the period of performance through April 28, 2003. 

It is estimated that an increase of $750,000.00 will be sufficient to cover expenditures through 
the extended period (April 28, 2003). At that time it is anticipated that updated Just-In-Time 
(JiT) subcontracts will be awarded that will support the requirement of this subcontract. The 
established Statement of Work is not changed. Mesa Equipment has specifically agreed to 
stay within the boundaries of the SOW. Any deviation will require Contract Administration 
(CA) written approval. 


Sincerely, Stephen 


LANL 15068 
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Page 2 of 2 


Stephen W. Lopez 
Senior Contracts Administrator 
667-8554. Fax: 667-8641 
E-Mail swl 0 pe 2 fflanl.gov 
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Dick Strickler, 04:40 PM 1 1/6/2002 -0700, Mesa Equipment 


Page 1 of 3 


X-Sender: u096617@bus-mail.lanl.gov 
X-Mailer: QUALCOMM Windows Eudora Version 5.1 
Date: Wed, 06 Nov 2002 17:09:29 -0600 

To: David Hettich <dhettich@lanl.gov> Tab 109 

Fiom: John Hernandez <hernandezJohnJ@lanl.gov> 

Subject: Fwd: Mesa Equipment 

Cc: strickler Jr f@lsnl.oov vib@lanl.gov 


As I told Dick, I forwarded Dennis' request to Barbara for initial replies. Her comments are 
found below in blue. I've added my comments in red. As Barbara says, I’m surprised Dennis 
is asking these questions - 1 thought he already knew. 

Let me know if you or Dennis need anything else - i will be here this evening. 

X-Sender: bam@popmail.esa.ianl.gov 

X-Mailer: QUALCOMM Windows Eudora Version 4.3.2 

Date: Wed, 06 Nov 2002 14:22:44 -0700 

To: hernandez John J@lanl.gov 

From: Barbara A Martinez <bsm@lanl.gov> 

Subject: Mesa Equipment 

John, 

Wasn't this communication relayed to Dennis or is this a first for him? This morning's article 
should have never caught him off guard. If you remember correctly these issues were 
addressed & discussed in the meeting between you, myself, Vern, Stan, Dick and Stephen 
on August 1, 2002. 

X-Sender: u087894@bus-mail.lanl.gov 

X-Mailer: QUALCOMM Windows Eudora Version 5.1.1 

Date: Wed, 06 Nov 2002 1 1 :27:49 -0700 

To: dhettich@lanl.gov, hernandezJohnJ@lanl.gov 

From: Dennis Roybal <roybal_dennis_a@lanl.gov> 

Subject: Mesa Equipment 

Cc: Vernon Brown <vjb@lanl.gov>, strickler_r_f@lanl.gov 

By now, you may have seen the article in the ABQ Journal about the three arrests at the 
Lab regarding purchases (some from Mesa Equipment). I need a few things answered and 
then perhaps a meeting: 

1 . Did we ever question items that were being purchased that were outside the scope? Yes, 
on many occasions we personally questioned items that were being purchased. There is 
written justifications in the file from Scott Alexander. You and Stephen questioned him via a 
teleconference call about the fishing equipment/waders and other personal looking stuff. 
Scott told you they needed the equipment to wade into a low level contaminated pond, 
about 2 - 4 feet deep at one of the technical sites, in order to take measurements. 

2 . Did Mesa Equipment ever bring this to our attention? Not that we our aware of. Mesa 
Equipment has communicated to us that they were not aware of what was transpiring. 

LANL 14540 
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Dick Strickler, 04:40 PM 11/6/2002 -0700, Mesa Equipment 


Page 2 of 3 


Mesa never notified us about the questionable items. In our meeting with Robert Garcia 
yesterday, he explained that requesters, like Scott A„ told him the equipment was needed 
on an emergency basis because he was setting up a Command Center (this was after S/1 1), 
and it made sense to them. I believe Robert even said that another group/requester had set 
up command centers before, like after the Cerro Grande fire & rushed various orders 
through Mesa. He was told to deliver the items that day or within 24 hours. 

Whm c'CirecVrcr cmr-mr' rrrirclr have tv* nr n riser tr prevent Ihlf from happening 

One thing that we could have done was audit Mesa Equipment moie tiequently. Howevei. 
even if we would have performed this function, some of the purchases in questions had 
immediate justifications. 

To be honest if there is a conscious conspiracy internally between employees with an intend 
to commit theft/fraud we can only hope to minimize this action from happening again. In this 
situation there was dual control break down between Scott Alexander & Peter Bussolini (i,e. 
the cat is watching the hen house). 

t has been put in writing to Mesa that they will do the following: 

1. All deliveries will be done through the SM30 warehouse - no exceptions. 

1 . NO products are to be delivered that are not within the scope of work. If a requester insists, 
hey are to procure it through the PR process. 

i. NO product will be delivered that is already available through the JIT contract, 
t. NO releases to exceed S2.5K without the approval of the contract specialist. 

There is another condition, but I can't remember it. Steve is out on vacation the rest of the 
veek, and given that I must respond before COB today, I will look through his office for the 
rontract and have this information available if you want to meet. 


4. What is the status of the Mesa contract? 

The contract is currently "frozen" with zero dollars available. Mesa has been instructed, in 
writing, to direct any business through the purchase request process. Robert Garcia met 
with Steve Lopez, contract administrator and myself, yesterday, to ask if we would allow the 
use of the blanket for specific, within the scope of “industrial equipment," releases (and add 
funds). I told him we would have to request Group Leader approval, in light of the current 
investigations and breaking news. I also made it clear to Mesa that we would not allow the 
ordeiing of any products that are on any JIT contract - be it Frank's Supply or otherwise. 

5. How exactly did we get to $2.7M? 

That would be my responsibility. Barbara Martinez processed the modifications and 
submitted them to me for review and approval. We (Barbara & i) were caught by surprise 
with the amount of monthly business that Mesa generated. Being that every release was a 
recharge back to each group/requester, we were not obligating a firm fixed dollar amount to 
the blanket - only a “ceiling threshold" that procurement believed was sufficient to cover the 
monthly amounts. These amounts were estimates based on past historical usage from 
Mesa, but we did not take into consideration the fact that past historical numbers were for 
JIT subcontracted work through Frank's, and did not include direct business. 


6. How exactly were items purchased under this contract? Who was authorized? As in JIT or 
LVA's any requestor has the authority to make purchases via this contract. Scott Alexander 


Printed for Alex Kent <alex@lanl.gov> 
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Dick S trickier, 04:40 PM 1 1/6/2002 -0700, Mesa Equipment 


Page 3 of 3 


was an authorized procurement person. 

\!so, most if not all requesters, have S5K signature authority. We checked the SAS system & 
/erified that, for example, Scott Alexander has this authority level to purchase chemicals & 
'purchase items/sign". We checked a few other requesters’ signature authorities & found the 
same. Some have even higher authorities, like $5K for chemicals and S25K for the second 
category' . 


I need this information as soon as possible, but no later than COB today. 
Dennis 


HAVE A GOOD DAY! 

Barbara Martinez 


Procurement Contract 
(505) 665-5695 (phone) 
e-mail: bam01anl.gov 
"B” Schedule 


Specialist 
( 505) 665-0934 (fax) 
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Tab 1 10 


Summarization & Fact Sheet on Mesa Equipment 
Contract No. 24329 
12-9-02 

Chronology: 


• Elankei contract aw arded on November 1 . 2000. with a noi -jo-eyceed ("NTE } r eiiinr 
business. 

• Intended as a short-term, six-month instrument to compliment the Frank’s Supply 
Company JIT supplier. Requesters were purchasing product from Mesa through the 
Frank’s Supply JIT contract and complaining about the mark-up as a result of the pass 
through. 

• A specific scope-of-work statement was identified with Mesa regarding the products 
to be supplied, in order to avoid overlapping with the JIT supplier, and identify the 
products. It was spelled out that only “Air compressors, vacuum systems, material 
handling equipment, machine tools & shop supplies” were to be supplied. Examples 
of approved products included: air compressors, power tools, ladders, electric air and 
manual hoists, shelving & storage systems, regulators, dryers, and liquid ring vacuum 
pumps. This list was to be representative of the scope-of-work products that were 
allowed on the contract. 

• Mesa Equipment was referred to Procurement by the Small Business Office as a 
viable source to meet northern New Mexico business goals and initiatives, plus reach 
Prime Contract Appendix F & J goals (small disadvantaged business classification). 

• March 2001 - Modification #\ increased the ceiling NTE amount to S500K. 

•• Sept ember-3-,- -2001- - Modification #2- increased the amount to- $ 1 M-. 

• September 27, 2001 - Modification #3 increased the amount to $1 .5M. It was 
determined that this would be sufficient to address the increased demand by the 
requesters, of which the primary user was the Facility Waste & Operations (FWO) 
managers. 

• January 27, 2002 - Modification # 4 increased amount to S2.7M. 

• April 2002 - Modification #5 processed to change the administration of the contract 
specialist. No other changes were made. 

• Contract was allowed to continue unchanged from May 2002 through the expiration 
of the contract, October 31, 2002, because of the investigation. 

• Contract expired on 10-31-02. 

Observations: 

• Due to the unique nature of the contract, which was unlike any previous blank et-type 
contract, the contract format type was not the best choice. The “blanket type” was 
selected because the team leader expected the contract to be of very short duration - 
six months, and relatively iow-dollar (expecting the JIT contract to be re-competed & 
the Mesa contract closed out). 

• Because it was a lab-wide blanket, very difficult to define the laboratory users. The 
norm would be specifically requested blankets that identified the requesting 
organization. Several customers requested an arrangement with Mesa; they cited the 
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quality assurance qualifications of Mesa and the service support provided, which the 
JIT supplier did not possess. Frank’s Supply would sell the product (many times after 
obtaining it from Mesa), and Mesa would perform the preventive maintenance and 
repair after the sale. Requesters saw that it made more sense to cut out the “middle 
man” and insisted on going directly to Mesa. 

• The romrar * srerhlist started out audihnr every invoke mease Jot compliance with 
the comae; • ecu:: e men;: . hu: eve; uint tru e\chec ic- random audits. Release. 1 - 
were questioned and documented in the file by the contract specialist. The sample 
size became relatively small & problems were not fully identified and addressed. 

• Deviations from the contract scope-of-work in some instances were supported by 
documentation of unusual circumstances, such as the Cerro Grande Fire. 

• The highest users of the contract included; 

• Scon Alexander charged a total of $422, 832.65 

• Bryant Roybal - $653,986.97 

• Darrick Stafford - $327,883.08 

• Mike Romero - $302,666.90 

• Deborah Lewis - $1 14,723.52 

• Warren Pierce - $95,991 .40 

• The remainder of the users, approximately 125, had much lower dollar amounts. 

• A review of all individual reieases/invoices by the contract specialist found that a 
total of 1,757 were found to be within the scope of the contract, 161 releases out of 
scope. A total of 41 releases greater than $5,000.00 were not verified or approved 
before delivery, as required by the contract provisions. 

Lessons Learned: 

• Group Leader has implemented a rule that requires management review and approval 
for changes to the contract scope that increase the value of the contract by 50% (over 
S500K). 

• Reports will be run quarterly to see that management tracks & identifies all 
significant scope changes occurring on all active contracts. 

• A professional training and certification program has been established for all 
procurement personnel. 

• All future deliveries must be processed through the central receiving department. 

SM30. 

• No “open” blanket contracts to be awarded from here on. 

• No sensitive items except through JIT or specific purchase orders. 

• All orders/line items exceeding $2,500.00 must have the Contract Specialists’ 
approval. 
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Dennis Roybal, 06:13 PM 11/20/2002, Re: Fwd; MESA ORDERS lab 111 

X-Sender: u087894@bus-mail.lant.gov 

X-Mai!er: QUALCOMM Windows Eudora Version 5.1.1 

Date: Wed, 20 Nov 2002 18:13:11 -0700 

To: John Hernandez <hema rdezjohn_j@ianl.gov>, sebring_sue_r@iani.gov 
From: Dennis Roybal <royba(_dennis_a@iani.gov^ 

Subject: Re: Fwd: MESA ORDERS 

Cc: dhettich@!ani.gov, strickler_r_f@iani.gov 

WOW!!! May need to turn this over to Marquez. Stan and i will discuss and get back to you. 
Thanks! 

Dennis 


At 06:54 PM 11/20/2002-0600, John Hernandez wrote: 

Sue, 

While doing our research into the Mesa file, i came across this incident experienced by Nancy 
Williams, it speaks to the collusion that obviously took place between Bussolini, Alexander, and 
apparentiy, a John Jennings. Makes me question the integrity of the Mesa Eqpt sales rep. - Ed 
Matheny. 

To summarize as briefly as possible for you: 

• Nancy Williams was assigned a PR, #52092, for an air compressor, with the 
source listed as Mesa. This was May 8, 2002. Nancy tpiaced the order directly with 
Mesa after getting pricing (order was accepted by an employee named "Ben"). Matheny 
stopped the delivery, stating it was the wrong item & only he knew what 
Jennings/Aiexander really wanted. Told Nancy to cancel the order & place it through the 
blanket! 

• Matheny obviously spoke to the requesters and had the order cancelled via a 

memo, instructing Nancy to cancel it Reference was made by Jennings to Alice 
Travis that he would be camping with Matheny over the weekend (Labor Day?) and 
discuss the issue. This happened before the cancellation memo was 

received. 

• The requester then ordered the same material through the blanket, at a higher 
unit price! Same requester, same equipment. 

As a point of comparison, Nancy Williams later received a PR on 6-24-02, for equipment from 
Joan Taylor, addressed to Mesa. Nancy processed the PR, awarded it without question, 
directly to Mesa. No problems or resistance ever encountered with Ms. Taylor. Mesa never 
said the order had to go through the blanket. 

It is obvious to me that three or more individuals involved in the processing of PR 52092, 
intentionally diverted the order and were in collusion. 

LANL 04541 
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Dennis Roybal, 06:13 PM 11/20/2002, Re: Fwd: MESA ORDERS 


We have complete copies of the files if you want them. 


X-Sender u09l 157 @bu<-mail. Ianl.gov 

X-Maiier. Q UAi. CO MM Windows Eudora Version 5.0.1 

Date: Wed, 20 Nov 2002 10:24:43 -0700 

To: hernandezJohnj@tani.gov 

From: Nancy Ann Williams <naw@lani.gov> 

Subject: MESA ORDERS 

John here are the highlights per our discussion - if you have any questions - please call- 

• 5-8-02 reev'd PR #52092 for a Quincy model GMT-25-150 air compressor 

• buyer called to get better description of item ( req. Steve W) - possible competition 

• buyer received a ielecon from Ed Matheny-MESA- Ed informed the buyer that the 

that this order needed to be placed on the blanket as he, Ed knew exactly what the 
requester wanted- there was no need for further description 

• buyer proceeded to place an order after getting pricing from Ben 

• order had not shipped - Ed M, held order because he said items ordered were not 

what the requester wanted. Buyer told him he has no authority to tell our requesters 
what they needed to order much less hold up an order shipment- Ed again informed 
buyer that this should have been placed on the blanket order 

• 5-14-02 buyer received a memo from Jake Fernandez to cancel order 

• purchase order was cancelled on 5-14-02 - confirmation copy sent to Ed M at Mesa 

• buyer's co worker received a call from John Jennings FWO, (on some other issue) he 
made 

mention of order #52092 - ref. conversation between buyer and Ed M, - Co worker told 

John 

that buyer needed to make all decisions concerning changes to orders - John agreed 
that 

Ed M had over stepped his bounds and he, John would discuss it with Ed M as they 
were going 

camping together this weekend in Colorado. 

• 5-24-02 PR #53140 was received, assigned to Anthony T. - same req. same 
equipment - 

memo attached to have placed on blanket #24329-001-01 - order placed for 
$9,991.10, $1,261.60 MORE than first purchase order was for. 

• 6-24-02 PR #55292 was received, (for TA3, BUILD 38, Joan Tay!or-FM) assigned to 
Nancy W. 

LANL 04542 
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, Dennis Roybal, 06:13 PM 11/20/2002, Re: Fwd: MESA ORDERS 


- buyer placed as an order, not on blanket - there were no problems nor was there ever 
any discuss ion/calls from Mesa telling the buyer that the order should have been 

placed on the blanket. 

(this info is provided just as informational documentation) 


Dennis A. Roybal 

Deputy Division Leader 
Business Operations Division 
Phone: 505-667-3848 
Fax; 505-665-7257 
E-Mail: dr@lanl.gov 


LANL 04543 
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ajiron@lanLgov, Dennis Roybal, 07:23 AM 11/22/2002, Fwd: MESA ORDERS 

To: ajiron@lanl.gov, Dennis Roybal <roybal_dennis_a@lanl.gov> 

From: David Hettich <dhettich@ian!.gov> 

Subject: Fwd: MESA ORDERS 
Cc: vjb@lanl.gov, strickler@lanl.gov 
Bcc. 

Attached: 


Dennis - As we discussed, I have been having John continue his review of the Mesa blanket to 
ensure we find any other issues which may exist. DSH 

X- Sender: u0966 1 7 @bus -maii.lanl.gov 
X-Mailer: QUALCOMM Windows Eudora Version 5.1 
Date: Thu, 21 Nov 2002 18:59:00 -0600 
To: sheilab@ianl.gov 

From: John Hernandez <hernandez JobnJ@lanl.gov> 

Subject: Fwd: MESA ORDERS 

Cc: dhettich@lan!.gov, strickler_r_f@lani.gov, yjb@ianl.gov 
Sheila, 

My Group Leader, Stan Hettich, asked me to provide you with the information below. It involves 
an incident related to the Mesa blanket contract, in which the requester, from the FM-75 site, 
intentionally re-directed the purchase order to the blanket. To me, the action was unnecessary 
and makes me question the motives of the requester and the Mesa representative, Ed 
Methany. 

I thought this was worth bringing to management’s attention. Talk to you tomorrow. 


Date: Wed, 20 Nov 2002 18:54:55 -0600 

To: sebring_sue_r@lanl.gov 

From: John Hernandez <hernandez JohnJ@ian!.gov> 

Subject: Fwd: MESA ORDERS 

Cc: dhettich@lani.gov, roybal_dennis_a@lanl.gov, strickler_r_f@lanl.gov 
Sue, 

While doing our research into toe Mesa file, I came across this incident experienced by Nancy 
Williams. 

To summarize as briefly as possible for you: 

• Nancy Williams was assigned a PR, #52092, for an air compressor, with the 
source listed as Mesa. This was May 8, 2002. Nancy tptaced the order directly with 
Mesa after getting pricing (order was accepted by an employee named "Ben"}. 
Matheny stopped the delivery, stating it was toe wrong item & only he knew what 
Jennings/AJexander really wanted. Told Nancy to cancel the order & place it through 


Printed for David Hettich <dhettich@Ianl.gov> 
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ajiron@lanl.gov, Dennis Roybal, 07:23 AM 11/22/2002, Fwd: MESA ORDERS 


the blanket! 

• Matheny obviously spoke to the requesters and had the order cancelled via a 
memo, instructing Nancy to cancel it. Reference was made by Jennings to Alice 
Travis that he would be camping with Matheny over the weekend (tabor Day?) and 
discuss the issue. This happened before the cancellation memo was 
rec eivec' 

« The requestei then orcerec the same material through the blanket, at a higher 
unit price! Same requester, same equipment 

As a point of comparison, Nancy Williams later received a PR on 6-24-02, for equipment from 
Joan Taylor, addressed to Mesa. Nancy processed the PR, awarded it without question, 
directly to Mesa. No problems or resistance ever encountered with Ms. Taylor. Mesa {Ed M.) 
never said the order had to go through the blanket 

It is obvious to me that three or more individuals involved in the processing of PR 52092, 
intentionalfy diverted the order. Makes me question their motives. 

We have complete copies of the files if you want them. 


X-Sender: u091 1 57@bus-mail.ianl.gov 

X-Mailer: QUALCOMM Windows Eudora Version 5.0.1 

Date: Wed, 20 Nov 2002 10:24:43 -0700 

To: hernandezJohnJ@lanl.gov 

From: Nancy Ann Williams <naw@lanl.gov> 

Subject: MESA ORDERS 

John here are the highlights per our discussion * if you have any questions - please call- 

• 5-8-02 reev'd PR #52092 for a Quincy mode! QMT-25-150 air compressor 

• buyer called to get better description of item ( req. Steve W) - possible competition 

• buyer received a telecon from Ed Matheny-MESA- Ed informed the buyer that the 

that this order needed to be placed on the blanket as he, Ed knew exactly what the 
requester wanted- there was no need for further description 

• buyer proceeded to place an order after getting pricing from Ben 

• order had not shipped - Ed M held order because he said items ordered were not 

what the requester wanted. Buyer told him he has no authority to tell our requesters 
what they needed to order much less hold up an order shipment- Ed again informed 
buyer that this should have been placed on the blanket order 

• 5-14-02 buyer received a memo from Jake Fernandez to cancel order 

• purchase order was cancelled on 5-14-02 - confirmation copy sent to Ed M at Mesa 

• buyer's co worker received a call from John Jennings FWO, (on some other issue) 
he made 


Printed for David Hettich <dhettich@tanl.gov> 


LANL 04549 
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ajiron@lanl.gov, Dennis Roybal, 07:23 AM 11/22/2002, Fwd: MESA ORDERS 


mention of order #52092 - ref. conversation between buyer and Ed M. - Co worker told 
John 

that buyer needed to make ail decisions concerning changes to orders - John agreed 
that 

Ed M had over stepped his bounds and he. John would discuss it with Ed M as they 
were going 

camping together this weekend in Color ado. 

• 5-24-02 PR #53140 was received, assigned to Anthony T. - same req. same 
equipment - 

memo attached to have placed on blanket #24329-001-01 - order placed for 
$9,991.10. $1,261.60 MORE than first purchase order was for, 

* 6-24-02 PR #55292 was received, {for TA3, BUILD 38, Joan Taylor-FM) assigned to 
Nancy W. 

- buyer placed as an order, not on blanket - there were no problems nor was there ever 
any discuss ion/ca!ls from Mesa telling the buyer that the order shoukJ have been 

placed on the blanket 

(this info is provided just as informational documentation) 


LANL 04550 


Printed for David Hettich <dhettich@lanl.gov> 
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Los Alamos 


NATIONAL LABORATORY 

memorandum 


Security & Safeguards Division (S-DO) 
Office of Security Inquiries (S-OSI) 


To/MS: 

From/MS: 

Phone/Fax: 

Symbol: 

Date: 


John E. (Gene ■ Tucker, S-DO, G?29 4 
Glenn Walp, S-OSI, G723 ^ 

5*3505 / Fax 7-7579 
S-OSI:Q2-Q50 
October 30. 2002 


SUBJECT: OSI INITIAL INVOLVEMENT IN THE TA-33 CASE 

To continue the chronological order of Subject, from the point where Mr. Bill Sprouse ended: 

1 . According to Special Agent Jeff Campbell of the FBI Santa Fe Office, the 
Albuquerque Office of the FBI received an official complain i from certain 
informants on June 24, 2002. The FBI then determined they ■.-ouid assume this 
investigation on July 1, 2002. 

2. My first knowledge of this case occurred sometime after June 24 2002, after the 
complaint was sent to the FBI. This occurred when Bill Sprouse told me that the 
FBI received a complaint. I asked Mr. Sprouse on 10-30-02 how he had 
knowledge of that information at that time, and he stated that sometime after the 
complaint was sent to the FBI, Special Agent Jeff Campbell called him and told 
him about the complaint, but he didn’t remember the exact date. 

3. It is my understanding that sometime after June 24 2002, and between June 24 
2002 and July 18 20Q2, a meeting was held between the new -131 SAC in 
Albuquerque; Joseph F. Salgado, Principal Deputy, COO, D.. ector’s Office; Ken 
Schiffer, Director, ISEC; Stanley Busboom, Division Leader. 5 -DO; and other 
unknown individuals to solidify the appropriate arrangement for a combined 
investigation between the FBI and LANL. 

4. On July 19 2002 the first meeting to initiate the combined eff* *rt between the FBI 
and LANL was conducted in the TA-3, SM470, Room 109 e» .il'erence room, 
beginning at 0830 am and concluding at 1230 pm. Attending the meeting were 
Mr. Stanley Busboom, Division Leader of S-Division; Specia: Agent Jeff 
Campbell of the FBI Santa Fe; Mr. Steven L. Doran OSI: Mr. Bill Sprouse OSI; 
Mr, John Tapia, BUS-6; and Mr. Glenn Walp OSI. 

5. I asked Mr. Sprouse on 10-30-02 if he had any documentation to support his 
statements and he said he had no written record whatsoever. I lowever, that OSI 
Inquirers Tom Granieh, David Smith and Richard Naranjo could confirm, based 
on information he gave to them, that he attempted to arrange meetings with the 
FBI on this matter but was unsuccessful. 


Attached: a/s 


Cy; S-OSI File 


Tab 112 


LANL 00485 
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August 18, 2002 


Tab 1 ] 3 

Stephen Lopez 

Senior Contract Administrator 
Lor Alamos National Liberators 

Los Alamos, KM 


Stephen, 

Per your request, here is information on one of the special projects we have worked on at 
LANL. This project involved specialized technical expertise and a lot of research. 

At TA 54, a building was erected for the demolition, compaction, and packaging of glove 
boxes that are to be excavated and sent to the WIP site. This building is known as 
DVRS. 

Because of the contamination of the glove boxes, many material-handling issues had to 
be addressed. The first issue was a coating for the inside of the building that could be 
removed after contamination took place. I researched coatings and talked to numerous 
manufacturers until I found a product that was already being used in nuclear power plants 
across the country. 1 contacted the vice-president for that product line and explained the 
application to him . He assured me the coating was perfect for the application and 
referred me to a DOE report where the product had been tested along with other similar 
coatings. A LANL requestor placed an order for the product and I asked the vice- 
president if he would come out to LANL and give a presentation on the product and how 
to apply it He agreed and there was no additional charge to LANL for his time or 
transportation. 

I also sat in numerous meetings and helped design every aspect of moving glove boxes 
from unloading, to demolition, to placing in the sheer bailer, to bagging out and placing 
in a drum to be transported. We designed, fabricated and installed a custom conveyor 
system to transport the contaminated material from the sheer bailer to the drum storage 
unit 

Our compressor specialist converted a common air compressor to be used for breathing 
air. We also wrote the procedure for testing the breathing air to make sure it is free of 
contaminates. This saved LANL the cost of a new breathing air compressor, and helped 
the outside contractor prepare the testing manual for breathing air. 

Mesa Equipment and Supply has already developed and implemented a quality program 
to comply with PAAA. I work with requestors to help identify “Quality Significant” 
products and then 1 research the safety or manufacturing standards governing those 
products. I give those standards to the requestor to be listed on the MR to be reviewed by 
LANL quality personnel. 


LANL 04603 
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AH of these examples were specific to the DVRS project It is a project that required a 
lot technical expertise and had many deadlines to complete the work. DVRS was a 
project that matched our capabilities perfectly. We are still enjoying an ongoing 
relationship with DVRS as they are close to completing the facility' and demolishing the 
firs; glcvi r-o>. 

If you require more information or the names of specific requestors, please call me at 
your convenience. Thank you for allowing us to share this information with you. 


Robert Garica 
Sales Manager 

Mesa Equipment and Supply 


LANL 04604 
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EQUIPMENT 

ArSuppty CatEpsny 


Tab 1 14 


July 15,2002 


Steven Lopez 
Contract Specialist 
Los Alamos National Laboratory 
Los Alamos, New Mexico 


Dear Steven, 

As yon know, we are experiencing unbelievable success on our Blanket Purchase 
Agreement with LANL, Our success has allowed us to open a sales office in Espanola 
and begin our internship program with Northern New Mexico students. We are 
expanding our business in Northern New Mexico and growing our customer base at 
LANL every day. Because of our success with LANL, I would like to respectfully 
request an additional $2,000,000.00 funding be added to our BPA It is anticipated that 
this amount will be sufficient to cover expenditures through October 31, 2002. This 
figure was determined using our monthly sales average for this year plus the sales figure 
of $771,000.00 from September 2001, We are expecting our sales this September to be 
similar to last year’s September sales. Thank you for your consideration and we look 
forward to providing world-class service to a world-class laboratory. 


Respectfully, 

Robert Garcia 
Sales Manager 
Mesa Equipment & Supply 


LANL 04595 


P.O. 8ox91568 

Albuquerque, New Mexico 87199-1568 
(SOS) 345-0284 FAX (SOS) 345-9227 


1342 lomaland Drive 
El Paso, Texas 79935 
(915) 594-1414 FAX (915) 594-9911 
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equipm ent 

^ ^ uppty Ccmpay 


August 13, 3003 


Stephen Lopez 

Senior Contract Administrator 
Los Alamos National Laboratory 
Los Alamos, NM 


Stephen, 

Per your request, here is a detailed account of the funds needed for us to satisfy our 
LANL requestors through September 2002. 1 have included our current backorders, 
orders awaiting program codes, last September’s sales figure, less the funds available on 
our contract 


Current backorders $460,000.00 

Orders awaiting program codes $260,000.00 

Last September’s sales figure $690,000.00 


Total 

Less funds available on contract 


$1,410,000.00 

$313.000.00 


Funds needed through September $1,097,000.00 


Please note some of the items that are need to be ordered are a 4-6 week delivery. If you 
have any questions, please call me at your convenience. Thank you for your 
consideration. 


Robert Garcia 

Sales Manager 
Mesa "Equipment and Supply 
1 027 N. Railroad 
Espanola, NM 87332 


LANL 04596 


P.O.Box 91568 

Albuquerque, New Mexico 87199-1568 
(505) 345-0284 FAX (SOS) 345-9227 


1342 Lomaland Drive 
El Paso, Texas 79935 
(915)594-1414 FAX (915) 594-99 
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Los Alamos 

NATIONAL LABORATORY 


Business Operations Division 
BUS-5 Team 4, Mai! Stop D442 
Los Alamos. New Mexico 87545 
{ 505 ) t>6%£ 1 54 . T A>. <505 > tC ■ ? 5 : 
email, sw- iopez.'q' lanl.eev 


August 28, 2002 

Robert Garcia 
Saks Manager 

Mesa Equipment & Supply Company 
P.O. Box 91568 
Albuquerque, NM 87199 

SUBJECT: Subcontracts 2433 1 and 24329 


Tab 1 15 


Mr. Garcia; 

This is to document our meeting of Wednesday, August 28, 2002. In accordance with the subject 
subcontracts. Mesa Equipment is required to comply with the following: 

1) All items ordered by LANL employees against the subject subcontracts must fall within the 
perimeters of the subcontract statement of work/item description. 

2) All orders/transactions over $2,500.00 must have the Contract Administrators’ approval. 

3) All items ordered must be delivered to the LANL warehouse, SM-30, 

4) Mesa Equipment will adequately identify’ the item description on invoices. 

5) Mesa Equipment is NOT authorized to exceed the ceiling amount on the subcontracts. 

The above is recorded so LANL and MESA will have a better understanding of the subcontract details 
and intent 1 will be amending the subcontracts in the near future to assure these statements are explained 
in the subcontract 

Should you have any questions, please don’t hesitate to call me at 667-8554. 

Sincerely, 


Stephen W. Lopez 

Sr. Contract Administrator 


An &3uaJ Opportunity Employer / Operated by the Univenity of CaJifomij 


LANL 04634 
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robertgarcia@mes3equipmentcom, 11:05 AM 8/30/2602 -0600, Subcontracts 

To: robertgarcia@mesaequipmentcom 
From: Stephen Lopez <sw!cpez@ianl.gov> 

Subject Subcontracts 
Cc: JOHN, bam@iani gov 
bc.c: 

Ati&c hec : D : Doc H LAN' £ Vfe c _ S uts '0 1 3 2S* _ Me s « _ Mery, c . doc ; 


Robert 

Please see the attached memo. A signed copy is in the mail to you. 
Sincerely, Stephen 


Stephen "W , Lopez 
Senior Contracts Administrator 
667*8554, Fax- 667-8641 
E-Ma3 swJ 0 pe 2 @knl.gov 
BUS-5 / 4 M/S D442 


LANL 04635 


Printed for Stephen Lopez <swtopez@lanl.gov> 


1 
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^Los Alamos 

NATIONAL LABORATORY 


Business Operations Division 
BUS- 5 TeaiT; A. MaiJ Slop D4*r 
Lof Alamoi. Nev Mexscc 
(505)Wr-t*.' “i, fax (505) w.-siz: 
email: swl opez@jan3.gov 


August 30, 2002 


Robert Garcia 
Sales Manager 

Mesa Equipment & Supply Company 
P.O.Box 91568 
Albuquerque, NM 87199 


SUBJECT: Subcontracts 2433 1 and 24329 


Mr. Garcia; 

This is to document our meeting of Wednesday, August 28, 2002. In accordance with the subject 
subcontracts. Mesa Equipment is required to comply with the following: 

1) Ail items ordered by LANL employees against the subject subcontracts must fall within the 
perimeters of the subcontract statement of work/item description. 

2) All orders/transactions over 52,500.00 must have the Contract Administrators* approval. 

3) .All items ordered must be delivered to the LANL warehouse, SM-30. 

4) Mesa Equipment will adequately identify' the item description on invoices. 

5) Mesa Equipment is NOT authorized to exceed the ceiling amount on the subcontracts. 

The above is recorded so LANL and MESA will have a better understanding of the subcontract details 
and intent 1 will be amending the subcontracts in the near future to assure these statements are explained 
in the subcontract 


Should you have any questions, please don’t hesitate to call me at 667-8554. 
Sincerely, 


Stephen W. Lopez 

Sr. Contract Administrator 


LANL 04636 


An EcuaJ Opportunity Employer I Operated by the University of California 
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r Die* strickler, 02:35 PM 1 1/21/2002 -0700, P-Card Update - 1 1/21/02 


Page 1 of 2 


To: albert 

From: Dennis Roybal <roybal_dennis_a@lanl.gov> 

Subject: Fwd: Mesa Equipment Contract Clarifications Y a b j ] g 

Cc: 

Bcc: 

X-Eudora-Signature: <Standard> 

e 1 c :: dte pf-ccnc “he prvices c- chTPC'iorv r 1 hcwwe colic 5/ 7M. Inilia Iv reoueoied by 
one Division, trier, otheis stanec lequesiing services, thus we saw r. ine/%ese in cernanc. 

Dennis 


Dennis 


X-Sender: u096617@bus-mail.lanl.gov 

X-Mailer: QUALCOMM Windows Eudora Version 5.1 

Date: Thu, 07 Nov 2002 10:31:21 -0600 

To: roybal_dennis_a@lanl.gov 

From: John Hernandez <hernandezJohnJ@lanl.gov> 

Subject: Mesa Equipment Contract Clarifications 

Cc: strickler_r_f@lanl.gov, David Hettich <dhettich@lanl.gov> 

Dennis, 

Further clarifications to your questions: 

A total of five (5) modifications were processed as follows: 

Original blanket was awarded for a not-to-exceed ceiling amount of $1 00K, on Nov. 1 , 2000. 

Mod. 1 - dated March 6, 2001 , increased the ceiling to NTE S500K. 

Mod, 2 - dated Sept. 5, 2001, increased ceiling to SIM. 

Mod. 3 - dated Sept. 27, 2001 , raised it to $1 ,5M. 

Mod. 4 - dated Feb. 24, 2002, increased it to 2.7M. 

Mod. 5 had no increase to the ceiling. 

In discussions with Mesa and the buyer, Barbara Martinez as to why the volume was 
substantially greater than the original estimates, we found that the original estimate was 
flawed. We awarded the blanket at $100K based on Mesa's estimate of volume they were 
doing directly with technical requesters, and did not include the large volume of business 
Mesa was providing through the Frank's Supply JIT contract. 

To further clarify, the substantial growth, it needs to be noted that prior to creation of the 
Mesa lab-wide contract, there was a significant number of items/products that Mesa was 
furnishing to LANL through the Frank’s JIT contract. After issuance of the Mesa blanket, 
most of these migrated from the Frank's JIT directly to the blanket, which resulted in a less 

LAJVL 14534 

Printed for Alex Kent <alex@lan!.gov> 1/19/2003 
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Dick-S trickier, 02:35 PM 1 1/21/2002 -0700, P-Card Update - 1 1/21/02 


Page 2 of 2 


costly avenue to buy the products. Frank's was no longer the "middle man" and the 
requesters refused or insisted on bypassing the JIT with Frank's & going directly to Mesa. In 
essence, the blanket turned into a JIT. 

Mesa is also the servicing company for all the products, whether they sold it or it was supplied 
through Frank's. Requester’s knew this & for this additional reason, they saw Frank's as no 

value added. 

,'i, or cvakat it xo,: ; .. : ;r,:r mcinmc. Cal, me a: 7-27(7 . 


Dennis A. Roybal 

Deputy Division Leader 
Business Operations Division 
Phone: 505-667-3848 
Fax: 505-665-7257 
E-Mail: dr@lanl.gov 


LAM, 14535 


Printed for Alex Kent <alex@lanl.gov> 


1/19/2003 
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Job-Openings 1..AN1, Human Resources 


https://hnSservcr 1 . lanl.gov/jps/S inglej . ..2 DS PO & ReqTi tle=OFHCE+ LEADER& Req Sc opc- E 2 


Los Alamo* National iBtKxatOfy 


•/ f Employment 

' ■ RESOURCES 

Human Resources Home J Forms 


Lab Home | Phone | Search 



Search Jobs 


Tab 117 


Job Number: 

Title: 
Series/Level: 
Organization : 
Date Posted: 
Clearance : 


017633 Salary Range: ($65,500- $122,500 ) 

OFFICE LEADER Number of Openings: 1 
SSM 04 MGT Recruiting Scope : Open to all 

S-SPO Status: Open 

07/25/2001 Job Type : Regular Full-time 

Q (Position will be cleared to this level). Applicants selected will be subject 
to a Federal background investigation and must meet eligibility requirements 
for access to classified matter. 


Summary: Report to the Security and Safeguards (S) Division Director and work as a 
member of the S Division management team. Provide leadership and management for the 
Office of Security Inquiries (OSI). OSl is responsible for administration of the Security 
Incidents and Infractions program, conducting formal inquiries into specific incidents of 
security concern that involve ascertaining circumstances surrounding the incidents, 
developing root cause analyses, coordinating root cause analyses with various levels of line 
management, and developing solutions to a variety of complex problems using a high level 
of analytical ability, statistical analysis and innovative thinking. Work with appropriate line 
managers when the issuance of security infractions is warranted. Conduct investigations into 
theft, harassing/threatening letters and telephone calls, vandalism/unau t horized tampering, 
illegal/controlled substance, property protection program, and coordinate the drug 
detection/deterrence program. Provide services for VIP Visitor Protection, security 
coordination for protests/demonstrations, law enforcement liaison, security for public 
meetings, oversight of random property/prohibited article searches, security badge retrieval, 
and the parking enforcement program. Responsible for overall effectiveness of the Office 
and for delivering quality products and services. Ensure work and products are in 
compliance with DOE orders and directives. Is a spokesperson for the Laboratory in the 
Office’s area of responsibility and is a source of expertise in that area. Manage the Office’s 
integrated planning and scheduling, and financial and personnel resources including 
selection, supervision and performance and salary management of staff. Mentor, coach and 
build an effective team among the Office personnel. Interact and communicate effectively 
with personnel at all levels internal and external to Laboratory. Focus on customer 
interaction and feedback, and on resolving conflicting needs and requirements of various 
customers. Responsible for strategic and tactical planning for the activities of the Office. 
Aggressively pursue LANL and S Division security, environmental, safety and health 
(ES&H), quality and diversity objectives and initiatives. 


Required Skills: 

• Demonstrated technical leadership and management capabilities and accomplishments 
in law enforcement or industrial security. 


7/27/2001 10:34 AA 
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Job Opeinr *s - LANL Human Resources 


https ://hmtservcr 1 .lanl.gov/jps/S inglej . . .2DSPO&ReqTide=OFRCE+ [ J2ADER& ReqS C ope=E : 


• Extensive knowledge, professional judgement and experience in conducting formal 
inquiries and investigations. 

• Experience with security coordination and law enforcement liaison. 

• Demonstrated experience in utilizing analytical skills and competence in root cause and 
statistical analyses. 

• Excellent organizational skills and proven competence developing specific action plans. 

• Demonstrated ability to interact effectively with the public and with all levels of 
personnel at the Laboratory and outside agencies. 

• Demonstrated effective interpersonal and oral and written communication skills. 

• Demonstrated commitment to environmental, safety and health (ES&H), quality, 
diversity and staff development. 

• Active or reinstatable Q clearance. 

Desired Skills: 

• Knowledge of DOE policies and requirements pertaining to security. 

• Demonstrated experience with security incidents and infractions programs. 

• Demonstrated organizational skills for project planning and financial and personnel 
resource management including performance and salary management. 

• Record of effective problem solving, consensus building and ability to guide team 
efforts toward achievement of common goals. 

• Ability to understand and respond effectively to the needs of customers. 

Education: Bachelor's degree in security management, physical security, industrial security, 
police administration, other related discipline, or equivalent combination of education and 
relevant experience. 

Notes to Applicants: For specific questions about the status of this job, call (505) 

665-5651 . 


Apply for this job 


Los Alamos 


NATIONAL LABQSAJQItV 


Operated by the University of California for the National Nuclear Security 
Administration, of the US Department of Energy, j Copyright © 2001 UC j 
Disclaimer/Privacy Policy j Questions, Comments, or Problems 


of 2 


7/27/2001 10:34 A3 
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Los Alamos National Laboratory 

SECURITY INCIDENT RECORD 


Tab 1 18 
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Los Alamos National Laboratory 

SECURITY INCIDENT RECORD 

/fe Ifte /j Dale^j)'— 2<r~0 Call Taken Bv: Uj$f > 

Calleri^ Org: Phone/Pager; 

Cts^e*£5 f 

Local ioii 7 A : 3 if BJcjj.: f > J! Rin: Otlitrl Lot. into: 


Summary/Date & Time Occurred: 

- a{ Ay 

: /fie. fad. Qte&t CM ~-t- 





NOTIFIED 

RESPONDING 


PHONE 

TIME 

NAME 

(Y/N, ETA) 

Security Division Dir. 

667-5911 




S-OSI 

665-3505 




S-l 

667-0558 




S-2 

667-7565 




S-3 

667-7873 




S-4 

667-5762 




S-5 

665-1803 




S-6 

667-5897 




S-7 

667-5011 




S-8 fEM&R) 

667-6211 




ESH-7 

665-0033 




DOE/OLASO Security 

665-4940 




Fac. Mgr. 





Bldg. Mgr. 





Area Coord. 





Public Affairs 

667-7000 




GSA 

661-2478 




LAPD 

662-8222 





gfSiBiai 

6*522 

Iff! 


FBI 

983-8711 


■■ ■■■ - 



Narrative: _ $8cJ> Qj^ar 'Ths~ c-Avi M 

TTfta cko» tr-^A 3f iSH-TS . A ^ 

L|?alW — Mx cAdt, AJ~ A^>. / ‘iSD , 



LANL 07903 
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Los Alamos 


Tab 119 


(505) 667-5931/ FAX: (505) 665-3810 


Unit. ILL U CUUL 

Refer to: S-DO:02-014 


U. S. Department of Energy 
ATTTN: Elizabeth Romero 
Assistant Area Manager of 
Business Operations and Security 
Los Alamos Area Office 
Albuquerque, N T M 87501 

SUBJECT: LANL REPORT OF SECURITY INCIDENT/INFRACTION 
Dear Ms. Romero: 


Enclosed for your review and action is security' incident/infraction LANL-001-CY02. 
Sincerely, 




/ s' John ! 
/ Depu 1 


John E. (Gpne) Tucker 
Deputy Division Director 
Security and Safeguards Division 


JET:kr 


Enclosure: a/s 

Cy: Butch Becknell, SPSD DOE/AL 
S-OSI File 


LANL 05806 
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OFFICIAL USE ONLY 


Los Alamos 


E OR / 7 0 R v 


ToMS: 


Houston T Hawkins, N1S-DO 
John E. Tucker. S-DO. MS Gl 



SUBJECT: SECURITY INCIDENT, NIS-RNP (LANL-001-CY02) 

A member of NIS-RNP was involved in a security incident. Please review the results of the attached 
Report of Security Incident, Part I. 

Corrective actions must be taken by NIS-RNP to preclude recurrence of a similar incident. The corrective 
actions must be documented under Part n. Item 7. 

Your response should be reviewed for classification and returned to Bill Sprouse, S-OSI, MS G723, no 
later than 10 days from the date of this memorandum. 



security incident report. 
Attachment a/s 
Cy: S-OSI File 


LANL 05807 
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Part I - NOTIFICATION OF SECURITY INCIDENT 


1, Organization in which incident occurred: Nonproliferation and 
Internationa! Technology, LANL, Facility Code: 123 

2. Date of Incident: 

December 19, 2001 j 

i 

3. Nature of incident: 


Unaccounted for Classified Matter - 3.5 Floppy Disk ^ 



Secret matter: RD 

NA 


On Friday afternoon, January 4, 2002, Michael P. Webb, NiS-9 group leader, called the Office of 
Security Inquiries to report that a 3.5 S/RD floppy disk was discovered missing on or about December 
19, 2001, while Marcella Haber, NIS-9 and Julian Sandoval, BUS-4 were conducting a 100% 
classified media inventory. The database indicates that the disk belonged to Dr. Paul C. White, 

NNSA Policy Planning Office. The database further shows that Dr. White was the owner of one video 
tape and two other C/RD disks. The disks were destroyed on April 27, 2001, and the video tape is 
stored in a vault-type room located in a SCIF approved as an exclusion area at Technical Area 3, 
Building SM-43, Room C221. This is the location that the disk was believed to be stored. Only Q- 
cleared employees with SCI access can enter the room. 

Dr. White is presently in Washington, D.C., and will travel to Russia before he returns to Los Alamos. 
On a statement submitted by Dr. While, he states that he has “no recollection of seeing these items at 
the time they were entered into accountability, and have no way either to identify them or otherwise 
associate them with any of the limited classified work ! have done in the past several years involving 
such media.' He has not seen or used any of his classified media since before the time when these 
items were entered into accountability sometime last Spring. He states that he has “no other 
knowledge or recollection of what might now be the location or disposition of the floppy disk that is 
now not accounted for." Out of 1 ,056 items, this is the only one that has not been located. The 
search continues and will not stop. Because of the security measures in place, it is felt that there is 
little to no probability that the information has been compromised. 

(U) 8. Name, title, and "organization of 9. Signature: to. Dale: 

I inquiry official: ^ ; 

Mary Margaret Trujillo, Security ^ & a_ 

Specialist ' 


LANL C5S08 
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OFFICIAL USE ONI' 


PART II - REPORT BY OFFICE CONCERNED 


Missing Classified Media 


2. Name and title of person 

n/a 

3. Social Security Number: 
n/a 

4. Number of infractions incurred m the 
last 12 months: 

5. Signature of individual receiving infraction: 
n/ a 

6. Date: 

n/a 


7. Corrective action taken, tc include disciplinary acsion. it applicable: 


Repeated diligent searches of the area in which the disk was stored were unsuccessful in 
locating the disk. There is a strong possibility the disk was destroyed and the custodian 
not being notified of the destruction. 


A review of the classified electronic media accountability procedures will be conducted 
with Mr White. 


The SCIF procedure for storage of non-SCIF classified media v 
modified to preclude recurrence of a similar incident. 


1 be reviewed and 


8. Name and titie of Line Management: 




/'Z'3'0'^ 


PRIVACY ACT STATEMENT 

Executive Order 11356, Part 5. dated April 2, 1S52. authoiizes collection of this information, "he piimsry u 
Security lor documenting security incidents and infractions. The information contained cn this term may be cist 
aoency, whether Federal. State, local oi foreign, charged with the responsibility of investigating oi prosecuting : 
implementing the slatute, or rule, regulation, or ordet issued pursuant thereto. Information on this ierm may bi 
agency in response to its request in connection with the hiring c' retention of an employee, or the issuance cf t 
employee's Social Security Number is authorise by Executive Order 1225S. pa.-. 5. Famishing the mtcrm.atror. i 
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Tab 120 

OSI INCIDENT MEMO 
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By Officer, 


Details: 



O *f "V? 
Date 


On Friday, September 20, 2002, at approximately 3:30, OSI received a call from Mr. Andrew 
Budka, Senior Security Advisor for the Threat Reduction Directorate, reporting a potential 
security incident Mr. Budka reported that two “flash cards” belonging to NIS Division that 
were entered into the Classified Removable Electronic Media (CREM) database in September 
2001 could not be located. A search was underway to locate the items, however, as of Monday, 
September 23, 2002, they remained unaccounted-for. 

Of significant importance is the fact that this electronic media does not contain any data, 
classified or otherwise. Thus, the event is not considered a security' incident, rather it is 
‘.cognized as a failure of the CREM database. 



ASSIGNMENT REPORT 


Event No: 0387-02 
Date: 9-20-02 
Location: TA-18 


Start Time: 3 :3Q P.M. 
End Time: 4:30 P.M. 
Total # Hours Worked: 1 


Principals Involved; 


Name 

1M or Other 
Identifying Information 

Work Site 

Telephone 

i Address if Non-LAN 

NIS-6 


TA-18 














Type of Incident: 


X_ Unfounded Security Incident/within 
Appropriate Time Frame 

Law Enforcement Liaison Meeting 

VIP Assignment 

Parking Hearings/Enforcement Action 

Personnel Action Meeting 

Canine Drug Interdiction 

Motor Vehicle Registration Check 

Citizen Assistance 

Rapid Action Team Assignment 

Domestic Terrorism Assignment 

Found Property 

Provide/Coordinate Security 

___ Telephone Trace 


Report of a Lost Cellular Phone 
Security Badge Retrieval 
Oversight ofProperty/Article Searches 
Management Project Assignment . 

LANL Firearms Safety Meeting 
Proactive Safety and Security Meeting 
Assist a Law Enforcement Agency 
Retrieve Personnel Action Control Information 
Demonstratian/Protest Activities 
Dissident Communications Incident 
Trespasser Incident 

Photographing/Videotaping on DOE Property 
BOLO 
Other 


Details: No further leads could be developed on this case. Hence, at this juncture this case is closed. 
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JTOT uses 8 Mb PCMCIA flash cards with an HP20Q palm top computer to collect data from a 
surveyor’s transit and transfer this data into a classified computer that is used to process 
radiographs. The transit data is unclassified and the data transferred consists simply of spatial 
location data as would be found in. any surveyor’s job with a transit, but the radiographs on the 
image processing computer are often classified files. These files arc of greater than 10 Mb size. 

Prior to the “hard drive” incident the program was able to transfer the transit data without 
making the transit computer (HP200) or the PCMCIA cards permanently classified. In the 
aftermath of the “hard drive” incident, wa were forbidden from having any mixed-media 
situations and the transit computers were converted to classified computers, when first used with 
the image-processing computer. In 2000 the program had 3 palm top computers, two of which 
had been converted to classified computers. The third was a spare and had not been used in a 
classified configuration yet. In addition, the two flash memory cards,barcode n’s MGG4512 and 
M0045 13, had not been used. In November 2000, this computer and its memory cards were 
inadvertently used for a training class and subsequently put in storage in the NIS-6 classified 
vault, to be held as deplcyable spares which could only be removed by one of two people. , t 

Prior to September 1 1, 2001 JTOT had _____ equipment sets deployed to EOD facilities at KAFB 
and in Washington, D.C. Various spare pieces of equipment, including the two PCMCIA cards 
•were maintained in Los Alamos. After September 1 1, we were 


The two 8 MB PCMCIA flash cards (M004512 and M00451 3) are used to transfer data from an 
HP Palmtop connected to a transit system to a laptop associated with radiography imagery (the 
“scanner laptop”). The transit system is unclassified and the data transferred consists simply 
of spatial location data as would be found in any surveyor’s job with a transit. However, the 
scanner laptop is a classified system as it often handles classified radiographic images. 

Therefore, the flash cards must be classified for insertion into the scanner laptop. No data has 
ever been transferred FROM the scanner laptop using this media. 

The two flash cards have been held as back-ups for some time. Originally, as deployable media 
they had to be inventoried monthly under the Habigcr Enhanced Security memo. These particular 
cards sat in storage unused for months in early 200 L 

In April, 2001, the cards were in the Bldg. 30 vault according to NIS-6 Media Tracker, In July 
2001, they were still in the Bldg. 30 vault, until the OCSR sent an e-mail request to move them. 

On July 23, 2001 , the NEST/JTOT program inventory showed their location in safe 6871 12 in 
room 120 at TA-18. The August program inventory does not contain an update of these two 
items. 

The pre-9/11 JTOT inventory contained multiple copies of many items. For example, 6 flash 
cards were inventoried, 2 per palmtop, for 3 transit palmtops. Another example is the DX-7 
inventory, which contains many archival media which never deploy now. The acting JTOT 
project leader (Koster) had to field questions about why the deployable list of media was so 
large. It was misunderstood that ALL of the inventoried media deployed as a single set Since 
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multiple deployments never occurred; it was assumed that, for example, 6 flash cards deployed 
for transit capability. In order to alleviate these misunderstandings, Koster constantly strove to 
eliminate media that was no longer deployable. So for example, these 2 flash cards associated 
with transit palmtop #; 3 and therefore never deploying, were removed. The deployable transit 
system utilized the first 2 flash cards associated with that system. 

In the time following 9/1 1, however, every time JTOT deployed for real, for exercises, and for 
staging for special events or prestaging for sensitive time periods, the program was requested to 
reconstitute a second (and even, third) set. And these sets were generally sent to KAFB and then 
returned at the end of an event when the primary set came back. This fluidity has made it 
difficult to define the total Kst of deployable JTOT media. Most likely, these two flash cards 
were pulled into use during such a crisis - in effect being added back to the deployable batch of 
media without wide knowledge. The programmatic approach to dealing with this was to insist 
that ALL deployable classified (at least for MS-6) were staged out of a single safe at TA-l 8, 
Indeed, DX-7 and X-S likewise were given drawers in that safe. (X-4 always remained an 
exception due to the sensitivity of their media.) These controls would prevent problems by 
having only deployable personnel and only from a particular group have access to their 
deployable media. The control on a person removing media from some other location and 
deploying with it are the controls established locally in accordance with LANL policies. 

In September, 2001, the JTOT project leader (Koster) and Security Officer (Stoddard) were both 
on deployment over 9/1 1/01. By 9/12/01 , much of the JTOT equipment remaining at LANL was 
moved to Kirtland (and shuttled frequently since then) though, not necessarily the classified. The 
monthly program inventory since then was incomplete. 

In December (weeks of 10 th and 17 1 * 1 ) of 2001, several JTOT members traveled to Washington, 
D.C. for an exercise. This became a real deployment or watch over Ramadan during which a few 
members stayed in D.C. for an extended time. The Dec. 1 1 revision of the Transit System 
security plan added several flash cards (including these 2) - presumably in preparation for the 
deployment. 

Since the fall of 2001, the JTOT program has moved toward having all deployable classified 
computers and media staged at KAFB. The items used routinely by EOD at a working point 
(transit and radiography computers and media) are stared at the 21 s EOD vault The items used 
by LANL scientists (analysis computers and media) are stored at the DOE/AL office at the 21 st 
compound at KAFB. In each respective case, the classified has been or will be receipted over to 
the respective host. 

In early 2002, MS -6 instituted a check-out log book for tire safe containing deployable JTOT 
media located atNlS-6. As long as deployable media are taken ONLY from this location and uo 
other at MS-6, this logbook is now a record of who has custody of such classified media. 

Eventually (very soon), having multiple sets of deployable classified media located at KAFB will 
alleviate even the NIS-6 sign-out procedure. Since 9/1 1/01, moving a set of equipment and/or 
classified computers and media to Albuquerque for deployment has ALWAYS led to moving a 
2 nd (or 3 W ) set. Since this depth never existed before in the numbers of classified computers and 
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media, the identification and movement of such classified has been extremely fluid. This is an 
interim operating condition that will be eliminated with the permanent staging of the deployable 
media at KAFR 

In March, 2002 a complete TTOT program inventory didn’t track the 2 flash cards because they 
had been removed from deployable status in July 2001.- 

In Sept 2002, an inventory begun with Media Tracker uncovered that these flash cards were not 
in the location specified 


i 


The JTOT program now keeps the first set of deployable classified media at the DOE building at 
the 21 s1 compound at KAFB, receipted over to DOE/AL. On Friday, September 20, all classified 
storage at KAFB and DOE/AL was searched for the two flash cards, without success. The only 
remaining location to be searched is the 55 th EQD unit at Andrews AFB in Washington. 


. ^At the request of LAST, management, at test was performed to determine if any portion of a 
f classified file could be transferred to flash cards of the type that are missing. The classified data 
files are 10.1 Mb in size and the total available memory on the flash cards is 8 Mb. When an 
""‘“''attempt was made to copy a file, the computer generated the following error message: 

*’ “Cannot copy to drive E: There is not enough Free Space. Delete one or more files to free 
V disk space and try again.” There was no evidence that any portion of a file or file name was 
copied to the disk. 


NIS-6 is in the process of generating a summary memo to document the incident and will have a 
lessons learned meeting with all involved parties to document points of failure and solutions to 
prevent those failures from occurring again. In addition, wc will examine the deployment 
inventories (as required by the Habiger memo) starting with August, 2001 to see if the 2 flash 
cards show up in any documentation of deployments. 
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To: busboom@lanLgov 

Subject: Fwd: update on PCMCIA cards 

Cc: Glenn Walp <walp@lanl.gov>, fdicksongianl.gov 


X-Sender: lussery@vmax.lanl.gov 

X-Mailer: QUALCOMM Windows Eudora Version 5.0.1 

Date: Mon, 23 Sep 2002 17:17:09 -0600 

To: gtucker@lanl.gov, nanos@ianl.gov, wxg@lanl.gov, jgiies@Ianl.gov, 
emullen@ianl.gov, rooney@lani.gov, jkoster@lanl.gov, budka@jani.gov, 
jpratt@doeal.gov 

From: Larry Ussery <lussery@lanl.gov> 

Subject: update on PCMCIA cards 
X-H-S-Loop-Check-Ejzfr: 

The attached file contains everything that we have been able to learn since Friday. I still 
want to emphasize that classified data was not written to these cards. In fact they are too 
small and are formatted to even smaller partitions before use. The cards were originally 
marked, for one-way transfer of data into a classified radiography computer from the 
unclassified palm top. The paim top and PCMCIA cards are now all marked as classified 
because of the prohibition (post "hard drive") from mixing media. The data that goes onto 
the cards is still unclassified. 

We are continuing to piece things together to determine where the cards ended up. There 
are also numerous lessons learned from this process and we will be documenting all of 
those as well. 

Larry 


******* ***■*»**»■* ******** ********iifi|>tr»*******»» »****■* *****1 *+**** ***+** &*+*#+■* W****»*m i xt* 

Larry Ussery 
Group Leader 

Advanced Nuclear Technology Group, NIS-6 

Mailstop J562 

Phone: (505)665-0207 

STU-III: (505)667-1751 

E-mail: lussery@lanl.gov 

JOHN E. (GENE) TUCKER 
Deputy Director of Security 
SECURITY & SAFEGUARDS DIVISION 
Los Alamos National Laboratory 
Mail Stop G 729 (505) 667-5911 
FAX (505) 665-3810 
gtuckertglanl.gov 


9/25/2002 
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JTOT uses 8 Mb PCMCIA flash cards with an HP2O0 palm top computer to collect data from a 
surveyor’s transit and transfer this data into a classified computer that is used to process 
radiographs. No data has ever been transferred FROM the scanner laptop using this media. The 
transit data is unclassified and the data transferred consists simply of spatial location data 
as would be found in any surveyor’s job with a transit, but the radiographs on the image 
processing computer are often classified files. These files are of greater than 10 Mb size. Prior 
to the “hard drive” incident the JTOT was able to transfer the transit data without making the 
transit computer (HP200) classified and the PCMCIA cards only became classified after it was 
inserted into the classified computer. In the aftermath of the “hard drive” incident, we were 
forbidden from having any mixed-media situations and the transit computers were converted to 
classified computers in order to avoid any possibility of linking an unclassified system to a 
classified system, fa 2000 the JTOT had 3 palm top computers associated with 3 complete 
transit systems. Two of these computers had been converted to classified computers. The third 
was a spare and had not been used in a classified configuration yet. In addition, the two flash 
memory cards, barcode #’s M004512 and M004513, had not been used and therefore had not 
been marked yet as classified media. In November 2000, this computer and its memory cards 
were inadvertently used for a training class and subsequently marked as classified and put in 
storage in the NIS-6 classified vault, to be held as deployable spares which could only be 
removed by one of two people. An e-mail from April 2000 documents the need to put the 
palmtop computer and the two flash memory cards into vault storage. These cards remained in 
classified storage for months as backups. In April, 2001, the cards were in the Bidg. 30 vault 
according to NIS-6 Media Tracker. In July 2001. they were still in the Bldg. 30 vault, until the 
OCSR sent an e-mail request to move them. This e-mail request is a part of the procedure that 
tracks movement of media from one storage location to a new location. On July 23, 2001 , the 
NEST/JTOT program inventory showed their location in safe 687 1 12 in room 120 at TA- 1 8. The 
August program inventory does not contain an update of these two items. 

In December 2001 there was a deployment for a training exercise in Washington. This 
deployment changed from a training event to a real deployment for watch during Ramadan and a 
portion of the team was directed to remain in Washington. A December 11 * revision of the 
Transit System security plan added several flash memory cards (including M004512 and 
M004513), in preparation for the training deployment. Based on this security plan upgrade, it 
appears that the memory cards deployed to Washington. 

In September, 2001, the JTOT project leader (Koster) and Security Officer (Stoddard) were both 
on deployment over 9/11/01. By 9/12/01, much of the JTOT equipment remaining at LANL was 
moved to Kirtland (and shuttled frequently since then). Much of the classified was still 
maintained at LANL. The monthly program inventory, since September, has been incomplete, 
partly because of the constant movement of equipment. 

Thepre-9/11 JTOT inventory contained multiple copies of many items. For example, 6 flash 
cards were inventoried, 2 per palmtop, for 3 transit palmtops. Another example is the DX-7 
inventory, which contains many archival media which never deploy now. The acting JTOT 
project leader (Koster) had to field questions about why the deployable list of media was so 
large. It was misunderstood that ALL of the inventoried media deployed as a single set. Since 
multiple deployments never occurred, it was assumed that, fox example, 6 flash cards deployed 
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for transit capability, in fact, only two cards deployed with any transit system,, and only one of 
those would typically have data written to it during deployment. A second card was required, in 
order to boot the radiography computer that used a SCSI tower with two PCMCIA card slots. 

In order to alleviate these misunderstandings, Koster constantly strove to eliminate media that 
was no longer deployable. So for example, these 2 flash cards associated with transit palmtop #3 
and therefore never deploying, were removed from the deployable inventory list. The deployable 
transit system utilized the first 2 flash cards associated with that system. 

In the time following 9/11, however, every time JTOT deployed for real, for exercises, and for 
staging for special events or prestaging for sensitive time periods, the program was requested to 
reconstitute a second (and even third) set. And these sets were generally sent to KAFB and then 
returned at the end of an event when the primary set came back. This fluidity has made it 
difficult to define the total list of deployable JTOT media. Most likely, these two flash cards 
were pulled into use during such a crisis - in effect being added back to the deployable batch of 
media without wide knowledge. The programmatic approach to dealing with this was to insist 
that ALL deployable classified (at least for NIS-6) were staged out of a single safe at TA-18. 
Indeed, DX-7 and X-5 likewise were given drawers in that safe. (X-4 always remained an 
exception due to the sensitivity of their media.) These controls would prevent problems by 
having only deployable personnel and only from a particular group have access to their 
deployable media. The control on a person removing media from some other location and 
deploying with it are the controls established locally in accordance with LANL policies. 

Since the fall of 2001, the JTOT program has moved toward having all deployable classified 
computers and media staged at KAFB. The items used routinely by EOD at a working point 
(transit and radiography computers and media) are stored at the 21 st EOD vault. The items used 
by LANL scientists (analysis computers and media) are stored at the DOB/AL office at the 21 st 
compound at KAFB. In each respective case, the classified has been, or will be receipted over to 
the respective host. 

In early 2002, NIS-6 instituted a check-out log book for the safe containing deployable JTOT 
media located at NIS-6. As long as deployable media are taken ONLY from this location and no 
other at NIS-6. this logbook is now a record of who has custody of such classified media. 

Eventually (very soon), having multiple sets of deployable classified media located at KAFB will 
alleviate even the NIS-6 sign-out procedure. Since 9/1 1/01, moving a set of equipment and/or 
classified computers and media to Albuquerque for deployment has ALWAYS led to moving a 
2 n<i (or 3 ,d ) set. Since this depth never existed before in the numbers of classified computers and 
media, the identification and movement of such classified has been extremely fluid. This is an 
interim operating condition that will be eliminated with the permanent staging of the deployable 
media at KAFB. 

In March, 2002 a complete JTOT program inventory didn’t track the 2 flash cards because they 
had been removed from deployable status in July 2001. 



1324 


In Sept. 2002, an inventory begun with Media Tracker uncovered that these flash cards were not 
in the location specified. 

The JTOT program now keeps the first set of deployable classified media at the DOE building at 
the 21 st compound at KAFB, receipted over to DOE/AL. On Friday, September 20, all classified 
storage at ICAFB and DOE/AL was searched for tire two flash cards, without success. The 
equipment at the 55 th EOD unit, at Ft; Belvoir, was searched on September 23 and a total of 6 
flash memory cards were located. Four of these cards had old, deployment tracking barcode 
numbers attached and two cards had no barcode marking. No barcode markings matched those 
of the two missing flash memory cards. 

At the request of LANL management, a test was performed by Richard Hammer, to determine if 
any portion of a classified file could be transferred to flash cards of the type that are missing. 
(Richard is a NIS-6 computer specialist who manages both classified and unclassified computing 
at TA-1 S. He is recognized both inside LANL and outside the laboratory as an expert in 
computer security.) The classified data files are 10- 1Mb in size and the total available memory 
on the flash cards is 8 Mb. In addition the flash cards are formatted into partitions of about 2.4 
Mb. When an attempt was made to copy a fils, the computer generated the following error 
message: “Cannot copy to drive E: There is not enough Free Space. Delete one or more files to 
free disk space and try again.” There was so evidence that any portion of a file or file name 
was copied to the disk. 

NIS-6 is in the process of generating a summary memo to document the incident and will have a 
lessons learned meeting with all involved parties to document points of failure and solutions to 
prevent those failures from occurring again. In addition, we will examine the deployment 
inventories (as required by the Habiger memo) starting with August, 2001 to see if the 2 flash 
cards show up in any documentation of deployments. 
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Tab 121 


U.S. Department of Energy 

Washington, D.C, 


ORDER 

DOE 0 221.1 


Approved: 03-22-01 
Sunset Review: 03-22-03 
Expires: 03-22-05 


SUBJECT! REPORTING FRAUD, WASTE, AND ABUSE TO THE OFFICE OF 

INSPECTOR GENERAL 


1 . OBJECTIVE , To establish policies and procedures for reporting fraud, waste, abuse, misuse, 
corruption, criminal acts, or mismanagement to the Department of Energy (DOE), Office of 
Inspector General (OIG). 

2. CANCELLATION . DOE 2030.4B, REPORTING FRAUD, WASTE. AND ABUSE TO 
THE OFFICE OF INSPECTOR GENERAL, dated 5-18-92. Cancellation of this Order 
does not, by itself, modify or otherwise afreet any contractual obligations to comply with the 
Order. Canceled Orders that are incorporated by reference in a contract will remain in effect 
until the contract is modified to delete the reference to the requirements in the canceled Orders. 

3. APPLICABILITY . 

a. DOE Elements . This Order applies to all DOE Headquarters and field elements, 
including the National Nuclear Security Administration (NNSA). 

b. Contractors . This Order applies to all DOE major facilities management contractors 
and all other contractors as contractually mandated. Contractor requirements are listed 
in the Contractor Requirements Document (CRD), Attachment 1 . Contractor are 
responsible for — 

( 1 ) compliance with the requirements of the CRD of this Order regardless of the 
performer of the work, and 

(2) flowing down the requirements of the CRD of this Order to subcontracts to the 
extent necessary to ensure contractors’ compliance with the requirements. 

4. POLICY . 

a. The OIG shall seek to uncover fraud, waste, abuse, misuse, corruption, criminal acts, 
or mismanagement relating to DOE programs, operations, facilities, contracts, and 
information technology systems, and ensure that corrective action is taken. When 


Distribution: 

All Departmental Elements 


Initiated By: 

Office of Inspector General 
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appropriate, referral of allegaiions/iiiformation shall be made by the 01G to other 
appropriate law enforcement entities, prosecutors, other DOE components, or other 
agencies. 

b. Employees of DOE and its contractors who have information about actual or suspected 
violations of law, regulations, or policy including fraud, waste, abuse, misuse, 
corruption, criminal acts, or mismanagement relating to DOE programs, operations, 
facilities, contracts, or information technology systems shall immediately notify the 
appropriate authorities. Notwithstanding the above, employees should, when 
appropriate, report directly to the OIG any information concerning alleged wrongdoing 
by DOE; its contractors, subcontractors, grantees, or other recipients of DOE financial 
assistance; or their employees. 

c. DOE managers and contractor managers must ensure that reprisals are not taken 
against their employees who report fraud, waste, abuse, misuse, corruption, criminal 
acts, or mismanagement. 

5. RF.SPONSlBIT.mES . 

a. Office^oliiispec tor G eneral 

( 1 ) Notifies all DOE employees, at least annually, of their duty to report allegations 
of fraud, waste, abuse, misuse, corruption, criminal acts, or mismanagement 
relating to DOE programs, operations, facilities, contracts, or information 
technology systems, as well as, of OIG responsibilities in this area. 

(2) Operates and publicizes a telephone hotline to permit individuals/entities to 
report allegations of fraud, waste, abuse, misuse, corruption, criminal acts, or 
mismanagement relating to DOE programs, operations, facilities, contracts, or 
information technology systems to the OIG. 

(3) Processes allegations in accordance with OIG operations and procedures. 

(4) Disseminates to the Lead Program Secretarial Office (LPSO) for their 
respective facilities and organizations, procedures for reporting allegations of 
fraud, waste, misuse, abuse, corruption, criminal acts, or mismanagement 
relating to operations, facilities, contracts, or information technology systems. 
Also, disseminates these procedures to all applicable DOE contracting officers 
for further dissemination to DOE contractors, including contractors of NNSA, 
and their employees. 
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(5) Designates an OIG representative for each DOE facility or site, and ensures 
that the Inspector General representative communicates regularly and on a 
timely basis with the applicable DOE officials at that facility or site. 

(6) Notifies the Director of Security Affairs (SO-20) and the Chief of Defense 
Nuclear Security, as appropriate, of allegations involving the security of special 
nuclear material, classified computer systems, and classified information. 

(7) Notifies the Deputy Administrator for Naval Reactors (NR- 1 ), as appropriate, 
of allegations involving the security of special nuclear material or classified or 
sensitive information under that office’s cognizance. 

(8) Notifies the Chief Information Officer (SO-30), as appropriate, of allegations 
relating to the security of unclassified computer systems and sensitive 
unclassified automated information. 

(9) Notifies the Director of Counterintelligence (CN-1 >Chief of Defense Nuclear 
Counterintelligence, as appropriate, of allegations regarding espionage, 
including approaches made by representatives of other governments for the 
commission of espionage or the collection of information. 

( 1 0) Notifies the DOE Designated Agency Ethics Official (GC-80), as appropriate, 
of alleged violations of Standards of Conduct. 

(11) Notifies the Deputy Assistant Secretary for Oversight (EH-2), as appropriate, 
of allegations concerning environmental, safety, or health operational hazards. 

(12) Notifies appropriate Heads of Departmental Elements of allegations involving 
matters under their purview, unless the OIG determines that such notification 
might jeopardize the successful progress or completion of an inquiry. 

b. Heads of All Field Elements, the Administrator for Nuclear Security, and the Director. 

Office of Management and Administration fMA-1) . must ensure that the OIG hotline 

telephone number is: 

( 1 ) Displayed in common areas under their cognizance, such as cafeterias, public 
telephone areas, official bulletin boards, reception rooms, and building lobbies. 

(2) Published in telephone books and employee newsletters under their cognizance. 

c. Heads of All Field Elements, the Administrator for Nuclear Security, and the Director- 

Office of Procurement and Assistance Management (MA-5) . must ensure that: 
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( 1 ) Contractors under their cognizance are required to notify their employees 
annually of their duty to report allegations of fraud, waste, abuse, misuse, 
corruption, criminal acts, or mismanagement relating to DOE programs, 
operations, facilities, contracts, or information technology systems to the 
appropriate authorities. The annual notification shall include the provision that, 
notwirhstanding the above, DOE contractor employees should, when 
appropriate, report directly to the OIG any information concerning alleged 
wrongdoing by DOE; its contractors, subcontractors, grantees, or other 
recipients of DOE financial assistance; or their employees. 

(2) Contractors under their cognizance are required to display the OIG hotline 
telephone number in common areas of buildings, such as cafeterias, public 
telephone areas, official bulletin boards, reception rooms, and building lobbies. 

(3) Contractors under their cognizance are required to publish the OIG hotline 
telephone number in telephone books and newsletters under the contractor’s 
cognizance. 

(4) All alleged violations of law, regulations, or policy, including incidents of fraud, 
waste, abuse, misuse, corruption, criminal acts, or mismanagement which have 
been referred to Federal, State, or local law enforcement entities are also 
reported to the OIG within a reasonable period of time, bul not later than 24 
hours. 


d. Employees of DOE and its contractors must: 

( 1 ) Report actual or suspected violations of law, regulations, or policy including 
fraud, waste, abuse, misuse, corruption, criminal acts, or mismanagement 
relating to DOE programs, operations, facilities, contracts, or information 
technology systems to the appropriate authorities. Notwithstanding the above, 
employees should, when appropriate, report directly to the OIG any 
information concerning alleged wrongdoing by DOE; its contractors, 
subcontractors, grantees, or other recipients of DOE financial assistance; or 
their employees. 

(2) Report to the OIG any allegations of reprisals taken against employees who 
have reported fraud, waste, abuse, misuse, corruption, criminal acts, or 
mismanagement relating to DOE programs, operations, facilities, contracts, or 
information technology systems. 
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a. The Inspector General Act of 1978, Public Law 95-452, as amended, 5 United States 
Codes (U.S.C.), App. 3, sets forth authority and functions of the Inspector General. 

b. Public Law 101-12, Whistleblower Protection Act of 1989, which strengthens the 
protection available to Federal employees against prohibited personnel practices. 

c. Title 10 CFR Part 1010, Conduct of Employees, which requires an employee to report 
fraud, waste, abuse, and corruption in DOE programs. 

d. Title 18, Federal Criminal Code and Rules, Crimes and Criminal Procedures, as 
amended, which prescribes mles that govern all criminal procedures in the courts of the 
United States. 

e. Executive Order 12333, “United States Intelligence Activities,” dated 12-4-81 , which 
designates the Department of Energy as a member of the Intelligence Community. 

f. Executive Order 12863, “President’s Foreign Intelligence Advisory Board,” dated 9- 
1 3-93, which establishes intelligence reporting requirements for the OIG. 

g. Executive Order 12344, ‘"Naval Nuclear Propulsion Program,” dated 1-27-82, which 
preserves the basic structure, policies, and practices developed for the program in the 
past and establishes additional policies, organization, and administrative procedures to 
ensure that the program will continue to function with excellence. 

h. Executive Order 1 273 1 , “Principles of Ethical Conduct for Government Officers and 
Employees,” dated 10-17-90, which establishes the requirement for Government 
employees to disclose fraud, waste, abuse, and corruption, 

i. DOE N 205. 1 , UNCLASSIFIED COMPUTER SECURITY PROGRAM, dated 7- 
26-99, which establishes requirements, policies, responsibilities, and procedures for 
developing, implementing, and sustaining a DOE unclassified computer security 
program. 

j. DOE O 221 .2, COOPERATION WITH THE OFFICE OF INSPECTOR 
GENERAL, dated 03/22/01 , which establishes DOE policy for cooperating with the 
OIG. 
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k. DOE O 471 . 1 A, IDENTIFICATION AND PROTECTION OF UNCLASSIFIED 

CONTROLLED NUCLEAR INFORMATION, dated 6-30-00, which establishes 
policy and procedures for identifying Unclassified Controlled Nuclear Information 
(UCNI) and for reviewing and marking documents and material containing UCNI. 

7. CONTACT . Questions concerning this Order should be addressed to the Office of 
Inspector General, 202-586-3202. 



SPENCER ABRAHAM 
SECRETARY OF ENERGY 
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CONTRACTOR REQUIREMENTS DOCUMENT 

DOE O 221.1, REPORTING FRAUD, WASTE, AND ABUSE TO THE 
OFFICE OF INSPECTOR GENERAL 


DOE contractors, including National Nuclear Security Administration (NNSA) contractors, or their 
employees who have information about actual or suspected violations oflaw, regulations, or policy 
including fraud, waste, abuse, misuse, corruption, criminal acts, or mismanagement relating to DOE 
programs, operations, facilities, contracts, or information technology systems shall immediately notify 
the appropriate authorities. When appropriate, DOE contractors and their employees should report 
directly to the OIG any information concerning alleged wrongdoing by DOE employees; its contractors, 
subcontractors, grantees, or other recipients of DOE financial assistance; or their employees. 

1 . Contractor managers must ensure that reprisals are not taken against DOE contractor 

employees who report fraud, waste, abuse, misuse, corruption, criminal acts, or 

mismanagement. 

2. Contractors and their employees are also required to — 

a. Notify their employees annually of their duty to report allegations of fraud, waste, 
abuse, misuse, corruption, criminal acts, or mismanagement relating to DOE programs, 
operations, facilities, contracts, or information technology systems to appropriate 
authorities. The notification shall include the provision that employees should, when 
appropriate, report directly to the OIG any information concerning alleged wrongdoing 
by DOE employees; its contractors, subcontractors, grantees, or other recipients of 
DOE financial assistance; or their employees. 

b. Display the OIG hotline telephone number in common areas of buildings, such as 
cafeterias, public telephone areas, official bulletin boards, reception rooms, and building 
lobbies. 

c. Publish the OIG hotline telephone number in telephone books and newsletters under the 
contractor’s cognizance. 

d. Report to the OIG any allegations of reprisals taken against employees who have 
reported fraud, waste, abuse, misuse, corruption, criminal acts, or mismanagement 
relating to DOE programs, operations, facilities, contracts, or information technology 
systems. 

e. Report to the OIG within a reasonable period of time, but not la ter than 24 hours, a ll 
alleged violations oflaw, regulations, or policy, including incidents of fraud, waste, 
abuse, misuse, corruption, criminal acts, or mismanagement which have been referred 
to Federal, State, or local law enforcement entities. 
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October 4, 2002 


UNIVERSITY OF CALIFORNIA 

POLICY ON REPORTING AND INVESTIGATING ALLEGATIONS OF 
SUSPECTED IMPROPER GOVERNMENTAL ACTIVITIES 
(WHISTLEBLOWER POLICY) 


I. Introduction 

The University of California has a responsibility for the stewardship of University resources and 
the public and private support that enables it to pursue its mission. The University is committed 
to compliance with the laws and regulations to which it is subject and to promulgating 
University policies and procedures to interpret and apply these laws and regulations in the 
University setting. Laws, regulations, policies and procedures strengthen and promote ethical 
practices and ethical treatment of the members of the University community and those who 
conduct business with the University. 

The University’s internal controls and operating procedures are intended to detect and to 
prevent or deter improper activities. However, even the best systems of control cannot provide 
absolute safeguards against irregularities. Intentional and unintentional violations of laws, 
regulations, policies and procedures may occur and may constitute improper governmental 
activities as defined by statute (see “Definitions"). The University has a responsibility to 
investigate and report to appropriate parties allegations of suspected improper governmental 
activities and the actions taken by the University. 

This policy governs reporting and investigation of allegations of suspected improper 
governmental activities, and together with the Policy for Protection of Whistleblowers from 
Retaliation and Guidelines for Reviewing Retaliation Complaints, represents the University’s 
implementing policies for the California Whistleblower Protection Act (Government Code 
Section 8547- 8547.12). 

Employees and others are encouraged to use guidance provided by this policy for reporting all 
allegations of suspected improper governmental activities. While the scope of this policy is 
intended to be limited to the statutory definition of improper governmental activities, serious or 
substantial violations of University policy may constitute improper governmental activities 
determined upon review or investigation. 

This policy does not fundamentally change the responsibility for conducting investigations but 
clarifies normal jurisdictional interests. Individual employee grievances and complaints 
regarding terms and conditions of employment will continue to be reviewed under the 
applicable academic and staff personnel policies or collective bargaining agreements. Any 
allegations of improper governmental activities that may result in subsequent actions bringing 
disciplinary charges against an academic or staff member shall be coordinated with the 
applicable academic or staff personnel conduct and disciplinary policies. In all instances, the 
University retains the prerogative to determine when circumstances warrant an investigation 
and, in conformity with this policy and applicable laws and regulations, the appropriate 
investigative process to be employed. 
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II. Definitions 

A. University Resources 

For purposes of this policy, the term University resources is defined to include, but not 
be limited to the following, whether owned by or under the management of the 
University: 

» Cash and other assets, whether tangible or intangible; real or personal property; 

• Receivables and other rights or claims against third parties; 

• Intellectual property rights; 

• Effort of University personnel and of any non-University entity billing the 
University for its effort; 

• Facilities and the rights to use of University facilities; 

• The University's name; and 

• University records, including student and patient records. 

B. Improper Governmental Activities 

According to California Government Code Section 8547.2, an improper governmental 
activity is: 

any activity by a state agency or by an employee that is undertaken in the 
performance of the employee’s official duties, whether or not that action is 
within the scope of his or her employment, and that (1) is in violation of any 
state or federal law or regulation, including, but not limited to, corruption, 
malfeasance, bribery, theft of government property, fraudulent claims, fraud, 
coercion, conversion, malicious prosecution, misuse of government property, 
or willful omission to perform duty, or (2) is economically wasteful, or 
involves gross misconduct, incompetency, or inefficiency. 

C. Protected Disclosure 

According to California Government Code Section 8547.2, a protected disclosure is: 

any good faith communication that discloses or demonstrates an intention to disclose 
information that may evidence (1 ) an improper governmental activity or (2) any 
condition that may significantly threaten the health or safety of employees or the 
public if the disclosure or intention to disclose was made for the purpose of 
remedying that condition. 

D. Illegal Order 

An illegal order is any directive to violate or assist in violating an applicable federal, 
state, or local law, rule or regulation or any order to work or cause others to work in 
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conditions outside of their line of duty that would unreasonably threaten the health or 
safety of employees or the public. 

E. Whistleblower 

A person or entity making a protected disclosure is commonly referred to as a 
whistleblower. Whistleblowers may be University employees (academic or staff), 
applicants for employment, students, patients, vendors, contractors or the general public. 
The whistleblower's role is as a reporting party. They are not investigators or finders of 
fact, nor do they determine the appropriate corrective or remedial action that may be 
warranted. 

F. Locally Designated Official (LDO) 

The person designated by each campus, Laboratory, the Office of the President and the 
Division of Agriculture and Natural Resources as the official with primary responsibility 
to receive reports of allegations of suspected improper governmental activities. 


III. Reporting Allegations of Suspected Improper Governmental Activities 
A. Filing a Report 

1 . Any person may report allegations of suspected improper governmental activities. 
Knowledge or suspicion of improper governmental activities may originate from 
academic personnel, staff or administrators carrying out their assigned duties, 
internal or external auditors, law enforcement, regulatory agencies, and customers, 
patients, vendors, students or other third parties. Allegations of suspected improper 
governmental activities may also be reported anonymously. 

2. Reports of allegations of suspected improper governmental activities are encouraged 
to be made in writing so as to assure a clear understanding of the issues raised, but 
may be made orally. Such reports should be factual rather than speculative or 
conclusory, and contain as much specific information as possible to allow for proper 
assessment of the nature, extent and urgency of preliminary investigative procedures. 

3. The University recommends that any reports by persons who are not University 
employees be made to the LDO. Such reports may also be made to another 
University official whom the reporting person may reasonably expect to have either 
responsibility over the affected area or the authority to review the alleged improper 
governmental activity on behalf of the University. 

4. Normally, a report by a University employee of allegations of a suspected improper 
governmental activity should be made to the reporting employee's immediate 
supervisor or other appropriate administrator or supervisor within the operating unit 
(such as the unit head), or to the LDO. However, in the interest of confidentiality, 
when there is a potential conflict of interest or for other reasons, such reports may be 
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made to another University official whom the reporting employee may reasonably 
expect to have either responsibility over the affected area or the authority to review 
the alleged improper governmental activity on behalf of the University. When the 
alleged improper governmental activities involve the Chancellor, Laboratory 
Director, Vice President — Agriculture and Natural Resources, the LDO or the 
LDO’s supervisor, such reports should be made to the Senior Vice President — 
Business and Finance in the Office of the President. If the alleged improper 
governmental activities involve the Senior Vice President — Business and Finance or 
the President the report should be made to the University Auditor. 

5. When a person reports allegations of suspected improper governmental activities to 
an appropriate authority the report is known as a protected disclosure. The rights of 
University employees and applicants for employment when making a protected 
disclosure are covered by the Policy for Protection of Whistleblowers from 
Retaliation and Guidelines for Reviewing Retaliation Complaints. 

6. AH University employees, and especially any academic or staff employee in a 
supervisory role, should be aware of and alert to either oral or written, formal or 
informal communications that may constitute a report of allegations of suspected 
improper governmental activity. 

7. Under the California Whistleblower Protection Act , reports of allegations of 
suspected improper governmental activities may be made to the State Auditor. 

Under that law, the State Auditor is prohibited from disclosing the identity of a 
whistleblower unless he or she obtains the whistleblower’s permission to do so, or 
when the disclosure is to a law enforcement agency that is conducting a criminal 
investigation. 

B. Reporting to the LDO 

1 . Each campus. Laboratory, the Office of the President and the Division of Agriculture 
and Natural Resources shall designate an official with primary responsibility to 
receive reports of allegations of suspected improper governmental activities (the 
LDO). 

2. Managers, administrators and employees in supervisory roles who receive a report 
alleging suspected improper governmental activities shall ensure that the matter is 
promptly reported to their supervisor, an appropriate University manager and/or the 
LDO. Such employees are charged with exercising appropriate judgement in 
determining which matters can be reviewed under their authority and which matters 
must be referred to a higher level of management or the LDO. Consulting with 
supervisors, the LDO or other appropriate University management is encouraged and 
the exercise of judgement should err on the side of upward reporting. Oral reports 
should normally be documented by the supervisor by a written transcription of the 
oral report, and internal communications regarding allegations of improper 
governmental activities should normally be in writing. 
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3. Managers, administrators and employees in supervisory roles shall report to the LDO 
any allegations of suspected improper governmental activities — whether received as 
a protected disclosure, reported by their subordinates in the ordinary course of 
performing their duties, or discovered in the course of performing their own duties — 
when any of the following conditions are met: 

a) The matter is the result of a significant internal control or policy deficiency that 
is likely to exist at other units within the institution or across the University 
system; 

b) The matter is likely to receive media or other public attention; 

c) The matter involves the misuse of University resources or creates exposure to a 
liability in potentially significant amounts; 

d) The matter involves allegations or events that have a significant possibility of 
being the result of a criminal act (e.g., disappearance of cash); 

e) The matter involves a significant threat to the health and safety of employees 
and/or the public; or 

f) The matter is judged to be significant or sensitive for other reasons. 

C. Reporting to the Office of the President and Others 

1 . The LDO shall have principal responsibility for meeting the reporting requirements 
to the Office of the President and local senior management. The LDO shall consult 
with members of the Investigations Workgroup (see Section IV. B.) as necessary in 
fulfilling this reporting responsibility and will inform the Investigations Workgroup 
of all reports made. The LDO (or a member of the Investigations Workgroup if the 
LDO has or is perceived to have a potential conflict of interest) shall make a written 
report to the Senior Vice President — Business and Finance with a copy to the 
General Counsel of The Regents and Vice President — Legal Affairs of any reported 
allegations of suspected improper activities when any of the following conditions are 
met; 

a) The matter is the result of a significant internal control or policy deficiency that 
is likely to exist at other units within the institution or across the University 
system; 

b) The matter is likely to receive media or other public attention; 

c) The matter involves the misuse of University resources or creates exposure to a 
liability of at least $25,000; 
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d) The matter involves a significant threat to the health and safety of employees 
and/or the public; or 

e) The matter is judged to be significant or sensitive for other reasons; 

f) The matter alleges an improper activity by the Chancellor or Laboratory 
Director, the LDO, or the local Internal Audit Director. 

2. A copy of communications sent to the Senior Vice President — Business and Finance 
shall be sent to the respective UC police department if on the basis of the allegations 
it appears that a crime may have been committed. The UC police shall be consulted 
to determine the appropriate action with regard to these investigations. 

3. In some instances, even an allegation of improper governmental activity may be 
reportable to a funding entity or regulatory agency. More typically, at least 
preliminary investigation results are needed to asses s reporting obligations to parties 
outside the University. The LDO, in consultation with the leadership of the affected 
area, will determine the nature and timing of such communications. Pursuant to 
Section Hl.C.l.b. above, the Senior Vice President — Business and Finance shall be 
notified of any matter being reported to external agencies (other than matters 
routinely reported to the DOE pursuant to the Laboratory contracts). 

4. Allegations of suspected losses of money, securities or other property shall be 
reported to the local risk management office as soon as discovered. The Director — 
Risk Management, Office of the President shall be notified of such matters when 
they meet the criteria for reporting to the Senior Vice President — Business and 
Finance by copy of such notification. The Director shall report such matters in 
accordance with the terms of any contracts with insurance or bonding companies. 

5. In the event that any person with a reporting obligation under this policy believes 
that there is a conflict of interest on the pan of the person to whom the allegations of 
suspected improper activities arc to be reported, the next higher level of authority 
shall receive the report. 

6. Whistleblowers frequently make their reports in confidence. To the extent possible 
within the limitations of law and policy and the need to conduct a competent 
investigation, confidentiality of whistleblowers will be maintained. Whistleblowers 
should be cautioned that their identity may become known for reasons outside of the 
control of the investigators or University administrators. 

Similarly, the identity of the subject(s) of the investigation will be maintained in 
confidence with the same limitations. 
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IV. Investigating Alleged Improper Governmental Activities 

A. A number of functional units within the University have responsibility for routinely 
conducting investigations of certain types of allegations of improper governmental 
activities, and have dedicated resources and expertise for such purposes. These include 
Internal Audit, the UC Police, Human Resources and the Academic Personnel Office. In 
addition, other University' parties may become involved in investigations of matters 
based on their areas of oversight responsibility or topical expertise, for example, 
environmental health and safety, risk management, research administration, academic 
affairs, health sciences compliance officers and conflict of interest coordinators. 

B. Each location (campus. Laboratory, the Office of the President, and the Division of 
Agriculture and Natural Resources) shall establish an Investigations Workgroup to 
ensure coordination and proper reporting of investigations. The Workgroup shall 
receive from the LDO reports of all allegations of known or suspected improper 
governmental activities and will assess the location’s planned course of action, including 
determining that an adequate basis exists for commencing an investigation. 

C. The LDO will chair the Investigations Workgroup. Workgroup membership should 
include representatives from each functional unit that has routine responsibility for 
certain types of investigations (e.g., Internal Audit, UC Police. Human Resources and 
the Academic Personnel Office). Additional representation to be determined locally 
should include research administration, academic affairs, campus controllers, 
compliance officers, campus/laboratory counsel and representatives from any other area 
in which investigations routinely occur but are not conducted by a standing body (for 
example, parties responsible for investigating allegations of scientific misconduct). In 
addition, specialized expertise may be required on an ad hoc basis for investigation of 
certain matters. 

D. The Investigations Workgroup’s responsibilities shall include: 

1 . Assuring that the proper investigative channels are utilized according to appropriate 
expertise and jurisdiction and that the plan to address the reported improper 
governmental activities is appropriate to the circumstances (the “triage” process): 

2. Assuring that all appropriate administrative and senior officials are apprised of the 
allegations as necessary; 

3. Assuring that appropriate reporting occurs to the Office of the President, funding and 
regulatory agencies, whistleblowers and others as necessary or provided by this 
policy; 

4. Ensuring that appropriate resources and expertise are brought to bear to cause the 
timely and thorough review of reports of allegations of suspected improper 
governmental activities; 
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5. Ensuring that there are no conflicts of interest on the part of any party involved in 
specific investigations; 

6. Coordinating and facilitating communications across investigative channels as 
necessary to ensure comprehensive attention to all facets of the matter; 

7. Monitoring significant elements and progress of investigations to ensure that 
allegations are timely and thoroughly addressed; and 

8. Coordinating and facilitating in an advisory capacity the corrective and remedial 
action that may be initiated in accordance with applicable faculty or staff conduct 
and disciplinary procedures. 

E. Each unit with investigative authority shall carry out investigative activities in 
accordance with appropriate laws and established procedures within its discipline (e.g., 
UC Police, Human Resources, Academic Personnel and Internal Audit), and regulatory 
policies and guidelines (e.g., scientific misconduct per Office of Science and 
Technology Policy (OSTP) rules). 

F. The purpose and authority of the Investigations Workgroup shall not be construed as to 
limit or halt investigations undertaken with proper authority granted by law or policy to 
any University investigative authority. Nor is the Workgroup empowered to initiate 
investigations without an adequate basis. Rather, the Workgroup's purpose is to provide 
oversight and coordination for investigative activities and to facilitate communications 
among appropriate parties. 

G. All employees of the University have a duty' to cooperate with investigations initiated 
under this policy. 

H. Consistent with applicable personnel policies or collective bargaining agreements, an 
employee may be placed on an administrative leave or an investigatory leave, as 
appropriate, when it is determined by the University that such a leave would serve the 
best interests of the employee, the University or both. Such a leave is not to be 
interpreted as an accusation or a conclusion of guilt or innocence of any individual 
including the person on leave. The appropriate Academic Personnel or Human 
Resources Office shall be consulted regarding any plan to place an employee on such a 
leave. 

V. Responsibilities 

A. Office of the President 

1 . The Senior Vice President- — Business and Finance shall have overall responsibility 
for implementation of this policy. 
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2. For the Office of the President, the Senior Vice President — Business and Finance 
will have the same responsibilities assigned to Chancellors under this policy. 

3. The President, based on advice and consultation with the Senior Vice President — 
Business and Finance, the Provost and Senior Vice President — Academic Affairs, 
the General Counsel of The Regents and Vice President — Legal Affairs, and the 
University Auditor will communicate with The Regents regarding alleged improper 
governmental activities and investigative results on matters of significance. 

4. Through the publication of administrative guidelines, the Senior Vice President — 
Business and Finance shall provide guidance to campuses and laboratories on the 
creation of local implementing procedures. Each location should submit to the 
Senior Vice President — Business and Finance for review and approval that 
location’s implementing procedures, including the nomination of the LDO. 

B. Chancellor 

1. The Chancellor shall be responsible for implementing this policy at the local level. 
Authorities and responsibilities delegated to the Chancellor are also assumed by the 
Laboratory Directors, the Senior Vice President — Business and Finance, and the 
Vice President — Agriculture and Natural Resources in their respective jurisdictions. 

2. The Chancellor shall appoint (with the approval of the Senior Vice President — 
Business and Finance) the LDO responsible for carrying out this policy. This 
individual will chair the Investigations Workgroup established under Section IV. B. 
above. The LDO should be at the level of Associate Vice Chancellor or higher. 

3. The Chancellor shall appoint the standing members of the Investigations Workgroup. 
The LDO may appoint additional regular members and ad hoc members as necessary' 
to address particular issues. 

C. Locally Designated Official (LDO) 

1 . The LDO shall be responsible for the establishment and maintenance of local 
implementing procedures that comply with this policy and the associated 
administrative guidelines. The local implementing procedures may in certain 
regards such as reporting thresholds be more stringent than this policy, but they may 
not be any less stringent. 

2. The LDO shall oversee the establishment of mechanisms to ensure compliance with 
the reporting requirements of this policy. Principal among these are the local 
channels for assuring that reports of allegations of suspected improper governmental 
activities — which may be orally and/or informally communicated to numerous 
administrators and academic and staff employees in supervisory roles — are brought 
to the attention of the Investigations Workgroup. 
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3. The LDO shall convene the Workgroup on a scheduled basis and on an ad hoc basis 
as necessary to promptly address allegations, and shall keep the Workgroup apprised 
of the progress and status of investigations as appropriate. Under urgent 
circumstances, the initiation of investigation activities may warrant the LDO 
conferring with selected Workgroup members rather than convening the entire 
Workgroup. Although procedures should be developed for the initiation of 
investigations under normal circumstances, such procedures should not impede 
prompt action by the LDO or investigators when warranted. 

D. Investigative Responsibilities 

1 . Internal Audit is responsible for investigations involving allegations of known or 
suspected misuse of University resources, including fraud, financial irregularities 
and the financial consequences of other matters under investigation. If criminal 
activity is detected, consultation with UC police will determine if the police should 
take the lead, participate, or initiate a separate mvestigation. 

2. UC police are responsible for investigations of known or suspected criminal acts 
within their jurisdiction. In cases involving principally criminal concerns, the UC 
police should be the lead investigators and others with an investigative interest 
should work in support of the police investigation. 

3. Procedures for investigations of personnel matters, scientific misconduct, regulatory 
non-compliance, student misconduct and other matters are established locally by 
each campus. Laboratory, the Office of the President or the Division of Agriculture 
and Natural Resources. Such procedures shall be consistent with this policy and 
applicable laws and regulations. 

4. In cases involving overlapping interests among investigative bodies, assistance and 
cooperation will be provided between the investigators based on the relative 
expertise of the investigative bodies. 

VI. Roles, Rights and Responsibilities of Whistleblowers, Investigation Participants, Subjects 
and Investigators 

A. Whistleblowers 

1 . Whistleblowers provide initial information related to a reasonable belief that an 
improper governmental activity has occurred. The motivation of a whistleblower is 
irrelevant to the consideration of the validity of the allegations. However, the 
intentional filing of a false report, whether orally or in writing, is itself considered an 
improper governmental activity which the University has the right to act upon. 

2 , Whistleblowers shall refrain from obtaining evidence for which they do not have a 
right of access. Such improper access may itself be considered an improper 
governmental activity. 
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3. Whistleblowers have a responsibility to be candid with the LDO, investigators or 
others to whom they make a report of alleged improper governmental activities and 
shall set forth all known information regarding any reported allegations. Persons 
making a report of alleged improper governmental activities should be prepared to 
be interviewed by University investigators. 

4. Anonymous whistleblowers must provide sufficient corroborating evidence to justify 
the commencement of an investigation. An investigation of unspecified wrongdoing 
or broad allegations will not be undertaken without verifiable evidentiary support. 
Because investigators are unable to interview anonymous whistleblowers, it may be 
more difficult to evaluate the credibility of the allegations and therefore, less likely 
to cause an investigation to be initiated. 

5. Whistleblowers are “reporting parlies,’' not investigators. They are not to act on 
their own in conducting any investigative activities, nor do they have a right to 
participate in any investigative activities other than as requested by investigators. 

6. Protection of a whistleblower’s identity will be maintained to the extent possible 
within the legitimate needs of law and the investigation. Should the whistleblower 
self-disclose his or her identity, the University will no longer be obligated to 
maintain such confidence. 

7. A whistleblower’s right to protection from retaliation does not extend immunity for 
any complicity in the matters that are the subject of the allegations or an ensuing 
investigation. 

8. Whistleblowers have a right to be informed of the disposition of their disclosure 
absent overriding legal or public interest reasons. 

B. Investigation Participants 

1. University employees who are interviewed, asked to provide information or 
otherwise participate in an investigation have a duty to fully cooperate with 
University-authorized investigators. 

2. Participants should refrain from discussing or disclosing the investigation or their 
testimony with anyone not connected to the investigation. In no case should the 
participant discuss with the investigation subject the nature of evidence requested or 
provided or testimony given to investigators unless agreed to by the investigator. 

3. Requests for confidentiality by participants will be honored to the extent possible 
within the legitimate needs of law and the investigation. 

4. Participants arc entitled to protection from retaliation for having participated in an 
investigation. 
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C. Investigation Subjects 

1. A subject is a person who is the focus of investigative fact finding either by virtue of 
an allegation made or evidence gathered during the course of an investigation. The 
decision to conduct an investigation is not an accusation; it is to be treated as a 
neutral fact finding process. The outcome of the investigation may or may not 
support a conclusion that an improper governmental act was committed and. if so. by 
whom. 

2. The identity of a subject should be maintained in confidence to the extent possible 
given the legitimate needs of law and the investigation. 

3. Subjects should normally be informed of the allegations at the outset of a formal 
investigation and have opportunities for input during the investigation. 

4. Subjects have a duty to cooperate with investigators to the extent that their 
cooperation will not compromise self- incrimination protections under state or federal 
law. 

5. Subjects have a right to consult with a person or persons of their choice. This may 
involve representation, including legal representation. 

6. Subjects may consult with the Office of the General Counsel (including campus and 
national Laboratory counsel) concerning the investigation. The Office of the 
Genera! Counsel will provide legal advice to the subject regarding issues in the 
investigation, unless the Office of the General Counsel determines that a divergence 
of interest prevents it from doing so. it being understood that at all times the Office 
of the Genera! Counsel represents the interests of the University. If legal services 
are provided by the Office of the General Counsel to the subject, the attorney-client 
privilege may not be invoked by the subject to prevent disclosure to the University 
of information obtained by the attorney providing the services, and the subject will 
be advised whenever it appears that a divergence of interest may require the attorney 
to withdraw from providing such legal services to the subject. 

Subjects are free at any time to retain their own counsel to represent them with 
regard to the investigation and may request that the University pay or reimburse the 
attorney’s fees. Chancellors shall designate a person to recei\c the request for 
reimbursement. Such requests shall be considered consistent with statutory' law. case 
law and University practice, but this policy creates no entitlement to such payments 
or reimbursements. 

7. Subjects have a responsibility not to interfere with the investigation and to adhere to 
admonitions from investigators in this regard. Evidence shall not be withheld, 
destroyed or tampered with, and witnesses shall not be influenced, coached or 
intimidated. 
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8. Unless there are compelling reasons to the contrary, subjects should be given the 
opportunity to respond to material points of evidence contained in an investigation 
report 

9. No allegation of wrongdoing against a subject shall be considered sustained unless at 
a minimum, a preponderance of the evidence supports the allegation. 

10. Subjects have a right to be informed of the outcome of the investigation, if 
allegations are not sustained, the subject should be consulted as to whether public 
disclosure of the investigation results would be in the best interest of the University 
and the subject. 

11. Any disciplinary or corrective action initiated against the subject as a result of an 
investigation pursuant to this policy shall adhere to the applicable academic 
personnel or staff conducl and disciplinary procedures. 

D. Investigators 

1 . Investigators are those persons authorized by the University to conduct fact finding 
and analysis related to cases of alleged improper governmental activities. 

2. Investigators derive their authority and access rights from University policy or 
Regental authority when acting within the course and scope of their responsibilities. 

3. The University, investigation participants and subjects should be assured that 
investigators have competency in the area under investigation. Technical and other 
resources may be drawn upon as necessary to augment the investigation. 

4. All investigators shall be independent and unbiased both in fact and appearance. 

5. Investigators have a duty of fairness, objectivity, thoroughness, ethical behavior, and 
observance of legal and professional standards. 

6. Investigations should be launched only after preliminary’ consideration that 
establishes that: 

a. The allegation, if true, constitutes an improper governmental activity 1 , and 
either: 

b. The allegation is accompanied by information specific enough to be 
investigated, or 


‘Matters that do not meet this standard may be worthy of management review, but should not be undertaken as an 
investigation of an improper governmental activity. 
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c. The allegation has*; or directly points to corroborating evidence that can be 
pursued. Such evidence may be testamentary or documentary. 


VII. Additional Required Communications 

A. If an investigation leads University officials to conclude that a crime has probably been 
committed, the results of the investigation shall be reported to the District Attorney or 
other appropriate law enforcement agency. The UC Police should be the conduit for 
communications with law enforcement agencies unless the Investigations Workgroup in 
a particular situation determines a different communications strategy. 

B. If an investigation leads University officials to conclude that a faculty member has 
engaged in conduct that may be a violation of the Faculty Code of Conduct, the results 
of the investigation shall be reported to appropriate academic personnel governing 
bodies in accordance with the applicable procedures for faculty conduct and the 
administration of discipline. Any charges of faculty misconduct brought as a result of an 
investigation under this policy shall comply with established faculty conduct 
procedures. 

C. Consultation with the Office of the Genera! Counsel is required before negotiating or 
entering into any restitution agreement resulting from the findings of an investigation. 
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November 2002 


Tab 122 


18 Monday 

10:00 AM ■ i 2:00 PM All Manager's Meeting @ Main Auditorium 
1 J:?0 AM - 1 2:00 PM Mte Ekiund ® FPD'? Ofc 



3:30 PM - 4:00 PM Spin-Off of Meeting this AM ® Saigado'sGtc 

Attendees: Jim Holt. Joe Salgado. Frank Dickson, Rich Marquez. Phil Kruger. Jo Ann Milam • Scheduled by MAM * Sylvia Quintana. DIR. 
7-5101. 1 i / 1 8/02 

4:30 PM - 5; 15 PM LDO (Locally Designated Official) Prep w/ Investigations Work Group (Brittin & Marquez on "T to UC on Same Topic or. 
11/21) Ref: Whistleblower @ AD- ADMIN Ofc 

Attendees: Frank Dickson. Katherine Brittin. Gil Gnego, Rich Marquez - Scheduled by MAM w/Paula Sundby, AA. 5-3104. f 1 « 3 02 


19 Tuesday 

7:30 AM - 8:00 AM Personnel Issues w/Tina Montoya @ FPD’s Ofc 
8:00 AM - 9:00 AM D1R/L1M (Lab Info Mtg) @ The Forum 

9:15 AM - 10:30 AM LC/BUS-5 Coordination Standing Meeting® LC Conf Rm D4 ! 1 (Admin Bldg) 

Attendees: Frank Dickson. Jim Mitchell, Dennis Roybal. Stan Hettich - Scheduled by MAM w/Sim, BUS-DO. 7-3848. 10/21/02 
1:00 PM - 3:00 PM LANL/LAAO Legal Coordination Mtg @ DOE/OLaSO Corf Rm 100 
Attendees: 

1st Wed. of every month 

2:30 PM - 3:00 PM LC Scorpio B-Day Celebration @ LC Downtown Conf Rm A 
3:00 PM - 4:00 PM LC Mgmt Team Meeting @ LC Downtown Conf Rm C 

Attendees: Frank Dickson, Office Leaders: Jim Mitchell. Ray Wilson. Deb Woitte. Chns Chandler, Bruce Hen. Tina Montoya. Linda Zwick - 
Scheduled by MAM- 4/26/02 r 

4:15 PM ■ 4:30 PM IPOs & Performance Appraisal Mtg @ Marquez' Ofc 
Scheduled by MAM w/Frances Mascarenas. ADA. 7-19732. ! 1 1/8/02 

4:30 PM - 5:00 PM Rich Marquez & Joe Salgado Mtg Re; COS for Pablo Prando (Ask Rich if FPD should attend?) <E; Salgado 's Ofc 


20 Wednesday 

7:30 AM - 8:30 AM Several Issues w/Chris Chandler & FPD's Ofc 

Scheduled by MAM w/Chris, 5-5909. 1 1/18/02 

9:00 AM - 9:15 AM Tom Gunderson @ FPD’s Ofc 

12:00 PM - 12:30 PM B-Day Cake & Ice Cream for Rich @ AD- ADM IN Ofc 

1:30 PM - 2:00 PM Conf Call @ Salgado’s Ofc (Rich, Joe. FPD, Scott Sutnh and Ron Nelson) 

2:30 PM - 3:30 PM Purchase Card & Overruns on Pits @ Ralph Erickson’s Ofc 

Attendees: Frank Dickson. Joe Salgado, Rich Marquez, Ralph Enckson, Don McCoy. Tom Patmien. John Layton & His Consultants - Scheduled 
by MAM w/'Caroiyn Trujillo, DIR. 7-5101. 1 1/18/02 

5:30 PM - 7:30 PM Oliver Seth American Inn of Court @ Hotel Loreno in Santa Fe (5:30 Cash Bar/6:00 Mtg) 


LANL 34220 


Frank Dickson - printed Friday. January 24. 2003 10:36 AM by Tom Gunderson 
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November 2002 


21 Thursday 

8:0Q AM - 8:30 AM Mtg w/John Jennings & Sheila Brown @ FPD's Ofc 
Scheduled by MAM w/John Jennings, 7*0370. 1 1/20/02 
f :.'0 AM - TOO AM Mtr w.'Sist. C- u'boorr (a- FPD's Off 



Anendees: Frank Dickson, Rich Marquez. Joe Saigado, Bill Fite, LtnnTytier, Walt Kirchner. Reese. Teison • Scheduled by MAM w,f ranees 
Mascarcnas, ADA, 7-1973. 11/21/02 

1 :30 PM - 3:00 PM Procurement Team Working Mtg @ LC Downtown Conf Rm 


22 Friday 

8:00 AM - 5:00 PM FPD - Acting AD-ADMIN 
8:30 AM - 9:00 AM Sam’s Monthly Mtg @ FPD’s Ofc 


LANL 34221 


Frank Dickson - printed Friday, January 24, 2003 10:36 AM by TqntQu4d«son 
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-Los Alamos 

NATIONAL LABORATCP. 1 

Security & Safeguards Division Office 
Mai! Stop G729 

|SD5j 6$;-S9i l/'l-sx 6-2 sfcVi 



Tab 123 

DRAFT 

r- 

^ -y F. 

*0 ‘0^:5 

oyoc j U /2.I/02. 


James L. Holt 

Associate Director for Operations 

AD-Ops, Mail Stop A104 

Los Alamos, New Mexico 87545 

Dear Mr, Holt: 


-foil cu) -up £*“>/ 
<> £ 3 ^ 

fUYS<S^3 «■ 

\So Aaav*. ka 




it is my understanding that the Laboratory has decided to restructure and to align its 
practices with those ol other UC and NNSA laboratories in terms of the handling and 


referral of suspected thefts of property. The current situation has caused contusion 
within the Laboratory and with the DOE/IG. In connection with this decision, I 
recommend that the Laboratory not retain Glenn A. Waip. (Z-i 85480). and Steven L. 
Doran, (Z-i 88198), who are currently in probationary status, as permanent UC 
employees. 


ou.L^ 


Mr. Walp’s and Mr. Doran’s records of performance have generated consistently 
negative reactions from a number of sources within and outside o' the Laboratory. 

Contrary to what one might otherwise expect, the negative comments have not 

diminished with time and. instead, have increased ! recommend against retaining _ 

either individual as a permanent UC employee, even if we were not planning to 

restructure and realign the management of suspected thefts. ! 

Specific examples of inadequate or unsatisfactory performance by Mr. Walp and Mr * 

Doran include the following. 


Providing inaccurate and incomplete reports on the status of ongoing investigations. ^ 
Inability to independently and expeditiously pursue appropriate reviews or j 

inves,i9a l ions : 

’'inappropriate and^insuoordinate conduct when addressing contentious issues with ^ 

nis supervisor (Mr. Walp only). _ , 

Pocritxtgementlrrassessfng allegations of misconduct.''’ ~ 

SMetiUj CVJL*\ -kitC-L. ^ 

o / i* «4- Lxx t <jf 

civ I ^-4^- 
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James L. Holt 
S-DO: 02-249 


!} / 


November 207200? 


draft 



Inappropriate and incorrect advice about violations of federal law regarding the 
actions of Laboratory employees engaged in routine discharge of their assigned 
duties. 







Loss of potential evidence unaer his office's"safekeep1hg "and control (Mr'."Wa 

snirL 



Apparent inability to work successfully across Laboratory organizational lines with 
Divisions other than S Division, or with outside agencies chartered by Laboratory ■/ 
senior management. 

Poor judgement ip determining that all unlocated property should be classified asl 
"larceny" and the/tiling of one or more reports with the DOE to that effect^, 
inabil ity to condiict.an inve stigation in a professional manner to the satisfaction of 
gnd consistent with directionslrom the Laboratory’s senior managers. 
Failurelo^esiabTisK^and maintain the trust and confidence ot the Laboratory's senior 
management in their judgement and in the discharge ot their assigned duties. 

Performance as described above has resulted in decisions by some Laboratory senior 
managers to avoid working directly with Mr. Walp and Mr. Doran, or to allow them to 
work in certain sensitive circumstances. This group of managers includes individuals 
with direct or indirect responsibility for critical aspects of LANL's operational 
performance. That circumstance confirms my judgment that these two probationary 
employees lack the vision/ customer interface skills, and genera! suitability to perform 
effectively in their current positions. 

pt € i 

These key events have taken place after their mid-term probationary performance 
appraisals in SeptembeV. 2L b<c 



On the basis of the above, it is my judgement that Mr. Walp and Mr. Doran should be 
terminated as probationary employees as expeditiously as possible. 

Sincerely, 


Stanley L. Busboom 
Director of Security 

Cy: F. Dickson, LC, MS A1 S3 


f S s u e 

#aa,Uj -(-o Kir. uJoJp: 

* - 
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November^) D<RAF f 

D WITHOUT APPROVAL OF 


James L. Holt 
S-DO: 02-249 

THIS DOCUMENT MAY NOT BE COPIFJYOR RE. ROUT 
LABORATORY COUNSEL. / / 

THE INFORMATION CONTAINED IV THIS MESSAGE IS LEGALLY PRIVILEGED AND TV 
CONFIDENCE INFORMATION. SUBJECT TO ATTORNEY CLIENT .PRIVILEGE.' ATTORNEY WORK 


PRODUCT PROTECTION, INTENDED ONLY FOR piE USE OEJJHOSE W ITH A NEEL) TO KNOW. 
ITS CONTENDS SHALL REMAIN IN STRICT CONFIDENCE. FF THE READER OF THIS MESSAGE 
IS NOT SUCH A PERSON. YOU ARE HEREBYJSOTIFIED J«AT ANY DISSEMINATION. 
DISTRIBUTION, OR COPYING OF TillS ME85AGE IS STRICTLY PROHIBITED. IF YOU HAVE 
RECEIVED THIS MESSAGE IN ERROR. PLEASE NO/fFY US IMMEDIATELY. 

TQE DOCUMENT IS FOR UNIVERSITY USE ONLY AND IS NOT $U : BJECT TO DISCLOSURE UNDER 
TilE FREEDOM OF INFORMATION ACT. 5 U)S.C. 552. FT SEP . OR THE CALIFORNIA PUBLIC 
/RECORDS ACT. NOTIFY THE LABORATORY COUNSEL IMMEDIATELY. IF A SUBPOENA OR 
OTHER REQUEST IS RECEIVE*) CALLING FOR PRODUCTlpS OF THIS DOCUMENT. 

IN CONFIDENCE DOCUMENTS SHOULD NOT BE LEFT UNATTENDED. SHOULD BE SECURED 
WHEN NOT IN USE. ANp^HOUUTBE DISPOSED OF APPROPRIATELY. 


An Eouat Opportune y Employ ei / Opera: ed h\ the Umteisily of California foi iht 
Naiiona! Nuticai Srcuniy Adminmraiinn of Iht L ! .S. Depanmeni of Encrgv 


PCF02350 003 
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“IN uuronutw- 

From the desk of... Date: 11/21/02 

STAN BUSBOOM 
Director of Security 


Subject: My Letter, S-DO 02-249, dated 1 1/20/02 

To: Jim Holt, AD-Ops, Mail Stop A104 

Jim, 

After consultations with Frank Dickson and Joe Salgado, 
have amended my previously signed draft letter to more 
accurately reflect my view of the facts in this case. 
Enclosed is my final letter for your review and action, witl 
copy to LC. 

Stan 

End: as stated 


“IN CONFIDENCE” 


PCF02344.001 
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-A 

“ Los Alamos 

NATIONAL laboratory 


IN CONFIDENCE 


Security & Safeguards Division Office 
Mail Stop G729 

Los Alamos, NM 87545 Date: November 20, 2002 

(505) 667-5911 /Fax 5-3810 Refer To: S-DO: 02-249 


James L. Holt 

Associate Director for Operations 
AD-Ops, Mail Stop A104 
Lob Alamos, New Mexico 87545 

Dear Mr, Holt: 

It is my understanding that the Laboratory has decided to restructure and to align its 
practices with those of other UC and NNSA laboratories in terms of the handling and 
referral of suspected thefts of property. The current situation has caused confusion 
within the Laboratory and with the DOE/IG. In connection with this decision, I 
recommend that the Laboratory not retain Glenn A. Walp, (2-185480), and Steven L. 
Doran, (2-188198), who are currently in probationary status, as permanent UC 
employees. 

Mr. Walp’s and Mr, Doran's -records of performance have generated consistently 
negative reactions from a number of sources within and outside of the Laboratory. 
Contrary to what one might otherwise expect, the negative comments have not 
diminished with time and, instead, have increased, i recommend against retaining 
either individual as a permanent UC employee, even if we were not planning to 
restructure and realign the management of suspected thefts. 

Specific examples of inadequate or unsatisfactory performance by Mr, Walp and Mr. 
Doran include the following: 

* Providing inaccurate arid incomplete reports on the status of ongoing investigations. 

• Inability to independently and expeditiously pursue appropriate reviews or 
investigations. 

* Inappropriate and incorrect advice about violations of federal law regarding the 
actions of Laboratory employees engaged in routine discharge of their assigned 
duties. 

• Apparent inability to work successfully across Laboratory organizational lines with 
Divisions other than S Division, or with outside agencies chartered by Laboratory 
senior management. 


IN CONFIDENCE 


FCF02345.001 
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IN CONFIDENCE 

James L Holt 2 November 20. 2002 

S-OC: 02-249 


* Poor judgement in determining! that all unlocated property should be classified as 
“larceny" and the filing of one or more reports to that effect 

* Inability to conduct an investigation in a professional manner to the satisfaction of. 
and consistent with directions from, the Laboratory’s senior managers. 

* Failure to establish and maintain the trust and confidence of the Laboratory’s senior 
management in their judgement and tn the discharge of their assigned duties. 

The following issues apply only to Mr. Walp; 

* Inappropriate and potentially insubordinate conduct when addressing contentious 
issues with his supervisor. 

* Loss of potential evidence under his office’s safekeeping and control. 

Performance as described above has resulted in decisions by some Laboratory senior 
managers to avoid working directly with Mr. Walp and Mr, Doran, or to allow them to 
work in certain sensitive circumstances- This group of managers includes individuals 
with direct or indirect responsibility for critical aspects of LANL’s operational 
performance. That circumstance confirms my judgment that these two probationary 
employees lack the vision and judgement, customer interface skills, and general 
suitability to perform effectively in their current positions. 

These key events have predominately taken place after their mid-lerm probationary 
performance appraisals in September. 

On the basis of the above, it is my judgement that Mr. Walp and Mr. Doran should be 
terminated as probationary employees as expeditiously as possible. 

Sincerely, 


Stanley L. Busboom 
Director of Security 

Cy: F, Dickson, LC, MS A1 83 



An Equal Opportunity Ejnpieyer I Operated by the University of California for the 
National Nuclear Security Administration of the U.S. Department of Energy 

IN CONFIDENCE 
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IN CONFIDENCE 

- Los Alamos 

NATIONAL LABORATORY 

Security & Safeguards Division Office 
Mail Stop G729 

Los Alamos, NM 87545 Date: November 20, 2002 

(505) 667-591 1/Fax 5*3810 Refer To; S-DO: 02-249 


James L Holt 

Associate Director for Operations 
AD-Ops, Mail Stop A 104 
Los Alamos, New Mexico 87545 

Dear Mr. Holt: 

It is my understanding that the Laboratory has decided to restructure and to align its 
practices with those of other UC and NNSA laboratories in terms of the handling and 
referral of suspected thefts of property, The current situation has caused confusion 
within the Laboratory and with the DGE/IG. in connection with this decision, J 
recommend that the Laboratory not retain Glenn A. Watp, (2-185480), and Steven L. 
Doran, (2-188198), who are currently in probationary status, as permanent UC 
employees, 

Mr. Waip’s and Mr. Doran's records of performance have generated consistently 
negative reactions from a number of sources within and outside of the Laboratory. 
Contrary to what one might otherwise expect, the negative comments have not 
diminished with time and, instead, have increased. I recommend against retaining 
either individual as a permanent UC employee, even if we were not planning to 
restructure and realign the management of suspected thefts. 

Specific examples of inadequate or unsatisfactory performance by Mr. Walp and Mr. 
Doran include the following: 

* Providing inaccurate and incomplete reports on the status of ongoing investigations. 

• Inability to independently and expeditiously pursue appropriate reviews or 
investigations. 

• inappropriate and incorrect advice about violations of federal law regarding the 
actions of Laboratory employees engaged in routine discharge of their assigned 
duties. 

* Apparent inability to work successfully across Laboratory organizational lines with 
Divisions other than 8 Division, or with outside agencies chartered by Laboratory 
senior management. 


IN CONFIDENCE 


PCF02346.G01 
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IN CONFIDENCE 

James L. Holt 2 November 20, 2002 

S-DO: 02-249 


* Poor judgement in determining that at! unlocated property should be classified as 
"larceny” and the filing of one or more reports to that effect, 

» Inability to conduct an investigation in a professional manner to the satisfaction of, 
and consistent with directions from, the laboratory’s senior managers. 

* Failure to establish and maintain the trust and confidence of the Laboratory's senior 
management in their judgement and in the discharge of their assigned duties. 

The following issues apply only to Mr, Waip: 

• Inappropriate and potentially insubordinate conduct when addressing contentious 
issues with his supervisor. 

• Loss of potential evidence under his office's safekeeping and control. 

Performance as described above has resulted in decisions by some Laboratory senior 
managers to avoid working directly with Mr, Walp and Mr, Doran, or to allow them to 
work in certain sensitive circumstances. This group of managers includes individuals 
with direct or indirect responsibility for critical aspects of LANL’s operational 
performance. That circumstance confirms my judgment that these two probationary 
employees lack the vision and judgement, customer interface skills, and general 
suitability to perform effectively in their current positions. 

These key events have predominately taken place after their mid-term probationary 
performance appraisals in September. 

On the basis of the above, it is my judgement that Mr. Waip and Mr. Doran should be 
terminated as probationary employ eels as expeditiously as possible. 

Sincerely, 


Stanley L. Busboom 
Director of Security 

Cy: F. Dickson, LC, MS A1B3 


An Equal Opportunity Employer / Operated bytfie University of California for the 
National Nuclear Security Administration of the U.S. Department of Energy 


IN CONFIDENCE 
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in Confidence 
ATTORNEY CLIENT PRIVILEGE 


-A 

» Los Alamos 


NATIONAL LABORATORY 

Security & safeguards Division Of 
Maii Stop G729 
Los Alamos, NM 87545 
(505) 667-591 1/Fax 5-3810 


* DRAFT ReV. p — lx) r+AE. 
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• DRAFT J. — SAVet> TO t>tSK A$ 

« LTR ro rtotT" — PPi^ItSD Ir’ftOf'A 


THE DISK (2/6/OZ 

James L. Holt - 3bfiAf=T i. — ouS «AAAAK€t> vjf» copy 

Associate Director for Opera G/asrS — oot-ofR, pHoT*><^fV 

AD-Ops, Mai! Stop A1 04 
Los Alamos, New Mexico 8‘ 


Dear Mr. Holt: 


It is my understanding that the Laboratory has decided to restructure and to align its 
practices with those of other UC and NN3A laboratories in terms of the handling and 
referral of suspected thefts of property. The current situation has caused confusion 
within the Laboratory and with the DQE/?6. In connection with this decision, I 
recommend that the Laboratory not retain Glenn A. Waip, (Z-1 85480), and Steven L. 
Doran, (Z-1 881 98}, who are currently in probationary status, as permanent UC 
employees. 

Mr, Walp’s and Mr. Doran's records of performance have generated consistently 
negative reactions from a number of sources within and outside of the Laboratory, 
Contrary to what one might otherwise expect, the negative comments have not 
diminished with time and, instead, have increased. I recommend against retaining 
either individual as a permanent UC employee, even if we were not planning to 
restructure and realign the management of suspected thefts. 

Specific examples of inadequate or unsatisfactory performance by Mr. Waip and Mr. 
Doran include the following: 

• Providing inaccurate and incomplete reports on the status of ongoing investigations. 

* Inability to independently and expeditiously pursue appropriate reviews or 
investigations. 

* inappropriate and insubordinate conduct when addressing contentious issues with 
his supervisor (Mr. Waip only). 

• Poor judgement in assessing allegations of misconduct. 


PCF02347.G01 
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IN CONFIDENCE 

ATTORNEY CLIENT PRIVILEGE 

<» Los Alamos 

NATIONAL LABORATORY 

Security & Safeguards Division Office 
Mail Stop G72S 

Los Alamos, NM 87545 Date: November 20, 2002 

(505) 667-59 1 1/Fax 5-381 0 Refer To: S-DO: 02-249 


James L. Holt 

Associate Director for Operations 
AD-Ops, Mail Stop A104 
Los Alamos, New Mexico 87545 

Dear Mr. Holt: 


it is my understanding that the Laboratory has decided to restructure and to align its 
practices with those of other UC and NNSA laboratories in terms of the handling and 
referral of suspected thefts of property. The current situation has caused confusion 
within the Laboratory and with the DQE/IG. In connection with this decision, I 
recommend that the Laboratory not retain Glenn A. Walp, (2-1 85480), and Steven L. 
Doran, (Z-188198), who are currently in probationary status, as permanent UC 
employees. 

Mr, Waip’s and Mr. Doran's records of performance have generated consistently 
negative reactions from a number of sources within and outside of the Laboratory. 
Contrary to what one might otherwise expect, the negative comments have not 
diminished with time and, instead, have increased- 1 recommend against retaining 
either individual as a permanent UC employee, even if we were not planning to 
restructure and realign the management of suspected thefts. 

Specific examples of inadequate or unsatisfactory performance by Mr. Walp and Mr. 
Doran include the following: 

* Providing inaccurate and incomplete reports on the status of ongoing investigations. 

♦ Inability to independently and expeditiously pursue appropriate reviews or 
investigations. 

• Inappropriate and insubordinate conduct when addressing contentious issues with 
his supervisor (Mr. Walp only), 

• Poor judgement in assessing allegations of misconduct. 


PCF02347.002 
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November 20, 2002 


James L. Holt 
S-DO; 02-249 


• Inappropriate and incorrect advice about violations of federal lav/ regarding the 
actions of Laboratory employees engaged in routine discharge of their assigned 
duties. 

♦ Self-identification of their function as the Laboratory's “white color crime” unit - a 
designation not otherwise conveyed or approved by Laboratory senior management. 

• Loss of potential evidence under his office's safekeeping and control (Mr. Walp 
only). 

• Apparent inability to work successfully across Laboratory organizational lines with 
Divisions other than S Division, or with outside agencies chartered by Laboratory 
senior management. 

* Poor judgement in determining that ail unlocated property should be classified as 
“larceny” and the filing of one or more reports with the DOE to that effect. 

* Inability to conduct an investigation in a professional manner to the satisfaction of 
and consistent with directions from the Laboratory's senior managers. 

* Failure to establish and maintain the trust and confidence of the Laboratory’s senior 
management in their judgement and in the discharge of their assigned duties. 

Performance as described above has resulted in decisions by some Laboratory senior 
managers to avoid working directly with Mr. Walp and Mr. Doran. This group includes 
individuals with direct or indirect responsibility for critical aspects of LANL’s operational 
performance. These key events have taken place after their mid-term probationary 
performance appraisals in September. 

On the basis of the above, it is my judgement that Mr. Walp and Mr. Doran should be 
terminated as probationary employees as expeditiously as possible. 

Sincerely, 


Stanley L. Busboom 
Director of Security 

Cy: F. Dickson, LC, MS A183 


"IN CONFIDENCE" 

ATTORNEY CLIENT PRIVILECE/ATTORNEY WORK PRODUCT 

THIS DOCUMENT MAY NOT BE COPIED OR RE-ROUTED WITHOUT APPROVAL OF 
LABORATORY COUNSEL. 

THE INFORMATION CONTAINED IN THIS MESSAGE IS LEGALLY PRIVILEGED AND IN 
CONFIDENCE INFORMATION, SUBJECT TO ATTORNEY CLIENT PRIVILEGE/ ATTORNEY WORK 


An Eqoai Opportunity Employer l Operaied by the University of California for the 
National Nuclear Security Administration of the U.S. Department of Energy 
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November 20, 2002 


James L Holt 
S-DO: 02-249 


PRODUCT PROTECTION, INTENDED ONLY FOR THE USE OF THOSE WITH A NEED TO KNOW. 
ITS CONTENTS SHALL REMAIN IN STRICT CONFIDENCE. IF THE READER OF THIS MESSAGE 
IS NOT SUCH A PERSON, YOU ARE HEREBY NOTIFIED THAT ANY DISSEMINATION, 
DISTRIBUTION, OR COPYING OF THIS MESSAGE IS STRICTLY PROHIBITED. IF YOU HAVE 
RECEIVED THIS MESSAGE IN ERROR, PLEASE NOTIFY US IMMEDIATELY. 

THE DOCUMENT IS FOR UNIVERSITY USE ONLY AND IS NOT SUBJECTTO DISCLOSURE UNDER 
THE FREEDOM OF INFORMATION ACT, S U.S.C. 5S2, ET SEP . OR THE CALIFORNIA PUBLIC 
RECORDS ACT. NOTIFY THE LABORATORY COUNSEL IMMEDIATELY, IF A SUBPOENA OR 
OTHER REQUEST IS RECEIVED CALLING FOR PRODUCTION OF THIS DOCUMENT. 

IN CONFIDENCE DOCUMENTS SHOULD NOT BE LEFT UNATTENDED, SHOULD BE SECURED 
WHEN NOT IN USE, AND SHOULD BE DISPOSED OF APPROPRIATELY. 


An Equal Opportunity Employer / Operated by the University o ('California for the 
National Nuclear Security Administration of the U.S. Department of Energy 
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-A-y 

- Los Alamos 

NATIONAL LABORATORY 

Security & Safeguards Division Office 
Mai! Stop G729 
Los Alamos, NM 87545 
(505) 667-591 1/Fax 5-3810 


James L. Roll 

Associate Director for Operations 

AD-Ops, Mail Stop A104 

Los Alamos, New Mexico 87545 

Dear Mr. Holt: 



Date: November 20, 2002 
Refer To: S-DO: 02-249 


It is my understanding that the Laboratory has decided to restructure and to align its 
practices with those of other UC and NNSA laboratories in terms of the handling and 
referral of suspected thefts of property. The current situation has caused confusion 
within the Laboratory and with the DOE/iG. In connection with this decision, I 
recommend that the Laboratory not retain Glenn A. Walp, (Z-1 85480), and Steven L. ' 
Doran, (Z-1 88198), who are currently in probationary status, as permanent UC 
employees. 
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Mr. Waip's and Mr. Doran’s records of performance have generated consistently 
negative reactions from a number of sources within and outside of the Laboratory. 

Contrary to what one might otherwise expect, the negative comments have not 
diminished with time and, instead, have increased. I recommend against retaining ^ 

either individual as a permanent UC employee, even if we were not planning to ^ * 

restructure and realign the management of suspected thefts. I 

Specific examples of inadequate or unsatisfactory performance by Mr. Walp and Mr. ’ 

Doran include the following: 


/ 

Inability to independently and expeditiously pursue appropriate reviews or j w» W 3 -(w -5 

investigations. 

^^appropriate anc^insw>ordmate conduct when addressing contentious issues with 


his supervisor (Mr. Walp only). 


j allegations of misconduct. 
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■ On the basis of the above, it is my judgement that Mr, Waip and Mr, Doran should be 
terminated as probationary employees as expeditiously as possible. 

^Sincerely, 


Stanley L. Busboom 
Director of Security 


■fokovu rssues 
dUA.U| -{-o }Jjt . 




Cy: F. Dickson, LC, MS A183 


* - 



An Equal Opportunity Employer./ Operated by the University of California for the 
National Nuclear Security ACttiinittration of the US. Department of Energy 
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:» WITHOUT APPROVAL OF 


James L. Holt 
$-DOr 02-249 

THIS DOCUMENT MAY NOT BE COPt; 

LABORATORY COUNSEL. 

THE INFORMATION CONTAINED IN THIS MESSAGE IS LEGALLY VILEGED AND IN 
CONFIDENCE INFORMATIpN, SUBJECT TO ATTORNEY CLIENT J ILEGE/ ATTORNEY WORK 



draft 


/ 




PRODUCT PROTECTION, INTENDED ONLY FOR THE USE OFJTtOSE WITH A NEED TO KNOW. 
ITS CONTENTS SHALL REMAIN IN STRICT CONFIDENCE. BP THE READER OF THIS MESSAGE 
IS NOT SUCH A PERSON, YOU ARE HEREBY' ^OTIFJED JPEAT ANY DISSEMINATION, 
DISTRIBUTION, OR COPYING OF l&IS MESSAGE IS STRICTLY PROHIBITED, IF YOU HAVE 
RECEIVED THIS MESSAGE IN ERROR, IJEEASE NOTIFY US IMMEDIATELY. 


E DOCUMENT IS FOR UNIVEi 


i USE ONE 


AND IS NOT SUBJECT TO DISCLOSURE UNDER 

IE FREEDOM OF INFORM A^fO^ACT, 5 ll£C 552, ETSEO . OR THE CALIFORNIA PUBLIC 
'RECORDS ACT. NOTIFY THE LABORATORY COUNSEL IMMEDIATELY, IF A SUBPOENA OR 
OTHER REQUEST IS RECEl/j&D CALLING FOR PRODUCTION OF THIS DOCUMENT. 

IN CONFIDENCE DOCUMENTS SHOULD NOT BE LEFT UNATTENDED, SHOULD BE SECURED 
WHEN NOT IN USE, ANDSHOUUJBE DISPOSED OF APPROPRIATELY. 
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» Los Alamos 

fj AT iOKAL LABORATORY 


XXXXX Organization Name 
P.O.Box 1663, E500 
Los Alamos, New Mexico 87545 
(505) 667-2556 ph/ (505) 667-7966 


DateXXXX 00, 2002 
Refer To: SYMBOL HERE 


Regular and Certified Mail - Return Receipt Requested 

Mr/Mrs.. XXXX XXXX 
Address 

XXXX, NM 875XX 


SubjectTermination Of Employment D 

Dear XXXX: 

Your position as a Laboratory employee 
this action is that we have determined, di 
for the requirements of your position , 

I have determined that it is in the best ir 
days' notice as specified in AM 103.1 1. 
November 25, 2002. You will be paid i 
Laboratory property, such as keys, credi 
and property as soon as is possible. We \ 


/'{gRf'MUATlOlJ |_£TTeft. 

. PRO Poum ft frs REoeivEB pro*. 

• FjrJAL P'S pRiAirSP FROM. DISK 
OJJ i4/«/<>2. 

♦ TO PS-O Ht€w 


If you have any questions regarding benefits, please contact the Benefits Office at 7-1806. 


I have read, understand aad acknowledge receipt of this memorandum. 


Name 


Date 


Yours truly, 


XXXX XXXX 

Cy: XXXX-DOFiie 

Staff Relations, MS PI 26 
LC/LEL, AI87 
Personnel Records, P235 
XXXXX. S-6, B236 


An Equal Oppomnity Employer i Operated by tSe University of California 
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A 

• Los Alamos 

NATIONAL LABORATORY 


LANL PURCHASE CARD PROGRAM 
SELF-ASSESSMENT AUDIT 


FRIDAY, AUGUST 02, 2002 


Arleen Roybal 
Eric Martinez 


Tab 125 
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I, INTRODUCTION : 

The Los Alamos National Laboratory’s purchase card program was implemented as a pilot 
program in February 1993. By December of 1994 trie program was fulfy operational 
throughout the Los Alamos National Laboratory. The Purchase Card Program facilitates 
the streamlined acquisition of low-flow commerda! off-the-shelf items and related supplier 
payments. 

The mission of the Purchase Card Program is to provide a user-friendly method of 
supplementing the Laboratory’s existing streamline purchase program while enhancing 
the efficiency of and reducing the cost of procurement activities. 

The Laboratory Audits and Assessments (AA) Group has estimated that the Purchase 
Card Program reduced the Laboratory's overhead cost by approximately $1,000,000 a 
year f Draft Report of the Pilot Credit Card Procurement Program’ cost/benefit analysis, 
dated December 22, 1995) 

However, with the recent occurrences of cardholder abuse, liabilities, and non-compliance 
the Purchase Card Program has stepped back to make a detailed assessment regarding 
the areas of vulnerability to the program. 

Below is the Purchase Card Program seif-assessment audit conducted from July 29, 2002 
through August 2, 2002. in addition, a benchmarking matrix regarding the Tri- 
Laboratories is also included in the document (Appendix A). The four major areas of 
concentration regarding this seif-assessment include Administrative, Procedural, 
Operational, and Developmental. 


II. ADMINISTRATIVE : 

1 . Record Management and Documentation : 

1.1 Audit Trail : 

1.11 Overview : An audit trail recards who did what, when, and under what 
authorizations. It involves records and documents providing a history of 
each cardholder's activity. 

1.1.2 Current Condition : It is estimated that 60% of the Purchase Card 
Programs cardholder documentation is considered to be unsatisfactory 
and inconsistent. The purchase cardholder files contain very limited 
documentation of general cardholder information, authorized purchase 
card limits, and the designated approvers that were assigned by group 
level management. In addition, due to an employee attrition rate of 66% 
in the Purchase Card Program over the last fiscal year, employees have 
been less than diligent in maintaining up-to-date and accurate 
documentation for each cardholder. 

1.1.3 Proposal : Understanding that this is imperative to the daily function 
and success of the Purchase Card Program, the three current 
employees and summer staff, have been working to ensure that ali 
basic documentation pertaining to each cardholder is current, accurate. 
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and complete. It is estimated that this task will be completed by August 
30, 2002. 

12 Consistency : 

1.2.1 Overview: Detailed records that are accurate and unambiguous are 
the basis for record keeping as well as audit, research, and risk 
management. 

1.2.2 Current Condition : There is a general inconsistency in the information 
that the Purchase Card Program currently has received from the 
cardholder population. This includes but is not limited to, general 
employee information, authorized limits and approvers, and any other 
modification to the current card status. This inconsistency has lead to 
miscommunication, selective enforcement, and disfunctionality within 
the Purchase Card Program. 

1.2.3 Proposal : It is the goal of the Purchase Card Program to standardize 
a Cardholder Action Form that will be completed by the cardholder 
before the Purchase Card Program will process the correct user 
information and/or modification, in addition this action will greatly 
enhance the accuracy of cardholder data. 

1.3 Cardholder Terminations : 

1.3.1 Summary : Organizational exit interviewing is a process by which the 
employee that is transitioning out of the Laboratory must terminate with 
all the accompanying paperwork and procedures that they will need 
upon exiting. 

1 .3.2 Current Condition : Currently there is no paperwork, account closure, 
and or communication with the Human Resource Termination office 
when a cardholder exists from the Laboratory. The vulnerable without 
having this knowledge is that if the cardholder leaves the laboratory the 
account will continue to remain open and if the cardholder wishes to do 
so may incur liabilities by using laboratory funding. 

1.3.3 Proposal : The Purchase Card Program will work with the Human 
Resource Termination Office to ensure that ail exiting cardholders from 
the Laboratory notify the Purchase Card Program as part of their 
termination process. In addition, specific guidelines will be developed 
and implemented to minimize all potential liabilities as of existing 
accounts {see III. 1.1). 


PROCEDURAL : 

1 . Policies and Procedures : 

1 . 1 Guidelines : 

1.1,1 Overview : Clear and accurate policies and procedures provide the 
Purchase Card Program, managers, and employees with a systematic 
approach to implementation of policies, plans and work routines. 


Page 3 of 25 



1372 


Guidelines provide a definite course or method of action to guide and 
determine present and future decisions. These guidelines serve as a 
guide to decision making under a given set of circumstances within the 
framework of objectives, goals and management philosophies ail while 
ensuring the consistent and repetitive approach to actions. 

1.1.2 Current Condition : Currently the Purchase Card Program is working 
under the umbrella of DOE, IG, BUS LIRS, and Standard Practices 
(SPs). However the Purchase Card Program does not have clear and 
accurate departmental procedures as this pertains to clear departmental 
methodology, consistency of information, and general procurement 
practices. 

1.1.3 Proposal : The objective of the Purchase Card Program is to define 
specific policies and procedures in conjunction with DOE, LANL, and 
other purchase card best practices. This will help to minimize selective 
enforcement and provide a consistent way of performing the Purchase 
Card Program daily functions. 

1.2 Audits and Assessments : 

1.2.1 Overview : The overall objective ■ of the audit is to ensure proper 
management controls are maintained over the authorization and use of 
the LANL purchase card and the supplies, services and materials 
procured with it. 

1.2.2 Current Condition : 

Internal (Departmental) : 

i. Departmental Audits : The Purchase Card Program has 
conducted a variety of departmental audits to assess our 
immediate areas of vulnerabilities, however, very little has 
been done to benchmark the department against other Tri- 
Laboratory facilities and/or other purchase card programs. 

1.2 .2 .2 External (Cardholders) : 

i. New Cardholder Audits : Currently all new cardholders 

are audited after a six-month period from initial conception 
into the Purchase Card Program. This is conducted to 
assist and ensure that all new cardholders are in 
compliance with all standard practices as set forth with the 
Purchase Card Program. The weakness to this program is 
that not every cardholder produces a significant number of 
transactions within a given time-frame to ensure that the 
cardholder completely understands the what’s, why's, and 
how’s to the Purchase Card Program. 

ii. Desktop A udits: A desktop audit is a quick review of 

all purchase card transactions within a 27-day cycle that is 
conducted on a monthly basis. The individual that 
conducts the audit reviews ail descriptions and vendor 
fields to recognize any unusual and questionable 
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purchases. In many situations a desktop audit can trigger 
a quarterly audit for the cardholder. The weakness to this 
system is that it does not recognize trends and/or patterns 
where s cardholder is abusing or under utilizing other 
procurement strategies and only reviews a segment of 
minimal information regarding a specific period of time. In 
addition, the Purchase Card Program relies on cardholder 
ethics as to what the cardholder actual enters Into the 
description field of the Purchase Card System. 

iii. Quarterly Audits : Currently the Purchase Card 

Program performs random sample audits on a Fiscal Year 
Quarterly Basis. The approximate sample size is rcughiy 
two to three percent of the total purchase card population 
or roughly between 25 to 28 cardholders a quarter. In 
addition, cardholders that may look suspicious on a 
desktop audit will also asked to perform a quarter audit. A 
quarterly audit is a detailed assessment to verify that the 
cardholder is adhering to the parameter or' the Purchase 
Card Program scope. (See Appendix B). The 
weaknesses to cardholder audits are; 1 ) even though the 
Purchase Card Program may be using a significant 
sample size within the quarterly audit it does not guarantee 
that each cardholder is audited within a significant number 
of years. 2} The quarterly audit only looks at months 
rather than transactions. For example, someone that is 
performing 400 transactions a month may only randomly 
come up for audit every four years where another 
cardholder with two transactions a month may be randomly 
selected twice a year for a quarterly audit. 3) lastly. 
Quarterly Audits are not crossed reference with any type of 
vendor frequency audit to determine any abnormalities with 
a cardholder selectively using one vendor over another. 


1.2.3 Proposal : 

1. 2.3.1 Internal (Departmental) : 

i. The Purchase Card Program proposes that it institute a 
detailed self-assessment on the program once a year to 
compare itself with other industry best practices, DOE, 
BUS LIRS, and Standard Practices (SPs). 

1.2. 3.2 External (Cardholders i : 

i. Audit Tree : It is recommended that the Purchase Card 
Program implement a more uniform structure in performing 
specific audits. This can be made available through 
implementing an audit tree where specific occurrences wiil 
determine a specific course of action(s). 

It, Desktop Audits - With the current enhance of the 
Bank One information system the Purchase Card Program 
recommended that the desktop audit work simultaneously 
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with a parallel audit to determine trends, transactional 
history, and MCC codes that might otherwise be a 
questionable vendor category. 

in. Parallel Audit : With the implementation of the new Bank 
One system it is much easier to run a parallel audit where 
the Purchase Card Program can analyze trends with 
vendors, transaction history, and merchant category codes 
and enhance merchant reporting. This audit can trigger 
other cardholder audits. 

5v. Quarterly Audits : The Purchase Card Program needs 

to increase their immediate sample size to guarantee that 
a significant number of cardholders are reviewed more 
repeatedly. In addition it is recommended that each 
cardholder experience a quarterly audit at a minimum of no 
more than once every two years. 

v. Purchase Card Program Staffing : The Purchase Card 
Program recommends that an additional one to two 
individual be added to the program to enhance the audit 
function. These individual's job functions would be to oniy 
concentrate on performing audit functions and 
assessments within the Purchase Card Program. 


IV. OPERATSONAL : 

1 . Cardholder Ratios : 

1.1 Over Issued Cards : 

t . 1.1 Overview : Over the last three years the number of purchase cards 
issued has exceeded the number of purchase cards used on a monthly 
basis. The Purchase Card Program averages only 600 cardholders that 
use their purchase cards on a monthly basis, yet we have issued an 
average of 1020 total cards. Over one-third of all cardholders rarely if 
ever use their purchase cards on a consistent basis. The high number of 
purchase cards that are ineffectively and/or are never used on a 
monthiy basis increases the laboratory's exposure to liabilities. This 
includes but is not limited to, purchase cards being lost or stolen, fraud, 
theft, or other inappropriate use of laboratory funding. 

1.1.2 Current Condition : As agreed upon on April 2002, it is the Group 
Leaders objective to reduce the total number of Laboratory cardholders 
by 40% to approximately 600 issued cardholders. Over the last two 
months the Purchase Card Program has reduced the total number of 
purchase cards by approximately 140 purchase cards to approximately 
878 total cards, with an average transactional history of 3,600 
purchases per month. 

1 .1 .3 Proposal : It is the objective of the Purchase Card Program to reduce 
the totai number of purchase cards by another 200 purchase cards to 
reach a more optimal 1:1 ratio. A ratio that is suited to the average 
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number of cardholders who use their purchase cards on a consistent 
monthly basis. 

1.2 Approver to Cardholder Ratio : 

1 . 2.1 Overview : The Approver to Cardholder ratio is the designated number 
of cardholder's that each line manager is authorized to approve. By 
reviewing and approving the cardholder purchases the line manager is 
aiding to meet controlling measure to ensure the validity of the items 
and aids to help meet programmatic objectives. The ideal Approver to 
Cardholder ratio is 1:1 with an objective goal of no more than 6:1. This 
means that an Approver should be responsible for no more than six 
cardholders. 

1 . 2.2 Current Condition : A review of the Approver to Cardholder ratios within 
the Laboratory reviewed that there are a total of 383 approvers. The 
average Approver to Cardholder ratio is 1:3. Meaning one approver to 
very three cardholders. However, there are 35 Approvers that have in 
excess of ten cardholder's or more to approve. The highest Approver to 
Cardholder ratio is 1 :21 . A large number of high ratios, those in excess 
of 1:15, are those approvers in procurement division. In addition, the 

_ procurement staff {Buyers/Procurement Assistants) under dose 

scrutiny, has been able to directly purchase, reconcile and approve their 
own statements (See 2.2 for details). Due to the large Approver to 
Cardholder ratio, some line mangers have failed to adequately review 
and approve each cardholder’s statement. 

1.2.3 Proposal : The Purchase Card Program needs to objectively review that 
each approver is ab!e to examine the assigned cardholder’s statement 
on a monthly basis. In addition the Purchase Card Program needs to 
ensure that each approver has a manageable amount of cardholders to 
review, which will include transaction history and vendor utilization. 
Another item that can be observed is the proper usage of other 
Procurement systems that may already be in place, for example, JIT, 
Blanket Ordering agreement and LVA. 


2 . Authorities : 

2.1 Cardholder Limits : 

2.1.1 Overview : The Cardholder limits are determined in conjunction with 
the Purchase Card Program and the potential cardholder’s group 
management. There are two types of cardholder limits a single 
purchase limit and a monthly purchase limit. A single purchase limit 
represents the maximum dollar amount allowed at one vendor within a 
24 hour period. A monthly purchase limit is the maximum dollar a 
cardholder is allowed to use the purchase card on a monthly basis. All 
cardholder limits are fixed with Bank One. 

2.1.2 Current Condition : 

2. 1.2.1 New & Regular Cardholders : As of January 2002, the 

Purchase Card Program office has uniformly established 
standardize limits for new and regular cardholders. New and 
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regular cardholder’s limits are $2,500 single purchase and 
$25,000 monthly purchase limit. Regular cardholder may have 
an addition upgrade limit of $5,000 single purchase and $50,000 
monthly purchase limit. In order to move from Level 1 to Level 
2, a cardholder must successfully complete an audit of 
documentation and policy and procedure review by the 
Purchase Card Program office, attend a $5,000.00 training 
class, and the group level manager shall provide a reasonable 
justification for the cardholder’s upgrade. 

2.1 .2.2 Non-Procurement Cardholders : There are a significant 
number of cardholders which are not considered procurement 
staff who fall out side the limits of a regular cardholder and hold 
limits in excess of $10,000 single purchase and $100,000 
monthly purchases (Appendix C). Many of these cardholders 
DO NOT have neither experience nor procurement training in 
the DOE, BUS L1RS, and SP guidelines as they relate to terms 
and conditions and special approvals that are mandated by the 
policies and procedures. 

2.1 .2.3 Procurement Cardholders : The Procurement staff purchase 

„ card limits are based on the signature level authority provided to 

them by the BUS-5 Group Leader. These limits range from 
32,500 to $100,000 single purchase to $25,000 to $900,000 
monthly purchase limit. The weakness here is that cardholder 
limits in excess of $100,000 on a monthly basis are rarely, if 
never, exceeded by these cardholders. However, it creates a 
tremendous liability if the purchase card is misused, stolen, 
and/or fraud is involved with the purchase card. 

2.1. 2 A Exceptions : There are no uniformed guidelines established in 
order to make a consistent decision upon granting an exception 
for a cardholder to exceed his/her limits. Currently, exceptions 
are granted on a subjective format from department to 
department, month to month. For example, a cardholder may 
have a monthly purchase limit of $25,000 and as they approach 
the end of the month they may have already reached their 
maximum limit with a week left in the month. That cardholder 
may then call the Purchase Card Program and ask for a 
temporary increase of available credit to allow them to get 
through the end of the billing cycle. 

2.1.3 Proposal : 

2.1. 3.1 Non-Procurement Cardholders : It is recommended that all 
non- procurement cardholders whose limits are in excess of 
$5,000 single purchase limit and $50,000 monthly purchase limit 
is reverted to regular standard cardholder limits. An example of 
this would include a cardholder with a 310.000 single purchase 
limit and a $100,000 monthly purchase limit would be decreased 
to $5,000 single purchase limit and $50,000 monthly purchase 
limit. 


Page 8 of 25 



1377 


2. 1.3.2 Procurement Cardholders : It is recommended that a!! 
procurement staff have limits not in excess of $100,000 month iy 
purchase limits due to the other procurement strategies that can 
be utilized through LANL BUS organization (i.e. Streamline 
Purchasing). In addition, this would help to ensure that all- 
proper documentation pertaining to excessive purchases be 
properly documented. 

2.2 Approving Oversight : 

2-2-1 Overview : The system is designed to have dual control for cardholders 
with buying authorities where the cardholder places the order, receives 
the order, reconciles the order, and finely submits the reconciliation for 
approval. The approving official must then review and approve these 
purchases for programmatic purposes. 

2 . 2.2 Current Condition : 

2.2.2.1 Regular Cardholders : Cardholder enters orders via the 

purchase card system, verifies that material order was received 
and then completes on-line reconciliation. There is insufficient 
date to verify if the approvers (line manger) actual reviews the 
purchases made by the cardholder. After reviewing the purchase 
card program's desktop audit is shows that approving officials 
are not fully aware of what are considered allowable via the 
purchase card. 

2.2.2.2 Procurement Staff : in 1994 the Procurement staff were given 
authority to approve their own monthly statements. The rational 
used in making this decision was the fact that a Procurement 
employee who can produce a Purchase Order for $100,000.00, 
without any additional signature should have the same latitude 
when using the Purchase Card System. 

2.2.3 Proposal 

2.2.3. 1 Regular Cardholders : It is the intent of the Purchase Card 

Program that the cardholder approving officials have a better 
understanding and conscious effort regarding the policy and 
procedures as set forth and adhered to by the Purchase Card 
Program. (See VI. 1.2) 

2.2.3. 2 Procurement Staff: It is recommended that Buyer authority 
need to be reviewed by a line management. This will ensure 
that dual control within the Procurement (BUS) Division of the 
Purchase Card Program. In addition, it will also ensure that an 
Approving Official actual reviews their procurement staff 
purchase card statements. 


3. Property Tag Items : 

3.1 Overview : Property tags are used to track commercial assets and discourage 
fraud from within the Laboratory. Each group, which receives commercial 
assets shipped directly to that group without the benefit of the procurement 
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team and receiving department, shall be responsible to properly notifying 
BUS-6 to properly account for these acquisitions through issuing property 
tags. 

3.2 Current Condition : There have been a significant number of instances where 
the cardholder has not notified the appropriate property administrator to 
property tag commercial assets. BUS-6 Property’s Assessment, has found 
inadequate compliance. Under a recent audit, 78% of all cardholders properly 
tagged property sensitive items whereas the optimal performance measure is 
90%. 

3.3 Proposal : The Purchase Card Program will no longer allow cardholders to 
purchase commercial and/or sensitive items with their purchase cards. These 
purchases will be administered through a purchase request ensuring that all of 
these items are property tagged. 

4. Merchant Category Codes (MCCs) ; 

4.1 Blocking Codes : 

4.1.1 Overview : Merchant Category Codes (MCCs) determine whether- a 
purchase will be allowed from specific vendors or categories of vendors, 
assuming account limits and other controls do not intervene. Each code 
can be open or dosed on a card by card basis. Charges from a 
merchant whose Merchant Category Code is dosed will be declined at 
the point of sale. The Purchase Card Program along with Bank One 
representatives have evaluated our transactional purchasing habits and 
have incorporated five category codes. 

Within the Laboratory Purchase Card Program an individual cardholder 
is designed a specific grouping that is best suited for his/her purchasing 
needs. The following MCC Categories are as follows (Appendix D); 

4. 1 . 1.1 LANL B (Buyers): This category is specified for procurement 
cardholder members only. The category LANL B was designed 
to give procurement cardholders more freedom with their 
purchasing needs and is thus more open to merchant category 
codes that would be closed to other cardholders, in addition, it 
is expected that procurement cardholders have a level of 
procurement knowledge and responsibility to justify this 
purchasing freedom. 

4. 1.1. 2 LANL R (Regular) : This category is designed for all new and 
regular cardholders. The category LANL R was designed to 
have a majority of the merchant category codes that cardholders 
use on a REGULAR basis for the purchases. This category 
grouping is the most restrictive of ail category groups 

4. 1.1. 3 LANL O (Outside) : The category LANL O is opened to 
cardholders that are at outside locations like the Nevada Test 
Site, Carlsbad, and other special projects locations not on LANL 
premises. Special vendors for example, Wal-Mart and Home 
Depot are open to these cardholders because they may not 
have the added benefits of the traditional procurement functions 
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like JITs, LVAs, BO As, and other onsite procurement avenues 
available to local cardholders. 

4. 1 . 1 . 4 LANL C (Contractor) : This category is only available to 

JCNNM cardholders. The category was designed to allow 
JCNNM cardholders the flexibility to purchase industrial supply 
items, automotive/boat/air services, and outside services. 

4. 1.1 .5 LANL SE fScience/Enqineering) : This category is open to 
some science and engineering groups. This grouping is the 
most scrutinized and audited desktop/vendor group of all the 
LANL groupings. This grouping is opened to some science and 
technology vendors that some cardholders use on a 
CONSISTENT basis that would otherwise might be blocked 
under specific category codes. For example, a cardholder might 
buy optical equipment from a certain vendor that is classified as 
a chemical vendor. The item is a legitimate purchase; however, 
the company is blocked because it is consider a vendor that 
sells chemicals and chemical items. 

4.1.2 Current Condition : Currently with the new Bank One system we are 
able to identify problem areas rpuch more quickly than with the Bank of 
America System. However the primary areas of concern with Purchase 
Card Program continues to be vendor misclassification and providing 
exceptions to cardholders. 

4.1.3 Proposal : The proposal is to continue to evaluate each category 
group on a quarterly basis to determine that the Purchase Card 
Program is in compliance with standard practices. By performing an 
MCC audit we can determine early on whether there is a specific trend 
toward purchasing at one of a few vendors. In addition, guidelines need 
to be developed and implemented on how the Purchase Card Program 
will handle the opening of closed MCC Codes as exemptions for 
cardholders. 

5. Purchase Card Program Employee Staff :: 

5.1.1 Current Condition : Currently the Purchase Card Program has been 
unable to achieve a high standard of direct formal employee training. A 
significant amount of the employee training comes from actual on-the- 
job-training. Yet, many of these individuals have been baptized into a 
steep learning curve in order to function at a satisfactory level. In 
addition, the three employees have been asked to play multiple roles 
which would include but is not limited to, customer service, 
reconciliation, auditors, project management, crisis management, 
sensitive item training all while trying to retain the parameters of the 
Purchase Card Program. 

5.1.2 Proposal : By reorganizing our policies and procedures the Purchase 
Card Program staff will better be able to consistently provide better 
customer service and accurate and consistent information to 
cardholders and approving officials. In addition, it is recommended that 
adequate staffing be maintained to successfully achieve the desired 
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goals of the Purchase Card Program. (See 1. 2.3.2. v and Appendix A 
comparison) 

6. Security and Safeguards 

6.1 Internal 

6 . 1.1 Office Safe Guards : 


6. 1.1.1 Overview : Security and office safeguards should aim to 
minimize any unauthorized additions, modification, alteration, 
erasure, or deletion of data, records, and/or compromised 
documents. In addition, it should also ensure that only 
authorized cardholders and personnel have access to the 
required purchase card records. 

6.1. 1.2 Current Condition : The Purchase Card Program currently has 
only one locking office to maintain sensitive records. In addition, 
the Purchase Card Program has recently insuited locking file 
cabinets to maintain purchase card records. However our 
biggest concern in the inability to lock up ail cardholders 
sensitive data (i.e. all credit card numbers assigned to LANL 
employee, audit information, bank statement and invoices). 

6.1. 1.3 Proposal : Employees that work with sensitive information 
must take reasonable steps that to insure that all cardholder 
data is locked in an area that can only be available through 
authorized personnel. 

6-2 External : 

6-2-1 Compromising Card Use : 

6.2.1. 1 Overview : The definition is that an individual other than the 
designated cardholder uses the purchase card in order to secure 
good and services. 

6.2.1 .2 Current Condition : It is not uncommon for a LANL Cardholder 
to deliberately release either verbally and/or written their 
immediate purchase card number to other fellow employees so 
that purchases can be made. 

6.2. 1.3 Proposal : The Purchase Card Program proposes that 
corrective action be taken effective immediately and consistent 
when such actions are deemed appropriate. 

6,2,2 Dispute vs. Fraud. Theft, and Misuse : 

6.2.2. 1 Disputes : 

i. Overview : Disputes (i.e. discrepancies) can result for 

failure to receive goods and services charged, defective 
merchandise, incorrect amounts, duplicate charges, and/or 
credits not processed. 
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ii. Current Conditions : Cardholder is responsible for follow 
up with the supplier or bank on erroneous charges, disputed 
items or returns. The bank must be notified of any disputed 
item within 60 days of the statement date of the disputed 
item. 

iii. Proposal : At this time there is a very gray area 

between dispute and fraud. The Purchase Card Program 
proposal at this time is to clearly define the definition 
between disputes, fraud, theft and misuse of our LANL 
Purchase card. This will be accomplished by writing clear 
policies and procedures and educating the purchase 
cardholder population. In addition, another area that sound 
improvement is in the area of communication with the 
Purchase Card Program. Disputes charges in excess of 
$1000.00 should be communicated effective immediate to 
keep the Purchase Card Program aware of any outstanding 
disputes and/or concerns. It is also proposed that the 
Purchase Card Program be granted more authority to 
suspend and/or revocate a purchase card when deemed 
appropriate and in conjunction with the Purchase Card 
Program guidelines. 

6.2.2. 2 Fraud. Theft, and Misuse 

i. Over/iew : As a general matter, fraud is the intentional 

misrepresentation of facts, deceitful practice, or the willful 
devise with the intent to deprive or damage another of 
his/her right. In addition intentional use of the purchase card 
for other than official LANL transactions constitutes misuse, 
and depending on facts may involve fraud. 

ii. Current Conditions : At this time there is a very gray area 
between dispute and fraud. Furthermore the Program 
Administrator is unable to complete this action and relies on 
the Group Leader BUS 5 to make the final determination on 
what action if any are to take place. 

iii. Proposal : (See 5. 3.2.1. iii) In addition, it is 

recommended that the group leader in conjunction with the 
Purchase Card Program address the issues in a timelier 
manner. The Purchase Card Program would conduct an 
investigation, present the facts, and make any 
recommendation to the BUS 5 leadership, and make any 
necessarily recommendations, in addition, it is proposed 
that the Purchase Card Program be granted more authority 
to suspend and/or revocate a purchase card when deemed 
appropriate and in conjunction with the Purchase Card 
Program guidelines. 


V. ETHICS : 

1. Cardholder Ethics : 


Page 13 of 25 



1382 


1.1 Overview : Personal contacts form much of the basis of suppliers' opinions of 
LANL. It is the responsibility of all cardholders to maintain the good reputation 
of LANL and to develop and maintain good relations between LANL and its 
suppliers. In personal contacts, the cardholders will represent the interest and 
needs of al! LANL programs and departments, and the cardholder must act in 
a professional manner. 

1.2 Current Conditions : Even though the Purchase Card Program has 

began to require new cardholders to sign a policy that clearly defines what the 
LANL Purchase Card Abuse is there has been little to no follow through on 
correct actions. 

1.3 Proposal : (Corrective Action Guidelines See 2.1) 

2. Corrective Action Guidelines 


2.1 Overview : The Purchase Card Program encounters a varety of purchase 
card related problems that require some form of corrective action. Such 
problems may involve, but are not limited to; the failure to reconcile monthly 
statements: violation of purchase card regulations and guidelines; dishonesty, 
theft, or misappropriation of laboratory funds and/or property; or other 
misconduct that adversely affects the purchase card program and the 
employment relationship between the cardholder and the Laboratory, 

2.2 Current Condition : Currently there is no written process or procedure 

on how the Purchase Card Program handles corrective actions. Corrective 
actions are currently conducted by providing a verbal warning upon first 
offense. If the offense warrants a written warning the Purchase Card Program 
issues a written warning to the cardholder and will copy the cardholder's 
approver. However this procedure is subjective and Inconsistent in how it is 
carried out. varying from cardholder to cardholder. In the last two years only 
one card has ever been suspended and only one card was ever revoked for 
gross misconduct. Currently all authorizations for any suspension and/or 
revocation of a purchase card must be received and reviewed or authorized 
by the Group Leader for BUS-5. 

2.3 Proposal : The Purchase Card Program will upgrade Its policies on a graded 
approach for non-compliance to standard guidelines, by the cardholder 
including violations, investigations and audits. This policy will be coordinated 
with BUS-5 Management, Human Resources (HR) and Legal Counsel (LC). 
In addition, the Purchase Card Program plans to take a proactive approach in 
identifying, counseling, training, and correcting unwarranted behavior before 
there is an IG audit. A preliminary draft of this procedure is included in 
Appendix E. 


VI. DEVELOPMENTAL : 

1 . Training : 

1.1 New Cardholder 

1 . 1.1 Overview: Ail potential cardholders are required to attend a 2-'A hour 
training course that provides an overview of general procurement 
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guidelines. This includes but is not limited to, purchasing via JIT, LVA, 
BOAs, and distributive team functions. In addition, it provides an 
overview of cardholder responsibilities & ethics, purchase card limits, 
unauthorized items, and reconciliation. 

1.1.2 Proposal : The potential limitation of the new cardholder training class 
is that there is currently no evaluation tool in place to ensure that the 
new cardholder truly understands and can apply their knowledge 
learned to this procurement practice. It is proposed that by October 1, 
2002 a comprehensive examination be taken at the end of the class with 
a satisfactory passing grade to ensure that all potential new cardholders 
can apply the information learned. 
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1 .2 Regular Cardholder : 

1.2.1 Current Condition : Currently there is no mechanism to ensure that 
existing cardholders are aware and up-to-date with changing policies 
and procedures. The Purchase Card Program currently communicates 
any changes to the cardholder via regular email however, this does not 
ensure that the cardholder has received and/or read their immediate 
emails. 

1.2.2 Proposal : The current proposal is to have cardholders complete an 
online refresher coarse once a year to ensure that cardholders are up- 
to-date on the policies and procedures. In addition, the Purchase Card 
Program would be able to use this tool to maintain current cardholder 
records. 

1.3 Approver Training : 

1.3.1 Current Condition : Currently there is no mechanism to ensure that 
existing cardholders and their approvers are aware of purchasing 
guidelines, standard practices, and other procurement strategies that 
may exist. 

1.3.2 Proposal : The proposal is to have approvers attend a one hour 
course or an online training module that would explain their immediate 
roles and responsibilities. In addition, if they choose to delegate their 
own authority to another line manager they to must also meet the 
approved prerequisite. 

2. Website : 

2.1 Overview : A good website should provide 1) creditable and original content 
2) should be valuable and have timely information, 3) be responsive, 4) easy 
to read, 5) well organized and user friendly. 

2.2 Current Condition : At this time the Purchase Card Program website is in need 
of a major overhaul. Most of the information is out dated and not user friendly. 
Therefore leading prospective and existing cardholders unable to navigate 
correct information to possible questions as it relates to Purchase Card 
Program and guidelines. 

2.3 Proposal : On Monday, July 29, 2002, the Purchase Card Program 
department addressed these concerns with their web master (Liz Aldfelt). 
After much discussion it was determined that the new Bank One information is 
critical to the success of the Purchase Card Program and it’s constitute and a 
target date of completion to update the Purchase Card Program website was 
set for October 1 , 2002. 


VII. APPENIDIX 


Page 16 of 25 



1385 


APPENDIX A 


MATRIX FOR PURCHASE CARD PROGRAMS 
TRI-LABORATORY 



LLNL 

SANDIA 

LANL 

■ Financial Institution 

Bank One MasterCard 

US Bank 

Visa Card 

Bank One MasterCard 

• Cardholders 

600 

1600 

878 

* Dollar (per yr) 

$75,000,000 

$53,000,000 

$35,000,000 

* Transaction (per yr) 

66,000 

75,000 

42,000 

* Transactions (per dollar) 

$550 

$700 

$825 

* Staffing 

8 Full-time 

4 Full-time 

3 Full-time 


Employees 
(Includes 3 Auditors) 

Employees 

Employees 

■ General Notes 

• Three purchase 
cards are 
allocated to direct- 
pay of three JIT 
Contracts 

• Any purchase that 
does not exceed 
$2500 can be used 
on the purchase 
card. 



Page 18 of 25 




1386 


APPENDIX B 


PURCHASE CARD AUDIT CHECKILIST 


Transactions Tots! Dollars Reviewed By:_ 

Cardholder: 

Review Period 

Location: 

Group/Phone:_ 


CRITERIA TO BE AUDITED 


FILES 


1. 

Does the PC Form provide a clear record of transaction? 

Yes 

No 

Explan ation_ 

2. 

is adequate supporting documentation maintained? 

Yes 

No 

Explanation, 

3. 

Are files clear/neatly organized? 

Yes 

No 

Explanation, 

TRANSACTIONS 




1. 

Are only authorized items being purchases? 

Yes 

No 

Explanation, 

2. 

is there evidence of split transactions? 

Yes 

No 

Explanation, 

3. 

Is the purchase available JIT? 

Yes , 

No 

Explanation, 


a. If yes, is proper documentation on file? 

Yes 

No 

Explanation, 

4. 

4.1s Sales Tax being paid? 

Yes 

No 

Explanation, 


a. Was credit issued for tax charged? 

Yes 

No 

Explanation, 

5, 

Does the item require a Property Number'’ 

Yes 

No 

Explanation, 


a. If yes, was a property number applied? 

Yes 

No 

Explanation, 

& 

is transaction for an off-site repair? 

Yes 

No 

Explanation, 


a. Was a shipping manifest completed? 

Yes 

No 

Explanation, 

7. 

Was the item shipped off site 

Yes 

No 

Explanation, 


a. If yes, is there a signature verifying receipt @lab? 

Yes 

No 

Explanation. 

DISPUTED/QUESTIONABLE TRANSACTIONS 




1. 

Are there disputed transactions for this billing period? 

Yes 

No 

Explanation, 


a. If yes, was the dispute resolved? 

Yes 

No 

Explanation, 


b. If yes, was an SQI form completed? 

Yes 

No 

Explanation, 


c. If yes, did the credited SO A have the proper 





information? 

Yes 

No___ 

Explanation, 

STATEMENT OF ACCOUNT 




1 . 

Was the statement reconciled on-line? 

Yes 

No 

Explanation, 


a. If no, is the hard copy reconciled? 

Yes 

No 

Explanation, 

2. 

Was the statement approved on-line 7 

Yes 

No 

Explanation, 


a. If no, does the hard copy have the approvers 





Signature 

Yes 

No 

Explanation, 

CREDIT CARD CONTROL 




1 . 

Is there evidence of use by unauthorized personnel? 

Yes 

No 

Explanation. 


PROBLEM AREAS & SOLUTIONS 


Page 19 of 25 



L38" 


AP PENDIX C 

MATRIX CARDHOLDER LIMITS 


j 

Single j 

Purchase Limits 

Monthly 

Purchase Limits 

Procurement 
Purchase Cards 

Non-Procurement 
Purchase Cards 

$2,500 

$25,000 

4 

403 

$5,000 

$50,000 

4 

257 

$2, 500-525,000 

$10,000-345,000 

0 

91 

$2,500 - $50,000 

$50,000 - $74,999 

12 

6 

$2,500 -$25,000 

$75,000 - $99,999 

1 

4 

$2,500 -$100,000 

$100,000- $249,999 

53 

30 

$10,000-3100,000 

$250,000 - $499,999 1 

3 

0 

$25,000-$ 100,000 

$500,000 plus 

4 

1 


TOTALS 

86 

792 
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APPENDIX E 


PURCHASE CARD DISCIPLINE GUIDELINES 


Summary : 

The Department of Energy (DOE) and the Los Alamos National Laboratory (LANL) Purchase 
Card Department have established operating rules and standards of acceptable conduct. 
Cardholders must comply with these rules and standards. When the Cardholder's conduct with 
the Purchase Card is inappropriate the Purchase Card Program subscribes to the principle of 
progressive discipline to provide cardholders the opportunity to correct unsatisfactory conduct 
with the LANL purchase card. 

Identifying Violations : 

The Program Administrator, supervisors and managers may encounter a variety of purchase 
card-related behavior problems that require some form of corrective action. Such employee 
problems may involve, but are not limited to, the following: 

• Failure to reconcile monthly statements; 

• Purchase of unauthorized goods or services; 

• Splitting purchase transactions to circumvent maximum dollar value thresholds; 

• Violation of purchase card regulations; 

• Dishonesty, theft, or misappropriation of laboratory funds or property; or 

• Other misconduct that adversely affects the purchase card program and the employment 
relationship. 

Progressive Discipline : 

• Oral Counseling - An informal discussion between the Program Administrator and the 
Cardholders to resolve problems with the use of the LANL purchase card. 

• Written Counseling - A memorandum from the Program Administrator or higher to the 
employee describing the specific problems, proposed solutions, and previous oral 
counseling efforts. 

• Written / Suspension Reprimand - A formal written warning and a suspension of card 
privileges is appropriate when a Cardholder fails to respond to oral and written counseling or 
when an act of misconduct occurs that is of sufficient gravity to warrant an immediate written 
response without prior counseling necessarily having occurred. 

• Revocation - A Cardholder may have their card privileges revoked for disciplinary reasons 
for a period of time deemed appropriate by Procurement Management. 

in certain circumstances, the seriousness of an offense may justify immediate disciplinary 
action, including revocation, without prior counseling and/or warning. Depending on the 
seriousness of the offense, division-level management and other Laboratory officials may be 
involved in review, recommendation, and/or approval capacities. Other officials become 
involved in corrective actions according to the severity of particular actions. 
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Richard Marquez, 06:08 PM 4/17/2002 -0600, Rc: Accountability Memos 


X-Sender: marquezr@dir-mail.lanl.gov 
X-Mailer: QUALCOMM Windows Eudora Version 5.1 
Date: Wed, 1 7 Apr 2002 1 8:08:38 -0600 
To: Thomas Paimieri <palmieri@lanl.gov> 

From: Richard Marquez <ramarquez@ianl.gov> 

Subject: Re: Accountability Memos 
Cc: "Allen D. Wallace" <wal!ace_a!len_d@lanl.gov>, 
rosella Atencio-Gersi <roselia@ianl.gov>, 
dennis Roybal <roybal_dennis_a@lanl.gov> 

I must have misunderstood the intention here. I thought we were sending a memo to 
Division Directors with attachms its. Instead, this with the sensitive information about 
property with individual names v ent to all Leaders. Oops, It you read the letters I concurred 
with, the apparent intent was to listribute an attached memo and then use BTLs to 
distribute new reports. Let's taiR lessons teamed, rich 

At 03:02 PM 4/17/2002 -0700, you wrote: 

Leaders, 

Please see attached memos on Property Accountability. 

Tom 


^1 fit'll U 

T 0 


1 


t r* 


yfS (C( n»c 

d . 


r 1 1 ^ 


Tab 226 


LANL 35371 


Printed for Tom Paimieri <palmieri@lanl.gov> 


3/6/2003 
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ACI Form 


Page i of 1 


Tab 127 


Top 

Secret 

United 

Kingdom 

(UK) 

NATO 

Foreign 

Govern- 

ment 

Inform- 

ation 

(FG1) 

Sensitive / 
Use 

Control 

Inform- 

ation 

(SUCH 

SIGMA 14 

CRYPTO 

COMSEC 

SIGMA IS 

Parts 


~nv 





































































:|MH| 



■ 



















■ 











Copy Number 

Barcode Number 











Type of Data Total 

?;?.tl v s^ ppy ' 2ip fJD’*. fIvPP-i Kmx»ua, jh 









TSFRD 








TSNSI 














■ 









■ ■ 

TSCNSI 








SRD 


Z_ 

n 

mm 

4 


mm 

SFRD 







' 

SNSI 








CRD 








CFRD 








CNSI 









I have conducted a visual and physical examination of all accountable or administratively controlled classified 
documents and matter, and verify they are present and I can account for them. The number and type of classified 
document or matter is listed above. 




-J-r Z 

H'- 


name, organization and date) 

Lu.cJA^o(~xi{i(ryti 



/Ciji 

iif 



{Custodian Signature, printed name, organization and date) 

Please mail completed form to the CMPC Team of S-5, MS G733. 


2 (xru 


LANL 35373 


fiie://E:\Bens%20Conection\DATA\MYDOCU'~l\Current%20Forms\ACCTAELEMEDI... 10/22/2002 
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ACI Form 


Page 1 of 1 


Tab 128 


Top 

Secret 

United 

Kingdom 

(UK) 

NATO 

Foreign 

Govern- 

ment 

Inform- 

ation 

(FCI) 

Sensitive / 
Use 

Control 

Inform- 

ation 

(SUCI) 

SIGMA 14 

CRYPTO 

COMSEC 

SIGMA 15 

Parts 







































































































A CO/UK Number 

Copy Number 

Barcode Number 

Secret UK “Atomic” 




Confidential UK "Atomic” 





CREM Inventory Data Sheet 

Type of Data 

(hard drive, lloppy, Zip ,11 ___ _ _ _ A »f >-> 

Disk, Jai.etc) httrt / HfitlL OAZ, 3 ''A ftta 

/ $k*sL 

Total 

*/ 

TSRD 




v 

/ 



TSFRD 








TSNSI 








TSCRD 








TSCFRD 








TSCNSI 








SRD 

>6 


I 

a. 

/ 


^3 

SFRD 








SNSI 


l 





_J 

CRD 








CFRD 








CNSI 









I have conducted a visual and physical examination of ail accountable or administratively controlled classified 
documents and matter, and verify they are present and f can account for them. The number and type of classified 
document or matter is listed above. 





terra m~%er/Vinj 3 -f tpA/c. 

•d name, organization and d£rc) 




1AM. 3S37S 


Please mail completed form to the CM PC Team of S-5, MS G733, 


http://inUanl.gov/security/documents/aci-forni.shtml 


10/31/2002 
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ACi Form 


ige 1 of 1 


Top 

Secret 

United 

Kingdom 

(UK) 

NATO 

Foreign 

Govern- 

Inform- 

ation 

<FGi> 

Sensitive / 
Use 

Control 

Inform- 

ation 

fSUCI) 

SIGMA 14 

CRYPTO 

COMSEC 

SIGMA IS 

Paris ^ 







































































































ACO/UK Number 

Copy Number 

Barcode Number 

Secret UK "Atomic” 




Confidential UK “Atomic” 






l have conducted a visual and physical examination of ail accountable or administratively controlled classified 
documents and matter, and verify they are present and I can account for them. The number and type of classified 
dop^mctjt or matter is listed above, y , / / 

f°/sj /z.V'JZ 



S~j 

fame, organization and date) 





:d name, organization and d: 


LANL 35376 


Please mail completed form to the CMPC Team of S-5, MS G733. 


http://int.3anl.gov/sccuricy/documents/aci-form.shtml 


30/33/2002 
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Tab 129 



steven t croney To: castille61anl.gov 

<scrcney@lanl.gov> cc; 

Subject e-mail requested by interviewer yesterday 

03/06/2003 04:23 PM 


»X-Sen der: ulI4333©poboxl663 .lanl .gov 

»X-Mailer i QUALCOMM Windows Eudora Pro Version 4.2.0.58 

»Date: Wed, 04 Dec 2002 17:52:10 -0700 

»Tot raaryarml@lanl .gov 

»From; steven t croney <scroney@lanl ,gov> 

» Subject; 

» 

»I talked to everyone except Liza who has been out sick since you talked 
»to me. no' one remembers anything else, Lou seems confused and I often. 
»had to remind him that, he was using the safe prior to moving it to. his 
»o£fice, I asked him several question to try to jog his memory but no 
»luck. Ben was quite, emphatic that he gave you everything. 

> ■ 


Mary Ann Lujan 
P .0 * Box 1663 MS-F675 

Los Alamos, NM 87545. 
Internal Security {ISBC) 
Phone: <505) 667-9664 
Fax: {505} 667-7637 
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Tab 130 

CLASSIFIED MATTER PROTECTION AND CONTROL 
OA DATA CALL 

A list of all classified containers, vaults, and vault-type rooms (by building and TAB A 

room number) that currently store any level (Confidential, Secret, Top Secret) and 
category (i.e.. National Security Information, Restricted Data, Weapons Data, NATO, 

Foreign Government Information, etc) of classified matter (regardless of form i.e,, 
documents, electronic media or parts, etc.) 

A list of classified holdings that are being stored in non-standard storage configuration TAB B 
and the configuration and the compensatory measures for each location. 

A list of the custodians or persons responsible for the classified responsibilities, vaults, TAB C 
And vault-type rooms listed above by organization, phone number, and locations 
(building and room numbers) 

A list of all accountable classified matter (regardless of form i.e., documents, electronic TAB D 
media, parts, etc.), and their storage locations. 

Copies of local procedures, self-assessments, and deviations (waivers, variances or exceptions) 
pertaining to Classified Matter Protection and Control TAB E 

Copies of local procedures, self-assessment, and deviation (waivers, variances or exceptions) 
pertaining to Hand Carry to include briefing material TAB F 

Copies of local procedures, self-assessment, and deviation (waivers, variances or exceptions) 
pertaining to NEST and ARG TAB G 

Copies of local procedures, self-assessment, and deviation (waivers, variances or exceptions) 
pertaining to Classified Matter Destruction TAB H 

Copies of local procedures, self-assessment, and deviation (waivers, variances or exceptions) 
pertaining to Mailroom TAB I 

Copy of the classified matter custodian training program TAB J 

A list of all current work-for-other programs. TAB K 


LANL 35377 
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POINTS OF CONTACTS 


Classified Matter Protection and Control 

Hand Carry 

NEST 

ARG 

Classified Destruction 
Mailroom 


Coliis Woods, S-5, 665-7234 

Collis Woods, S-5, 665-7234 

Jeff Stoddard, N1S-DO, 665-1700 

Billv Hogan, ESA-WER, 667-S344 

Mike Shepard, MGPM/EXT (JCNNM), 667-6225 

Earl Valdez, SSS-MGPM/EXT (JCNNM), 667-2109 

Anthony Garda, BUS-4, 667-4166 


LANL 35378 
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Case No. VBH-0017 Tabl32 

July 18, 2000 

DECISION AND ORDER OF 
THE DEPARTMENT OF ENERGY 
Initial Agency Decision 
Name of Petitioner: Jimmie L. Russell 
Date of Filing: October 12, 1999 
Case Number: VBH-0017 

This Initial Agency Decision involves a whistleblower complaint filed by Mr, Jimmie L. 
Russell under the Department of Energy (DOE) Contractor Employee Protection Program, 10 
C.F.R. Part 708. In his complaint, Mr. Russell contends that reprisals were taken against him 
after he made certain disclosures concerning mismanagement, breaches in security procedures 
and safety violations at the DOE’s Los Alamos National Laboratory (LANL). LANL is 
managed and operated by the University of California (the UC). At the time that he made the 
alleged disclosures, Mr. Russell worked at LANL for managers who were UC employees. 
However, Mr. Russell was an employee of Comforce Technical Services, Inc. (Comforce), a 
sub- contractor of UC. Mr. Russell alleges that certain UC employees retaliated against him for 
making protected disclosures at LANL, and that these retaliations resulted in the termination 
of his work at LANL. 

I. Summary of Determination 

Based on my analysis of the record in this proceeding, I find that Mr. Russell made protected 
disclosures that were proximate in time to the adverse personnel actions taken against him by 
the UC and, at the UC's direction, by Comforce. Under these circumstances, the DOE’s strong 
commitment to whistleblowers imposes the significant requirement that the UC and Comforce 
show by clear and convincing evidence that, in the absence of these protected disclosures, they 
would have taken the same negative personnel actions against Mr. Russell. 

As indicated below, the evidence in the record indicates that Mr. Russell was occasionally 
short-tempered and argumentative in the workplace. However, I find that the UC based its 
decision to terminate his assignment on alleged instances of threatening behavior by Mr. 
Russell which lacked any substantial factual basis or, in other instances, were grossly 
exaggerated. 

Moreover, I find that Mr, Russell’s supervisor, his group leader, and his division director 
appear to have played a crucial role in collecting and transmitting unfounded allegations of 
Mr. Russell’s threatening behavior. The evident willingness of these UC managers to see Mr. 
.Russell’s actions as intentionally menacing and not to reasonably evaluate these incidents 


of 37 
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raises the strong possibility that they acted with retaliatory intent. Farther, I find the consensus 
for the immediate termination of Mr. Russell that was reached by an emergency advisory panel 
at LANL was substantially tainted by the selective and misleading information that it received 
from these UC managers. 

1 also conclude that the UC’s decision not to hire Mr. Russell to an in-house position when it 
reorganized his job function may have reflected the retaliatory intent of his UC managers. 
Accordingly, I find that the UC and Comforce committed reprisals against Mr. Russell, and 
that the UC should be required to take restitutionary action on his behalf. 

II, Background 

A. The DOE Contractor Employee Protection Program 

The Department of Energy's Contractor Employee Protection Program was established to 
safeguard "public and employee health and safety; ensurje] compliance with applicable laws, 
rules, and regulations; and prevent}] fraud, mismanagement, waste and abuse" at DOE's 
Government-owned or -leased facilities, 57 Fed. Reg. 7533 (March 3, 1992). Its primary 
purpose is to encourage contractor employees to disclose information which they believe 
exhibits unsafe, illegal, fraudulent, or wasteful practices and to protect such “whistleblowers'’ 
from consequential reprisals by their employers. 

The regulations governing the DOE’s Contractor Employee Protection Program are set forth at 
Title 10, Part 708 of the Code of Federal Regulations.} 1) 

The regulations provide, in pertinent part, that “a DOE contractor may not discharge or 
otherwise discriminate against any employee because that employee has disclosed, to a DOE 
official or to a DOE contractor, information that the employee reasonably and in good faith 
believes reveals a substantial violation of a law, rule, or regulation; or fraud, gross 
mismanagement, gross waste of funds, or abuse of authority. See 10 C.F.R. § 708.5(a)(1), (3). 
Employees of DOE contractors who believe they have been discriminated against in violation 
of the Part 708 regulations are entitled to receive an extensive series of protections. They may 
file a whistleblower complaint with the DOE. As part, of the proceeding, they are entitled to an 
investigation by an investigator appointed by (he Office of Hearings and Appeals (OH A). After 
the investigator’s report on the complaint is issued, they may request independent fact-finding 
and an evidentiary hearing before an OHA Hearing Officer. The Hearing Officer issues a 
formal, written opinion on the complaint. Finally, they may request review of the Hearing 
Officer’s Initial Agency Decision by the OHA Director. 1 6 C.F.R. §§ 708.21, 708.32. 

B, Procedural History': Mr. Russell’s Complaint and the ROI Findings 

Mr. Russell filed his Part 708 complaint with the DOE's Office of Inspector General (1G) on 
March 30, 1999. The investigation was pending when, on April 14, 1999, revisions to Part 708 
took effect. See 64 Fed. Reg. 12,862 (March 15, 1999), Under the revised procedures, 
investigations are conducted by the DOE's Office of Hearings and Appeals (OHA), and the 
revised procedures “apply prospectively in any complaint proceeding pending on the effective 
date of this part” 10 C.F.R. §§ 708.8, 708.22. On April 26, 1999, OHA Director George B. 
Rreznay appointed an OHA investigator to complete the investigation of Mr. Russell’s 
complaint. On October 12, 1999, the OHA investigator issued his Report of Investigation (the 
ROI). The ROI made the following factual findings concerning Mr. Russell and his 
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employment history at LANL which are not disputed by the parties: 


(1) Russell is a certified security auditor with extensive military, academic and 
law enforcement experience. Russell began his employment at LANL in 1985, 
and worked for several LANL contractors. In April 1996, Russell was hired as a 
Self-Assessment Team Leader by Comforce, a sub -contractor providing staffing 
services to the LANL Security Division’s Plans and Assessment Office (PAO), At 
some point in 1 997, Michael Irving, a UC employee, became Russell's immediate 
supervisor. 

(2) Russell received excellent performance evaluations with no negative 
comments for his three final years at LANL. Sometime around the beginning of 
1999, the UC began the process of converting the position that Russell held as a 
sub-contractor employee to two positions to be staffed by employees of UC (the 
UC positions). As late as February 25, 1999, Russell was one of the two highest 
rated candidates for the UC positions. 

ROl at 4. The ROI finds that Russell made many disclosures that fall within the definition of 

“protected disclosures’* under 1 0 C.F.R. § 708.5. Specifically, it finds that 


Russell has been employed as a Self Assessment Team Leader in LANL's Security 
Division [hereafter the “S* Division”] since 1996. Russell was responsible for 
conducting audits and assessments of Safeguards and Security programs and 
preparing written reports of his findings. These reports routinely communicated 
the assessors’ findings of security, safety and management deficiencies to the 
UC’s management and to DOE. Accordingly, Russell made protected disclosures 
on a regular basis. In addition, the UC may have blamed Russell for reporting the 
locked door to LANL safety inspectors. 

ROI at 4. With regard to Mr. Russell’s allegations of retaliation, the ROI finds that Mr. 
Russell's complaint and supporting documentation contain numerous allegations of retaliation 
involving events that occurred in a time period spanning from the mid 1980's to the present. 
However, the ROI finds that Part 708 requires a complainant to file a complaint within 90 days 
of the date that he “knew or reasonably should have known, of the alleged retaliation.'' 10 
C.F.R. § 708.1 4(a). It therefore finds that only the following alleged retaliations are covered by 
the current complaint: (I) Russell's March 5, 1999 termination for cause; (2) Russell's failure 
to be awarded one of the two UC positions that he interviewed for on February 26, 1 999; (3) 
an alleged UC ban on hiring Russell for any work with or at LANL; and, (4) the UC’s 
submission of allegedly derogatory information concerning Russell to DOE-AL Personnel 
Security. ROI at 4. 

With respect to these alleged disclosures and retaliations, the ROI concludes that Mr. Russell 
made protected disclosures on a regular basis to his employers, and that many of these 
protected disclosures occurred in sufficient temporal proximity to the alleged retaliations to 
meet Mr. Russell’s burden under 10 C.F.R. § 708.29 of showing that these protected 
disclosures were a contributing factor to the four acts of alleged retaliation listed above. ROI at 
5. 


:of37 


01/10/2003 4:10 PM 



1403 


JanmieL. Russel! Case No. VBH-0G17 


wysiwyg://34/http://www .oha.doe.gov/ca.ses/whist !e/vbhO0 1 7.htm 


Section 708.29 of the Part 708 regulations states that once a complainant has met the burden of 
demonstrating that conduct protected under section 708.5 was a contributing factor to the 
contractor's acts of retaliation, "the burden shifts to the contractor to prove by clear and 
convincing evidence that it would have taken the same action without the employee’s 
disclosure, participation, or refusal." 10 C.F.R. § 708.29. According to the ROI, the UC 
believes it has met the burden with respect to the four retaliations listed above. The UC 
contends that it terminated Mr. Russell’s work assignment at S-Division due to his threatening 
behavior toward fellow employees. Specifically, the UC alleges that on February 26, 1999, Mr. 
Russell was involved in two incidents in which he threatened and intimidated the same UC 
employee, and that he made additional threats in the following days. As a result, on March 3, 
1999, the Director of the S- Division convened a Rapid Action Team (the RAT) to deal with 
Mr. Russell’s alleged behavior. The RAT is a LANL group designed to convene on short 
notice to provide advice to managers on handling difficult human resource issues such as 
potential violence in the workplace. The RAT met on March 4, 1999, and, according to UC 
officials who were present, reached a strong and unanimous consensus that Mr. Russell should 
be removed from the workplace. Mr. Russell was informed on March 5, 1999, his services 
would no longer be needed at LANL and was not permitted to return to his office. Soon after 
Russell’s termination, the S-Division notified DOE-A.L Personnel Security officials of the 
RAT determination to terminate Russell’s work at LANL on the grounds that he had 
intimidated fellow employees. See ROI at 2-3. 

In its analysis of these allegations, the ROI does not find convincing evidence that Mr. Russell 
threatened his fellow employees or engaged in other behavior meriting the termination of his 
work assignment at the S-Division. Accordingly, the ROI finds that there is not clear and 
convincing evidence that the UC would have taken the alleged retaliatory actions (1 ), (3) and 
(4) listed above in the absence of Mr. Russell’s protected disclosures. With respect to action 
(2), the ROI does not make a direct finding on whether the UC has shown, by clear and 
convincing evidence, that it would have awarded the two UC positions to other candidates. 

ROI at 5-1 1. 

C. The Addition of Comforce as a Party and Its “Settlement” with Russell 

While Mr. Russell acknowledged in his complaint that he was an employee of Comforce and 
that Comforce had terminated his employment, he contended that Comforce took this action at 
the instigation of the Security Division at LANL, which is managed by UC. March 8, 1999 
Complaint of Jimmie Russell at 1 3. The ROI makes no findings concerning Comforce’s role in 
this matter, and does not identify Comforce as a party to Mr. Russell’s Pan 708 Complaint. In 
my initial letter to the parties, I found that both the UC and Comforce are proper parties to this 
proceeding. In doing so, I rejected the contention, made by the UC in its response to Mr. 
Russell’s March 8, 1999 Complaint, that the UC is not subject to a complaint from Mr. Russell 
under Part 708 because Mr. Russell was never directly employed by the UC. June 18, 1 999 UC 
Response at 9-11. As I stated in that letter: 


Part 708 applies to employees of DOE contractors, and the term “contractor” is 
specifically defined to include “a subcontract under a contract . . . with respect to 
work related to activities at DOE-owned or -leased facilities.” 10 C.F.R. 

§§708. 1-2. Mr. Russell was employed by a UC subcontractor at LANL and the 
UC, as the management and operating contractor at LANL, took actions which 
directly and negatively impacted the “terms”, “conditions” and “privileges” of Mr. 
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by a preponderance of the evidence that he or she made a disclosure, participated 
in a proceeding, or refused to participate, as described under § 708.5, and that 
such act was a contributing factor in one or more alleged acts of retaliation against 
the employee by the contractor. Once the employee has met this burden, the 
burden shifts to the contractor to prove by clear and convincing evidence that it 
would have taken the same action without the employee’s disclosure, 
participation, or refusal. 

10C.F.R. §708.29.(2) 

It is my task, as the finder of fact in this Part 708 proceeding, to weigh the sufficiency of the 
evidence that has been presented by both Mr. Russell and the contractors. ’’Preponderance of 
the evidence” is proof sufficient to persuade the finder of fact that a proposition is more likely 
true than not. true when weighed against the evidence opposed to it, See Hopkins v. Price 
Waterhouse, 737 F, Sup p. 1202, 1206 (D.D.C, 1990) (Hopkins); 2 McCormick on Evidence § 
339 at 439 (4th Ed. 1992). Under this standard, the risk of error is allocated roughly equally 
between both parties, Grogan v. Gamer. 1 1 1 S. Ct. 654, 659 (1991) (holding that the 
preponderance standard is presumed applicable in disputes between private parties unless 
particularly important individual interests or rights are at stake). 

B. The Contractor’s Burden 

If I find that Mr. .Russell has met his threshold burden, the burden of proof shifts to the 
contractors. The contractors must prove by "clear and convincing” evidence that they would 
have taken the same personnel action against the complainant absent the protected disclosure. 
"Clear and convincing" evidence is a much more stringent standard; it requires a degree of 
persuasion higher than mere preponderance of the evidence, but less than "beyond a reasonable 
doubt". See Hopkins, 737 F. Supp. at 1204 n.3. Thus if Mr. Russell has established that it is 
more likely than not that he made a protected disclosure that was a contributing factor to an 
adverse personnel action taken by the contractors, the contractors must convince me that they 
clearly would have taken this adverse action had Mr. Russell never made any communications 
concerning violation of security rules or regulations at LANL. 

In evaluating whether the UC and Comforce have met this burden, I will consider all the 
evidence in the record of this proceeding. In particular, I will closely examine the strength of 
evidence in support of the UC’s decision to terminate his work assignment at the S-Division. 

In a similar manner, I will consider the UC’s decision not to hire Mr. Russell to one of two UC 
positions to which he had applied, the UC’s submission of derogatory information concerning 
Mr. Russell to DOE Security, and Comforce’s decision to terminate Mr. Russell from its 
employment 

IV, Analysis 

A. Mr. Russell Made Protected Disclosures. 

I find that the record In this proceeding supports Mr. Russel Ps assertion that he made protected 
disclosures to the UC management and to the DOE. As discussed above, Mr. Russell was 
employed as a Self Assessment Team Leader in LANL's Security Division from 1996 until his 
termination in early 1999- In that position, he was responsible for conducting audits and 
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assessments of security programs and preparing written reports of his findings. These reports 
routinely communicated the assessors’ findings of security, safety and management 
deficiencies to Mr. Russell’s UC management and to the DOE. Based on these facts, the R.OI 
finds that Russell made protected disclosures on a regular basis. ROl at 4. 

The UC argues that Mr. Russell is not entitled, “automatically”, to a presumption that he 
engaged in protected activity as a result of his role in preparing assessments of security 
matters. 


Any disclosures that he made were part of a Laboratory process and were made at 
the request of Laboratory management which directly solicited these disclosures 
by assigning him the task of performing assessments. This removes the 
disclosures from the realm of those which are protected. 

UC Post-Hearing Brief at 3. 1 reject this contention. The original Part 708 regulations clearly 
indicate that an employee who has disclosed the violation of a security rule or regulation has 
made a protected disclosure for purposes of Part 708, and there is no indication of any intent to 
exclude such a disclosure if it was made pursuant to a management assignment. The Preamble 
to those regulations specifically states that disclosures made pursuant to such assignments are 
to be considered protected disclosures. 


The DOE has determined to afford protection to employees who have made 
disclosures to contractors. Disclosures to contractors will include qual ity 
assurance reports and other similar reports made in the course of an employee’s 
job responsibilities. 

57 Fed. Reg. 7535 (March 3, 1992). 

Mr. Russel] must also prove, however, that one or more of these protected disclosures was a 
contributing factor in a personnel action taken against him. 10 C.F.R. § 708.29; see Helen 
Gaidine Oelesbee. 24 DOE *fl 87,507 (1994). A protected disclosure may be a contributing 
factor in a personnel action where “the official taking the action has actual or constructive 
knowledge of the disclosure and acted within such a period of time that a reasonable person 
could conclude that the disclosure was a factor in the personnel action.” Ronald A Sorri . 23 
DOE K 87,503 at 89,010 (1993) citing McDaid v. Dep’t of Hous. and Urban Dev, . 90 FMSRf 
5551 (1990). See also Russell P. Marler. Sr .. 27 DOE 1 87,506 at 89,056 (1998). 

The record indicates that Mr. Russell’s managers at LANL’s S- Division were aware of the 
findings of security infractions contained in his security assessments and that two of these 
managers, S-Division Director Stanley Busboom and Group Leader Kevin Leilheit, served on 
the Rapid Action Team (the RAT) whose recommendation resulted in Mr. Russell’s 
immediate termination from his position at LANLon March 5, 1999. In addition, Mr. 
Busboom reported the RAT’s findings to the DOE’s Personnel Security Program as allegedly 
derogatory information after Mr. Russell's termination. S-Division management was also 
responsible for designating Mr. Russell’s termination as “for cause” and thereby preventing his 
reemployment at LANL for a five year period. Another manager, Michael Irving, served on the 
committee that rejected Mr. Russell application to be hired as a UC employee. UC Hearing 
Exhibit S. 
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The record also indicates that Mr. Russell made protected disclosures proximate in time to 
these alleged retaliations. In December 1 998, Mr. Russell made findings in connection with an 
assessment of Classified Matter Protection and Control (the CMPC assessment). In connection 
with this assessment, the UC acknowledges that there was a dispute between Mr. Russell and 
his immediate supervisor, Mr. Irving, as to whether certain data should be identified as 
security "infractions” or security “incidents”. UC Post-Hearing Brief at 17, citing Tr. at 3 35 
(Testimony of Mr. Irving). For purposes of Part 708, however, data indicating either an 
infraction or an incident is sufficient to constitute the disclosure of the violation of a security 
rule or regulation, and is therefore protected.(3) The record indicates that Mr. Russell 
continued to submit draft security assessments, presumably containing data concerning 
security violations, right up until his termination in early March 1999. Complaint of Mr. 
Russell at 1 1, Tr. at 137 (testimony of Mr. Irving). Accordingly, I find that Mr. Russell made 
protected disclosures which were proximate in time to the four alleged reprisals. 

In its Post .Hearing Brief, the UC argues that Mr. Russell’s testimony at the hearing indicated 
that he believed that the alleged retaliations taken against him were based on causes other than 
his protected disclosures. Even if statements by Mr. Russell were to be viewed as admissions 
that some of his supervisors were inclined to discriminate against him for reasons unrelated to 
his protected disclosures, it does not follow that his protected disclosures therefore did not 
“contribute” to the decision of these supervisors to take the alleged adverse personnel actions 
that he has identified in his Part 708 complaint. Barbara Nabb . 27 DOE 1j 87,5 19 at 89, 1 1 8 
(1999). In this regard, I note that, under questioning by his own counsel, Mr. Russell testified 
that with respect to his supervisor, Mr, Irving, “the root cause of our rocky relationship was 
directly related to the arguments we had over self assessments.” Tr. at 1 164-65. Accordingly, 1 
reject the argument that the admitted existence of other potential sources for retaliation 
precludes me from inferring that protected disclosures made by Mr. Russell, in close temporal 
proximity to adverse personnel actions taken against him, were contributing factors to the 
decisions to take those actions. 

I therefore conclude that Mr. Russell has met his burden of showing that his disclosures of 
security violations at LANL constituted a contributing factor in the negative personnel actions, 
identified as alleged reprisals in the ROI. The burden is therefore with the contractors, the UC 
and Comforce, to prove by clear and convincing evidence that they would have taken the same 
actions without Mr. Russell’s disclosures. 

B, The Decision to Terminate Mr. Russell’s Work Assignment at S- Division 
Was a Reprisal. 

With respect to the UC’s decision to terminate Mr. Russell’s work assignment at S-Di vision, 
the ROI finds that on Friday, February 26, 1999, Mr. Russell was allegedly involved in two 
incidents. First, Mr. Russell allegedly threatened and intimidated Mr. John Watefbury, a 
co-worker who was a member of the committee that was screening candidates for the UC 
positions. Later on that same day, Mr. Waterbury allegedly found Mr. Russell yelling, cursing 
and forcefully shoving a locked door in the basement of the building in which they both 
worked- The ROI notes that Mr. Russell asserted that he was merely yelling for help in 
opening the door. ROI at 2. The ROI reports that on Tuesday, March 2, 1999, Mr. Kevin 
Leifheit (Mr. Russell’s group leader) and Mr. Irving informed the division office that Mr. 
Russell had threatened and intimidated other employees. Id. In particular, they reported that 
Mr. Russell had written a threatening statement on a whiteboard in the group office. ROI at 9. 
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On Wednesday, March 3, 1999, the situation was brought to the attention of Mr, Stanley 
Busboom, the Director of LANL’s Security Division and the decision was made to convene a 
Rapid Action Team (the RAT). The RAT is a LANL group designed to convene on short 
notice to provide advice to managers on handling difficult human resource issues such as 
potential violence in the workplace. The RAT included Mr. Busboom, Mr. Leifheit, a member 
of the special projects office, a legal representative, a clinical psychologist and an employee 
relations specialist. On March 4, 1999, the RAT met to consider the concerns raised about Mr. 
Russell, and reached a strong and unanimous consensus that Russell should be removed from 
the workplace. ROI at 2-3. 

At the Hearing, the UC presented the testimony of several of the individuals involved in these 
events in the effort to show that its stated reasons for terminating Mr. Russell’s assignment 
were correct. In its Post-Hearing Brief, the UC maintained that 


the Laboratory clearly has met its burden of showing by clear and convincing 
evidence that Russell would have had his assignment terminated notwithstanding 

any alleged protected disclosures Further, it is clear that Waterbury, Irving, 

Leifheit and Busboom were convinced in good faith that Russell presented a 
threat. 

UC Post-Hearing Brief at 35. 

I do not agree. The burden of the UC in this case is to show by clear and convincing evidence 
that in the absence of Mr. Russell’s protected disclosures, the behavior of Mr. Russell would 
have led to the termination of his work assignment. As discussed below, my review of the 
record indicates that, rather than such a clear and convincing showing supporting the UC’s 
actions, there is convincing evidence indicating that alleged instances of threatening behavior 
by Mr. Russell lacked any substantial factual basis and, in other instances, were grossly 
exaggerated. Moreover, Mr. Russell’s supervisors, Mr, Irving and Mr. Leifheit, appear to have 
played a crucial role in transmitting these unfounded allegations of threatening behavior to 
their division manager, Mr. Busboom. Mr. Leifheit and Mr. Busboom later presented these 
allegations to the other members of the RAT. (4) These RAT members may have been acting in 
good faith when they relied on the information collected by Messrs. Irving, Leifheit and 
Busboom, but by that point the process was already tainted by the selective and misleading 
information that they received. Moreover, there was no mechanism in the RAT process, a 
process usually reserved for instances of overt violent or threatening behavior, for the 
verification of the allegations being made against Mr. Russell. 

In a memorandum dated March 12, 1999 [hereinafter the “Busboom Memorandum”], Mr, 
Busboom informed the Director of the DOE Albuquerque Operations Office’s Division of 
Security and Safeguards that the S-Division had requested Comforce “to terminate [Mr. 
Russell’s] services with LANL for cause.” Mr. Busboom attached two summaries to his 
memorandum “explaining the background of the situation.” The second attachment to this 
memorandum discussed the RAT’S investigation and findings concerning Mr. Russell.(5) UC 
Hearing Exhibit L, The heading “Facts” appears at the top of this summary. The document 
states that 

The panel considered the following information in making their recommendation of dismissal: 
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* Mr. Russell was observed by his co-workers to be under pressure from the IEO investigation. 


* He was also under pressure as his contract position was being converted to a UC FTE 
position, which he had to compete for as an external candidate. 

* He had a behavior history of being involved in violent confrontations. {A physical altercation 
some 8-1 0 years ago when Mr. Russell worked for the Mason & Hanger protective force was 
confirmed. A verbal altercation 4 years ago, resulting in Mr. Russell being let go from a 
contract with [LANL’s Nonproliferation and International Security Division (MS)], was also 
confirmed.) 

* Various incidents of poorly controlled temper and strained interpersonal relationships were 
confirmed from Mr. Russell’s tenure as a contractor with OS/FSS/S Divisions. 

* It was confirmed that Mr. Russell intimidated a member of the screening committee for the 
job he was applying for, just hours before [his] own interview with that committee. 

* It was confirmed that Mr. Russell had written a statement on a “white board” in the group 
office that warned employees: “you should not be concerned with the bullet with your name on 
it, be concerned with the one that does not have your name on it.” 

* The group leader recounted that his job interview with Mr. Russell for the open position had 
disintegrated into a complaint session about how group business was currently conducted. 


* Other instances of erratic behavior were noted, and co* workers of Mr. Russell 
were noted as fearing for their personal safety, citing concerns for his 
unpredictable conduct, his reputation for violent outbursts, and his affinity for 
firearms. 

Busboom Memorandum, Attachment 2, UC Hearing Exhibit L. As the following analysis 
indicates, the “facts” presented at the RAT by Mr. Leifheit and Mr. Busboom were relied upon 
by the advisory RAT members as supporting a substantial concern that Mr. Russell might 
commit acts of violence against his co-workers. As discussed below, l find that these “facts" 
contain substantial exaggerations, unfounded allegations, and other distortions that negate the 
validity of the RAT conclusion. Moreover, clarifying and exonerating information was readily 
available and yet was not sought out or presented, leading me to conclude that the actions 
taken against Mr, Russell were tainted by the retaliatory motives of his UC managers, and 
would not have been pursued in the absence of his protected disclosures. 

1. Mr. Russell Does Not Have a History of Threatening and Violent Behavior. 

Through its witness testimony and argument in this proceeding, the UC has broadly 
characterized Mr. Russell as “a worker who clearly had trouble functioning in the workplace.” 
UC Post-hearing Brief at 12. ido not believe that Mr. Russell’s overall employment record 
supports such a conclusion. I concur with the ROI’s finding that Mr. Russell, a certified 
security auditor, and “has an extensive and impressive military, academic and law enforcement 
background,” ROIat 2. Mr. Russell is now in his early sixties. From 1956 until 1930 Mr. 
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Russell served with distinction in the United States Marine Corps. ROI Administrative Record 
(hereinafter “ROI AR”) at 00020. From 1982 until 1985, Mr. Russell was employed at the 
Harris County Sheriffs Department in Houston, Texas. From 1 985 until 1992, he was 
employed in several positions by the Mason and Hanger Protective Force at LANL (Mason 
and Hanger), including the positions of Training Manager, Quality Assurance Manager, and 
Environment, Safety and Health Manager. In 1988, he received a recommendation from the 
Vice PresidenfrContract Manager of Mason and Hanger which praised his professional 
abilities and added that 


Jimmie is an exceptionally honest individual who is very committed to his work, 
family and church. He has a very friendly and outgoing personality and is 
frequently asked to speak to groups of all sorts. 

Russell Hearing Exhibit 2. From 1 993 to 1995 he was employed directly by LANL as a 
security consultant. Finally, from 1996 to 1999 he served as a contract employee at LANL, 
first through Grumman Technical Services and then through Comforce, in the capacity of 
Assessment Team Leader. ROI AR at 00019. The ROI notes that Mr. Russell received 
excellent performance evaluations with no negative comments for his three final years at 
LANL. ROI at 2. Accordingly, I find unpersuasive the UC’s efforts to depict Mr. Russell as a 
marginal and troubled employee. 

Nor am I convinced that Mr. Russell ’s “affinity for firearms” posed a legitimate source of 
concern for his co-workers.. Busboom Memorandum, Attachment 2. The record certainly 
establishes that Mr. Russell, who spent a considerable part of his career in the military and in 
law enforcement, maintains an active and knowledgeable interest in firearms. He is a licensed 
gun dealer and kept a stack of gun catalogs in an accessible spot next to his office and invited 
co-workers to order weapons through him. There is no indication that his interest in firearms 
was in any way extreme for someone with his career background, and the testimony of a 
co-worker who shared this interest with Mr. Russell supports this conclusion. See Testimony 
of Thomas A. Baca, Tr. at 613. Nor is there any evidence that Mr. Russell ever used firearms 
in a threatening and irresponsible manner.(6) Under these circumstances, off-hand references 
to weapons by Mr. Russell, in and of themselves, cannot be viewed as threatening in nature, 
and it is unreasonable for his managers or co-workers to make such a claim. 

In his memorandum to the Director of DOE Security at LANL, Mr. Busboom stated that the 
RAT had found that Mr. Russell “had a behavior history of being involved in violent 
confrontations.” Two instances of behavior are cited as support for this alleged “behavior 
history,” only one of which involved physical violence. That event was described as a 
“physical altercation some 8-10 years ago when Mr. Russell worked for the Mason & Hanger 
protective force.” In spite of this being the only known instance of physical violence in the 
workplace involving Mr. Russell, no one involved with the RAT proceeding attempted to 
ascertain the circumstances surrounding this “physical altercation.” Mr. Leilheit testified that 
Mr. Russell had “told a lot of folks” about the incident, so it was treated by management as a 
“self-admission.” Tr. at 100. The ROI finds that Mr. Russell was involved in a fistflght with an 
employee at LANL around nine years ago, and that “there is no evidence that LANL took any 
disciplinary action against Russell for the incident.” ROI at 17. In his testimony at the Hearing, 
Mr. Russell related that this incident occurred at an early morning meeting where he was 
threatened by another Mason & Hanger employee. 
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Mr. Jennings . . . unloaded on me with venomous remarks and profanity and 
vulgarity and really bad things. And it was so out of line that I thought at first he 
was kidding and it just got worse and worse and worse. And I told him that I 
thought he ought to shut up. ... At a point, we were standing -- he was sitting and 
] was standing very close to him. And at a point there, he says to me "I'm going to 
kick your so and so such and such.” And I said to him — "Well, if you feel froggy, 
jump.” And he stood up and made a movement toward me and then I hit him in 
the mouth. 

Tr. at 863-64. Mr. Russell further testified that he was not disciplined over this action in any 
way by Mason & Hanger, while he was told by the General Manager of the Mason & Hanger 
contract that Mr. Jennings had been disciplined for his behavior by having his salary increase 
suspended for a period of time. Tr. at 864. Mr. Russell further testified that, other than this 
incident, he has never had a physical altercation in the work force, and, throughout his career 
at Los Alamos, he has never threatened, pushed or shoved anyone. Tr. at 865-66. 1 found Mr. 
Russell’s testimony concerning these matters to be convincing, and counsel for UC and 
Comforce have not produced evidence of any other physical confrontations involving Mr. 
Russell or evidence of physical threats made by Mr. Russell during his fifteen years of 
employment in the LANL workforce.(7) I certainly do not see this isolated incident occurring 
approximately nine years ago as supporting the view that Mr. Russell had a “behavior history” 
of being involved in “violent confrontations.” 

A second incident was cited in the Busboom Memorandum as evidencing Mr. Russell’s 
violent behavior history, Mr. Busboom reported that the RAT had “confirmed” that Mr. 
Russell was involved in a “verbal altercation” four years earlier, “resulting in Mr. Russell 
being let go from his contract with NIS." Busboom Memorandum, Attachment 2. At the 
Hearing, Mr. Busboom testified that he collected this information about Mr. Russell himself, 
during a telephone conversation with Terry Hawkins, the Director of NIS. Tr. at 535-36. As 
discussed below, Mr. Busboom’s account of this incident contains omissions and inaccuracies 
highly detrimental to Mr. Russell, leading me to conclude that his collecting and transmitting 
of this information was tainted by retaliatory intent. Steven Fine, the ROI Investigator, 
conducted a telephone interview with Mr. Hawkins on September 15, 1999 concerning Mr. 
Russell employment at NIS. In a memorandum, Mr. Fine reported the following information 
from that interview: 


Mr. Hawkins recalled that Mr. Russell was a Special Security Officer (SSO) with 
the Mesa-Quill Program at the T-33 facility. Mesa-Quiif was an Air Force funded 
program. When the funding for Mesa-Quill dried up, its employees, including Mr. 
Russell, lost their jobs. . . .Mr. Hawkins recalled that Mr. Russell had a run-in 
with Handel and Perrizo at NIS. But it wasn’t Russell’s fault. After the incident 
was investigated, Handel and Perrizo were found to be at fault and disciplined. 

Memorandum of Telephone Interview, ROI AR at 00399. At the Hearing, Mr, Hawkins 
testified that Mr. Russel! lost his full-time position at NIS because the project itself was 
canceled. Tr. at 414. He was not questioned concerning his previous comments concerning the 
altercation with Handel and Perrizo. I conclude that there is substantial evidence contradicting 
the “confirmed” allegation reported by Mr. Busboom that Mr. Russell lost his employment at 
NIS due to a “verbal altercation.” In fact, Mr. Hawkins is reported to have remembered Mr. 
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Russell as a good employee who did not cause problems in his interactions with other 
employees. 


Mr. Hawkins remembered that Mr. Russell did a very good job at TA-33 and was 
a good employee with excellent technical skills. He could get a bit hot under the 
collar, but there were no problems with him at NIS. 

Memorandum of Telephone Interview', ROI AR at 00399. Accordingly, Mr. Busboom 
substantially misrepresented Mr. Russell’s employment history at the NIS when reported these 
matters to the RAT and, later, to DOE Security. 

2. Mr. Russell Did Have a Rad Temper, But It Was Known and Tolerated by His 
Managers and Coworkers. 

The RAT correctly found that Mr. Russell had a “poorly controlled temper” [Busboom 
Memorandum, Attachment 2], but it addressed this issue in a one-sided and inappropriate way. 
The ROI investigating attorney, after conducting numerous interviews with Mr. Russell’s 
managers, co-workers and self assessment “customers”, reached the following conclusions 
about Mr. Russell’s poorly controlled temper and his management’s reaction to it. 


Many of the individuals interviewed during my investigation commented that 
Russell appeared to have a low frustration threshold and poor anger management 
skills. Moreover, it is well documented that Russell verbally abused Irving on at 
least three occasions. . . . [T]he UC’s management appears to have tolerated 
Russell’s occasional verbal outbursts, perhaps because of Russell’s positive 
aspects or perhaps because of the rough and tumble nature of the security 
environment. 

ROI at 7-8. Testimony at the Hearing confirmed that Mr. Russell occasionally vented his 
frustrations and anger at co-workers and managers, It also confirmed that Mr. Russell received 
little if any feedback from management that was critical of this behavior. 

At the Hearing, Mr. Russell’s immediate supervisor, Mr. Irving testified that Mr. Russell lost 
his temper frequently when they had discussions about assessments, but that there were three 
occasions when he lost his temper “l would say extremely badly.” Tr. at 14 1. These three 
incidents were recounted in detail by Mr. Irving during direct examination at the Hearing. 
Although his testimony indicated a perspective that is biased against Mr. Russell, it was 
nevertheless enlightening on Mr. Russell’s bad tempered behavior. That testimony provides 
further indication that Mr, Russell’s outbursts of temper, even at their most extreme, were just 
that - outbursts - and were not accompanied by overt threats of violence. His testimony also 
indicates that Mr. Russell’s management tolerated these outbursts and that Mr. Russell was not 
disciplined for them. 

Mr. Irving first recounted a 1997 incident that occurred in a vehicle outside of Building 470, 
where Mr. Russell “became enraged” while discussing the problems arising from an ongoing 
assessment. Mr. Irving related that Mr. Russell “got out of the vehicle, right in front of 
Building 470, screaming and cussing at me, and yelling at me. And calling me names and so 
forth.” Tr. at 142. Mr. Irving acknowledged that following that incident, Mr. Russell 
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approached him later and “apologized for his behavior. We shook hands.” Id, In a second 
incident, possibly in 1995, Mr. Irving related that following a group discussion of the problems 
that S- Division was having with the Organizational Safeguards Security Officer program, he 
and Mr. Russell had a private conversation where he admonished Mr. Russell for being critical 
of management’s approach to the problems, during which Mr. Russell 


became enraged, he doubled up his fist. He started to come out from . . . where his 
desk is. And he had his fist doubled up. He was kind of frothing at the mouth, red 
faced. And he said, “do you want to fucking take me on?” And he got close to me. 
Didn’t get this close, but he was about this close. He says -- “you don’t want to 
fucking take me on.” 

And I realized, and I think somebody was down the hall. And I realized that was 
inappropriate. This discussion was getting out of hand. Let’s go into Debbie 
Ewing’s office and talk this thing out. And he went on and on trt Debbie Ewing’s 
office, extremely angry that I’m trying to censor him. And then my saying under 
no circumstances am I trying to censor you. But once a decision is made by 
management, we are morally bound to support the decision as long as it is a legal, 
moral or ethical decision. 

Tr. at 143-47. Although Mr. Russell’s alleged gestures and language were inappropriate, I note 
that Mr. Irving’s response was to invite Mr, Russell into an empty, private office to continue 
the discussion. This is not the typical response of someone who feels physically threatened by 
the behavior of someone with whom he is having an argument. 

The third incident recounted by Mr. Irving involved Mr, Russell’s reaction to the annual 
performance evaluation that he received in October 1 998. The evaluation was completed by 
Mr. Irving and signal by Mr. Tucker. At the lime he completed the evaluation, Mr. Irving 
reported that the felt that Mr. Russell’s problems with his temper 


seemed to have improved somewhat since the OSLO incident. Therefore, I rated 
him a 3 plus [on a scale of 1 to 5], I think, in a couple of areas [’’Working with 
Others” and “Adaptability”]. And a 4 for attitude. 

Tr. at 149,(8) Mr. Irving rated Mr. Russell outstanding (5 or 5+) in the other nine categories on 
the evaluation form, and made no comments under the heading “Indicate areas that need 
improvement.” See ROI AR at 00045. Mr. Irving testified that during his discussion of the 
evaluation, Mr. Russell challenged the 3 plus ratings and eventually became enraged, Tr. at 
151. Mr. Irving then testified that Mr. Russell scheduled an appointment with Mr. Tucker to 
discuss the evaluation, and invited Mr. Irving to attend. At this meeting, Mr. Irving stated that 
Mr, Russell again lost his temper. 


He became very irate, angry. That this was an unjust assessment of his 
performance. We [Mr. Tucker and Mr. Irving] were saying we felt this was a just 
assessment. ... He [Mr. Russell] was attempting to impugn ray integrity. Mr. 
Tucker is trying to tell hint this was unacceptable, it is inappropriate. You can’t do 
that without empirical evidence, etc. Then we were way up here in this heated 
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discussion. . . . And then finally it comes down, and we’re now back to . . . just a 
normal conversation. 

Tr. at 153. Mr. Tucker agreed to review the evaluation of Mr. Russell in light of the their 
discussion. At that point Mr. Irving made a comment which once again enraged Mr. Russell, 
who, according to Mr. Irving, told him 


You’re not going to talk down to me like that, your Highness. Something like that. 

And Mr. Tucker then stopped him right there, and said, — you are completely out 
of line again. I don’t know how many times he said this. And I said, Jimmie, you 
have concluded that my comment was condescending, which it was not. And then 
he said, — well, perhaps I overacted. That was the third major incident. 

Id. In a memorandum dated October 13, 1998, Mr.. Tucker thanked Mr. Russell “for the 
opportunity to receive your verbal comments,” and advised him that he had concluded that the 
evaluation “is appropriate for the period in question.” 


Mr. Irving has advised both you and me that he observed marked improvement in 
your attitude and your ability to work with others. I encourage you to take Mr. 

Irving’s constructive comments to heart and aspire to further improve your 
performance in these areas, as well as sustain your acknowledged superior 
performance in other areas. 

October 13 Memorandum from John E. (Gene) Tucker to Jimmie Russell, ROI AR at 00046. 
This memorandum is quite revealing. Although Mr. Tucker had witnessed Mr. Russell lose his 
temper with Mr. Irving and himself, he evidently did not consider it of sufficient importance to 
warrant criticism or comment in his memorandum to Mr. Russell. Instead, Mr. Russell was 
informed that his ability to work with others had shown “marked improvement.” Accordingly, 
Mr. Russell received no indication at that time, or at any time prior to his March 5, 1999 
termination, that his managers considered his outbursts of temper to be a serious behavior 
problem.(9) 

According to the Busboom Memorandum, the RAT found that “co-workers of Mr. Russell 
were noted as fearing for their personal safety, citing concerns for his unpredictable conduct, 
his reputation for violent outbursts, and his affinity for fireanns.” UC Hearing Exhibit L, 
Attachment 2. The ROI finds that the three LANL employees who expressed such concerns to 
the RAT were Ms. Debra Huling, Mr. Waterbury, and Mr. Irving. With respect to these 
individuals, the ROI Investigating Attorney concluded that “each of these individuals harbors a 
great deal of personal animosity against Russell. It is highly possible that one or more of the 
three individuals have expressed fear of Russell in order to obtain revenge against him.” ROI 
at 10. As indicated above, I find that Mr. Irving was not physically threatened or intimidated 
by Mr. Russell. I will discuss Mr. Waterbury’s allegations in the next section. 

Ms. Huling is a LANL employee whose office was located in close proximity to Mr. Russell’s 
until he moved to another building in the Fall of 1 998. The ROI Investigator found that “upon 
interviewing Huling, I was left with a very strong impression that she has an intense and highly 
personal dislike of Russell.” Id. Ms. Huling did not testify at the hearing, but her January 25, 
2000 deposition in this matter confirms the ROI’s findings. At the deposition (Russell Hearing 
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Exhibit 7), she affirmed that -she has an intense and highly personal dislike for Mr. Russell. 
Deposition at 46. She stated that she wfcs frequently disturbed by the loud arguments and 
vulgar language emanating from the office area that Mr, Russel! shared with a co-worker. 
However,, she stated dial “at times Mr, Russell was coaxed or encouraged” to engage Lrs loud 
arguments by this co-worker and by Mr. Irving, who also raised his voice. Id. at 1 7- IS. She 
also slated that “most of the comments that held the offensive language originated with [this 
co-worker] IcL at 43. Although Mr. Russell's arguments with others made her very 
uncomfortable, she stated that at no time did she feel physically threatened by him. Id. at 33. 
She states that she had complained about the vulgar language to Mr. Tucker, and had 
mentioned feeling uncomfortable about Mr. Russell to John Waterbury and another co- worker, 
and to her manager, Ms. Gloria Garcia, but did not ask that any action be taken concerning the 
situation. Id. at 14-17,(10) She repons that during Mr, Russell's final week at LANL. she had 
no contact with him and did not discuss his behavior with any of her supervisors or 
co-workers. M. at 24-26. Based on my review, I concur with the ROl’s findings that Ms. 
Hilling’s complaints do not provide significant support for the determination to terminate Mr. 

Russell. 

3. Mr. Russell’s Behavior from February 26 through March 5, 1999 Did Not Support the 
Stated Reasons for His Dismissal by the DC. 

As noted above, in late. 1998 and early 1999, LANL’s IEO investigated allegations that Mr. 
Russell was conducting his private gun selling business during office hours using LANL 
equipment. Mr. Bushoom’s summary of the RAT findings indicates that “Mr. Russell was 
Observed to be under pressure from the IEO investigation." Busbooni Memorandum, 
Attachment 2, The basis tor this finding appears to be that, after he became aware of the 
investigation, Mr. Russell spoke to three managers and some of his co-workers about it. Tr. at 
1 122. However, Mr. Russell testified dial slier speaking to these people and to the IEO auditor 
hi?? concern, was “significantly reduced,” 


The impression that I got after talking to these people was that what I had done, 
while not right, was not a capital offense and that I might receive some type of 
punishment for it but it probably wouldn’t be severe. 

Tr. at 1122. He stated that by late February and early March, 1999, he “had almost forgotten 
about [it], I think in the back of my mind, there was, you know, it was still there.” Tr. at 1123. 
Mr. Russell’s conclusion that he probably would not receive a severe punishment or 
termination for these violations is compatible with the recommendations of the IEO Report 
that was issued concerning this matter. ROI at 6. 1 believe Mr. Russell when he testified that 
his anxiety concerning this investigation had cased subs. anti ally by early March 1999. I 
therefore conclude that the RAT was incorrect in attributing a significant potential for 
threatening behavior to Mr. Russell’s concern over this matter. 

According to the Busboom Memorandum, the RAT also found that Mr. Russell was “under 
pressure as his contract position was being converted lo a UC FTE position, which he had to 
compete for as an external candidate," UC Hearing Exhibit L, Attachment 2. There as factual 
support for this finding. In his testimony at the Hearing, Mr. Russell testified that, on the 
morning of his formal interview for the UC FTE position (February 26. 1999), he expressed 
anger and frustration about Mr. Irving's decision to have a formal interview process to Mr. 
Waterbury, who he knew was a member of the selection committee. Tr. at 990. 
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In a February 26 memorandum to Mr. Irving (the February- 26 Memorandum), Mr. Waterbury 
recounted his morning conversation with Mr. Russell and a subsequent incident involving a 
locked door, and stated his fear that Mr. Russell could become physically violent. Because this 
memorandum triggered a management response that culminated L:t the RAT determinations, I 
will analyze its contents in detail. As the discussion below indicates, I do not find that the 
actual facts warranted Mr. Waierbury’s conclusion that Mr. Russell constituted 0 physical 
ihreai to Mr. Irving and himself. 

in the February 26 Memorandum, Mr. Waterbury recorded the insulting comments that Mr- 
Russell allegedly made concerning Mr. Irving’s judgment in requiring him to make a funnal 
presentation in applying for one of the UG FTE positions. He also provided the following 
description of his encounter with Mr. Russell at a recently locked do or in their office area, 
after he allegedly explained to Mr. Russell that the door had been locked to establish a security 
perimeter. 


My attempt to clarify appeared to increase his agitation and he loudly stated, “I 
don’t want to have to use a fucking key to get out of here. You got all the doors 
padlocked and you expect me to get out.” ... As 1 was trying to explain, he 
forcefully shoved the door wide open, ignored my communication, and walked oft* 
leaving the door unsecured. He acted like I personally locked the doors to 
complicate his life. 

February 26, 1999 Memorandum from Mr. Water bury to Mr. living, ROl AR at 00225. With 
respect to the encounter, Mr. 'Waterbury reported that *T felt ss if he was about to strike me at 
any moment.” Id. Mr. Waterbary concluded his memorandum io Mr. Irving with the following 
comments. 


Based on his comments and hostile behavior today, and personally witnessing 
countless past episodes where be was out of control. I have genuine fear that von 
persona lly (over anv olhsr S& S em ployee! arc in harm 's way and . ( God forb i d 'i 
possibly vour family as well His many firearms, combat training, and under hi is 
current ifame of mind his “perceived injustice” towards him, 1 hate to think what 
we might be facing at the hands of Jimmie. 

Id. (emphasis in original). Based on Mr. Waterbury’s account of his interactions with Mr. 
Russell on that date, the RAT found that Mr. Russell ''intimidated a member of the screening 
committee for the job he was applying for.” UC Hearing Exhibit L, Attachment 2. The ROT, 
however, is critical of (.he RAT’s reliance on this account. 


The RAT accepted and relied upon Waterbury’s account of February 26, 1 999 
without hearing Russell’s side of the story. Moreover, Waterbury’s conclusions 
about Russell’s behavior on that day were accepted and relied upon by the RAT 
without any substantive analysis. While the alleged behavior attributed to Russell 
was unprofessional, impolitic and suggests poor self-control on Russell’s part, it 
certainly did not suggest a propensity for violence as the RAT team concluded. 
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ROI at 9. 

I find iharthe testimony at the Heating supports the position that Mr. Russell’s interactions 
with Mr. V/aturbrny on February 26 were not physically threatening to Mr. Waterbary or to 
Mr, Irving, and did not constitute intimidation of Mr. Watsrbury. 

In his testimony, Mr. Russell stated that immediately prior to his February 26 conversation 
with Mr. Waterbary, he had been talking to a co-worker, Pat Trujillo, who was critical of Mr. 
living’s formal interview procedures for selecting the UC FTE positions. **He thought it was 
ridiculous and overkill and he had never seen it done that way before.” Tr. at 988. Mr. Russell 
testified that he expressed agreement with these views and, when Mr. W at erbury visited Mr. 
Russell’s office a few minutes later, he “started pontificating about my opinion of the 
process.” Tr. at 990. Mr. Russell admits that he expressed anger, disgust and frustration in his 
comments to Mr. Waterbary, Id.. . but he also testified that Mr. Waterbury’s memorandum 
exaggerated the level ox personal criticism and profanity that Mr. Russell used concerning Mr. 
Irving ir this conversation. Tr. at 1 1 .15.(1 1) Mr. Russell aiso denies that his comments were 
intended to intimidate Mr. Watcrbuty, or to influence his decision as a member of the selection 
committee. Tr. at .9 94. 

At the Hearing, Mr. Waterbury testified that at the time he had this conversation with Mr. 
Russell, he believed that Mr. Russell was simply venting his frustration about the interview 
process. 


[Waterbary] So, I went into this office at the time and said Jimmie are you alt 
right? And without a moment's hesitation he turned around and just let loose with 
the tact that we knew what he could and couldn’t do; didn’t Mike Irving have to 
get permission to do an interview, the purpose of ’.he interview, Mike Irving 
doesn’t know what he’s doing, etc. And 1 then thought to myself 1 [should] be 
aaywhcrc but there. And i said okay Jimmie 1 just u anted to make sure that you 
were all right. And I walked away. 

Q How did you interpret that at the time? 

A Jimmie being Jimmie. Being — 1 just let it go. 

Tr. at 295. Mr. Water bury testified dial it was only hi the late afternoon, following the door 
incident at 1 1 :00 am and Mr. Russell’s interview for the UC position at 1:30 pm, that he 
realized dial he had been intimidated. 


As I said earlier, the morning incident in my mind was just J immie just, being 
Jimmie. But sitting there working, it struck me that John Browne The Director of 
LAN!.] has a zero tolerance policy to a hostile work environment. 1 began putting 
two and two together, how inappropriate that was. Well 1 didn’t have to take that 
kind of abuse. And that — what he did in the morning was inappropriate as well — 
trying to have me influence Mike living to relieve him of giving a presentation 
requirement. 

Tr. ai 303. This change of impression by Mr. Wa I erbury weakens his allegation that the 
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Tr. at 360. After he received the recommendation of the RAT, Mr. Busboom immediately took 
steps to permanently remove Mr. Russell from the LANL workforce. On March 1 1 999, Mr. 
Russell was instructed la depart the laboratory after timing over hit keys arid security badge. 

Based on the analysis set forth above, I conclude that the allegations brought forward against 
Mr. Russell by UC managers Irving, Leifheit, and Busboom wero relied upon by the RAT in 
reaching its consensus for termination and cited by Mr. Busboom as grounds for removing Mr. 
Russell from the LANL workforce and identifying his dismissal as “for cause.’ 1 lit addition, I 
find that these allegations included incorrect facts, speculation, and exaggeration lo such an 
extent that there is a dear possibility That they reflected the retaliatory intent of these UC 
managers. I believe that this retaliatory' intent arose in large part from the protected disclosures 
made by Mr. Russell and his disputes with his UC managers concerning those disclosures, 
some of which occurred proximate in lime to his dismissal. Under these circumstances, the UC 
has not shown, by clear and convincing evidence, that these managers would have taken these 
actions against Mr. Russell in the absence of his protected disclosures, and that the UC would 
have terminated Mr. Russell's work assignment a: LANL as a result. Mr. Russell therefore is 
entitled to relief under Ran; 70S for this termination and for the resulting termination of his 
employment by Com force. See Reeves v. Sanderson Plumbing Products, Inc.. No. 99- 536, 
2000 WL 743663 (U.S. June 12, 2000) fa plaintiff may win an employment discrimination 
case by presenting a prima facie case of discrimination and discrediting the employer’s 
explanation for its actions). 

C. S-Di visioa’s Communication to DOE Security of Unsubstantiated or 
Exaggerated Derogatory Information Concerning Mr. Russell Was a 
Reprisal, 

As discussed above, I have found that many of the “Facts” listed in Attachment 2 to the 
Busboom Memorandum as support for the concern that Mr. Russell was a potentially violent 
individual are inaccurate, speculative or highly exaggerated, to the cover memorandum itself, 
Mr, Busboom asked DOE Security that the information in the attachments be kept confidential 
because “we are extremely concerned that [Mr. Russell] would use any knowledge gained in 
this manner to target our employees for further acts of inti initiation, or potentially -- violence” 
Busboom Memorandum. At the. Hearing, Mr. Busboom testified that when he reported these 
concerns to DOE Security, he was acting pursuant to the requirements of DOE Order 
472(1 Xb), which directs the UC, as a DOE contractor, to report derogatory information 
concerning ail employee to the DOE. Ti_ at 507-9. 

While Mr. Busboom is correct in identifying his duty to report certain derogatory information 
concerning an employee to the DOE, I find that the concents that he reported to the DOF 
concerning Mr. Russell were- inaccurate and of such a nature as to mu.vrh.Te with Mr. Russell's 
ability to obtain access authorization (a security clearance) in the future. Moreover, as 
discussed above, I find that the UC has failed to show that these inaccuracies would have beat 
present absent Mr. Russell’s protected disclosures. I therefore conclude that the UC should be 
required to take such remedial action as may be necessary to provide the DOE Safeguards and 
Security Division with full and accurate information concerning the derogatory allegations 
about Mr. Russell that were contained in the Busboom Memorandum. 

D. The UC Effectively Barred Mr. Russell from further Employment at 
TAM.. 
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Subject; Re: Article quoting John Browne on retaliation and ‘‘hostile work environment 11 
Gc: 

Bcc: 


Atifcl" t'*c. 

Tab 133 


Thanks, Betty, 

At Q2:19 PM 12/23/2002 -0700, Betty Gunther and Grady Hughes wrote: 

I was unable to find Eleanor's email address from home, probably 
because I misspelled her name. Please forward this to her, if you consider 
it appropriate. 

Here is the article i was referring to when I said that Wasp and Doran 
were fired for creating a "hostile work environment". It was in the 
Albuquerque Journal North on Friday, Dec. 20, 2002. 

Admittedly Brown doesn't say that is what Waip and Doran were fired for. 

I realize that LANL just says they were fired because they were in a 
probationary period and the lab "lost confidence" in them, but it certainly 
sounds as though Browne thought they were fired for "creating a hostile 
work environment" in the quote below: 

"Everything that I have seen was that dismissal was justified,' 1 he said. 
Browne said he was told that Waip and Doran, who both have extensive 
law enforcement backgrounds, were trying to operate within the lab as 
police officer's end created a “hostile work environment” by accusing 
employees of federal crimes. 

"I think {Waip) was on the right track," Browne said, but he added that 
Waip jumped to conclusions that "everything he found was criminal." 

See the entire article at: 

htto: //ww'w.abaiourna!.com/caperbov/text/news /81 1 774news 1 2-20-02.htm 

My point Is that hostile work environments are very common at LANL. 
Theresa's and my visit today was planned long before all of this came Gift 
in the paper, but another paragraph in the same article as above quotes 
Browne as saying: 

'*■ He needs to change the LANL culture of fear of retaliation that 
prevents employees from coming forward with information, documented in a 
lab survey earlier this year. “Somehow, fve got to figure out a way to 
break that down,* he said. 1 " 

Here we agree with him.. We know of numerous places where retaliation 
and hostile v/ork environments- are common, if retaliation and hostile work 
environments weren't so common, employees would be far more forthcoming 
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when they see something had going on, i agree the Suasolini case was an 
extreme one, but only in degree, not in substance. 

Browne has an opportunity to make a really valuable change here. We 
are hoping he is serious, it has been our experience that managers are 
able to continue this kind of treatment their entire careers with impunity 
ir. the current LANt envucnfneni. 


Betty 


Betty Gunther and Grady Hughes 
21 60 Lama Linda Drive 
ios Alamos, New iVtexteo S7544 
505^662-5199 
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L GENERAL BACKGROUND 


Tab 134 


This Section of the Appraisal Report incorporates the results of the Business Management Oversight 
Process (BMOP) Report dated October 2002 on the business and administrative performance of 
University of California (UC), Los Aiamos National Laboratory (LANL) for Fiscal Year FY02. The ratings 
given for each functional area are based on the performance objectives, criteria, and measures 
developed and contained in Appendix F of the contract for FY02 and any internal control or compliance 
issues. An internal NNSA agreement established a different reporting formatter the five administration 
performance areas identified in the II Scope of Review section of this summary. A comprehensive 
detailed report on the administration functions was transmitted separately to the Laboratory. 

Information that recently came to light involving purchase card abuses and a separate incident involving 
the apparent misappropriation of government property by LANL employees is a serious concern to NNSA 
In that it may be indicative of serious system weaknesses in the Laboratory's purchasing and property 
systems as weii as the demonstration of inadequate interna! controls. Systematic interna! audits of 
purchase card transactions that are designed to preclude or mitigate misuse fell behind schedule without 
timely and appropriate action to correct this weakness. Personal property was apparently acquired 
through Blanket Purchase Agreements, brought on site and subsequently removed from the Laboratory 
and appropriated for personal use without the knowledge of LANL property managers. 

Best business practices, which LANL's strives to achieve through their management systems and 
processes, is responsible for maintaining an effective interns! control structure that consists of a control 
environment that promotes an effective operating style, philosophy, attitude and awareness of 
appropriate controls, an effective accounting system which provides the necessary visibility into 
processes and transactions to ensure conformance with generally accepted accounting principles. Chief 
Financial Officer's Act, Federal and Departmental accounting, budget, review policies, and contractual 
requirements, control procedures that prevent, detect, and correct errors and irregularities for systems 
improvement. NNSA’s expectation is that LANL's Audit and Assessment Office would provide the 
assurance that an effective internal control structure exists based on performing internal audits, reviews, 
and investigations (including periodic testing) of Internal controls for the Laboratory systems. 

While the extent of LANL’s, as well as other government agencies, investigations into these matters has 
not concluded, jt is evident that expeditious and focused management attention should occur to address 
and correct system weaknesses that may have contributed to the aforementioned instances of abuse. 
These instances undermine the credibility of the Laboratory, and distract from foe excellent performance 
and critical role that LANL performs under Science and Technology for the national security mission. 

Considering the facts available to date, notwithstanding the NNSA original assessments of “outstanding” 
in the Procurement and Property Management areas of the Business Management Oversight Review 
(BMOR) for LANL during FY02, systemic weaknesses demonstrated in these two areas dictates that 
these functional areas should be rated no higher than “excellent.” Financial Management internal control 
weaknesses did not directly contribute to these .system failures. However, opportunities for improvement 
exist in the area of internal control assessment. The BMOR assessment of “excellent’' for Financial 
Management took this into account 


FY02 DOE/NNSA Appraisal ofUC/LANL 


125 


Administration 



1421 


Department of Energy National Ns clear Security Administration 
FY02 Appraisal of 

The University of California and Los Alamos National Laboratory 
FUNCTIONAL AREA: ADMINISTRATION PERFORMANCE 


II. SCOPE OF REVIEW 

The FY02 BMOP Review for LANL was based on a validation of the contractor's sell-assessment against 
the ROOMS identified In Appendix F of the Contract. Other factors considered were the existence of 
appropriate internal controls and compliance with applicable lows, regulations, and orders, UC/LANL’s 
self-assessment was validated through on-going operational awareness activities, internal audit reports, 
and Office of inspector General and General Accounting Office audit reports. 

The BMOP Review Team for FY02 consisted of representatives from each of the following Albuquerque 
Operations Office (AL) and Office of Los Alamos Site Operations core business lines: financial 
management, human resources management, information management, procurement management and 
personal property management The various AL functional teams determined the adjectival ratings 
Independently, 

III RESULTS 

The results of the BMOR reflect two Outstanding and three Excellent ratings as follows: 



AidjccDyh!: 
Rating /"; - 

rrnzmm 


Outstanding 

95.0% 1 

information Resource 

Management 

Outstanding 

95.0% | 

Procurement Management - 

Excellent 

85.0% 

Personal Property Management 

Excellent 

35.0% 1 


Note: In accordance with the BMOP policy and procedures approved by the BIVIOP Steering 
Committee in March 20CD, only adjectival ratings are provided in the FYD2 BMOP Report. For the 
purpose of providing a numeric score for Appendix F, the mid-range numeric score has been 
provided. Detailed information regarding administrative performance is included In the BMOP 
Review Report transmitted to UC/LANL in November 2002. 

The following statements represent the high level positive and/or negative finding© for FY02 that 
the Department of Energy (DGE)fAL wishes to bring to senior management’s attention for five 
administrative functions, {The references noted under each item are contained in the BMOP 
Report). 

AREAS OF EXCELLEN CE 

Responsiveness to AUEMense Program (DP) Budget Inquiries; 

LANL DP BUS Organization has enhanced partnering and teaming efforts with DQHAL. These efforts 
have improved responsiveness and communications on issues regarding DP activities and DOE/AL 
management initiatives, LANL’s recent reorganization to establish a Program Integration Office within the 
Chief Financial Officer (CFO) has provided a new practice for processing information requests that 
ensures timely responses and reduces the potential for disconnect chi data calls. (Reference Financial 
Management Performance Measure 3.2.b, Reports, Submissions, and Requests) 
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Decision Support initiatives: 

A number of initiatives were undertaken by LANL’s BUS in performing high-level analysis to support 
decision-making on financial issues. The most visible impact was the 2-point reduction in the 
Laboratory’s General and Administrative overhead percentage rate from 40% to 38%. Additionally, the 
Laboratory’s Senior Management developed FY03 Indirect budgets based on the overhead rate reduction 
that results in more of each dollar being directed towards science rather than overhead. (Reference 
Financial Management Performance Measure 4,1, Internal Planning, Reporting, and Analyses) 

Workforce Planning: 

A major effort was put forth by the Human Resources Department In the area of workforce planning, 
particularly as it pertains to recruitment and retention of critical skill employees. Workforce planning 
became institutionalized at the Laboratory during FY02 and a Coordinated Action Plan was developed to 
address critical skill gaps. (Reference Human Resources Performance Measure 1 ,8.a., Workforce 
Planning) 

Cost-effective Delivery of Products and Service: 

The Laboratory demonstrated measurable accomplishments in improvement and cost-effective delivery 
of services. Total cost savings and cost avoidance for FY02 was approximately $5.1 Ml. (Reference 
Information Management Performance Measure 1.1. Operational Effectiveness) 

OPPORTUNITIES FOR IMPROVEMENT 

Accounting Changes to Meet Implementation of Standard General Ledger inth© Departmental 
Integrated Standardized Core Accounting System: 

LANL did not make the necessary accounting changes in the format requested by DOE by October 1, 
2002. These changes were intended to allow DOE to perform testing on management and operating 
contractors" financial data starting in FY03, prior to conversion to the Phoenix Financial Management 
System. This situation occurred because necessary resources were committed to the Laboratory’s 
Enterprise Project. (Reference Financial Management Performance Measure 5.2.a. Effectiveness of 
Support of DOE Initiatives) 

Reporting Weapons Production Cost Activity: 

LANL needs to ensure that financial records reflect appropriate inventory costs incurred during the FY for 
Weapons Production Cost Activity. Primary focus in FY 2002 was the capitalization of the Weapon Life 
Extension Program, DOE and LANL need to work together to determine the appropriate guidance to 
follow in order to reflect those inventory costs. (Reference Financial Management Performance Measure 
2.2.b, DOE and Other External Laboratory Reporting) 

Asset Management: 

LANL did not meet the goal as established in the performance measure. This situation occurred because 
system modifications were delayed due to resources committed to the Laboratory’s Enterprise Project. 
(Reference Financial Management Performance Measure 1 .2.c.„ Asset Management) 

Accounting Practices Regarding Collections: 

LANL needs to continue to actively pursue the collection of delinquent federal receivables greater than 
180 days, (Reference Financial Management Performance Measure 1,1b., Effectiveness of Collections) 


Monthly Resolution of Reconciling Items: 
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LANL needs to ensure that reconciling items are resolved on a monthly basis. The practice bf resolving 
differences in a timely manner provides assurance that reconciling items are addressed appropriately, 
(Reference Financial Management Performance Measure 1 2, b.„ High Risk Account Reconciliation) 

Vehicle Management: 

The FYC1 BMOP resulted in an Opportunity for Improvement indicating trends of overall systemic 
problems In vehicle management Areas previously identified as needing improvement are vehicle 
utilization criteria, justifications, classifications, and plans to reduce petroleum consumption as mandated 
by Executive Order 13149. . In addition. Observations were also noted in preventive maintenance and 
lack of vehicle procedures regarding the implementation and us® of trip logs. 

In evaluating LANL FY02 Self-Assessment Report, similar problems continue to exist. The following 
areas, as discussed, need improvement. Although LANL reported an outstanding score in vehicle 
utilization as measured (fleet utilization average). DOE reviewed data provided by LANL which identified 
292 individual underutilized vehicles based on mileage. Although procedures were revised to include the 
requirement to use trip logs as a means to justify usage, at the time of the review, trip logs were not 
provided for review as requested, and the LANL review of justifications was not completed. A review of 
preventative maintenance documentation revealed that 52 vehicles had not received maintenance by the 
due date. A random sample of 12 vehicles revealed that 9 were mis-classified. LANL must implement 
and monitor a program to ensure accurate classifications. Although LANL discussed Prior Year 
Opportunities for improvement in their self-assessment report, performance data was not provided. 

Also of concern to DOE is fleet data reports submitted by LANL with inconsistent data, reportedly as a 
result of database problems. This problem must be resolved to ensure accurate reporting and data 
integrity. In the UC self-essessment, it was stated that LANL would investigate the problem to determine 
the causes(s) and conduct a 100% physical inventory of all G5A vehicles.during the first quarter of FY 03. 

Based cm examples cited above and in FY01, this area is considered a repeat Opportunity for 
improvement LANL must take more aggressive action in resolving vehicle management concerns. 

(These comments do not relate to a specific objective, criteria, or measure.) 

OBSERVATIONS 


PIT Manufacturing and Certification Cost and Commitments: 

LANL’s Pit Manufacturing and Certification Campaign recorded an unexpected $6.7M Fn September costs 
in the Pit Manufacturing Budget and Reporting (B&R) Code. These costs were not expected by LANL 
BUS or DOE/AL and were not identified in a Pit Manufacturing and Certification Baseline Review 
performed on September 18 and 17, 2002. DO&'AL Office of Budget and Resources Management 
moved the $6.7M from the Pit Certification B&R to the Pit Manufacturing B&R in the September Approved 
Funding Program issued to LANL to cover the costs. The funding was provided in an emergency 
allotment of $1 QM for the Pit Certification B&R. Operating costs for Pit Manufacturing would have 
exceeded available funds had the 36. 7 M end of year Pit Certification supplemental funds not been 
transferred to pit Manufacturing, Without any other funds realignment within Pit Manufacturing, LANL 
would have generated an administrative B&R cost violation. However, LANL believes that without the 
expectation of an end of year supplemental, LANL would have realigned Pit Manufacturing capital and 
General Plant Projects foods into Pit Manufacturing operating funds sufficient to cover the operating 
costs. As a result of this situation, the NNSA Program Manager has requested that both LANL Program 
Managers and LANL’s CFO provide $n explanation for the shortfall sand the reasons it was not identified 
during the programmatic baseline review. (Reference Financial Management Performance Measure 
3.2-a., Control of Funds) 

Financial Stewardship Validation Plans: 
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LANL needs to perform validation on all controls mutually agreed with DOE and documented in validation 
plans. These efforts provide assurance that controls exist and are functioning to mitigate risks associated 
with the financial processes. (Reference Financial Management Performance Measure 2.1,b„ Internal 
Controls and Compliance on Subject Areas) 

Treatment of Reimbursable Work Cost Overruns Related to Reimbursable Work: 

(Objective 1.2, a*) 

LANL needs to work with DOE on assessing the cost activity in Account 1419 (Accounts Receivable - 
Parent Organization) to determine what amount UC needs to deposit into Treasury to cover overruns. 

The UC deposit will be used as a contingent amount to cover cost overruns and should be based on a 
trend analysis of overruns incurred during FYQ2. This amount will be accounted for in Account 3391 
(Funds Held for Others). Account 1419 was not to be used as a financing mechanism for reimbursable 
work projects but was intended to flag reimbursable work overruns as unallowable costa for which the 
contractor is liable. (Reference Financial Management Performance Measure Work for Others) 
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Los Alamos 

NATIONAL IvABORATO RY 

memorandum 

Office oi the Director 


To/MS: 

FromJMs: 

Phone/Fax: 

Symbol: 

Date: 


Senior Executive Team Ay 
John Browne, AIOOQS^ v 
667-5J 01/7*229? $ 

DIR-02-309 
December 9, 2002 


Subject: Corrective Acticm and Follow-up: Procard.% Property Management, 
Response to Allegations of Improper Activity. 

I have attached 3 documents: 

* President Atkinson’s letter to me documenting the observations and recommendations of 
theUC Special Review Team beaded by Sr. VP Bruce Darling and consisting of Anne 
Broome, UC VP for Financial Management* Ron Cochran, LLNL; and Bob Van Ness, 
UCOP/Laboratory Affairs Office; 

* My response to President Atkinson; and 

* My memorandum: to ADA Rich Marquez. 

Jim Holt; Please note particularly Obsen f ations/Recoroinendatio.ns 4 and 8 in. the UC report 
and Items #6, 10, and 1 1 in my memorandum to Rich Marquez. 

All SET Members: 


Most of the recent criticism that the Laboratory has received from DOE. NNSA, and UC 
stems from the fact that some individuals have failed to properly discharge their 
responsibilities as line managers, purchase cardholders, and property “cti stod laris. I intend to 
take account of how well these kinds of issues have been addressed in the organizations that 
report to each of you, and I urge you to do the same with your direct reports. 

I want to be particularly clear about one point; Incidents or allegations of improper activity are 
to be promptly reported to line management and to the Office of Audits and Assessments. 
“Improper” includes ALL incidents or allegations involving waste, fraud or abuse - including 
theft. AA will evaluate such reports promptly and, as appropriate, report them to the DOE 
Inspector General. Specifrc . incidents or allegations of theft also should be reported to S 
Division. S Division will evaluate such reports promptly and, as appropriate refer them to law 
enforcement authorities, I expect Rich Marquez and Jim Holt to assure that AA and S 
Division coordinate their efforts in this context. Further. I expect that referrals made to. the 
Inspector General and/or to law enforcement are simultaneously reported to the cognizant 
SET member and to Joe Salgado, principal Deputy Laboratory Director, 

All employees and on-sit® workers are encouraged to report any improper or suspect activities 
through any of the mechanisms available at the Laboratory or directly to the DOE Inspector 
General, 


JCB.co 

Attachments; a/s 
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Senior Executive Team 2 .December 9. 2002 

DK-02-3Q9 


Cy: Joe Salgado, DIR, A100 
John Jn-jnele, DIR, AMS 
Jo Ann Milam, DIR, A) 00 
Bill Press, DIR. A 121 
Dcr, Cobb. AD-TR. A] ?,'• 

Jim Holt, AD-O, A 104 
Ray Juzaitis, AD-WP, A! 06 
Rich Mah, AD-WEM, A107 
Rich Marquez, AD-A, A10S 
Thomas J. Meyer, AD-SR, Ai27 
DIR 309 File, A100 
IM-5, A150 


LANS. 03682 



1427 








1 

8 

1 







5 

S 

1 





1 



s 

1 




3 


j 


i 

i 

$ 

1 | 

■& 

§ 

a 

g 


I 

ffi 

a 

a 






| 







I 

1 

1 

| 

1 

I 

I 







| 

i 

1 

<5 

| 

1 

0 

I 

§ 

s 

1 

I 

<3 





| 

I 

i 







: 

1 

1 






a 

3 

% 

1 

f 

1 

» 

1 

0 

z 
'• a 

1 

-1 

1 

1 : 
£ i 

1 

I 

| 


1 

1 

I 

j 

1 

1 

1 




I 

■ 


1 

1 

j 


i 

g 

1 

1 

1 

s 

1 

I 

s 

! 

S 

a 

1 

? 

* 

4 

1 

i 

1 

jj 

1 

s 

i 

8 

p 

1 

8 

§ 

i 

i 

i 

1 

, 

5 





S 

§ 

a 

a 

M 

P5 

1 

I 

| 

| 

ft 

1 

* 

1 

§ 

I 

s 

£ 

| 


g 

1 

| 

ffl 

p 

1 

a 

1 

5 

1 

1 

1 

1 

1 

t 

1 

a 

p 

§ 

1 

1 


1 

i 


j 

$ 

1 

l 

§ 

s 

H 



g 

g 

, 

ft 

& 

§ 

g 

8 

§ 

-3 

1 

3 

| 

1 

I 

\ 


E 

s 

£ 

1 


V 

P 

2 

j! 

1 

r£ 

| 

l ' 

1 

P 

! s 

1 

j 


I 

3 

£ 

I 

| 

a 

j? 

1 

s 

1 

ft 

£ 

1 
¥ 

2 
s 
1 

i 

s 

.s 

8 

$ 

i 

1 

| 


< 

I 

1 

< 

i 

1 

< 

1 

$ 

l 

< 

1 

1 

i 

a 

I 

* 

! 

< 

! 

f 

| 


I 

<£ 

I 

? 

1 

? 

< 

! 

? 

J 

1 

< 

1 

l 

< 

1 

1 

I 

< 

| 

! 

I 

I 

S 

& 

I 

1 

z 

E 

& 

m 

£ 


5 

jfr 

S 

3 

£ 

1 

1 

I 

c 

1 

f 

IS 

1 

1 

£ 

I 

"t 

K 

i i 
1 

1 

I 

-I 

I 

S. 

1 

1 

I 

S 

3 

s 

I 

1 

£~ 

E 

1 

& 

1 

or 

1 

I 

J 

1 

£ 

i 

s 

! 

ar 

I 

1 

i 

s 

I 

a 

I 

B 

| 

I 


1 

1 

'5 

75 

i 

1 

1 

I 

fla 

i 

1 

s 

I 

I 

i 

h 

I 

m 

s 

3 

£ 

1 

i 

1 

s 

i 

1 

§ 

i 

f 

g 

>9 

“? 

I 


V 

C 

8 

$ 

g 

8 

a 

§; 

8 

i 

8 

1 

§:f 

k 

§ 

| 

§5 

A ! 

8 

ih 

1 

3 

§ 

1 

(A 

| 

§ 

a 

1 

J 


| 

§ 

g 

3 


, 

$ 


9 

1 

1 



£ 

< 



| 

| 


1 

a 

< 

i 

St 

I 

st 


i 

I 



, 



S 


1 

g 

§ 


n 

§ 

11 

, 


1 


1 



i 



§ 

5 


1 

| 

I 

1 

I 

§ 

l 

1 

1 

<£ 

1 

§ 


1 

j 

1 

1 

1 

1 

I 

I 

i 

g 

I 

1 

1 

1 

1 

z 

1 

a 

s 

1 

a 

■s 

1 

I 

z 

1 

1 

1 

1 

£ 

1 

“2 

• 

l 

1 

| 

1 

1 

1 

| 

! 

1 

1 

| 

| 

s 

j 

1 

1 

1 

1 

a 

1 ; 

1; 

.1 

1 

1 



! 

! 

1 

i 

I 

*» 

1 

| 

| 


1 

I 

1 

c 

1 

I 


1 

5 

1 

I 

5 

1 

f 

1 

| 

5 

i 

5 

1 

s 

I 

5 

| 

i 

1 

5 

5 

5 

1 

| 

1 

1 

1 

| 

1 

| 

§ 

1 

i 

1 

? 

_ 

1 

| 

| 

5 

| 

| 

i 

l 

| 

| 

S! 

I; 

e 

a 

§ 

§ 

B 

1 

1 

g 

a 

p 

a 

P 

1 

i 

1 

& 

S 

S 

| 


1 

h 


9£t H®X 


LATEL 34743 




1428 









1 

8 

1 



S 

2 





$ 

s 







8 

1 

1 

$ 

a 

a 


8 








B 

| 

1 

| 

1 




J 

g 

X 

1 

1 

1 

1 

6 





s 

<§ 

1 

£ 

K 

§ 

i 



5 




1 

i 

s 

5 

5 

1 

! 

2 

Micro Pack Ralnivear Pant 


AMSmwmofclle T rifolil Ex-long Loading Ram 

| 

X 


a 

1 

1 


1 

! 

i 

! 

! 

! 

1 

| 

! 



! 

! 

s 

1 

! 

j 

l 

1 

g 

1 

1 

§ 

| 

1 

8 

1 

s 

s 

i 

s 

P 

i 

1 

p 

8 

1 

§ 

1 

a 

p 

8 

§ 

E 

1 

i£ 

§ 

3 

8 

P 




% 

3 

is 

1 

g 

0 

1 

0 

1 

&• 

X 

1 

fr 

£ 

< 


I 

1 


< 

1 

I 

1 

i 


I 

I 

s 

£ 

1 

i 

i 

1 

g 

£ 

!• 

s 

i 

£ 

E 

| 

£ 

J 

g 

I 

1 

a 

1 

2 

I 


0 

1 
i 
5 

1 

2 

I 

I 

1 

1 

1 

| 

1 

I 

t 

u 

s. 

1 

p 

u 

g 

1 




§ 

z 

s 

% 

a 

z 

z 

a 

2 

z 

, 

i 

■0 

% 


ft 

, 

? 

z 

a 

X 


s 

g 

a 

$ 

1 

< 

i 

8 

s 

z 

1 

z 

1 

| 

1 

Z 

o 

a 

X 

2 

z 

0 

1 
z 
z 

(A 





s 

i 

1 

o 




X 

n 

s 

z 

1 

I 


g 

< 


0. 

1 

X 

X 

< 



< 

g 

§ 

2 

z 

Z 

a 

z 

g 

2 

Z 

2 

z 

Z 

2 

z 

2 

z 

8 

< 

2 

8 


o 

< 

8 

o 




o 

2 

-S 

I 

8 

5 

1 

0 

1 

a 

u 

s 

I 

1 

i 

! 


3 

I 

5 

1 

< 


£• 

£ 

| 

£■ 

! 

£• 

1 

g 

I 

i- 

1 

1 

s 

1 

1 

g 

1 

s 

1 

1 

1 

1 

fr 

1 

s 

1 

I 

s 

| 

| 

1 

< 




5 

Q 

s 

1 

i 

§ 

1 

1 

5 

1 

i 

£ 

i 

Si 

s 

i 

a 

I 

a 

S 

1 

1 

§ 

a 

i 

s 

3 

1 

e 

5 

1 

1 

1 

1 

| 

1 

i 

5 

s 

| 

g 

a 


5 

S 

I 

1 

1 






1429 



LANL 34745 



1430 



3 

£ 


j 




j 




s 


s 

8 

8! 

S 

j 

8 

a 

a 


| 



I 









I 

I 



2 




l 

s 



1 

a 

| 









rj 

g 

1 

C: 










& 

1 

o 













i 

J 

ti 


| 

F 

z 

1 

SI 

j 

•e 

ji 

in 




s 

1 

8 

? 

I 

1 

a 

B 

1 

r 

i 

s 

I 

8 

e 

1 

£ 

J 

i 

l 

1 

1 

i 

5 

| 

1 


| 

! 

§ 

p 

1 

j 

s 

1 

| 

1 


! 

| 

j 



| 

1 

8 

1 

8 

1 

1 

1 

| 

1 

1 

! 


I 

j 

| 




| 

li 

4 

i 


5 

| 

1 



■ — 


1 

3 

8 

f 

0 

3 

& 

1 

Si 

i 

5 

I 

i 

} 

! 

1 

j 

? 

| 

1 

s 

f 

i 

I 

'£ 

s 

I 

1 

i 

1 

£ 

■5 

s . 


8 

I 

ft 

1 

ft 

ft 

! 

I 

a 

I 

1 

» 

1 


i 

i 

1 

1 

i 

B 

f 

I 

i 

e 

S 

I 

8 

•§ 

i 

a 

S 

3 

t 

Si 

I 

|J 

| 

i 

& 

a 

s 

t. 

: 

a* 

f 

X 

1* 

X 

1 

3 

e 

X 

1 





5 

§ 

| 

3 

? 


I 

s 

i 

8 

s 

5 

*? 

| 

1 

5 

I 

1 

1 

1 

a> 

8 


¥ 

ci 

? 

z 




5! 


ta 

19 

ro 

uj 

1 

8 

a 

35 

1 

2 

i 

i 

I 

o 



1 

§ 



i 

* 

8$ 

11 

y 

b 

|S 

1 

§ 

8 

a 

s 

1 

‘A 

8 

a 

1 




s 

JC 

0 

0: 

5! 

£ 

af 

| 


1 

i 

1 

s 

1 


| 

i 

?- 


< 

I 

5 

G 


9 

9 

9 

9 

2 

Z 

S* 

s 

2 

z 

2 

£ 



1 

s 

S 

s 

S 

2 

1 

11 

$£ 

2 

§ 

1 

5 

| 

s 

s 





0 

1 

I 

y 

0 

1 

V 

0 

I 

1 

§ 

0 

s 

I 

1 

8 

1 

1 

i 

* 

•S 

s 

j 

.1 

1 

S 

1 

I 

a 

j 

1 

o 

£ 

t" 

E 

£ 

1 

I 

1 

I 

4 

| 

4 

| 

| 

1 

I 

1 

1 

i 

i 

| 

| 

Si 

| 

> 

s 

i 


£ 

H 

I 

1 

a- 

A 

i' 

li 

1 

1 

s 

I 

3 

2 

1 

1 

■ 

.2 

1 

l 




| 

I 


1 

S 

1 

S 

1 

1 

1 

a 

o 

a 

1 

5 

g 

i 

1 


c 

g 

1 

5 

8 

« 

1 

| 

£ 

1 

1 

§ 

1 

1 

1 

1 

s 

3 

1 

i! 

1 

§ 

g 


! 

|j 

g 

1 

I 

§ 

§ 

l 

1 




LANJL 34746 







£ce.e_.Ca!aifi 2 

Special Q-ders 


Shopping Trio's 

Ad vanced Search 
Shop by Catalog I tem# 
£>Ainq.G har.ts 
S3lBP£a£Ll;3.tfi 
Cti2fi!£lSiiWLH4la 

Other Items in 
Sleeping Pads / 

Cots / Air Beds 


Ceja's. APiffitjs! 

Sleep i no Pads 
Cabeia's Self-Inflatin g 
Sleep ipg. .tods 
Spot Boptigd Sel f-. 

.L M.n.oafl gJilectf i n a. j yta t 

Came- Beds & S le epin g 

Mats 

C abela's Folding Airbed 

Flfl m P fflitfcii!.;££Q_Atri>jKl 
.rOtl. tome 

Cabel a's Ultimate CPfnfcBt 

m 

Cabela's Heavy-Duty 


H«0vy-|>uty Army Cots 

Fut! 28" x 77" Bed 

Genuine Gi issue! Don't Be Fooled By Cheap Imitations 

Nothing is quite like sleeping outdoors on a qoo 4 cot. You get a great night's sleep without the 
unccur.faitebfo rough spots or tree roots you o'teri got sleeptpg on the ground. Anc to me fee your 
nights In the woods or mountains even more convenient, we've added a series of accessories. Buy as 
a kit and Save! We’ve packaged our .kit and accessories in your choice of a 3 -piece or 5-piece kit. 

* The Heavy-Duty Army Cot is made to military specifications for the Department of Defense. This 
eo: has to be able to stand up to extended field use by our troops. Extra-large, tha sloping area 
measures 28“ x ?7" (18" tall}, and tbs 600-pound capacity easily handles the larger-than-average 
steeper. The aircraft-grade aluminum frame and durable nylon duck cover ensure that your cot's 
fabric will remain taut enough to bounce e quarter for many, many seasons. 

* The Cot-Sfde N.ightstand' M lets you keep your personal belongings and much mere right at your 
fiiWiertlDS. There's a drink holder, lined eyeglass pocket, pen and flashlight sleeves., and even a fold- 
down alarm clock shelf, Organise your toiletries, medication or your new day’s clothes in one of the 
multiple storage compartments. Attaches to most army-style cote with Velcro® straps. 

* The Cot Tree'” is the perfect accessory for military -style cots. Five hooks are great for hanging 
packs, coats, guns or binoculars, Hang up your lantern or wet clothes over the top bar, Poles compact 
for storage, and center pole is acljusEslile for width, 

* The Cot Carry Bag is large enough to hold a cot, Cot Tree and Cct-Side NighteUmd. Made of 
heavy-duty nylon with nylon web carry straps. 

* The Self inflating Cot Pad is constructed of 3" thick mi lion hole foam. 


Please select from the following: 


Cabe la 's Heavy-Dut v Army Cot 

The steeping Srfta mcffiunjs 35" x 77* (18” Call), designed wil.li , 
a ire raft erode al umi nu m fra me. 


£tem:XC-5i 
Price; $89.9 


..Aorizontal-pod.jMm! ?idH)006425&navAction= : ]unip&navCount =E 30&indexId= : &parentId='£)3/l 1 /2003 
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Cabela's - Cabela's Boundary Waters Tent and Vestibule 


Page 1 of 2 




Hams ► store lujiiflJiisM CaatanagJSfigiPS Abov 

Mar il, 20 a t kos.ta .Register. W^.y..Es.3.l§ter5 0 items in your Call 


StftKS.f ?-£■?] £ > CaiDGibO../. FlSfLfitSP. > TgJits > ftpniC'/.BSitiUiaj^RflLTfiBtS '■* Vou ar* here: Cabela 
Waters tent end Vestibule 


Advanced .Search 

Store 

Automotiv e./ AT7 

.Cac.uj£ifijL£c!&.d.Pi:as2 

£l^QOi!Ga£Ui& 

CJsaiOSJiiWntinal 

Fishing 

Fishing f S a lt wa ter! 

Footw ear ' 

Gifts / Fmnishtnos 
HiatlaaarLQsJSfis 

Mid- Win ter S ale 
Wfc fr,Ex d,usives 




Waters Tent and V 

This modified A-frame ten 
larger interior fires than c 
frames. Lightweight, stab 
weatherproof, this is one 
versatile tents. The frame 
quality 6000 series afrera 
Known far its extreme Ugh 
durability and rigidity. Th 
and rain tty are construct 
taffeta for toughness (210 
nylon fioor in 6-rnan3. 1,5 
polyurethane water proof 
floor, and waterproof tap* 
so you stay dry and cosnf 
when Inclement weaker 
main door is a double -pul 
See-Um mesh door. A ba 
maximum ventilation. Qu 
makes it easy to set up - 
feature at the end of a rig 
the trail, State® and stuff 
Imported. 


Gift Cert in ca tes 

Gun Libr ary Please select from the following: 



Test ' 

Cabela’s Boundary 

Waters Tent and Bac k to p ome / Bac knacks; Tgrtts 

Vestibule 
£ a be la's tiou .rad gry 
katecsJeDt 
Cabela's Boun dary. 

Water? v^h. by ie 
.febala'S I fiijt Floo r 


.„/! staudat'd'podjhtml ?id-00 1 35 1 8^;navAct3oiT“]ump<fenavCo’iint“2^^:iftdsxld i '-“<feparef!tM-&03/1 1/2003 
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Cabela's — Garmin GPS V Deluxe 


Page 1 of 2 



|M7£dU£F~li 



Mar li, MO 3 LaaJ.0 Rfictistfi-: 

Stor efro nt > Hunting^'. Optics > {Handheld G,£ s S, 

> You are hers; Garmin GPS V Deluxe 


^QSaa4*te Ssaansg)© 

rtlimmg u rsirmtsro 
C HgjBPMT. SflEHke Abou 

0 items in your CM 

GstEBlLP. > G3/.rrjn GgSJu! ti JiPS„i2 and elrex 


r 



Stor e 

Ao&sty. • 

AuSADaibifi.^XLy 

CafflEioaXrsal^sB 

CigilijnO { Cas ual) 
Clot hing f HuntincD 
Fishin g 

Fly Fishing 

SiJXSJLQuDiistJlnfiS 

S 4 lQiflflJ_QDtfS 5 

Marine 

Mid- Winter Sale 

gtefaJExciusiyga 

Bar gain Cave 



Gat min GPS V Deluxe 

Item; XC-225308 
Price: $199.SS 


YOU MUST READ ITEM N 


Item notes 

Ail Gjirmin units have a 1 . 
and offer a flat rate repai 
warranty repairs. Return 
products to Cabela's for e 
limited to 60 days from th 
purchase. 


Store Extras 

Gift Cer tificates 
Gun Library 
Free C atalog 
Special O rders 


Shopping Tools . 

Advanced S e arch 
Shop by C atalog , .item.# 
Sizing Charts 
Shipping Info 
■Cab ela's Liya H e) a 


Other items in 
Garmin 

Mte« 

Gar min GP5 V, GPS 12 
ftnd^SxJfffiSSSQE (SSL 

Garntin GPS V Deluxe 

fiarmuU5E&12 ■ 

Garmin GPS 12 Pr o Kit 
G PS Floats no Car rying 

G armin at rex.ft.:A- : .M . 


Garmin GPS V Deluxe 

Buyer's Gu ide 

The new GPS v Deluxe boasts an innovative auto -routing system that 
tells you the fastest routes, turn-by-turn directions and the estimated 
fclmo of srnvai at your intended destination. Along the way, the audible 
alarm and display prompts notify you of necessary turns, distance to 
upcoming turns, course deviation and distance to final destination. Plus, 
you can easily download maps from the new City Navigator CD (included) 
to display detailed guidance down to street level. City Navigator delivers 
incomparable routing functionality covering the entire U.5., not just 
selected cities. It shows residential street -level detail and both resident's i 
and business addresses. Users? can lonfc up services and points of interest 
and view Hie mlrlress, plume number aid map location. The WAAS- 
fina'Biad, 1 2 - parallel channel receiver stores up to 500 user waypoints 
with name and graphic symbol, 2Q reversible routes with 30 waypoints 
each. The Automatic Track Log's 10 saved tracks let you retrace your path 
in both drreetions.Tbe trip computer displays an odometer, stopped time, 
moving average, overall average, total time, max speed and more. Backlit 
display is easy to read in low-light conditions. Water-resistant for use in 
ariy weather. Audible alarms alert you to anchor tfnm, arrival, off-course 
and proximity waypoints- Celestial tab es let you know tee best times for 
Fish'r.g and game movement. Ccmes complete with 12-volt adapter, 
automotive mount, PC interface cable and manual, and Quick Start guide. 
Dimensions; 2.32“H x 5.0”Lx J.62"W. 


B^_4gGrirniLn_GP5 J ^:GPg-,12.j?0 J leTrgyLAm£5.59_rj.ga 


M ounting .Bra-Ckfit 

Brac ket anti PC 
Inte rface C able 
Garmi n GPS'V an d GPS 


.../standai‘d-item.jhtmI?id-€014035225308a&iiavActioii=pu5h&navCount“28&indexId ;:i cat2 103/1 1 /2003 
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Cabela's - Hewlett Jewelstik Diamond Sharpening Steeis 


Page 1 of 2 



m 

Hom e ► Store In the Field 

Mar 11,2005 Ualft Ssstetec &&K&tgjSt3E2 


illmfflTff w tawMfrm <*($&$?) 

Customer Service Abou 

Vzf 0 items in your£&[$ 


Ms. 


R-shino ( Saltwater 
EttBshteo 
ESfitSSSSr 
Gill s / 
hfin£jhq J d QM.CF 

M wins' 

Mia-Win;ef5 3ig 

SfitetL&slusflies 

.5 


StscatratiS > =• i<sfa&s./.Xqpis > SiMawjows i> Y«>u are ham: Hewlett Jawe 

Sharpening Steels 

Hewlett Jewelstik 
Sharpening Steels 

P'or more than favr decad 
been at the leading edge 
coating technology. And n 
produce these knife sharp 
impregnated with 100% D 
diamonds tout wilt quickly 
on your cutlery. Used by 
chefs, butchers and other 
sharp cutting edge, these 
conifartiihJev shielded ban 
Haste in the USA, 


Please select from the following: 

Hewle tt lewelstiks 1-3 -3 Knife S harpener .Item :IC-.51 1 

These sharpeners feature a curved, three-sided design that maximizes Pride; $29-9 
honing surface. Each side has a different grit surface to achieve the 
edge you need. Kitchen model .is 10". long ane ideal for home. use. 3nd 
Stubby is 5* long. 



Store Extras 

gaLfLCeniflca.«s ■ 

Suaiilaao' 



The same outstanding diamond sharpening quality ova convenient 
two-sided design. (Each side Is medium; SOO-grit surface). Kitchen 
model is 10" long for home use, and the Sportsman model, at 5" long, 
Is ideal for tackle by* or pack. 


ItemifC-Sil 
Price ; $14.9 


Shopping Tool s 

A dvance d S earch 
fibaa )?y 
*g£iofl.fih3aa 
Siite&uLipfe 
CabeJaXtiyc_H2jj5 



Fli ps tick Kni fe Shar pener 

Three different degrees of coarseness (Coarse thro Fine) for 
everything from rough yvork to adding finishing touches, and the 
Flipstiric is extremely compact. Use with the 5 J1 rod (included) and 
revolutionise any clamp guide system. 


Item:IC-512 
Price; $34. 9 


Other items in B«3jJtaa3atftanfiffi 

Sharpeners 


Ic.imgjtiiiJItSL&dM 

Sharpener 

ChePs C hoi ce Diamond 
Hone Knife S har oeners 
UirrarSbarp Electri c Kn ife 
and Inhsk-S! ' sj’iS *iW.L 
Ch ef's. Ch oice Manual 
Sharpene r ' 

.t^SbaaLQj(3.ffia-a.d.J<ai.fe 
Sharpen mg System 
n.'-rf.miT 1 -, .1. rj. n ; ! . . 

Smith T ri- Hone 
Cdadfl^jmam ^.Bfinch 
Stones 

Smit h Diamond st ones 
GAJCQ. Sharpgnpr; 


Questions? 

SalEiCs ilY&I."; ■- Online Customer Service Chat * SAM to 12 AM £T 


Stare I in TMBeJil ftutsfaarMisnSwre#- 1 .Cab.eleX£?ytsi.<(s I Mta.ij. sjfinas 

Sibauac 1 Ss^mte I EffeiCaEalaa ! I ufe9UF..U& i uanw 

Order Toil Free/Quesfions? 1*800-237-4444 
@1996-2002 Cabela’s Inc. AH rights reserved. 

Pleas a read Cabela's Privac y/S ecurity: . Po licy, and t auai N otices. 


.../standard-pod.jhimI?id-000647I&navAction=push&navCount=21&mdexId”cat20S97&pai03/l 1/2003 
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Cabda's - Cabelii’s Sikat Snake Microtek Pants 


Page t of2 


in ihc Hc-U: 

Way.. Register? 

?• S pedetty .C Id rb [ng 



Sjsttjiner gjivics AklU 

0 items in your Cart 

Snake,. Prater riye. P.ofli iog > You are her 


Silent Snake Micro 

Hunt in snake country without worry. Our Siien 
combine proven performance with positive snak 
protection. We've taken our soft, quiet Microtex 
are quick-drying and highly breathable and add 
15" inserts that encircle the lower lac. Mads In 


Stare Brtr as 

aMLCSLtiGfflitea 
G un Library 

fimCatalaa 

Special Orders ' 



Advrence d. Search 
Shop by Catalo g Item £ 
Slzin a Ch arts 

.1 ii r e ftefo 


Other items in 
Snake Protective 
Clothing 




Piease select from Hie fallowing: 



Cahgja's Silent Snake Microt ek Pants - 32 ” 

Quick -drying Microtex'" pants have snake- proof 16“ inserts that 
encircle the lower teg, Inseam: 32", Even Waist Stees: 30-46. Camo 
•Patterns! Advantage® Timber 1 * , Moftiy Oak® 

Break-up 1 ' 3 . 



CabS.L4.‘S-§ii.ent.Si3.ake.MicrotexP^nfe..r..M'.’.. 

Pants combine proven performance with positive snake- bite stopping 
protection, utgesivr 3-4".. Even Waist Sizes: 30"-46". Camo 
Patterns; Advantage® Timber'", Mossy Oak® 

Break-Up™, 


Item; 10-931 
Sale; 09.95 



Item: ID-931 
Select Item 
$&9.95~$99 



tfx&jaftp 3i'ot(jqij2fLC3fttiijD3 


Cjibsls&i Sikn LSnake 

fiyatifc 

.Cabala's Snak e -Proof 
Gsiters 


.„/stain3urd-pod-wrapped.JMmI?kM)014899Srii:vvActioji=jump&navCcmnt'--' , 17&nidcxiii“&paO3,'U/2OO3 
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Cabei&’s — Cabela's Women's Royal Elk Moccasins - Mid-Cut Lined 


Page 1 of 3 



jAlTfriidticts 


SSoretoH > ftjfttweat > vygtnen's. FMt wear > Cabala'S! > Ca bg !a'& m act; s . a nri, .Wsman.’s-.fta.yai .. £1 
JiteSAsjijlS. > You are here: Cabela'5 Women's Roya! Elk Msctasins - Mid-Cut. Lined 


Advances Search 



Au tomotive » ATV 

Ca.cce.ijia C foQc. P g 
ds!:WuaCCa.?H5ll 
Cloth ing ( Hunting ; 
flgjhrng 

M&if 

foot wes .- 

foft? / h'u ptt^iio gs 

tiyjSiDS.., 1 !. fietics 


Maciga 

PiM;-,5Mspi?r: u Siile 
Bargain Gave 


Women's Royal Elk Moccasins - Mid- 


Cut lined 


Cabeta’d Women's Roy 
Moccasins * Mid-Cut L 

!tem:XC-822342 
Price: $54.95 


[sizTg 
P'1 -k " j§ 


) WIDTH “in' 



Store Extras 

Sift .^ert.i fi.C3 te & 

Eksxatatea 

Scfioai-Q-udsa 


Shopping Tools 


Shoo fcv Cn talas ite m # 

SisinS-piasis 

StiieeittaUii* 

Cab e tefs Live I ielp 


Lined with shearling fleece 

If there ever was a material made for use in slippers, it's elk hide. This 
prised leather combi res the lightweight supple feel of buckskin with the 
tong- wearing durability c: cowhide so you’ll enjoy all the unmistakable 
comfort these slippers have to offer ; or many years to come. Ths TPR 
outsold gives them l.W a (id fid versatility needed for wear indoors Or Oy 
the camps re. Mid -cut models come in plush shearling lining. 

Women’s whole sizes: 6-11 medium and wide widths. 




■Other items Sn 
CaPeia's 


Cabela’s Tech ni -Stride 

Y&ifcHS 

CsMa^JtotSiisii 

Cabeia's Suede Moccasin 

nndjUci/ff 

Cai^lfc's.Ot.lh'Kiar 

Lia,hgl3i&.Sb.§epsisin 

immoss 

cacelg's Zero G Shearl ing 


>>b elefe Ca u.idu n J3erbgr 

m* 

Cabeia's M o ccasin s 
Ca^^etefliLaiifi 
Women 's ft ova I Elk 


Questions? 

Ca bs la's l ive-” - Online Customer Service Chat - 8 AM to 12 AM £T 


Jg£££g | In The Plai d I Outdoor Advarvturos -^ j Cabala' s Outside j Re tail Sto res 

aits Mag s Gus.rantea | Free, , Catalog j Za M i a' S X-l itS^MSA®- j i 

Order Toll Free/ Quest ions? 3-800-237-4444 
©1996- 20C 1 Cabela’s Inc. All rights reserved. 

Please read Cabeia's P ri vacv/Securttv Policy , and Legal. Not ices. 



.../standard-item.jh1mI?id=00l6097822342a&navActioti=push&navCoiint"14&mdexId.= ; &po03/ll/2003 
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Cabela's — Products Found 
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'SSa^Sife KasaiasiB © 

SJSHaS© •* fsftSrthffl o tSfrfifl 
C ustomer Servic e Abou 

3 items in vou' h Cart 


W®wsk 

fSTProrfunts *f;j 



Store 

RKbSEli ■ 

.■SMSS.mcjli.ve £ATV 

.Q>.mEiDsU. Foo.d.£ree 
.C.!<jt;h ing.. (t e Su a]), 

(Hi Ent-i ny ) 

.S&fcina 

Ashing ■'Saltwarer'i 
a.X.JEishlr’O.. 


Hare are the products we found, Pleass use die pu ft -down menus to configure ycur 
products. 



Pet Heating' Mat 
lim : SB-612199 
PRICE; $99,99 - $ 129, 99 

SOME. RESTRICTIONS MAY APPLY 

Sl-iow fis/i'i Na tes 


jsizT U 




Sifts. /.iintPis hings 

Hu nt ing / Opt ics 


'licLWiiXi'r Sate 
.Wc.U-£ xc.fu5 lvcs. 
Bargain C ave 


St ore Extras 

Gift Certificates 
Sun Libra ry 
.CL6i.M4 , riEf L'.llfJii . 
Snecial Cdere 


Questions? 

C abala’ s Li ve™ - Online Customer Service Chat - SAM te 12AM ST 


S£tJ.o» 1 In JtieJFigld ] Out do or Adven t ures-^ | Cabel a's Outside | R et ai l Stores 

SJM.M3R i alarms i as&j&z las i £§£sia^ay&® visa® i Aboutus i asms 

OndC' loll Fr2G/quest ! om;7 1-S00-2T7-4444 
©1996-2Q02 Csbsla's Inc. All rights --eservad. 


Ip the Field 

This W Yatk's Ma s 
^ie tO Guides 

State bv State In fo 
TrppbxJSwm 
I.S.i fc_Ef2i '-r 0 y s 
HuntoQ/FIsaiiKi Trias. 
Advent ure Travel 
links 

Di ' 







Customer Service 

£.ua&ILlL‘. 

SaNLSls. 

C abeja'^ Li v e Hel p 
Si zing Char ts • 
R«feD£iIol^Y 

auasniee 
•S un Restrictions 
Internationa! Orders 
SitftS&fi 
SEUSttESfliGii 
Sfig.ciaLG.dars 
Security C ertif icate . 
Sues Hons 


http:// www. cabc I as.com/c afedas Airt/temp lates/pur, . ./products -fcund.jhrml ?_requesfid^3 7 16 03/1 i/2003 




Store 

Archcr v 

Automotive ! atv 
C amping l Food Preo 
Clothing (C asual) 

Clo thing f Hj riti ngl 
Tishina 

Pishina f Sa ltwater) 
HyPiijhing 

i-hlrt ing i babes' 
Marine" 

MljJ;W.KlK< Sd Ik 

^.liduautia 

Barqaj. nCaye 


Hnnd-Wdd 

Monitor 



Display 


Oanw-Vu Digital 

Camfta 




1439 


Persona] Notes of Glenn A. Walp 


Tab 137 


On July 19, 2002, a meeting was conducted concerning a possible major larceny case at 
LANL. The meeting was held at the OSI conference room beginning at 0830 and 
continued until approximately 1230 p.m. 

Attending that meeting were Jeff Campbell, FBI Santa Fe; Bill Sprouse, OSI; Steven 
Doran, OSI; Gienn Walp, OSI; John Tapia, BUS-6; and Stan Busboom, S-Division. 

Discussed at the meeting were the following salient points: 

1 . At the beginning of the meeting Stan Busboom started by setting a charge as 
to a meeting held between himself, Salgado, Schiffer, and the new FBI SAC 
out of Albuquerque and others, to make the appropriate arrangements for this 
investigation, Stan indicated that it was clear that this was an FBI case and 
LANL operations will not interfere with their investigation. However, the 
responsibility was placed upon Walp to ensure that if at any point during this 
inquiry it appeared as if there was sufficient evidence to be able to suspend the 
individuals, put the individuals on leave, or fire these individuals, Walp was to 
bring that to the attention of Walp’s superiors, and at that time appropriate 
actions would be taken. Stan indicated that they would rather the FBI 
prosecute civilians rather than employees. However, once again, all 
cooperation would be given to the FBI to ensure the appropriate effectuation 
of this investigation. Stan also told Tapia that he had spoken to Tapia’s boss, 
Marquez, and Marquez said that Tapia was to give all the assistance 
necessary, and if he had any problems to contact Walp and Walp would 
contact Stan and other people would be advised at that time. Stan also 
indicated that the FBI was to give copies of all their reports to Walp for his 
review, 

2. This gives Marquez the leverage to do what he wants to do, to clean up the 
situation. Stan also commented that it is a business line for Marquez, that is, 
if it costs ten million to clean up a case and the stolen items were five hundred 
dollars, it wouldn’t be worth it. However, that does not appear to be the 
situation in this case. (Possible obstruction of justice issue) 

3. Most of the meeting involved Tapia explaining to the group how the BUS-6 
processes work. That is, identified four areas to purchase: Credit card; JIT; 
local area vendors (LAV’s); and purchase orders. 
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4. The people involved in this case are Peter L. Bussolini, Scott Alexander, and 
Joint Jennings. The two informants in this case are a James Stewart, FMU-75, 
he is a Butler contract employee that works in computers; and a Jaret 
McDonald, who works for Johnson Controls as a zone supervisor. Jaret has 
multiple people working under him, Johnson Controls people. 

5. During the summer when wc had the students involved, they were 
complaining against Bussolini for making them do unsafe work. These are 
people that work directly for Bussolini. 

6. There is a major conflict between Alexander and Stewart, they don’t like each 
other. Jennings lives in Santa Fe. This is the one who was building a house, 
but has just sold it. Jennings is the one supposedly driving around with stolen 
items in the back of his pickup truck. They figure he’s the weak link. The 
concept of stopping him for a traffic violation, noticing the items, then calling 
in die FBI, OSI, and then putting the pressure on him to turn states evidence. 
Alexander lives in Chimayo and Pete lives in White Rock. Bussolini is the 
main player, he is the Facility Manager. Alexander and Jennings work for 
him. Alexander is the one that does the major amount of ordering. 

7. There are two main bunkers at TA-33 where supposedly a lot of these items 
are stored. Jeff was talking about putting up two pole cams; one at the 
building and one at the dumpster. 

8. Also talked about dumpster diving if possible, 1 gave him telephone numbers 
of Steve; that he will assist him in this process. 

9. Bill brought up a list like sleeping bags, Coleman lanterns, model airplanes, 
bed liners for pickup trucks, fishing knives, generators, gloves, and so forth; 
things that would grab your attention. 

10. The key factor in this is not only seeing the items here at LANL, there is a 
way of possibly weasel ing their way out of this, b ut we must get some of these 
items in their possession and hopefully get Alexander to turn states evidence 
and also search warrants for their residences. The whole idea is to try to get 
Alexander to turn states evidence and then get search warrants for their 
residences. 

11. There is a major vendor who is not one of the local area vendors; Mesa 
Contractors out of Albuquerque; this is where most of the items are being 
purchased arid brought in from. It was understood that Robert Garcia delivers 
the items directly to their site rather than taking them to SM-30. The rules 
say, according to John Tapia, you must go to SM-30 first and then it will be 
distributed by LANL delivery trucks. Supposedly, Garcia takes the items 
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directly to where the bunkers are and some other buildings, which, according 
to John Tapia, is a violation of L-ANL rules. 

12. There are places called Frank’s Clothing Store and J.R. Clothing. Supposedly 
J.R, Clothing brings pallets on u daily basis. Very common practice, however, 
to go to these places and use the local area vendor system to buy these items, 

13. It is theorized that perhaps Robert Garcia knows all about this; he’s making a 
lot of money. He is the salesman, he delivers it; possibly getting a kick-back 
on the items. Also discussed the idea that they may be selling these items 
because there is so much of it; perhaps at flea markets or whatever. 

34, Ask Bill to get me a copy of the rale that they must deliver to SM-30 first 
before delivering it to the other areas. 

15. According to John, a credit card is the same as a purchase card. However, on 
the credit card you must reconcile it monthly; that is, the purchaser whoever 
signs their name on it must reconcile this and the have it approved by a 
supervisor, 

16. It is possible that when you order something you can place the wrong l.D. 
number on the item, such as computer parts, and then it wouldn't need to be 
bar-coded; it could be taken home and not entered on the system. It appears 
as if this system may be used. In this particular case Anderson is doing the 
buying on the purchase order system; Bussolini simply approves it. 

17. John indicated that cost codes l.D. things such as divisions and groups; Arleen 
Roybal is the credit card guru. She would be able to teli us everything on that. 
He also noted that individuals could have a credit card and groups could have 
a card. 

18. The main individual that deals with the local area vendors called LAV’s, and 
what they call Just In Time (JIT) is a Bob Holder; he is the guru in this system 
and lie work sin BUS-5. 

1 9. Also note that Arlene works in BUS-5. 

20. As it deals with open OP’s, the people that deal with this would be a Vernon 
Brown, BUS-5; and also a Stan Hettich; he is the group leader for BUS-5, 

21. He also said that Dennis Roybal is the leader of Arlene, Bob, and Stan; and 
Dennis is right under Marquez. 

22. John also said that you can use someone slse’s credit card, but the database 
would list the request if it was done correctly. 
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23. John clarified; the chain of command within the BUS unit, He felt the chain of 
command was extremely important, because you need to know what cost 
center and cost program to go to, to check to make sure we got everything. 

24. I directed John that since he is the expen in all of this, he should get out a 
sheet of paper and list who the major players are, and who we need to 
interview on certain issues, John recommended that he use a cover, such as, 
that he is conducting art audit to tell people why he is getting information, and 
he is doing an audit for the 1G; therefore he wouldn’t have to reveal what it is 
he is doing and the people who would be getting the information would be 
familiar with this because this is what they normally do during the norma! 
course of business. 

25. Jeff indicated that in the mean time he will get a list of questions that he feels 
he needs to ask and then when we meet again he w<ill know which people to 
ask what, but we will use John Tapia as the person to get this information. 

26. John said the cost center ID's the organization, and the program code is where 
the money comes out of. From this point on it became very confusing on how 
the system works and that’s when I recommended that John organize and 
structure this so we understand exactly how this process works. 

27. On the same date John Tapia came back to my office and gave me an 
organizational chart of the BUS unit. It indicates that Peter Bussolini 
manages keys and cores, which means he’d have control of all the keys in that 
area. John said you can go to PTLA and they have master keys of everything. 
He said that Peter and Hawkins, the Director of NIS, are very close friends. 
He also illustrated NIS-5, NIS-7, N1S-9, and NIS-10, saying that Peter could 
be using any of their program codes wherein he could spend their money. For 
example he could say “Gee I need some money to go buy five tarps.” He 
would then buy one tarp and then maybe perhaps four knives or whatever; we 
have to make sure we check all their cost codes. John also gave me a listing 
of all the buildings that are at TA-35, TA-33, and also TA-66; this is the area 
Peter has charge of. It doesn’t mean that they all belong to NIS, however they 
are listed. John also gave me a printout on the people that work for Peter to 
include Alexander and Jennings; and everybody else. 

28. John gave me the accountability statements of Bussolini, Alexander, and 
Jennings; it show's you what they am accountable for. It also indicates those 
items that they have at home. Any item that is listed as 007 means that they 
are allowed to take these items home and should be at their houses. 

29. John also gave me the major players under financial BUS-2 and BUS-5; and 
the names of the people, Arlene Roybal, Randy Hodges, and Lori Hicks. John 
states that we should ask Susie Martinez about the information instead of Lori 
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Hicks because Susie Martinez knows more about it. These are the special 
notes he gave me. 

> Hawkins is a friend of Bussolini 

> Baca and Sandoval had a confrontation with Bussolini. Bussolini 
didn’t want them to tag a tractor for some reason. Baca and Sandoval 
would be good people to interview. They said they did lag the trailer, 
but it didn’t come up in the records and it is not in Pete’s 
accountability records. 

30. Susie Martinez is more knowledgeable than Hicks. 

31. We need the foil cooperation from Roybal, Hodges, and Hicks (Martinez) 
from BUS-6. This could be directed and channeled through John and not OSI. 

32. Randy does Purchase Orders. 

33. Credit card information on all buyers; HIS has an assigned buyer. This is the 
person you would go to, to buy things on the credit card. The buyers would 
be important people to talk to. 

34. 33 is where the bunker is. 

35. Could get a!! the NIS buildings at 33, 35, and 36 through the space 
management database, 

36. At the end of the meeting Jeff advised me that he was going to be 
interviewing a neighbor of Jennings; this is where he was building his house 
and had commented that this is a Booth Gallett; he’s a lab employee but lives 
in Santa Fe. 

37. I sent an e-mail out to Steve and Bill giving them the ground rules on this 
investigation. 
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Personal Notes of Glenn A. Walp 


On July 25, 2002, 1 received a call from Stan Hettich concerning the Mustang case stating 
that they found out about this in July some time but just decided to tell us on that date. 

Approximately one hour later 1 received a telephone call from John Tapia who told me, 
do you know the reason why Stan called you? He then stated, because I told him to. 
When I found out he had such a big case going on, I said you better get a hold of Walp 
immediately. He wasn’t planning to let you know about it at all. 



1445 


Personal Notes of Glenn A. Walp 


A meeting was held with Stan Hettich, Steve Doran and Walp on July 29, 2002 in Stan 
Bcttich's office at 0800, Some of the major aspects of that meeting were: 

1. At first Hettich was very evasive as to telling us anything that was 
occurring in Ms office. 

2. After persuasion by Walp he said they did have a case besides the 
Mustang case that involved Orlando Smith from ESA, where it appeared 
as if lie was making unauthorized purchases and that he 111(511558 a 
government vehicle. 

3. Their team was looking at these factors at this time. 

4. ESA has gone native and they need to be brought under control. 

5. Historically the way it has been around here is that the customer gets 
whatever they want; we just buy what they want regardless of what they 
want That idea came down from above - that, you just keep the customer 
satisfied and give them whatever they want and don’t ask any questions. 

6. We now have four different cases going on here of misuse of credit cards 
and Marquez is going to eat us alive. 

7. The business team leaders in the field are very liberal, more than I want 
them to be. 

8. The Mustang issue is tile grossest unauthorized purchase 1 can imagine; I 
don’t know how you can explain that away, 

9. We asked him why he didn’t call OSI W'hen he first learned about this 
because, this incident regarding Orlando and the Mustang had occurred a 
long time ago and he responded, that’s the way it’s been here for three 
years - that’s just the way it has been; we didn’t report anything to OSI. 
He then stated things have been flung too far to the right; there is too 
much freedom; it is too loose around here that the customer is always 
right. There are not enough checks and balances and controls; no receipt 
control. 

10. When we recommended that we waited procedures to be tightened up it 
was looked upon by those above us as not being customer focused. I 
mean the deputy division people, Rich Marquez; and Salgado, 
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Personal Notes of Glenn A. Walp 


On July 30, 2002 at about 0750 I received a call from John Tapia. John said there are 
multiple pieces to the accounting of property here at LANL, and that it is LANL’s 
responsibility in not allowing these unallowable purchases that are going on. The 
problem is, there is no accounting of these items, there is no contract oversight, and UC 
could lose their contract i: this information is exposed. John said he spoke to Marquez 
and Marquez is really scared about this. John said he warned Marquez that in normal 
areas they have a contract administrator and then another person for oversight of that 
contract. Here at LANL the contract administrator and the person with the oversight is 
the same person; that has a tendency to create situations where crime can occur — and that 
is what is happening. 
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Personal Notes of Glenn A. Walp 


A meeting was held on July 30 around 1700 in the badge office conference room. At that 
meeting were Salgado, Busboom, Holt, Marquez, Dickson, a woman who works in 
Salgado’s office, and Walp. 

During the course of that meeting, Salgado, while referring to the Mustang and G&G 
cases, made the comment that he was concerned that POGO would find out about this, 
specifically Stockton out of Washington and Congressman Dingle. They were concerned 
that once Stockton and Dingle received this information they would go public with it, 
which would not be good for the Lab's PR and the ensuing LANL contract. 
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Personal Notes of Glenn A. Walp 


Or. July 3 1 at about 1700 Walp attended a meeting in Salgado’s office, that was attended 
by Salgado, Busboom, Marquez, Dickson and a female who works in Salgado’s office. 
There was general conversation regarding the Mustang case, that is, where was OS1 in 
their inquiry, what was OSI’s future plan, and so forth. Near tire end of the meeting 
Salgado made the comment that we all need to understand that Anaya buying the 
Mustang with the government credit card, although it was wrong, and she must be 
punished, was not the big issue, but rather, it was the bad PR that would come to the Lab 
as a result of her purchasing the vehicle. Salgado states, if they tell Erickson (DOE LA),. 
Erickson will then tell DOE Washington, then POGO will know by about next 
Wednesday; POGO knowing will not be good. 



1449 


Personal Notes of Glenn A. Walp 


Chris Chandler who works for Frank Dickson came to my office on August 1 , 2002 at 
about 1330. The essence of the visit was to view copies of the FBI investigation records. 
I was in possession of these records pursuant to the directions given at the meeting on 
July 19, 2002. Chris was demanding that she be allowed to make copies of the records 
and take them back to her office. I refused. I said, based on the directions of Agent 
Camobell he was only giving them to me because of my extensive criminal investigative 
background, that if I review them 1 may be able to give him some suggestions on how to 
proceed with the investigation. She became persistent in her efforts at which time 1 told 
her she would only get the records over my dead body After that even! much 
consternation ensued until the FBI made an adamant position that they would not allow 
copies of the records to go beyond my position until the FBI said otherwise. During that 
meeting there was discussion regarding my concern that the OSI inquiry did not interfere 
with successful prosecutions by the FBI, Chris Chandler became agitated with me and 
said, my job is to determine if there is enough information to fire or suspend the 
employee, not whether we have the evidence to arrest and prosecute. We must look out 
for our employer and protect them. I’m not that concerned whether we violate anyone's 
constitutional rights or interfere with a prosecution by the FBI. My job and your job arc 
to protect our employer. 
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Personal Notes of Glenn A. Walp 


On August 15, 2002, Tucker came to my office about 1600, and he directed that Walp 
contact Jeff of the FBI, based on a directive of Frank Dickson, and tell him that Frank 
was ordering that either the FBI interview Lillian Anaya on Monday the 19 th , and get this 
case moving, or the Lab would place Anaya on investigative leave. Tucker said, 
according to Dickson, whether the FBI interviews Lillian or not on Monday - the 19th, 
UC would: 

A. Put her on investigative leave 

B. Seal her room 

C. Seal relevant papers 

D. Bring in an audit team 

E. Have a press release 

Dickson didn’t want UC in an embarrassing situation so they were going to take this 
action because they must look out for the Lab first and its image, not the FBI 
investigation. I contacted Jeff and gave him the message. Jeff was not happy with 
Frank’s mandate and felt Frank was interfering with their case - trying to force them to 
move before they were ready, which may cause negative investigatory results. 
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Persona! Notes of Glenn A. Walp 


At one point, believed to be in late summer 2002, the FBI wanted to get information on 
Bryant Roybal and his association with Robert Garcia of Mesa. Apparently the FBI 
received information that Bryant and Robert are very close friends spending vacations 
together, etc., and he wanted Roybal’s records pulled on his dealings with Mesa for the 
last 18 months. Doran advised however that when he contacted John Tapia, Tapia said 
that the process of going directly to John Tapia has now changed and Frank Dickson has 
directed that any request for records must go directly to Frank Dickson. This was it) total 
contrast to the original directions we were given by Stan Busboom on our first meeting 
on the TA-33 case on July 19, 2002. At that time Mr. Busboom stated that we should go 
directly to John Tapia for all our records and he was to be the conduit between OSI and 
the FBI. That is, the request would go to Tapia through Walp; Tapia would get the 
records, give them back to Walp, and then Walp would pass them onto the FBI. This has 
now totally changed with Frank Dickson taking control of this process. 
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Personal Notes of Gleira A. VValp 


On September 18, 2002 I received a call about 0730 from Gene who said he was going to 
be in a meeting but be needed to talk to me and he would be over in my office around 
0830. I told him I would be there; I had a meeting at 0900, however 1 would be there. 
He came over approximately 0850, At that time he indicated that he wanted to talk about 
our situation yesterday, the meeting we had. and he presented what he considered his 
concerns: (1) that I would feel that Dickson was out to get me and he didn’t like that 1 
felt that way. 1 told him that’s how I feel based upon what I have; (2) he went over the 
situation the day before; the gentleman by the name of Charles Masten, coining over and 
doing what he did to James and Thanh - being arrogant to them regarding the boxes of 
evidence; (3) he indicated he was disturbed that I would say in front of my two staff 
members that it appeared that Frank Dickson may he retaliating against me and getting 
people to say I was uncooperative; meaning Steve and Thanh, i told him they already 
knew about it so it wasn’t a revelation to them; (4) we established that if 1 have anything 
in the future where I feel OS1 is being blocked, that I should bring it to his attention and 
he’ll take care of it. 1 said, alright i’ll give it to you in writing; (5) lw was upset about the 
situation where I would drop a nickel with a political committee. My response to that 
was that my concerns are that there is a tremendous amount of crime occurring at LANL 
and what is LANL doing about it; they are hiding it; ( 6 ) he stated should 1 tell him that 
maybe he made the wrong choice in selecting me, and my response was, "it appears that 
the type of person you need running this shop is the Bill Sprouses of the world - you 
need a yes man.” He got upset with that, He said, have I ever told you that you had to be 
a yes man, and I said no. We agreed that if I had any issues I would bring it to his 
attention. 

Later that day around 1520, Gene came over and told me that he, Stan and I were going 
to have a meeting at 1600 and to have Steve stand by, that after our meeting he was going 
to bring in Steve. I went over to that meeting and it lasted from 1600 until about 1730, 
The salient points of die meeting included: 

Stan opened up by giving the philosophy of LANL, the campus environment, the 
importance of the UC contract, that tilings are different at LANL. they operate 
differently there than what I was used to and that they have to protect the contract. 
He went into the Wen Ho Lee case, the hard drive case, and why there is such a 
bitter taste in the mouth of LANL with the FBI and the U.S. Attorney; that what 
went down with the U.S Attorney when it didn’t go right with the Wen Ho Lee 
case. That at that time Frank blamed the FBI and the F31 blamed LANL, and 
th.CTC is this big schism and Frank is trying to build that relationship. He 
emphasized how great Frank is and that he has a lot of responsibility, he is trying 
to balance issues and keep everybody happy; the University of California and 
protect them; manage the Price Waterhouse Team; manage Stan, Gene, Walp, 
OS1; and build a relationship with the U.S. Attorney and the FBI. He said that he 
feels bad that I would feel the way 1 do about the situation. He has never seen 
Frank to be that type of individual wherein he would try to willfully pick on 
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somebody to get rid of them. However, he did say that if I got in a circumstance 
where he felt you were in the way of him succeeding, like interfering with his 
relationship with the U.S. Attorney, or whatever he felt he had to do, he would 
level you, he would put both barrels on you and level you. He said he didn’t 
believe that I was on Frank’s hit list either way; hit meaning he was trying to get 
me, and hit list that I was very popular with him. It was he and Gene’s 
responsibility now to try to mend bridges to make it all work; that’s what they do. 
He made comments that if Lillian Anaya has to come back it isn’t going to be 
good for us. I told him at that time and later in the meeting that I had a concern 
about that because Frank had every bit of information that .we gave him prior to 
him to making the decision to put her on investigative leave and he knew there 
was no smoking guns and he was told that, and he had all the information on that 
data. It would appear to be that Frank is now attempting to make me a scapegoat, 
that I didn’t give him all the information or correct information. Then he stated 
that Steve sort of has a cocky attitude and we know that is helpful in certain cases. 
However, Steve did talk to Frank on multiple occasions. I said, well, I think he 
did on multiple occasions. He said, well you know, maybe Steve elaborated on 
the information and misled Frank, and that Steve has to be careful in his 
relationship with the FBI, that he is careful what he tells the FBI. He gave the 
example, instead of saying, hey, Jeff let’s say no to Frank about getting into the 
bunker. I said that didn’t happen. He said, no, no, no. I’m not saying that 
happened, he said, but rather than saying that, say something to the effect “hey, 
how can we make this happen, how can we make this work for Frank.” It appears 
that someone may be trying to make Steve a scapegoat in this situation also. This 
is just speculation, but by letting Steve go may not be as big as letting me go, 
because Stan stated to me, Gene and I have a big stake in making you a success. I 
assume this has to do with them choosing me regarding the Appendix O 
requirement. Gene used my words when ] came here, that is, Glenn didn’t I tell 
you when I interviewed you that I wouldn’t make you do anything unethical, 
immoral or illegal. Stan was very clear that there may be times that I’m going to 
have something I don’t want to do, and I have to be man enough to tell them that I 
can’t do it. 

When it was my opportunity to speak I went down a list of items that I felt may be the 
reasons why Frank may be out to get me under the idea of being uncooperative. From 
my perspective it may be his way of trying to find cause to fire me. 1 then went down my 
list. That list is attached to this report. 

Stan was adamant regarding why I should not have made comments regarding Frank in 
front of, not so much Steve, but Thanh, since he is a young man and new to the job, and 
that I may ruin him. 
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Stan then said something about Steve joking around; it appeared that there was an attempt 
to try to build Steve as someone who (1) was sort of cocky; (2) who would embellish the 
investigation, and (3) jokes around too much. My perception was that Frank doesn’t like 
Steve and would try to fire/transfer him if he could, that is my perception. 

Both Stan and Gene made a comment that in my position in life, apparently my age and 
so forth, that I can be a little more forceful in the way I present things; I assume they 
mean because of my age and my retirement. They said we’re quickly getting to that 
place. 

It is my perception there is great concern by LANL administrative heads that because of 
all the crimes that we are exposing there is a concern for bad publicity for LANL. This 
coincides with a statement made to Steve and me at a meeting we had with Gene, where 
Gene said, Glenn you need to understand that you have done things here that have never 
been done before and the top administration does not know what to do with it. Glenn you 
upset the rice bowl and they don’t know how to handle it. At that same meeting is when 
Gene told Steve and me, I don’t want the two of you to get in any kind of trouble with the 
administration because LANL is famous for sacrificing their children in order to protect 
the image of LANL. Stan emphasized that Steve and I must understand who we work 
for, that’s LANL. He said I know you both came from backgrounds (Steve and I) where 
your job is to go out and get people and arrest people but it is different here. That’s not 
your job. Stan commented that the reason they hired me is because I’m a lot smarter and 
have a better background in law enforcement than Gene or he, but within that context, 
law enforcement is not my job now. Stan commented that yes, you help the FBI in their 
case but that’s not your main job; your main job is to protect LANL. 

Stan asked Gene at the end of my interview if he had anything that he wanted to say. 
Gene stated he wanted to make it clear and ask me the question, did Stan or he ever ask 
me to do anything unethical, illegal, or improper. My response was no. Reality is, there 
were points where the ethical line was encountered such as the misuse of emergency 
lights on OSI vehicles, the fixing of parking tickets, and the comment by Gene to me 
when I asked for an FBI task force early in the spring of 2002, to come in and to 
investigate what I perceived as major crime occurring at LANL, because a task force who 
could do auditing, like the FBI, and they could get to the bottom of the suspected criminal 
activity. At that time Gene told me there is a bad taste between LANL and the FBI and 
that he wouldn’t go along with a task force concept unless 1 could prove it to them in 
white paper. Gene agreed, that the thefts that occur at LANL keep the valley green, but if 
you do these investigations it may turn out to be high level Lab people involved, and I’m 
not sure that’s the best thing for LANL. 

On this same date I was advised by John Tapia, through Steve, that supposedly Gene 
came over and spoke to Frank Dickson the same day, telling him that he can’t control us, 
meaning Walp and Steve. 
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After my meeting with Stan and Gene, Steve came over to the meeting where again 
comments were made to Steve concerning the same issues, which Steve would be able to 
comment on. It is to be noted that in that meeting with Steve, once again there was 
emphasis on who we work for and how important it is to protect the LANL contract. A 
direct statement was made to Steve by Stan, that if Steve didn’t ensure there was a good 
relationship between Frank, the FBI, and the U.S. Attorney, or Steve would be held 
personally responsible and would lose his job. 
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Personal Notes of Glenn A. Walp 


On September 20 Walp receives notice of the federal felony case involving Clarissa 
Rodriguez. Walp assigns the case to James Mullins. 

On September 23 Mullins is advised by Kenneth A. Leivo, H.R. - Staff Relations that 
Rodriguez was allowed to pay back the money and resign; therefore the case was closed 
predicated on directions of Lab counsel. Tucker is immediately advised by Walp and 
Mullins of the impropriety. Tucker concurs that there is an impropriety and that Walp 
and Mullins should stand down on the inquiry until he discusses this with Frank Dickson. 

A meeting is held on September 24 in the a.m. between Gene Tucker, James Mullins and 
Walp in the office of Tucker to discuss the Clarissa Rodriguez case. 

The first thing Tucker brought up in the meeting was that LANL received contact from 
the FBI who indicated that the FBI is taking the Mustang case to the U.S. attorney to 
determine if they will prosecute. On the TA33 issue the U.S. attorney is evaluating 
whether a wire will be used. The G&G case was taken over by the FBI. We needed to 
package all the information on the G&G case and prepare a memo indicating that we had 
gone as far as we could on the case and needed FBI involvement. 

OSI was to support the FBI in all these 3 cases, and keep Gene informed so he can keep 
Frank informed. 

Concerning the issue with Clarissa Rodriguez, Gene said that Frank Dickson knew 
nothing about this. Gene then got Frank Dickson on the speaker phone, advising Frank 
that he was on the speaker and that James and 1 were present. By statements made by 
Frank Dickson it was obvious that Frank Dickson already knew about this case because 
Gene said $600.00 and Frank corrected him and said, no it was $1800. Hence, although 
Gene told us that Frank did not know anything about the Rodriguez case it was obvious 
that in fact, Frank did know. Frank stated he assumed that H.R. already knew about this 
case before the Friday they contacted OSI. 

After the conversation ended Gene said in a disjointed manner, in H.R. there is a Phil 
Kruger who is a deputy'; it is unknown who Gene meant but he said that a person told 
Rich Marquez about the accepting of restitution by Kruger and that Marquez about went 
to his knees, and because of Kruger accepting the restitution settlement they are going to 
crucify Kruger. Someone, I’m not sure who he meant by this, but someone apparently 
said that by them contacting OSI on Friday, that was their official notification to us. 
Gene said this was sick reasoning that that would be our official notification to get them 
off the hook from contacting us when this incident started a long time before, and they 
should have contacted us immediately. 

Gene directed that James and I interview Phil Kruger, and find out what he knows, how 
long he was involved. 
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He commented that this area is NIS; this is where they just lost the flash cards. This is 
also the area where they lost the hard drive but then they found it behind the Xerox 
machine, and now this same NIS has failed to notify us on a federal crime that they knew 
about, and settled the case on their own without telling us. Gene said that this unilateral 
action by HR accepting this was wrong and it was a crime. He wanted us to interview 
Kruger to find out when this all started, when they first got involved in this, and what was 
going on. He recommended that we have Commora Montoya standing by in an office 
after we interview Kruger so that we could then interview her to find out what went on. 

At that time Walp told Tucker, well when we get all this information together one thing is 
certain we have a federal crime if the person truly confessed to that federal crime, 
regardless of any complicities that may have occurred thereafter. I asked Gene what 
happens to it then. Gene said everything will be delivered to Dixon and he will 
determine what will happen, what action will be taken. Gene said that Kruger knew 
about it Friday because Kruger talked to Gene about it on Friday. Much discussion 
occurred regarding Miranda warnings that if Kruger was involved in complicity of this 
felony crime that a lot of them may need warnings. Gene said it is unknown at this time 
how far this complicity went up the chain. It was agreed after much discussion, that OS1, 
meaning James and I should interview Kruger and Commora without the warnings at this 
time (meaning we didn’t need to bring in a law enforcement agency yet - to give 
warnings). I then went back to my office and this is when I had the telephonic 
conversation with Mr. Kruger concerning the situation. 

I called Phil Kruger about '11:30 with James Mullins in the office with me. At that time 
Phil Kruger admitted that it was under his direction that he directed Commora Montoya 
to take the check from Clarissa and let her resign. We had previously heard that she was 
fired but Phil corrected me saying, no she resigned. Kruger took all the blame for it and 
said it wasn’t Commora, and that it was under his direction. He didn’t say at that time 
that he talked to anybody else on this matter. Kruger became angry when I told him 
about having Commora standing by in a room but she needs to know that this may 
involve a felony federal crime and does not really have to talk to us and can leave. 
Kruger said, what do you mean a federal crime? You are not blaming Commora for this, 
I did it. He then became extremely upset and he said, did you know that I just came from 
a meeting this morning with Frank, Gene and myself and Frank just said there was no 
problem with what I did? Frank said he doesn’t have a problem with what I did even 
when they were discussing that there was the possibility of a federal crime. Frank told 
him this is part of the process; restitution is part of the process; you can do it, you can do 
anything you want and let her resign and just let her pay without telling anybody else; 
you did everything right. Frank said the only thing I had to do is keep a copy of the check 
and everything is okay. At that time Phil and 1 agreed that it probably would not be good 
to interview him or Commora until 1 talk to Gene since I just found out about Gene being 
involved in a meeting with Frank where Frank gave certain direction but Gene had not 
told me about it, and yet there was the possibility of federal felonies now being involved 
by Commora, Kruger, Frank Dickson and possibly Gene, I immediately told James, who 
was in the room with me, what Kruger had just said. 
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I then called Gene with James Mullins in the room, and told him what had just occurred; 
that Kruger had just confessed to his complicity in a federal crime and also implicated 
Frank in that crime. I also told him that Kruger told me that the three of them were just 
in a meeting and discussed all this. Gene then stated, “Yes, Glenn, Frank is involved; he 
is implicated.” Frank did give that direction to Phil and told him it was okay to let her 
just pay restitution. Gene admitted that he was in that meeting. I asked him why didn’t 
he tell me and he said well I can’t tell you everything Glenn. It is to be noted that at our 
meeting before that Gene told us nothing about Frank, Kruger and him being in a meeting 
or knowing that these conversations took place. Gene admitted he was in a meeting and 
he also heard everything that Frank said and confirmed what Phil Kruger said what Frank 
said, and then made the comment, “Yes, Glenn, they have also implicated me.” Gene 
said, “Stand by until I call Frank.” 

Gene then called me back and said “Frank is circling the wagons”; he wants us to have a 
meeting tomorrow with all of us and we’ll talk it over and probably turn it over to the I.G. 
because the FBI won’t accept anything under $100,000. I told him about the Mustang 
case; that the FBI accepted it under $30,000 and about 20 seconds later he said, “I know 
the FBI can accept a case even for $1.00”. At that time I told Gene that they are getting 
me involved in something that I didn’t appreciate, and it has crossed the line of ethics. 
That is, I have knowledge of the possibility of a federal crime occurring that involves 
high administrative personnel in LANL to include H.R., and the chief counsel, and now 
people are talking about having meetings as to what to do. I told him I have worked too 
hard for my reputation and I would not be involved in these shenanigans for anybody at 
LANL. I also told him they better report this to a police agency or, if necessary I will go 
to Whistleblowers to report this, and Gene said, “please Glenn, don’t do that.” Official 
OSI Incident Reports have been submitted on this case by Mullins and Walp. However, 
the peripheral impropriety dealings by Tucker, Dickson, and Kruger as clarified in the 
notes of this report, were not placed in the official report. They were not placed in the 
official report because of concerns by Walp and Mullins that, that information would be 
removed from the report by Tucker. That is, the fact that Tucker, Dickson, and Kruger 
are possible felony suspects in this matter, and it was not uncommon for Tucker to have 
controversial issues removed from an OSI report. 
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Personal Notes of Glenn 4. Walp 


On September 24, 2002 at or about 1400 Gene Tucker called me on the phone and asked 
if I was available and he said he would be over in a few minutes; 1 said yes. Mr. Tucker 
came in and stated that he is still concerned as to exactly when the Clarissa Rodriguez 
case was brought to the attention of NIS personnel; also, when they started their inquiry. 
Because according to Mullins the man told him on Monday that they started their inquiry 
some time ago. I told him I need to get James because he was the inquirer involved and 
to the best of my recollection when James was talking to someone in that unit they said 
they were working on it for some time. I then brought James into the office with Mr. 
Tucker and me. Mr. Tucker directed that we give him information because he had a 
meeting tomorrow with Frank and whomever else on this issue. Mr. Tucker stated that 
his desire was to try to convince them to try to do the right thing. I agreed, that’s what 
needs to be done, stating, report it to the police; he agreed. He said it appeared that Frank 
was going to have this meeting and then may turn it over to the I.G. He stated that he 
didn’t want inquirers (meaning any member of OSI) doing anything else on this case 
conducting interviews or whatever, but he would rather an investigator come in from the 
outside to ask all the questions from the appropriate people to find out exactly what 
happened. He directed that James and I are to stand down on this inquiry and not do 
anything. It is to be noted that the day when this was brought to his attention on Monday, 
he also directed that James and ! were not to do anything on the case any further, 
interview anybody or whatever, other than his comments regarding Kruger and Commora 
on Tuesday, and how we should interview them. He attempted to get James Mullins and 
me to attend the meeting with Frank the next day. At first 1 thought he was just inviting 
me and I advised him that 1 would prefer if 1 did not have to go to the meeting because 1 
disagreed with the processes that were involved to that time. I would give him all the 
information that he needed for the meeting however. 1 told him at that time that 1 felt 
very uncomfortable getting my direction from a person I already know is a liar from past 
experiences, of which Gene knew' about, and also based upon the confession of Phillip 
Kruger that Frank may be involved in a federal complicity act and therefore 1 had a very 
difficult time dealing with having a meeting with him because of the ethical and possible 
criminal issue. He then indicated that James would go with him and I said no, if James 
goes then I go; he’s not going alone. Then he said, no, neither one of you need to go, just 
give me the information that you have and it would be resolved at Frank’s level. 1 
commented at that time, regardless of anybody involved in complicity we are still dealing 
with an apparent confession to a federal crime and I am not sure why we are even 
standing around here talking about having a meeting. It would be like James confessing 
to me that he just murdered his wife and I’m sitting around saying what do I do now. 
Gene said, well there’s a big difference between SI 800 and a murder, which I agreed, 
however it is still the issue of a federal crime that we’re talking about. The U.S. Code 
states, anything of value is a felony, a federal crime. I advised Gene that it doesn’t make 
any sense that a crime has occurred, which we all know about and yet no one from a law' 
enforcement agency has been contacted to investigate the crime. At that time Mr. Tucker 
left and James and I began to prepare the OSI reports to this case. 
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Personal Notes of Glenn A. Walp 


A meeting was held on September 25, 2002, in the early a.m. between Tucker and Walp 
in Walp’s office. The meeting lasted for over two hours; the salient notes are; 

First, Tucker gave me a report that he wanted me to review or have someone review 
about a meeting that was going to be taking place tomorrow and he needed a clarification 
on it. Then he went into how upset he was from yesterday’s issues that I would make 
comments against Frank in front of James Mullins. I told him that James Mullins was 
very aware of the situation and James Mullins had made his mind up long before that 
regarding Frank based upon information that he received; this was no revelation to James. 
Gene commented that Stan bad already warned me about this, talking in front of my staff 
regarding Frank. I got the impression he was trying to propose that I violated Stan’s rule. 
To me, this was an indication that someone may be looking for a reason to fire me for 
cause. We debated the issue concerning Frank’s involvement in the Clarissa Rodriguez 
case, ending up that he felt the way he did and I felt otherwise. That is, that it appeared, I 
proposed, that Frank may have been involved in complicity of a federal felony, and Gene 
disagreed. Based on Gene’s strong stance in defense of Frank and the Lab on this matter, 
I advised him that he would never hear me speak about anybody again no matter how I 
felt. He responded, well you know we have to communicate. I said that’s fine on work 
factors per se, but not on personal issues regarding work factors. 

I then told Gene that James and I both felt that he had set us up yesterday. Gene became 
very upset with this. He asked me, “How could you say I attempted to set you up?” He 
was told that he just came from a meeting that involved Frank, Kruger and himself where 
comments were made by Frank, which he agreed yesterday, could involve criminality on 
the parts of Kruger and Frank, and he never told us about it. But rather he directed us to 
call Phil Kruger to find out what was going on when he already knew what was going on. 
I said if we’re working as a team in security issues it certainly would be nice that my boss 
would tell me about these issues before sending me off on a path that involves federal 
felonies by not telling me about all the facts. It placed James and me in a situation where 
Kruger admitted to me over the phone about his complicity in a federal felony and then 
implicated the chief counsel and possibly Gene. James and 1 both felt we should have 
been armed with that before we pursued the interview but you failed to tell us. Gene 
responded, “Well, I can’t tell you everything”. 

1 told him that as we discussed in our meeting on the 24 th . we all agreed, including Gene, 
that there is a possibility of a federal crime, complicity by people who directed this, and 
all along we wanted to be careful with constitutional rights, and do it right so we would 
not interfere with a possible future criminal prosecution. Then we were directed to have 
a meeting with Kruger but all along he knew he had just walked out of a meeting with 
Frank, Phil and himself knowing all factors concerning Frank’s comments and the deal, 
but didn’t tell us. That’s why we felt he set us up. He was very upset with the words that 
he set us up. He said again, I didn’t think you needed that information. Gene also stated, 
that is the way Phil interpreted it, but Phil Kruger has some problems, and I don’t 
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remember Frank saying the things that you said Phil Kruger said, he said. It is to be 
noted this is contrary to the comments Gene had made the day before when I talked to 
him. Such as when he called me back he said, Frank was now circling the wagons. I told 
him about how James had his knowledge of Frank, and I said Frank is just not well 
respected in the law enforcement community; he has no credibility; he’s not liked; he is 
seen as a conniver; he interferes with criminal cases; just ask the FBI. I said you have to 
understand the situation that I was in. We all agreed that there may be a federal crime; 
we all agreed there may be complicity by somebody. The next thing you know, I get on 
the phone and I have a guy confessing to me to what appears to be a federal crime and 
indicates that Frank is involved in this complicity, then I talk to you and you agree that 
they (Frank and Kruger) now have you involved. He shook his head like, yeah you’re 
right. Gene then used the example, well, what would you do if the DA did this, what 
would you do if he made the same decision? I said, well, there is a difference here; its 
apples and oranges because if I felt the DA was committing a crime, not just making a 
decision, I would go to the Attorney General; here I have no one to go to but you, and 
then you tell me they’re circling the wagons and yes Glenn, they have now implicated 
you. I said it put me in a very precarious situation; a situation I didn’t like to be put in 
and I wish I had known that before I called Phil. He still disagreed with me on that; it 
appeared he was now covering for Frank although the day before he agreed with 
everything I said. Gene then said I don’t know what you’re getting upset about anyhow 
because the money that was taken by Clarissa is not federal money, it is not tax payer 
money, it belongs to UC, so the Lab, and Frank Dickson, because he has the authority, 
can do whatever he wants with it. Frank can make any deal he wants on these decisions; 
it is his call; he doesn’t have to call law enforcement if he doesn’t want to; he can make 
any deal he wants because its not taxpayer dollars. I then asked Gene, Are you saying 
that all the property or anything that is stolen here at LANL is not taxpayer money dollars 
and that is why Frank can do anything he wants? Gene responded, “That’s right, that’s 
the way it is.” I said to Gene, “Is that the law”? Gene responded and said “Yes, Glenn, 
that is the law”. 

Gene said what is the difference between Frank and the AG,- or the DA, or whatever in 
making these types of decisions. I said this is not a parallel. Frank can make all the legal 
decisions he wants, but if there is a crime, and in this case we know the crime has been 
committed, the person confesses, resigns and pays back restitution; or even if there is a 
suspect of any crime, it is my position that that information needs to go to an appropriate 
law enforcement agency. Frank doesn’t have the authority just to resolve it based on 
what he feels because it’s UC money. I asked him at that time, as in the Clarissa 
Rodriguez case, if in the future we as inquirers in OSI go out and find what we believe is 
a suspect in a crime, we have the facts of a crime being committed, that based on your 
and Frank’s position in this case, even if it involves a suspect of any felony crime, it may 
never be reported to a law enforcement agency because Frank says it doesn’t go to a law 
enforcement agency? Gene said, “That’s right.” Any case we have hereafter must be 
sent up to Frank and then Frank will make the decision what happens to it. We don’t 
have the latitude of making that decision; that decision always rests with Frank and as I 
said Frank can do anything he wants because its not taxpayer money and he can make a 
deal of having people resign, paying for it, or not paying for it, or not resigning, not 
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taking it to a law enforcement agency for whatever; whatever Frank says, that’s the way 
it is - that’s the way it goes. Remember who you work for, you work for LANL. You’re 
not policemen and you don’t work for the FBI or the IG; you work for LANL, that’s who 
pays your salary. And, Frank has the authority to do whatever he wants in these matters 
and no one else can tell him what to do. I disagreed. Gene then asked me, how do you 
feel it should be? I responded that it is my position that if we as inquirers determine a 
suspect has committed a crime that we should immediately report that to the appropriate 
law enforcement agency whether the LAPD, FBI, IG or whoever. And then they come 
out and do their investigation and if they confirm that there is a suspect, then they must 
take it to the appropriate judicial body such as the United States Attorney and the United 
States Attorney determines what should be done in this case, not Frank Dickson. Gene 
said no, that is not the way it will be done; Frank will make all the decisions in these 
matters. 

Gene commented on the importance of the LANL contract. I stated I understand the 
sensitivity to that issue by certain Lab people; personally I don’t care if UC has the 
contract for the next 200 years. However, as a professional inquirer I am not concerned, 
nor should OSI, if they are to be professional have any concern whatsoever about 
maintaining a Lab contract. If an inquirer decision is made based upon the fear of losing 
a contract then we should not be working here - this is unethical and unprofessional, and 
I will never allow OSI to operate under that context. 

Gene then went back to personal issues and said he was really upset about me making the 
comments about Frank in front of James and that I said that James and I felt that he set us 
up. Gene then said to me, “Glenn, this is not over, this is not over”. I then asked him; 
since we have such disagreement does he really want me here? Gene then said what it 
amounts to is this: If you feel you can’t work here then you need to tell me. I then said, 
“Well, if I wanted to leave from here would you help me in the process”, to which he 
smiled and said “yes I would.” 

Gene then commented about my character being beyond reproach and my honesty and 
integrity being impeccable but I’m having a difficult time acclimating to the LANL way; 
the Lab’s corporate philosophy. Gene then said, “At LANL it is different”. I said, it 
certainly is different at LANL. Gene then asked me, “Are you saying it is different here 
than wherever you worked before”, to which I said, “Absolutely”. I said Steve, James, 
and me are saying this world is totally different than what we have ever been used to, it’s 
just the way it is, and we understand that’s the LANL way. I told Gene, I come in daily 
and just try to do my job without any consternation; 1 am very careful to navigate who I 
talk to, what I talk to them about, hoping nobody gets mad because something is said, and 
everyday it seems something happens and it always flows down from the top. 1 don’t 
create these issues, I don’t start these things, they just flow down and things happen. 
Gene stated that this is the way it works at LANL on a daily basis and you’re going to be 
dealing with these types of issues from directions from Frank on a daily basis. I stated, 
it’s not a matter of the issues or that Frank creates the issues, but rather, that the way 
things are done here that is the problem. It is evident here at LANL everything is done to 
cover up everything, keep it from the public, DOE, the police or whoever in order to 



1463 


protect the PR of the Lab. I told Gene I have quickly learned that every day it’s the same 
story for LANL and that is PR for LANL, covering their butts, forgetting about doing the 
right thing; you just have to be one of the boys or girls here and blend with their program 
or LANL feels you don’t belong here; you are not liked. LANL is more concerned about 
PR than righteousness. 

Gene asked if I ever worked for a corporation before, because it is much different than 
working for government or for a governor. I said yes, one time before I went into the 
State Police, but not in this type of capacity. Gene then said the Lab has a certain 
corporate philosophy that the employee must abide by. I said what is that corporate 
philosophy? To which Gene replied the employee must abide by the corporate rules. 1 
said what does corporate rules mean, to which Gene replied, what it means is that you are 
not a policeman, you’re main job is to protect the Lab, Lab people, the Lab contract, and 
the Lab’s image above anything else. If you feel you can’t do something because it is 
unethical or illegal then you must tell Stan or me, because that’s the way it is. Everyday 
we get directions from Frank and we must abide by the directions. If you can’t, then you 
probably won’t make it within this corporate environment. I said there is nothing wrong 
with supporting your employer and being dedicated to them, but there is a line that you 
can’t cross; like in the Enron situation and the Nixon era. 1 said you must be careful or a 
person can become so blinded by being faithful to an ideal, that you lose sight of what is 
legal, ethical, and right. And that’s exactly what happened to people like Colson and E. 
Gordon Liddy. I said and I think that is what’s happening here as it pertains to LANL's 
corporate philosophy. 

I reiterated again I would not do anything that would be unethical, illegal or immoral, that 
the issue yesterday crossed the line of ethics and that is how it is. I told him when I came 
here I told you that in my interview, and 1 absolutely will not cross that line. (Footnote - 
for example, their previous practice of fixing parking tickets and illegally using the 
emergency lights on OSI vehicles. Mike Wismer of PTLA. told me that Gene has been 
fixing tickets for years and people in PTLA are upset. They have kept all the records of 
the fixes because they felt someday it would come to light and they didn’t want to be 
caught up with it. Mike said that the money from parking fines is to go to the U.S. 
government by law, but that is being tampered with because of the fixes). 

During the course of this meeting I attempted to use the illustration that we do 
investigations like police officers; Gene got upset with that and said, “You are not police 
officers”. 1 said my point is this, that when you do an interview it is best to have all the 
information before you go in, referring back to my interview with Kruger, just as a police 
officer would do, that’s what I’m talking about, not that we’re policemen but we try to do 
our jobs professionally like a policeman, and if we have an opportunity to interview 
somebody then we should have all the facts before us, especially in a case that deals with 
a possible federal felony. You knew that information, told us to do an interview, failed to 
tell us based on the theory you can’t tell me everything. This doesn’t make any sense to 
me as a professional. 
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Personal Notes of Glenn A. Walp 


Notes from an issue that occurred on October 24-25, 2002: 

1 . During the Division staff meeting around 1030 Busboom was calied out of 
the meeting by Loretta and then Busboom came in a few moments later 
and called Walp out and said that he just learned that Salgado and Frank 
Dickson were down in Albuquerque talking to the U.S. attorney and the 
FBI, regarding the FBI not taking care of the N1S case and getting it over 
with; that they want it cleaned up. 

2. I had to respond to two of their questions: 

A. When did the FBI become involved in the case, and 

B. When did OSI become involved? I looked through some reports 
and advised that on June 24, the official informant complaint went 
to the FBI and they officially took the case on the I s ' of July. 1 told 
Busboom that when wc first got involved was when whatever 
happened with Bill Sprouse back in September 2001 and I’m not 
sure what happened there but I’d have to talk to Bill. He then 
asked me to find out when Steve joined us. I got Steve on the 
phone and he said he believed it was July 22. So Stan called 
Salgado back or Frank Dickson, whomever, and told them what 1 
said about the 24 th and the 1”, and then said we got involved on 
July 22 nd , but that wasn’t accurate because we were involved in it a 
little before Steve’s arrival, except for when Bill Sprouse got 
involved last year, and Doran started before July 22. 

3. Later that day, late in the afternoon Stan called me to a meeting in his 
office. Stan told me he had a meeting with Salgado and Frank and I don’t 
know if anybody else was there, and he was telling aspects of that 
meeting. Stan said that he understands that when Salgado and Frank met 
with the FBI that day that the FBI said that the criminal cases that are 
coming out of the Lab at this time are just the tip of the iceberg. Stan said 
this really upset Salgado and Frank that it was the FBI’s opinion that 
beyond all the crimes that are going on that they know of, there is a lot 
more that is going on, and this really set them off. 

He made multiple comments about don’t get mad now Glenn, and this is 
the way things around here operate: that’s the way it is and you have to 
stand up with me and work with me; Gene isn’t here; I’m not a Gene, he 
tries to get everybody together, I just face things head on. He knew 
something had happened about 6 weeks ago (Clarissa Rodriquez case). 
He made a comment that I know you don’t think much of Frank Dickson 



1465 


but he’s doing his job. He then said he was told that the U.S. attorney said 
they weren’t going to prosecute in the Anaya case; they dumped it back in 
LANL. So we have to work with Frank to give them everything that we 
have to ensure that they are able to get rid of Lillian Anaya. He directed 
that Steve and I go through the whole case to make sure we give 
everything to them. I advised him that as far as I was concerned we gave 
them everything we had, and in fact the last meeting we had that involved 
Kristin, Eli, and some other person out of Salgado’s office, Frank 
Dickson, Gene, myself, and Steve, that they all agreed that there was 
enough there to fire her. He said, well, yeah, they did say that at today’s 
meeting that they do have enough to fire her but they just wanted to know 
if there is anymore information. Then he started questioning me about, 
had the FBI not got involved, would there have been anything else we 
would have done. He brought up about interviewing people in White 
Rock. I said the FBI had already done that and he said oh, 1 didn’t know 
they did that. I told him Frank already knew that. On Friday (the 25 th ) 
Steve and I are directed to go through the whole Mustang report and come 
up with these things. I asked Busboom the question, what is prompting 
this; we’ve been settled here for multiple weeks and suddenly this thing is 
coming to the fore again?, and he said well that thing you had with 
Dickson about 6 weeks ago, that Gene brought to my attention, he said, “1 
know you feel Frank’s an asshole, well he thinks you’re an asshole”, and 
said, “quite frankly 1 think this is Frank’s payback time to you". He then 
said be careful how you take this when 1 tell you this, but Steve and you 
are not allowed to be involved in any of the NIS investigations any more. 
Stan said I know this is not right, after you and Steve worked so hard on 
the case, but that’s how it’s going to be. They really aren’t treating you 
right on this but I can’t do anything. We do owe you and Steve. I said 
Steve is out with Jeff tonight, should 1 call him up and tell him to pull off, 
and he said, well, since he’s already out just let him go until tomorrow. 
Stan ordered me not to tell Steve anything tonight because he’s out there 
working and he’s liable to get mad so let me think about it overnight and 
maybe 1 can get this changed.. .you and I (meaning Stan and I) have to 

stand up.. ..we’re the older people here and take the brunt of this. ..you 

are in Gene’s position and I’ll try to settle this... we’ll try to get through 
this. He gave an illustration of a case at the museum where Salgado felt 
somebody wasn’t doing their job and said, you’re off of it, and put 
somebody else on it. He told me to get all the information from Bill 
Sprouse regarding when he got involved in all of this back in September 
last year and what may have happened there. He told me on the G&G 
case that it appears as if the FBI are now throwing that back in our hands, 
and that I was to ask Jeff Campbell what the FBI's position is on that. I 
had to assign someone else from OS1 to assist the FBI; Jeff on the NIS 
case because Steve and I are out of it. I recommended James Mullins. 
Stan directed that I stand by until the morning before I tell Steve. 
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4. On October 25 tl we had the case of the missing hard drive under Steve 
Croney’s area, however during all the activity Stan asked me to come over 
with Steve Doran to relay the information. During that meeting Stan 
explained to Steve and I that both Steve and I cannot be involved in the 
NIS case any more in any way; we can’t even talk to the FBI about it. 
Plus, we could not talk to the FBI about ANY case WHATSOEVER at the 
Lab; that we cannot have communications with the FBI if it dealt with 
anything with our OSI or Lab operations. Stan reiterated that the situation 
between the Chief Counsel and me about 6 weeks ago caused some 
problems. Steve replied to him that’s fine, he would obey the order; he 
isn't the boss, but he also knows the real reason behind this and that he 
knows what is right and wrong, and he and I haven’t done anything 
wrong; we have just done our jobs and for that we are being punished. 
Stan reiterated again that he knows it isn’t right what is happening to Walp 
and Steve, and that we really owe you two. We’ve got to take care of you 
because of the great job you did. Jeff had previously called Steve because 
there was a case about an Australian guy who was a Lab student and left 
and was now in Australia with a LANL badge saying terrorists were after 
him. This issue came back to the FBI and Jeff had called Steve cn the 25 th 
to see if he could find out anything about this guy. Stan, at that time when 
he was told about this, told Steve that he has to tell Jeff when he calls back 
that he has to go through Stan Busboom at least while Gene isn’t there and 
that we can’t talk to him about it. Steve then did talk to Jeff and told Jeff 
that we can’t talk to him anymore; we’re out of the NIS case and we 
couldn’t communicate with him. Jeff became upset and said he was going 
to go right to Mr. Browne. Steve said don’t do that or you’ll get us in 
trouble, Jeff then supposedly called Stan and told Stan that the real reason 
behind this was because of the meeting that occurred on the 24 n and that 1 
the U.S. Attorney was going to prosecute Lillian Anaya bul because of 
their arrogance (Frank and Joe) she would not do that now, and that’s what 
caused all these problems. He apparently made a comment to Stan, is the 
reason Glenn and Steve are being punished for this is because of that 
meeting? My understanding is that Stan said, well, it’s not really what he 
wants to do but he’s being ordered to do it, and that's what he’s doing. 
Jeff then gave the information to Stan regarding the Australian situation. 
Later that day, Stan gave me a copy of his personal notes regarding the 
Australia situation and then told me to check on this guy but not to get 
back to the FBI. I couldn’t talk to them and I had to go through Stan or 
Gene. The connection to prove this situation is 1) Stan’s personal meeting 
with me telling me that; 2) his meeting with Steve and I telling us both 
that; 3) Steve’s communications with Jeff and Steve telling Jeff about this; 
4) Jeff then calling Stan and Stan confirming that he told Steve and 1 that 
we couldn’t talk to the FBI; 5) and then Stan giving me the notes and for 
me to follow up because 1 couldn’t tell the FBI. This solidly connects that 
this is what we were told on the dates of the 24 Ih and 25 lh of October. 
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No Recipient. Fwd: Re: Hettich Gram #13 


To; 

From; Liz Adams < tizza@bus-rrait.lanl.gov> 
Subject; Fwd; Re; Hettich Gram #13 
Cc: 


Bcc: 

Attached: 


Tab 139 


X-Sender: marque 2 r@dir-mail.lanl.g 0 v 
X-Maiter; QUALCOMM Windows Eudora Version 5.1 
Date: Fri, 07 Mar 2003 15.32:26 -0700 
To: David Hettich <dhettich@ lani.gov> 

From: Richard Marquez <ramarquez@lanl.gov> 

Subject; Re; Hettich Gram #13 

Actually, no, it is very much the time for plain speaking. That comes from the very top. 

;} peace 

At 03:16 PM 3/7/2003 -0700, you wrote: 

Rich - 

Within BUS-5 (and many of the other BUS groups) we have SSM-3 Team Leaders, 
independent SSM-3 (Lead Contract Administrators in our case) and SSM-3 Staff 
members (all the same grade and the same pay range). Larry Brown was an example of a 
senior contract admin who was not a Team Leader. Sue Sebring is an example of an SSM- 
3 staff member who has (had) no supervisory duties. 

There is no monetary reward (per se) for being a team leader in BUS-5. You oversee and 
are responsible/accountabie for the actions of 22-30 people (their work plus personnel 
issues) - vice an independent 55M-3 who usually has a few high dollar contract. The only 
difference in salary comes from the fact that we grade the difficulty factor higher in 
their annual appraisals - so a slight difference usually in their raises. Both the 
Procurement Team Leader and Lead CA positions are existing positions (in fact we had 
2 job ads out for the Lead position - and John has been assigned to cover one of two 
openings - the one in Team #6). 

I know there may be contention that what has occurred is not a sufficient punishment - 
but in John‘s case: a. the man's 19 year career at the laboratory has been excellent to 
this point - and this was a case of bad decision not willful malfeasance; b. his chances of 
any advancement are probably over; and, c. this will clearly impact his raise this year (as 
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a minimum) - even though it does not immediately impact his salary base. 

As to the Hetfich Gram - 1 have heard - and try to remember this is not the time for 
plain speaking. 

At 12:13 PM 3/7/2003, Richard Marquez wrote: 

Tell me what the SSM level was for Holder and Hernandez and what process we will 
use to level and compensate their new assignments? Need this for a possible question 
at the hearings and Bruce Darling is also asking. 

By the way, Adam Rankin has a copy of this Hettich Gram. 

At 06:00 PM 3/5/2003 -0700, you wrote: 

As many of you can imagine there is a lot happening right now - and this is causing a 
number of actions. As part of my on-gaing series of Hettich-Sram's, I would provide 
the following update. 

1. Change in Team Leadership . As of today (3/5/2003) John Hernandez has 
Stepped down as the Team Leader for BUS-5; Team #4. John is being re-assigned as 
the Lead Procurement Specialist in Team #6 (the position Tony Pace had held before 
being selected as the Team Leader for Team #6). Warren Finch will move from being 
the Team Leader for Team #3 to Team #4 as their Team Leader - at least on an 
interim basis. On an interim basis, Anne Houston will act as both the Team Leader for 
Team #2 and Team #3, There is a job ad open for two team leader positions - 
although X will not guarantee that the people selected will necessarily go to Team #1 
or Team #4. We will be acting quickly as possible to interview candidates and make 
selections for these critical positions. 

2. Congressional Hearings . John Hernandez and I will be appearing before the House 
Commerceand Energy Committee (Government Oversight sub-committee) on 
Wednesday, March 12. This sub-committee meeting is likely to be webcast like the 
testimony provided by Mr. Waip and Doran last week. In addition to John and myself, 

| witnesses are likely to include Rich Marquez, Stan Busboom, Gene Tucker, J ohn 

Browne, Joe Salgado, and perhaps some UC senior management. Unlike fast weeks 
testimony, this session is not likely to be friendly. 

3. Compliance Issues There are a number of f indings that have come out of the 
various reviews being conducted that I need to highlight. The following is to be 
considered regulatory requirements for BUS-5 personnel. Please obey the following: 

a. Precious Metals , Precious metals may not be bought using purchase cards 


Printed for Liz Adams <lizza€‘bus-maii.lanl.gov> 


LANL 35369 


2 


1479 


No Recipient, Fwd: Re: Hettich Gram #13 



(period). Precious metal buys must be entered into PD Web - and purchased in 
accordance with 51 8.6, (Note: yes, we realize the 51 is cut of date in some regards - 
but the basic inf crmation is sound and needs to oe followed). 

b. "Fair and Reasonable" Price . There have been a number of cases recently 
where a CA said that "in accordance with SP 13.1" a CA does not have a responsibility 
to establish the "reasonableness" of the price of an item they ore purchasing. Just so 
everyone is clear - that is not what 13.1 says. We are all taxpayers and have a 
responsibility to ensure the laboratory achieves a reasonable business deal on every 
purchase. The means you use to establish that the deal is reasonable are broader/less 
onerous under $100,000 - but that doesn't change the fact that you need to be 
convinced you got a reasonable deal! Related to this, I would add that while 
competition may not.be required at lower dollars - competition is usually a fast and 
easy way to establish the reasonableness of the price you have gotten. In small dollar 
procurements, you can call a couple sources on the phone - or check the web - get a 
fast price quote end award often more rapidly than trying to justify the price on a 
bid from a single source. 


c. Split orders - and Authority . I Have put out this word before - but I still 
see some cases where it is still being ignored by 8U5-5 personnel. There remain cases 
where a buyer has clearly split an order or requirement to keep that order under 
their purchasing authority - sometime using their purchase card and sometimes on 


POs. Remember - your PDP and IPOs have sections that talk about compliance with 
regulation - arid trying to circumvent the rules on your authority limits is not being 
compliant with our rules (!!). 


On a persona I note . I want to personally thank the many of you who have asked what 
you can do to help during this difficult period. Your encouraging words to Vern, Dick 
and I - as well as your prayers - have been meaningf ul to us. I know we have good 
people who are trying to do the right thing - and we must not lose sight of the 
importance of our work. I can only ask each of you to do what you know is right - and 
do your best each day even in the face of adversity. 


Liz Adams 


BUS 5 Group Of f ice 

(505) 667-5984 Fax (505) 667-5104 

lizza@lanl.gov P128 
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John P. McTague 


Sunday, July 16, 2000 

The Honorable William B. Richardson 
Department of Energy 


Dear Secretary Richardson: 

In my role as cochaix of the Laboratory Operations Board I would like co offer you my 
personal opinion on best practices to ensure effective security and business practices 
while maintaining and, hopefully, enhancing technical performance at the DOE-UC 
weapons laboratories. 

These two laboratories, LANL and LLNL, have over a half century given this nation a 
vastly unmatched superiority in nuclear weapons and nonproliferation technology. 
There is no remotely close second place contender, either among out allies or our 
potential adversaries. 

In the new world we face it is essential to continue this overwhelming advantage. We 
need to reinforce the mechanisms which have been so successful, and continue to 
adapt them to the new environment. For example, we need to have sustained support 
for the Scientific Stockpile Stewardship Initiative. 

We also need to address the weaknesses in our present system while preserving and 
enhancing the strengths. The UC laboratory management system is exceptionally 
strong in two critical areas: personnel systems and technical quality control. These are 
at the heart of the superiority we have sustained. Nevertheless, there are unacceptable 
weaknesses in project and security management Each of these areas requires both 
specialized knowledge and local, even individual, buy-in to be successful 

In April, 1 999 you reorganized the Department to align authority with accountability, 
and to dearly differentiate line and staff functions. There is now a single line of 
authority from the Secretary's Office, including the Deputy Secretary as Chief 
Operating Officer, through the Principal Secretarial Offices utilizing their field offices, 
to the contractors. Sraff functions such as security and count? rinrelligence interface 
through the Field Management Council, chaired by the COO. Policies are then 
promulgated directly through a single line of authonty. 

I believe that tins single, unambiguous line of authority and accountability should 
continue through the contractor and the laboratory director. To my mind, UC should 
have a strong vice presidential position devoted full time to the DOE-labora codes 
interface. This individual should have the resources and expertise to make the 
laboratories operate as a system, to assess and assure the performance of the 
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laboratory directors, as well as technical excellence of programs, major project 
management, personnel systems, safety, security, and business practices. 

At present, the UC oversight role is poorly defined and inadequately manned. It does 
an excellent job in technical oversight and personnel systems, but a spotty job at best 
in other areas. As I understand it, there is no single vice presidential level individual 
who spends more than 10-20% of his tune on DOE-lab matters. 

Reporting to the UC vice president, the role of the laboratory director should be 
unambiguous- he or she should have authority and accountability for ALL activities at 
the laboratory. For most such activities the laboratories have highly qualified staff on 
board. However, the NIF experience at LLNL has shown that this is not universally 
true. Their lack of project management capability on the scale of this project has 
caused significant problems. The solution which you properly ordered was for them 
to subcontract to private industrial sources for the requisite capability and experience. 
This outsourcing is helping to get the NIF project back on track without diluting or 
making ambiguous the laboratory director’s authority and accountability. The 
subcontractors report under him. 

I believe that a similar model could enhance security at the laboratories. Security 
cannot operate effectively as an “add-on.” It must be integrated into everyone's 
approach to his or her function. It must be a natural part of the flow of line authority 
and accountability, in the same way that safety is. As required, special expertise can be 
subcontracted for, as in the NIF case, without countervailing the single line of 
accountability and authority, flowing through the UC and the lab director. 

I hope these thoughts are helpful to you as you continue your reform of the 
DOE-laboratory system to serve the nation even better. 
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October 26, 2000 


The Honorable Bill Richardson 
Secretary 

U.S. Department of Energy 
1 000 Independence Avenue, S. W. 

Washington, D.G. 

Dear Secretary Richardson: 

As you know, the Committee on Commerce has been closely following issues relating to 
security at the Department of Energy’s (DOE) nuclear weapon laboratories and other sensitive 
facilities. As part of this oversight effort, the Committee held a Members briefing on October 19, 
2000, to discuss our continuing concerns in this area with officials from DOE and the University of 
California (UC) — which has operated both the Los Alamos and Lawrence Livermore national 
nuclear weapon laboratories for roughly 50 years, under contracts that have never been the subject 
of competitive bidding. We are writing to you today to express our opposition to the Department’s 
plans to proceed, on a very rushed timetable, with yet another 5-year contract extension for UC on 
a non-competitive basis. 

The American public has witnessed over the last two decades, including the last two years, 
chronic security and other management-related problems involving UC and the national labs. After 
the most recent incident involving the disappearance, and then suspicious re-appearance, of two 
highly-classified computer discs from Los Alamos, improvements in security and other operations 
at the national labs were once again promised, and we were told that the government’s contractual 
arrangement with UC to run these sites would be restructured "to bring into their operations specific 
security and management expertise to implement these improvements." You directed Gen. John 
Gordon, the newly-confirmed Administrator of the National Nuclear Security Administration 
(NNSA), to recommend a plan to accomplish these objectives by September 5, 2000. 

We understand that, on October 13, 2000, Administrator Gordon recommended to you a 
course of action — which you accepted — that included the replacement of the existing 5-year 
contract with UC that is set to expire at the end of 2002 with a new 5-year contract. In other words, 
DOE has agreed to negotiate with UC a three year, non-competitive extension of this contract. In 
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return for this major concession by DOE, UC has agreed to renegotiate the terms of the contract to 
include five "new" actions proposed by UC to address security and other management-related 
concerns at these labs. As the briefing for Members last week amply demonstrated, these five action 
items fall far short of the fundamental restructuring necessary to bring new management expertise 
and accountability into the operations of these labs. Indeed, these actions are, for all practical 
purposes, either meaningless or already provided for in the current contract. "When pressed about 
the details of these five actions, or how they would be implemented, neither DOE nor UC was able 
to offer any substantive explanations - saying only that the specifics would be worked out during 
contract negotiations. These action items mask the lack of any real change to the UC contract and, 
unfortunately, appear to be an excuse for further extending this contract without competition. 

DOE’s representative from the NNSA also made clear to Committee Members the 
Department’s intent to finalize the contract extension negotiations by the end of this year, even 
though DOE and UC have not sufficiently evaluated how best to incorporate into a new contract 
even these questionable action items. As noted earlier, the current contract does not expire until the 
end of 2002, which still provides plenty of time for DOE to conduct a thorough renegotiation with 
UC and/or competitive bidding of the contract. The Department’s rush to complete such a major 
undertaking in less than two months is, indeed, puzzling, and a matter of serious concern to this 
Committee. No extension of tile UC contract is warranted at this time, and in this manner. 

We await your prompt reply to our concerns. 

Sincerely, 




Ranking Member 


cc: The Honorable John Gordon, Administrator 

National Nuclear Security Administration 
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April 10,2003 


The Honorable Jim Greenwood 
Chairman 

Subcommittee on Oversight and Investigations 
Committee on Energy and Commerce 
House of Representatives 
2125 Rayburn House Office Building 
Washington, D.C. 

Dear Mr. Chairman: 

At the Subcommittee’s hearing on March 12, 2003, 1 committed to provide information 
on my actions and accomplishments to change the historical culture at Los Alamos 
National Laboratory by reducing an entrenched “management by accommodation” and 
achieving a heightened sense of fiduciary responsibility to the American taxpayer. This 
letter fulfills that commitment, and I request that it be included in the official record of 
the Subcommittee’s hearings on Property and Procurement Mismanagement at Los 
Alamos National Laboratory . 

The efforts Director Browne and I made to drive change and address management 
problems at the Laboratory were noted by NNSA in its FY 02 Appraisal, dated December 

13,2002: 

“NNSA is encouraged by the aggressive leadership demonstrated by the 
Laboratory Director and Deputy Director. . .NNSA recognizes the outstanding 
effort on the part of Laboratory senior management to organize, drive 
improvement, and accelerate change in overall Laboratory culture. NNSA 
recognizes as well that LANL faces challenges such as the alarming trend in Price 
Anderson Amendment Act violations and the current investigations into 
irregularities in its purchasing activities. Nonetheless, NNSA is encouraged that 
LANL senior management has moved swiftly and demonstrated an understanding 
of the urgency and need for outside assistance as a mechanism to add credibility 
to the investigation process.” 

The following actions and accomplishments are a representative, not exhaustive, sample 
of my actions and accomplishments, and they are consistent with NNSA’s evaluation as 
noted above. The list begins in the fall of 1999 when I joined the Laboratory: 

• Based on findings by the Office of Audits and Assessments (AA), I directed that 
reconciliations of bank accounts be brought current and that monthly reconciliation of 
bank accounts be completed thereafter. 
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AA reports for several consecutive years, all of which had been filed with the 
University’s Office of the President (UCOP), noted failure by the BUS Division 
to complete monthly reconciliations for three accounts - payroll, accounts 
payable, and travel — for fiscal years 1995 thru 1999. Total activity in the subject 
accounts over 5 fiscal years was over $7 billion. I provided periodic progress 
reports to UCOP (Van Ness and Kennedy) and the Regents (Leach) until the 
reconciliations were completed in August, 2000. 

• Upon joining the Laboratory, I directed that each division and office that reported to 
me (BUS, HR, Audits and Assessments, Industrial Business Development, and 
others) complete a Vulnerability Analysis within 60 days. The effort resulted in over 
200 findings, of which 134 were in the BUS Division. 1 required that Divisions 
implement specific corrective action plans for addressing identified vulnerabilities, 
and I tracked progress in weekly meetings with Division leaders. All Divisions 
except BUS had completed corrective action plans at the end of one year. 

• In 1 999 I directed a comprehensive review of the Laboratory’s procurement program 
and procedures, using Laboratory employees and external procurement experts. 
UCOP directly participated in the review. I was led to believe that the review team’s 
commitment to consensus may have led to a document written, in part, to 
accommodate the UC representative’s preference for a “softer” report than some of 
the LANL representatives would otherwise have produced. I implemented a number 
of reforms and improvements as a result of the team’s report. 

• Directed the reorganization of the BUS Division and the addition of two Deputy 
Division Leaders to strengthen overall division management. 

• Implemented a corrective action plan to eliminate over a period of about 6 monthsji 
multi-year backlog of about 900 contract closeouts . . Reviewed progress weekly 
with Division management. 

• Elevated the Small Business Procurement Office t o report directly to the BUS 
Division leader to strengthen management of small business contracts and 
procurement actions. 

• Established a small business point of contact in the Laboratory Ombudsman Office to 
assure that any small business perceptions of favoritism, procurement irregularities, 
or inadequate contract administration could be reported without fear of reprisal. I 
took this action in response to indications from the small business community that the 
Laboratory was not viewed as a good business partner by some vendors. 

• Streamlined the process to assure prompt payments to vendors, subj ect to appropriate 
checking and approval by Laboratory users of vendor-supplied equipment, materials 
and services. 

• Engaged The Gartner Group to advise the Laboratory on its business information 
management and related information technology activities. Implemented The 



Gartner Group’s recommendations, thus avoiding significant expenses that would 
have resulted in inadequate systems. 

Cancelled the Laboratory’s PeopleSoft project on the basis of cost/benefit analysis 
and ill-conceived scope; avoided planned project expenses. 

Initiated an Enterprise Resource Planning project (ERP> to modernize and streamline 
the Laboratory’s business information management function and to adopt best 
business practices embedded in related commercial software. This is a multi-year 
project that is continuing and has been identified by the Interim Director as one of the 
Laboratory’s highest priorities. 

Continued implementation of the “Sunflower” system, u sed by UC at Lawrence 
Livermore and Berkeley Labs and by other contractors in the DOE system to support 
property management. 

Continued implementation of the “TIPS” system to support the procurement function. 

Established a Laboratory-wide system for IT (Information Technology! governance 
to provide a central authority and Lab- wide coordinating point for policy and 
procedures and to assure that investments in IT were cost effective and reviewed by 
the Laboratory Senior Executive Team prior to commitments. 

Initiated three studies of the Laboratory’s computer inventory: 

• A review of the number of personal computers reported as being used at the 
homes of employees; a number of computers were returned to Laboratory 
property as a result of this study; 

• An analysis of the number and costs of computer purchases over recent fiscal 
years; the analysis was intended to guide future decision-making regarding 
methods and standards for computer purchases; 

• A review of classified computers, as mentioned in my written testimony, to assure 
that none of the computers reported as lost or stolen contained classified 
information and to assure that all classified computers could be located. 

Required sound business case analysis for a number of ongoing Laboratory 
investment and acquisition activities, resulting in; 

• Cancellation of the Laboratory’s agreement with a local developer to 

guarantee rentals of new luxury townhouses and high quality apartments for 
use as student housing. Laboratory staff had entered into the agreement 
without having done a sound business case analysis and without having 
provided full information to the Laboratory Director. 
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• Personal assumption of oversight for completion and occupancy of the 
Laboratory’s space at the Los Alamos Research Park to assure compliance 
with NNSA’s conditions of approval and cost beneficial project management. 
Required weekly status reports. Like student housing, commitments to the 
Research Park had been made by Laboratory staff without adherence to 
NNSA requirements, without adequate financial and legal analysis, and 
without full information to and approval by the Director. 

Established a Blue Ribbon Task Force and related Technical Panels to provide 
external management and technical expertise to the Laboratory’s nit production and 
manufacturing program . Laboratory and NNSA program managers have 
acknowledged that the Task Force and technical panels have been instrumental in 
putting the Laboratory in a position to meet the NNSA-determined schedules for this 
high priority national security program. The Interim Laboratory Director recently 
converted the Task Force to a comprehensive Program Management Review 
Committee. 

Strengthened procurement support and service to high priority NNSA and DOE 
projects , including pit manufacturing, Spallation Neutron Source (SNS - a multi- 
laboratory project led by Oak Ridge), and the Accelerated Strategic Computing 
Initiative (ASCI) through which the Laboratory has developed its “Q” machine. 

Achieved 10% reduction in overhead ratio from FY 00 to FY 02 as a result of having 
instituted a “bottoms up” approach to the annual indirect budget planning process. 

Oversaw implementation of legislatively mandated travel regulations for contractors 
that resulted in reductions in allowable expenses for official travel; personally 
reviewed travel expense claims of all Associate Directors. 

Established an internal Advisory Committee on Administrative Policies and Practices 
to assure input and buy-in from all Directorates in the Laboratory for adoption and 
implementation of new or modified procedures and practices aimed at making the 
Laboratory’s business systems more accountable. 

Established mandatory management training for all Groun Leaders to strengthen 
management capabilities in the Laboratory. Required each member of the Senior 
Executive Team (SET) to lead off one of the sessions by dearly articulating SET 
expectations. The process to design and implement the training took over one year, 
due in part to resistance by Division and Group Leaders, as well as the Human 
Resources Division, to “mandatory” requirements. 

With Director Browne, designed and implemented a significant reorganization of the 
weapons program to strengthen line management accountability. NNSA noted in its 
FY 02 appraisal, “The reorganization represents a paradigm shift in that line 
management now owns programs and is central to, accountable and responsible for 
program success. Planning is now the basis for program execution.” 
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• Realigned the Laboratory’s internal budget planning process to assure that the 
Director’s strategic vision drove program planning and to strengthen the Director’s 
“ownership” of the budget. 

• Authorized total outsourcing of the Laboratory’s sunnlement secretarial pool and 
established procedures to assure the pool was used as an avenue to Laboratory 
employment for local residents. 

• Requested NNSA approval and subsequently implemented “hot skills” pav to assure 
that the Laboratory would continue to be competitive in terms of recruiting and 
retention of staff in specific, critically important scientific and technical areas. 

» Implemented salary surveys by external experts in compensation equity to assure 
equitable pay for ethnic and racial minorities and women . These surveys and related 
appropriate pay adjustments enabled the Laboratory to avoid litigation, particularly 
regarding the issue of pay for Asians and Pacific Islanders that arose in the aftermath 
of the Wen Ho Lee case. Salary surveys were completed for API and Hispanic 
minorities prior to my leaving the Laboratory; a third survey covering women 
employees was in planning at the time of my departure. 

• Implemented a realignment of facilities management to consolidate approximately 1 5 
separate facility management units and thereby improve accountability and cost 
effectiveness in facility management operations. 

• With Director Browne, established an internal Strategic Security Working Group to 
review long-term security planning and operations in the aftermath of 9/1 1 . 

• Assumed personal oversight of Laboratory activities to satisfy requirements of 
Appendix O to the University’s contract for Los Alamos operations, including; 

o Completion of Authorization Basis (AB) documents for 5 critical facilities and 
for the packaging and transportation function. As a result of this effort, 
NNSA noted “.. .LANL’s increased emphasis and effort to support safety 
authorization basis preparation (It appears that LANL may be the only NNSA 
site that is 10 CFR 830 compliant by the April 2003 due date).” 

o Completion of inventory and gap analysis related to maintenance of critical 
skills to support mission requirements. 

• Implemented procedures to assure that the Laboratory was in full compliance with 
10CFR requirements for quality certification of vendors of certain types of 
equipment, services and materials. 

• Established a pilot effort to implement a Programming Planning Budgeting and 
Evaluation System ('PPBES1 aligned with NNSA’s legislatively mandated PPBES 
system. 
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• Initiated review of meal expenses in all Divisions and Directorates and subsequently 
established more rigorous standards for Laboratory pur chase of meals in connection 
with meetings. Standards were later converted to “guidance” to accommodate 
objections from some Divisions. Required Division or Group Leader certification of 
working meal expenses and justification/approval of exceptions to standards. 

• Based on AA findings during an audit of the former Site Support Services contract, 
withheld current fee payments and recovered fee previously paid. 

• Required recomnetition of the site support services contract and acted as Source 
Selection Official to select a new contractor with emphasis on cost effectiveness and 
partnering with the Laboratory to improve operational performance. 

In addition to the above, I met weekly - and sometimes more frequently - to track 
progress and monitor performance of all of my direct reports on issues ranging from 
resource management to safety performance to delivery on program commitments. In all 
of these sessions, I consistently emphasized fiduciary responsibility, formality of 
operations, and disciplined management. Almost without exception and not surprisingly, 
I found the Laboratory’s staff and managers willing and eager to respond and to meet 
expectations. Nonetheless, an ingrained culture that had historically under-valued 
effective management, meant that change came more slowly than I would have preferred. 

I appreciate the opportunity to supplement my testimony before the subcommittee. 

Sincerely yours, 

— - . 


Joseph F. Salgado 



Approved; 4-17-01 
Sunset Review: 4-17-03 
Expires: 4-17-05 
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x. Cover Sheets . Standard Form (SF) cover sheets must be applied to all classified 
documents when they are removed from a secure storage repository. SF 703 is the 
Top Secret cover sheet; SF 704 is the Secret cover sheet; and SF 705 is the 
Confidential cover sheet. Locally developed cover sheets of the same color and format 
as the standard forms may be used. Locally created cover sheets may be overprinted 
with classification category, caveats, and other information approved by the responsible 
security office. 

4. CONTROL SYSTEMS AND ACCOUNTABILITY . 

a. General . Control systems must be established and used to prevent unauthorized 
access to or removal of classified information. Accountability systems must provide a 
system of procedures that provide an audit trail. Accountability applies regardless of 
the physical form of the matter (e.g.. electronic, paper, or parts). 

b. Accountable Matter . The following are types of accountable matter: 

(1) Top Secret matter. 

(2) Secret matter stored outside a Limited Area (or higher). 

(3) Any matter that requires accountability because of national, international, or 
programmatic requirements. 

(a) Classified computer equipment and media supporting Nuclear 
Emergency Search Team (NEST) and Accident Response Group 
(ARG) operations. 

(b) National requirements such as Cryptography (CRYPTO) and 
designated COMSEC. 

(c) International requirements such as NATO ATOMAL, designated 
United Kingdom (UK) documents, or other FGI designated in 
international agreements. 

(d) Special programmatic requirements (e.g., designated Special Access 
Programs and Sigma 14). 

(4) Electronic storage media containing Sigmas 1, 2, 14 and 15 or a combination of 
nuclear weapons design/testing data. 

(5) If any of the information stored in a safe is accountable, then the SF 700, 
Security Container Information, for that safe is also an accountable document. 

It does not, however, have to-be placed into the formal accountability system; 



II -44 


1492 


DOE M 47 1.2- 1C 
4-17-01 

It simply must be accounted for according to a reasonable written local 
procedure. 

c. Control Stations . Control stations must be established and used to maintain records, 
access lists (when required), and control classified matter (including facsimiles) received 
by and/or dispatched from facilities. Employees must be designated and trained to 
operate these control stations and must have access authorizations commensurate with 
the level of their classified control responsibilities. 

d. Accountability Records . Accountability records are required when accountable matter 
is originated, reproduced, transmitted, received, destroyed, or changed in classification. 
Control station operators must maintain accountability systems for accountable matter. 
As a minimum, accountability records must indicate the following information for each 
accountable item. 

(1) Date of the matter . The date the matter was originated or created. For 
documents, this term means the date the document was finalized. 

(2) Brief description of the matter (unclassified if possible) . The unclassified title (if 
a document) or description (if material). It may also be helpful to describe the 
form of the matter (e.g., a document, magnetic medium, microform, drawing, 
photograph, or photographic negative, etc.). If a title or description is 
classified, an unclassified descriptor should be used to prevent the 
accountability records system from becoming classified, 

(3) Unique identification number . The unique document number (if a document) or 
unique serial number (if material). Unique identification numbers may be 
created either by creating a totally new number for each new document or 
adding the copy and series to the old base number when reproducing 
accountable documents. The key point is to ensure that each document, 
whether an original or a reproduction, has some form of a unique number 
associated with it. 

(4) Classification level (and category, if RD or FRD) and additional handling 
caveats, if any, of the matter. 

(5) Disposition of the matter (e.g., destruction, downgrading, declassification, 
dispatch outside die facility, cr incorporation into another accountability record) 
and tire date. The term “disposition” varies in meaning as follows: 
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(a) Regarding origination, transmission, receipt, and reproduction, 
“disposition” means the offices or activities where the matter was 
distributed. 

(b) Regarding destruction, “disposition” means the organization where the 
matter was destroyed and by whom. 

(c) Regarding change of classification, “disposition” means which office or 
activity performed the change of classification and which offices or 
activities have copies of the matter. 

(6) Originator identification . The organization name and address of the originator. 
For material, this information is found on the associated paperwork. 

(7) Number of copies of documents generated or reproduced and the disposition 
of each copy . The quantity of copies of a document made during either 
origination or reproduction. 

(8) Authority for contractor retention . Contract or other written retention authority 
that authorizes the matter to be in the possession of a contractor, which should 
be readily available to facilitate compliance disposition reviews. This 
authorization can be either a letter of authorization or a contract reference to the 
authorization to retain classified matter. A copy of this authorization should be 
maintained with the accountability records. 

(9) Date received, if applicable . The date the transmitted matter arrived. 

(10) Activity from which the matter was received, if applicable . The office or 
activity name and address from which matter was transmitted to the recipient. 

e. Inventory . An annual inventory of accountable matter must be conducted. Each item 
listed in an accountability record must be visually verified All sites must develop 
procedures to ensure that all accountable matter has been entered into the 
accountability system. A report of unresolved discrepancies must be submitted in 
accordance with requirements for reporting incidents of security concern. 

NNSA's NEST and ARG classified computer equipment and media will be inventoried 
at least once a month by two individuals. In addition, Albuquerque, Oakland, and 
Nevada will develop deployment and redeployment checklists for all ARG and NEST 
elements that include procedures for inventorying accountable equipment both before 
and after a deployment 
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( 1 ) Inventory records . Control stations ra u st maintain records of the annual 
inventories and any reports generated as a result of the inventories (such as an 
unaccounted-for document report). 

(2) Follow-up . Any discrepancies must be reported and dealt with accord mg to 
DOE policy on reporting incidents of security concern. 

Records Disposition Records maintained to control and account for classified matter, 
including those reflecting receipt, dispatch, and destruction, must be retained in 
accordance with the DOE Records Schedule and the National Archives Records 
Administration (NARA) General Records Schedules. 

(1 ) Secret and Confidential This schedule requires the following for Secret and 
Confidential accountability records retention: 

(a) Receipts . The receipt files that record the transmission or receipt of 
classified matter must be maintained for 2 years. 

(b) Destruction Destruction files must be maintained for 2 years after the 
date on which the documents are destroyed. 

(c) Inventories . Forms, ledgers, or registers used to show identity, internal 
routing, or final disposition of classified documents (except for receipt 
and destruction record files) must be maintained for 2 years. 

(d) Formerly accountable documents . Accountability records for 
documents formerly in accountability should be kept for 2 years after 
the documents are taken out of accountability. 

(2) Top Secret accounting and control files . 

(a) Registers maintained to indicate accountability of Top Secret matter 
(including transmission, receipt, and destruction) must be maintained 
for 5 years after the activity. 

(b) Forms designed to ensure control of Top Secret matter, such as lists of 
names of persons handling the documents and intra-office routing slips, 
must be maintained until the associated document is downgraded or 
destroyed. 

NOTE: Master files and data bases created in central data-processing facilities 
to supplement or replace Top Secret records are not authorized for disposal 
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Security and Safeguards Division 09/1 6/2002 Notice No. 0099 

Inventory of Accountable Classified Matter 

Background Classified Security LIR (LIR4 06-00-02) Attachment 6, “Accountable Classified Matter” 
contains inventory requirements that shall be implemented for accountable matter. An 
inventory of all matter that has entered into the accountability systems must be conducted 
annually to ensure accurate record keeping. 

Feedback from line organizations indicates that several aspects of the current inventory 
requirements are overly restrictive. The original wording of the LIR, which precludes the 
classified media custodian (CMC) and the media owner from conducting the inventory, 
could require up to four workers to inventory a single piece of accountable matter. The 
revised requirement retains a two-worker requirement but eliminates any limitations on 
which workers arc approved to conduct the inventory. 

The revised requirements also allow organizations to conduct inventories at any time 
during the year and remove the distinction between CREM and other accountable matter. 
Additionally, the Notice clarifies the Joint Atomic Information Exchange Group (JAIEG) 
reporting requirement, which was previously a component of the required October- 
November inventory and therefore not specifically required by the LIR. 

By allowing organizations more flexibility to implement the inventory requirements, this 
Notice more accurately reflects the tenets of ISSM. 

Acronyms & ARG— Accident Response Group 

Initialisms 

CMC — classified media custodian 

CMPC — classified matter protection and control 

CREM — classified removable electronic media 

FGI — foreign government information 

JAIEG — Joint Atomic Information Exchange Group 

NEST — Nuclear Emergency Search Team 

S-OSI — S Division - Office of Security Inquiries 

SRLM — security-responsible line manager 
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UCFC — Use Control Facility Coordinator 

Revised Requirements for Inventory of Accountable Matter 


Deletions 


Sections 3.5.1 and 3.5.2 of Classified Security LIR Attachment 6. “Accountable Classified Matter* shall be 
entirely removed and replaced with the requirements below. 

Additions 


3. 5. / Inventory of Accountable Matter 

Organizations that possess accountable matter, including CREM, shall conduct inventories in accordance 
with the following requirements. 

• An inventory of all accountable matter shall be conducted at least once per calendar year. 

• The results of the inventory shall be submitted in writing to the S-5 CMPC Team no later than 10 
business days after the inventory is complete. See the “Accountable Classified Matter Inventory ” form 
for the information required. 

• At least two workers shall be required for all inventory tasks. 

• In conducting an annual inventory, custodians or persons designated to conduct inventories shall 

0 physically and visually verily the presence of all accountable documents, parts, and CREM; and 
o report discrepancies immediately to the organization’s SRLM and to S-OSI. 

• A monthly inventory shall be required for classified computer equipment and media belonging to NEST 
and ARG. 

• For SIGMA 14, the Laboratory Use Control Facility Coordinator (UCFC) shall 
o oversee the annual inventory, and 

o report holdings of current Sigma 14 Weapon Data to the DOE Headquarters UCFC. 


3. 5 . 2 CREM Inventories 

Organizations shall conduct an inventory of any CREM holdings as part of the general inventory of 
accountable matter. No additional inventory requirements specific to CREM shall be necessary. 


3. 5.6 Joint A tomic Information Exchange Group Reporting 

During the month of January LANL must submit an annual report to the Joint Atomic Information Exchange 
Group (JAIEG). To provide the information to meet this requirement, organizations shall 


Inventory of Accountable Classified Matter 
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• prepare an “Accountable Classified Matter Inventory ” form annually to record, as of October 3 1 , 
inventory holdings for all NATO ATOMAL matter, designated United Kingdom (UK) documents and 
CREM, or other FGI designated by international agreements; and 

• submit the inventory form to the S-S CMPC Team no later than December 10 th (or the first business 
day thereafter). 

Guidance Note: The inventory for the Joint Atomic Information Exchange Group can be compiled using 
logging data and the results of previously conducted inventories. An additional physical Inventory is not 
necessary to meet the JAIEG reporting requirement. 

References “Accountable Classified Matter Inventory*’ foim, 2/20/02 , 
http ://int. lanl. gov/ securitv/documents/acj-form.shtnil 

DOE M 471.2-1C, Manual for the Protection and Control of Classified Matter, 4/17/01, 
https :/7directives.doe. gov/pdfe/doe/doetext/restrict/ne word/47 1 /m47 12-lc, pdf 


Questions? Please address questions regarding requirements for inventories of accountable matter to 
Collis Woods (5-7234) in the Security Support Group (S-5). 

The OIC for this notice is S-S, Security Support and the responsible division director is S-DO. This notice will 
remain in effect until the revised requirements are introduced into Classified Security LTR Attachment ft. 
Accountable Classified Matter,” 
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OBJECTIVE: This infennafion is being shared to leverage the knowledge gained from a 2002 security incident to 
increase awareness, © ensure compliance with accountable matter requirements, and to solicit improvement 
recommendations from laboratory workers. 

SUMMARY; Abai-coded item designated as a hard drive in Classified Removable Electronic Media (CftEM) 
inventory records could natbe located during routine annual accountable inventory activities in October 2002. 
Accountable matteris missing if it is notin the location specified in the accountability system and must be immediately 
reported to the security-responsible lire manager (SliLM) and fire Office of Security Inquiries. 

A removable hard dive carrier bearing the bar code was subsequently located and determined to be empty. The bar 
cods was applied to die carrier during the 2001 annual inventory, along with aclasshlcaiion label. Aninventcry record 
wssthen created for the bar-coded carrier listing it as a classified hard drive. The metal carrier, which was Located in a 
safe, was not opened at the time. 

The carrier had previously been used with a computer system employed as a dumb termi nal with remote access to 
classified databases. In late 1999, tins computer was taken out of service and placed into storage. The computer was 
subsequently returned to service as a single-user classified workstation configured with a single removable hard drive. 
This hard drive was accounted for during the 2002 annual inventory. 

When toe carrier was placed into the safe where it was located during the 2001 inventory, whether there was a drive in 
the carrier when it was bar-coded, when the carrier was remove! from the safe, and what; individuals performed these 
actions could not be detemimed 


CONCLUSION: TheLaboratory successfully accounted for 6 1,172 of 61, 173 items during the 2002 CREM 
inventory. The single anomaly was not conclusively resolved although the bar- coded carrier was quickly located. 

The inquiry process exhausted all possible means afpositively determining whether a hard drive existed in the carrier 
when it was bar coded. Analysis of the evidence indicates that the most probable scenario is that an empty hard drive 
carrier was incorrectly bar-coded and entered into accountability as a classified bard drive. 


Many of the documentation and activity performance failures identified duringthe inquiry could have and should have 
been caught during management walkarounds, required annual security assessments, and other oversight activities. 


Additionally, the SRCM should have ensured that the workers performing the inventory, the classified matter 
custodian maintaining the accoowtoility system, and other organizations! workers peribnniugassociated 
security activities were knowledgeable aid competent. 

ifrwnvRmerit suaaestians to trie SMART Security Suggestion Program 
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ISSUES 

This incident was one of three incidents of security concern categorized as unaccounted for classified matter in. 
2002. This incident is the only one of the three to be identified as a potential compromise. While this data suggests 
that the incidentis not indicative of a systemic problem with accountable matter, the Security and Safeguards 
Division Iras idenlifieda number of institutional guidance issues that contributed to this incident arid is currently 
evaluatmgimprovement acticns. 

Inventorying: Personnel conducting the 2001 inventor)' did not physically and visually verify the presence of 
CREM inside the earner when they applied a bar code te the carrier. 

The applicable division implementation plan required physical andvisual verification in 2001, and this 
requirement has since been incorporated into ClassifiedUR406-Q0-02.0 Attachment 6, “Accountable 
Classified Matter." 

Bar-coding: During initial implementation of the CREM accountability requirements, confusion existed regarding 
placement of bar codes. In some cases, bar codes were applied to 
hardware components (e.g., carrier), and the bar code numbers 
were hand-written on the media housings (e.g., hard drive). 

The L1R stipulates thatCREMbe bar-coded. Bar code labels 
should be applied to the media on which data can be recorded 

or the permanent housing of the media . 

Because of performance issues, it is acceptable to apply bar 
code labels to CD/DVD jewel cases and mark the bar code 
on the CD/DVD with indelible ink. 

Ifhardware tolerances or other conditions exist that make it 
impossible to apply bax code labels or markings to media or 
permanent housings, contact the S-5 CMPCTeam at S65- 
7234 for guidance. 

Dogging: The UR lists the informaticn that is required to be 
includ cd in accountability system records. 

The current owner of each, accountable bar-coded item must 
be included hthe accountability system log. Although die 
owner information, is not required to be recorded in a 
dedicated field, maintaining rite information in a dedicated field 
makes it easier to locate and validate. 

Implementation Plans: Divisions with CREM holdings were 
required to develop implementation plans in re spouse to Notice 74, 
dated March 2001. 

The initial guidance in Notice 74 has been revised several times 
(see Requirements History sidebar). Division implementation 
plans should be reviewed to ensure that they are current. 

Assistance with accountable matter activities is available through the 
Security Training Team, ihe Classified Matter Protection and 
Control Team, and the Security Help Desk (665-2002 or 
security@lanl.gov). 


Requirements History 

In March 200 1 , N ot ice 74 was 
pub! is! ted and established CREM 
accountability requirements. The 
requirements were effective as of April 2, 
200 1, with a 1 20-day implementation 
window. Every division possessing 
CREM was required to develop a 
division implemented onplan within 30 
working days . Minimum records, 
inventory, and destructi on requirements 
were established in the notice. 

InDecemher 200 1 , the Classified 
Security UR with Attachment 6, 
“Accountable Classified Matter ” was 
published Anew field (Date Received, if 
applicable) was added to the CREM 
logging requirements, and the “Tide or 
Description" log field was expanded to 
include an unclassified description efthe 
classified matter and a description of the 
media type for CREM. 

In September 2002, Notice 99 was 
published. This notice removed the 
] imitations on which workers could 
perform the annual accountable matter 
inventory, andit allows organizations to 
conduct the required annual inventories at 
any time during the year. 
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U.S. Department jof Energy NOTICE 

Washington, D.C. 

i DOE N25 1.51 


12-19-02 

Expires: 6-30-03 


This None® extends the lollgJ.iuu directive uctil 6-30-03. 

DOE N 4713, Reporting Incidents of Security Concerns* dated 4/13/01. 

?lease address questions concerning this Notice to GealyaPraskieviczon (202) 586-4451. 


BY ORDER Ui- iHE^S ECRKf ARY OF ENERGY — 
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U.S. Department of Energy 

Washington, D.C. 


NOTICE 


DOE N 471.3 


Approved: 4- 13-01 
Expires: 4-33-02 


SUBJECT: REPORTING INCIDENTS OF SECURITY CONCERN 


J . OBJECTIVE . This Notice is designed to enhance the Department of Energy (DOE) Incidents of 

Security Concern Reporting Program through more consistent reporting, better information 
tracking, and interactive coordination. These procedures will reduce the amount of security 
incident reporting by (a) eliminating 15-day update reports, (b) placing Group 5 Occurrence 
Reporting Processing System (ORPS) reporting subjects into the incident reporting program, 

(c) eliminating the need to send inquiry' reports on less sensitive incidents to Headquarters, and 

(d) providing a regular Headquarters-to-fi eld feedback process. This Notice will also streamline 
initial and follow-up reporting and improve field/Headquarteis coordination on incident inquiry 
status. 

2. CANCELLATION . Deputy Secretary Glauthier memorandum, subject: Reporting Security 
Incidents, dated 9-7-99. 

3. APPLICABILITY . 

a. DOE Elements . This Notice applies to all DOE elements, including the National Nuclear 
Security Administration. 

b. Contractors . This Notice is intended to apply to all DOE contractors. Contractor 
requirements are listed in the Contractor Requirements Document (CRD), Attachment 1 . 
Compliance with the CRD is required to the extent set forth in a contract. 

4. REOI TREMENTS . See paragraph 7 for definitions of terms used in this Notice. 

a. 24-hour Determination/Categorization Period . When an incident is suspected to have 
occurred, the facility where the incident occurred has 24 hours to examine and document all 
pertinent facts and circumstances to determine whether an incident has occurred. During 
this period, the incident must be categorized by an Impact Measurement Index (IMI) 
Number. If it is determined that an incident of security concern did not occur, no further 
action is requited. 

b. Initial Incident Reporting . Initial incidents of security concern reports will be sent to 
Headquarters using DOE Form 471.1, Security Incident Notification Report, through the 
responsible field element, through the DOE Emergency Operations Center (EOC). Initial 
security incident reports should be forwarded using the following criteria: 

(1) Within 1 hour following categorization for the most serious security incidents 

determined to be IM3-l(see attachment 2), the originating site/facility will transmit a 
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DOE Form 47 1 .1 to the DOE EOC. Verbal notification may be made, then 
followed-up with the transmission of DOE Form 471.1. 

(2) Within 8 hours following categorization of security incidents determined to be 
fMI-2/3, the originating site/facility' will transmit a DOE Form 471 . 1 to the DOE 
EOC. 

Upon receipt of DOE F 47 1 . 1 , the Headquarters EOC will immediately notify the lead 
program secretarial office, the Office of Defense Nuclear Security, and the Office of 
Safeguards and Security. Further notifications, if necessary, will be accomplished by the 
Office of Safeguards and Security (i.e., other secretarial offices, other government agencies, 
or foreign governments). 

c. Incident/Inquirv Update Reporting . Only initial reports will be transmitted to the EOC. All 
other reports pertaining to a security incident (i.e., inquiry reports, status updates, and other 
related activities) will be transmitted directly to the Office of Safeguards and Security, 
which will inform all other affected parlies. 

d. Report Updates . Security incident and inquiry update status will be provided as follows: 

(1) Final Inquiry Reports and Special Updates . Inquiry officials will forward final inquiry 1 
reports to the Office of Safeguards and Security through the responsible field element 
within 30 working days of categorization of the incident. If tire inquiry cannot be 
completed within 30 working days, a status report that describes actions taken and 
an estimated date of completion will be submitted. These reports will be reviewed by 
the Office of Safeguards and Security and a determination made as to final status of 
the incident as either closed or requiring further inquiry (i.e., open). Inquiry reports 
for IMI-4 incidents do not have to be provided to the Office of Safeguards and 
Security. 

(2) Monthly Update (Headquarters Feedback! . The Office of Safeguards and Security 
will send a summary of recorded incident and inquiry status to respective operations 
office and facility incident points of contact and program secretarial offices, preferably 
via e-mail, during the last week of each month. New closures during the current 
month and all open incidents will be reflected in the monthly update. This monthly 
update will be used to ensure that Headquarters and the field element maintain 
accurate, coordinated, and reconciled incident/inquiry status information. 

(3) Monthly Incident Compilations . Each site/facility will maintain a compilation ofIMI-4 
incidents. These monthly summaries will be provided to die Office of Safeguards and 
Security. 
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NOTE: The above update procedures eliminate the need for more frequent field-to- 
Headquarters incident inquiry updates; that is, updates at 15-day intervals. This 
interactive approach is intended to ensure information accuracy and reduce field 
reporting workloads. Special notifications should be provided at any time to improve 
progress or understanding on an incident. 

e. Related but Separate Reporting . 

(1) Occurrence Reporting Processing System (ORPS1 . To eliminate reporting 
redundancy and centralize the reporting of security-related occurrences, all 
occurrences within the Group 5 - Safeguards and Security category once contained 
in DOE M 232.1 - 1 A are now incorporated into this Notice. If an event does not 
meet the criteria for reporting as an incident of security concern, it does not negate the 
reporting responsibilities as an Occurrence Report under DOE M 232.1-1 A. 

(2) DOE O 151.1 A. COMER EHENSTVE EMERGENCY MANAGEMENT 
SYSTEM . Incidents that are reportable under the provisions of DOE O 1 5 1.1 A 
should continue to be reported in accordance therewith. Reporting procedures for 
DOE incidents of security concern do not alter DOE O 1 5 1 . 1 A requirements. 

(3) Flash Reporting . DOE/NV, DOE/OAK, and DOE/AL “Flash Reporting” 
procedures are not affected by DOE incidents of security concern reporting 
requirements. 

f. Inquiry Report Content/Closure Considerations . At a minimum, inquiry reports must 

describe the conduct and results of the inquiiy process. The following minimum information 

must be addressed in the inquiry report to consider the incident closed: 

(1 ) An executive summary'. 

(2) A narrative, which must include the following: 

(a) WHEN. The report must state the date and time of incident discovery, any 
notifications, the incident inquiiy, and other time-related elements depicting any 
actions taken on the incident. 

(b) WHERE. The report must include all data pertinent to the location of an 
incident, including the facility name and facility code (as registered in the 
Safeguards and Security Information Management System), building/room 
numbers, and other identifying information as appropriate. Such information is 
required for the facility responsible for the incident and any other facilities 
affected by the incident. 
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(c) WHAT. The report must completely discuss the facts and circumstances 
surrounding the incident, including all supportive information, such as the 
following: 

1 A detailed description of the incident of security concern. 

2 Identification of all personnel involved in the incident and when they 
were notified, including those associated with the inquiry process (i.e., 
inquiry officials and assisting personnel). 

3 Identification of die causes for the incident (direct and contributing 
factors) and a description of the mitigating or aggravating factors that 
may reduce or increase the impact of the incident. 

4 Descriptions of the actions that precipitated the incident. 

5 Descriptions of all physical evidence, including all records/documents 
reviewed (e.g., training records, policy/procedures, personnel security 
files, etc.). 

6 Results of any interviews performed. 

x Descriptions of actions taken to minimize vulnerabilities created by the 

incident and prevent further loss/compromise of the security interest. 

8 If the incident involves classified information, the following information 

should be included: 

• Describe the potentially compromised classified matter, to 
include, but not be limited to, classification level, category, 
caveats (if any), and form of information (e.g., document tide, 
date, description). A copy of the evidence (or photograph) 
must be retained and provided to Headquarters if requested. 

• Identify the classification guide and topic, or source document, 
including date, that apply (e.g., classification determination). 

• Identify known recipients of potentially compromised matter. 

• Identify owner of the classified information (e.g., program office 
or other government agency). 
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(3) Attachments. Attachments to the report of inquiry must include — 

(a) a copy of the documentation appointing the inquiry official; 

(b) a copy of any signed statements of involved individuals; 

(c) a description of the compromised or potentially compromised 
information (as appropriate); 

(d) a copy of the DOE F 471 . 1 , Security Incident Notification Report , 
and other documents obtained during die data collection phase of the 
inquiry; and 

(e) a copy of any DOE F 5639.3, Report of Security Incident/Infraction , 
or a form comparable in content, issued as a result of the inquiry, must 
also be submitted once it is completed. 

(4) Conclusion. An inquiry officer’s conclusion and die basis/facts that support the 
conclusion are essential. Given the facts determined through the inquiry, the 
conclusion of the final report must address the potential risk to the security 
interest based upon a subjective analysis of the facts and circumstances 
surrounding the incident of security concern. Identification of management 
officials responsible for corrective action(s) and disciplinary action(s) as 
applicable must be included. 

g. Corrective actions identified in response to an incident of security concern must be 
documented and, for incidents at IMI-1 , -2, or -3 levels, a copy forwarded to the 
Office of Safeguards and Security. Corrective actions for IM3-4 incidents are not 
required to be forwarded to the Office of Safeguards and Security. 

RESPONSIBILITIES . 


a. Office of Security and Emergency Operations (SO), through the Office of Security 

Affairs (SQ-20) . 

(1) Develops and maintains policies, guidance, and training for the incident of 
security concern program. 

(2) Maintains a centralized database for incidents of security concern to conduct 
trending and analysis, provide summary incident reporting, and develop lessons 
learned for distribution. 
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(3) Provides all required internal DOE Headquarters and external notifications and 
distributions for incidents of security concern, as necessary. 

b. Administrator. National Nuciear Security Administration . Establishes procedures, in 
accordance -with this Notice, to ensure prompt reporting of any significant problem, 
abuse, violation of law or Executive order, or deficiency relating to the management of 
classified information by personnel of the Administration. 

c. Field Elements and the Office of Safeguards and Security. Headquarters Operations 
Division . 

( 1 ) Ensure implementing procedures lor the provisions of this Notice are 
established at facilities or activities for which they are responsible. 

(2) Ensure that incidents of security concern are reported in accordance with this 
Notice. 

d. Deputy Administrator for Naval Reactors . Due to the dual-agency (Navy/DOE) nature 
of the Naval Nuclear Propulsion Program as described in Executive Order 12344 (set 
forth in Public Law 106-65), the Deputy Administrator for Naval Reactors will 
implement this Notice as appropriate for the Naval Nuclear Propulsion Program. 

6. CONTACT . Questions concerning this Notice should be addressed to the Program Manager, 
Technical and Operations Security, Office of Safeguards and Security, at 301-903-2528. 

7. DEFINITIONS . 


a. Incidents of security concern , as defined in Attachment 2, are any actions or inactions, 
that — 

(1) pose an immediate danger or short- or long-term threat to national security interests 
and/or critical DOE assets, that potentially create a serious security situation, or that 
create high-visibility media interest; 

(2) pose long-term threats to DOE security interests or that potentially degrade the 
overall effectiveness of the Department’s protection, program; and 

(3) in combination and over time, adversely impact the level of security awareness and 
program responsiveness necessary to protect DOE’s security interests. 

b. Impact Measurement Index Number . Incidents of Security Concern are categori 2 ed as 
follows, in accordance with their potential to cause serious damage to or place security 
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interests and activities at risk. An IMI is determined based on the safeguards and 
security situation at the time the incident occurred. The IMI is used to identify, track, 
and evaluate each security incident or combination of incidents. 

(1) IMI-1 . Any security incident that can be expected to cause serious damage to 
national security or DOE security interests. 

(2) IMI-2 . Any security incident that can be expected to cause damage to national 
security or DOE security interests. 

(3) IMI-3 . Any security incident with a low probability of causing damage to 
national security or DOE security interests. 

(4) IMI-4 . Any security incident that causes no damage to national security, but that 
can, in combination, indicate weakened security awareness or inadequate 
procedures and practices. 

8. REFERENCES . 

a. DOE O 1 5 1 .1 A, COMPREHENSIVE EMERGENCY MANAGEMENT SYSTEM, 
dated 11-01-00. 

b. DOE M 232. 1 - 1 A, OCCURRENCE REPORTING AND PROCESSING OF 
OPERATIONS INFORMATION, dated 7-21-97. 


SPENCER ABRAHAM 
Secretary of Energy 
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CONTRACTOR REQUIREMENTS DOCUMENT 

DOE N 4713, REPORTING INCIDENTS OF SECURITY CONCERN 


1 . RESPONSIBILITIES . Department of Energy (DOE) contractors shall — 

a. ensure implementing procedures for the provisions of this Notice are established at facilities 
or activities for which they are responsible and 

b. ensure that incidents of security concern are reported in accordance with this Notice. 

2. REQUIREMENTS . 

a. 24-hour Detennination/Categorization Period . When an incident is suspected to have 
occurred, the contractor office responsible for the facility where the incident occurred has 
24 hours to examine and document all pertinent facts and circumstances to determine 
whether an incident has occurred. During this period, the incident must be categorized by 
an Impact Measurement Index (IMI) Number. If it is determined that an incident of 
security concern did not occur, no further action is required. 

b. Initial Incident Reporting . Initial incidents of security concern reports will be sent to 
Headquarters using DOE Form 47 1 .1 , Security Incident Notification Report, through the 
responsible field element, through the DOE Emergency Operations Center (EOC). Initial 
security incident reports should be forwarded using the following criteria: 

(1) Within 1 hour following categorization for the most serious security incidents 
determined to be IMI-1 (see DOE N 471.3, attachment 2), the originating site/facility 
will transmit a DOE Form 471 .1 to the DOE EOC. Verbal notification may be 
made, then followed-up with the transmission of DOE Form 471.1. 

(2) Within 8 hours following categorization of security incidents determined to be 
IMI-2/3, die originating site/facility will transmit a DOE Form 471 .1 to the DOE 
EOC. 

c. IncidentTnquirv Update Reporting . Only initial reports will be transmitted through the 
EOC. All other reports pertaining to a security incident (i.e., inquiry reports, status 
updates, and other related activities) will be transmitted to the Office of Safeguards and 
Security. 

d. Status Update s. Security incident and inquiry update status will be provided to the Office 
of Safeguards and Security as follows: 

(1) Final Inquiry Reports and Special Updates . Contractor inquiry officials will forward 
final inquiry' reports to the Office of Safeguards and Security through the responsible 
field element within 30 working days of categorization of the incident. (Procedures 
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for the appointment of inquiry officials are currently described in DOE O 470.1). If 
the inquiry cannot be completed within 30 working days, a status report that 
describes actions taken and an estimated date of completion will be submitted These 
reports will be reviewed by the Office of Safeguards and Security and a 
detennination made as to final status of the incident as either closed or requiring 
further inquiry (i.e., open). Inquiry reports for IM3-4 incidents do not have to be 
provided to the Office of Safeguards and Security. 


(2) Monthly Incident Compilations . Each site/facility will maintain a compilation of IMI-4 
incidents. These monthly summaries will be provided to the Office of Safeguards and 
Security. 


e. Inquiry Report Content/Closure Considerations . At a minimum, inquiry reports must 

describe the conduct and results of the inquiry process. The following minimum information 
must be addressed in the inquiry report to consider the incident closed: 


(1) An executive summary. 

(2) A narrative, which must include the following information: 

(a) WHEN. The report must state the date and time of incident discovery, any 
notifications, the incident inquiry, and other time-related elements depicting any 
actions taken on the incident 

(b) WHERE. The report must include all data pertinent to the location of an 
incident, including the facility name and facility code (as registered in the 
Safeguards and Security Information Management System), building/room 
numbers, and other identifying information as appropriate. Such information is 
required for the facility responsible for the incident and any other facilities 
affected by the incident. 

(c) WHAT. The report must completely discuss the facts and circumstances 
surrounding the incident, including all supportive information, such as the 
following: 

1 A detailed description of the incident of security concern. 

2 Identification of all personnel involved in the incident and when they 
were notified, including those associated with the inquiry process (i.e., 
inquiry officials and assisting personnel). 
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4 Descriptions of the actions that precipitated the incident 

5 Description of all physical evidence, including all records/docurnents 
reviewed (e.g., training records, policy/procedures, personnel security 
files, etc.). 

6 Results of any interviews performed. 

2 Descriptions of actions taken to minimize vulnerabilities created by the 
incident and prevent further loss/compromise of the security interest. 

8 If the incident involves classified information, the following information 

should be included: 

• Describe the potentially compromised classified matter, to 
include, but not be limited to, classification level, category, 
caveats (if any), and form of infoimation (e.g., document title, 
date, description). A copy of the evidence (or photograph) 
must be retained and provided to Headquarters if requested. 

• Identify the classification guide and topic, or source document, 
including date, that apply (e.g., classification determination). 

• Identify known recipients of potentially compromised matter. 

Identify owner of Ihe classified information (e.g., Program 
Office or other Government Agency). 

(3) Attachments. Attachments to the report of inquiry must include — 

(a) a copy of the documentation appointing the contractor inquiry official; 

(b) a copy of any signed statements of involved individuals; 

(c) a description of the compromised or potentially compromised 
information (as appropriate); and 


Attachment 1 
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3 Identification of die causes for the incident (direct and contributing 

factors) and a description of the mitigating or aggravating factors that 
may reduce or increase the impact of the incident. 
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(d) a copy of the DOE F 47 1.1. Security Incident Notification Report, 
and other documents obtained during the data collection phase of the 
inquiry; and 

(e) a copy of any DOE F 5639.3, Report of Security Incident/Infraction, 
or a form comparable in content, issued as a result of the inquiry, which 
must also be submitted once it is completed. 

(4) Conclusion. An inquiry officer’s conclusion and the basis/facts that support the 
conclusion are essential. Given the facts determined through the inquiry, the 
conclusion of the final report must address the potential risk to the security 
interest based upon a subjective analysis of the facts and circumstances 
surrounding the incident of security concern. Identification of management 
officials responsible for corrective action(s) and disciplinary action(s) as 
applicable must be included. 


Attachment 1 
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g. Corrective actions identified in response to an incident of security concern must be 
documented and, for incidents at IMI-1, -2, or -3 levels, a copy forwarded to the 
Office of Safeguards and Security. Corrective actions for IMI-4 incidents are not 
required to be forwarded to the Office of Safeguards and Security. 
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Reportable Categories of Incidents of Security Concern 


Impact Measurement Index (IMI-1) 

A. Incidents that pose an immediate danger or short-term threat to national security interests and/or critical Department 
of Energy assets, potentially create a serious security situation, or create high visibility media interest. 


. DOE Order ] 5 1 .1 A, COMPREHENSIVE EMERGENCY MANAGEMENT SYSTEM, and facility emergency management plans, may 
require more stringent reporting times for IMI-1 type incidents than listed herein. Shorter reporting times should be determined on an 
individual incident basis and applied accordingly. 



Report 

within 

1 hour 

Report within 

8 hours 

Report 

monthly 

Confirmed or suspected loss, theft, or diversion of a nuclear device or components. 

X 



Confirmed or suspected loss, theft, diversion, or unauthorized release of weapon data. 

X 



Confirmed or suspected loss, theft, or diversion of Category Eli quantities of Special 
Nuclear Materials (SNM). 

X 



Confirmed or suspected loss, theft, diversion, unauthorized release of TOP SECRET 
information, Special Access Program (SAP) information, or Sensitive Compartmentalized 
Information (SCI)- 

X 



Confirmed or suspected intrusions, hacking or break-ins into DOE computer systems 
containing TOP SECRET, SAP, or SCI information 

X 



Confirmed or suspected physical intrusion attempts or attacks against DOE facilities 
containing critical nuclear devices, materials, information, or assets 

X 

J 


Confirmed or suspected attacks against DOE federal and contractor employees that 
adversely impact a facility’s or site’s security posture. 

X 



Confirmed or suspected acts or attempts of terrorist-type actions. 

X 



Any security incident , that could create immediate high-visibility media attention or create 
a situation requiring high-level Departmental management hterventidn. 

X 



Validated threat notifications, via any medium or source, that immediately endanger 
personnel health or safety and that could require immediate protective force/law 
enforcement intervention. 

X 




Confirmed or suspected acts of sabotage occurring at any DOE facility that places the 
safety or security of personnel, facilities, or the public at risk. 
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1, Scope/Applicability 

This attachment contains the requirements that shall, be implemented far documenting and 
controlling accountable classified matter, including all classified removable electronic media 
(CR EM). The requirements in this attachment shall apply to all security-responsible line managers 
(SRI -Ms), custodians, and workers who handle or process accountable classified matter. 

2 , Definitions 

2-1 Acronyms and inittalisms 

COMSEC'*— CctKimimicadon Security 

CREM— Classified Removable Electronic Media 

CRYPTO — cryptographic 

NATO-North Atlantic Treaty Organization 

OCSR— organizational computer security representative 

OSI-— Office of Security Inquiries 

OSSO — organisational safeguards and security officer 

PCMCIA— Personal Computer Memory Card International Association. 

SAP — Special .Access Program 
SCI— Sensitive Compartmented Information 
. SUCI— Sensitive Use Control Monnation 
UK— United Kingdom 


23 Terms 

Account abffity/Aeeaimfa b l e Classified Matter— Classified matter subjed: to the tracking and 
recording requirements described in this document and as listed in section 3.4 cf this attachment, 
which is accountable in a system that audits the control measures provided for classified matter 
through the use of a verifiable inventory and the establishment of a custodial chain. Guidance 
Note: As used in this attachment, the term "accountable matter* refers to "accountable classified 
matter." 

classified computer equipment— computer equipment that is labeled, used and protected as 
classified. 


Classified Security LfR Attachment 6, Accountable Classified Matter 
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Classified Matter Custodian (for documents,, parts, media)— A trained, knowledgeable 
employee appointed to control an account foi classified matter in his car her organization. 
Guidance Note: The Classified Matter Custodian provides assistance to organization workers in 
the various aspects of classified matter and protection control. These duties include classified 
matter marking, receiving, transmitting, destruction, storage, reproduction, accountability, and 
oversight of tire classified document control station. Classified Matter Custodians are not 
responsible for classified matter that has bean transferred to a staff member or is stored in a staff 
member’s safe. 

Classified Removable Electronic Media (CREM) — A classified device-related physical 
component used for the storage of magnetic data. Guidance Note: See Section 3.6 tor examples, 

CO MSEC— Communications security measures and controls used to deny unauthorized persons 
iafoimation. derived from telecommunications and to ensure the authenticity of such 
tsIecomiimnicBtions. Commtaiications security includes CRYPTO-seonrity, transmission security, 
and physical security of COMSEC material. 

CRYPTO — -A designated marking applied to classified operational telecommunications keying 
material indicating that it requires special accounting aid safeguarding. 

custodian— Classified Matter Custodian, Classified Parts Custodian, and or Classified Media. 
Custodian, 

missing accountable classified matter— If accountable classified matter is not in its specified 
location, as indicated in it$ accountability system, it is considered “missing.” Guidance Note: See 
section 3.5.3 for more information about missing accountable classified matter. 

Office of Security Inquiries (OSI) — S Division; office that conducts inquiries into security 
incidents. 


owner— LuSvidual having physical custody and/or control over classified matter. 

Security-Responsible Lise Manager (SRLM)— -Any formally designated manager, such as a ■ 
Division Director, Group Leader. Probata Manager or Office Leader, who is responsible for 
Laboratory workers' terms and conditions of employment and who is the first level of 
management in the lute-management chain responsible for security in his or her organization. The 
Security-Responsible Line Manager establishes and manages security initiatives, determines and 
communicates the desired anti-state, allocates resources, assesses performance, and provides 
methods of accountability. 

worker— For die purpose of the Safeguards and Security (S&S) Laboratory Implementation 
Requirements (LJRs) documents, a Laboratory worker is any person who performs work at the 
Laboratory (whether on the Laboratory's DQB-owned, leased, or rental property). Laboratory 
workers include University of California (UC) employees, subcontractors, vendors, external 
organization employees, affiliates, and official visitors. 
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3, Implementation Requirements 


3,1 General Requirements 


Ferson/Organizatinn 

SM 1 

Worker (user, owner, 
or originator of 
accountable maSsr) 


Classified Matter 
Custodian (CMC) 


Security-Responsible 
Line Manager (SHIM) 

* Ensure feat, the accountable classified natter within fee organizations 
is accounted for, controlled, and protected by the workers and 

cu stodians under his or her cognizance. 

* Ensure that working papers or drafts feat may contain accountable 
classified matter are bandied in accordance wife the requirements fbr 
accountable classified mater. 

* Ensure that workers and custodians possess required access 
authorizations commensurate wife the level of accountable classified 
matter to which they have access. 

* Develop and document requirements stating the roles and 
responsibilities required of the custodians and workers is their 
organization far tracking, controlling, and protecting accountable 
classified matter. 

» Ensure all accountable matter within their organization is entered into 
an accountability system feat is complete, accurate, reliable, and 
current. 

* Ensure feudal orientations and training are provided new workers and 

chirms? armnal updates, which describe fee organizational 


amiSsd Senility LIE, Attadiraeat 6, Accramabte Classified Mma 
Page 5 of 15 




1521 


03/12/2003 08:33 FAX 505 367 0365 LANL GOVERNMENT RELATION 



requirements and processes for controliiiig and protecting 
accountable classified matter, 

* Ensure annual assessments of the accountable classified matter are 
conducted to evaluate implementation of the requirements and the 
process for controlling and accounting for classified matter. 

* Ensure that the OSI is notified immediately of any accountable 
matter that cannot be located and Is deemed unaccounted for. 

• Program Integration 
Group (S-2) Training 
Team 

* Develop a training program for accountable media 

Security Sizjmrt Group 
(S-i) 

* Evaluate and oversee the implementation of accountability 
requirements. 

Computer, 

Communications, and 

Network (CCN-4) 

* Maintain inventories of CRYPTO/COMSEC matter. 

Johnson Controls 
Northern New Mexico 
(JCNNM) Data 
Destruction Crew 

• Be responsible for destroying accountable classified matter as 
described in section 3.3.6 of this attachment. 


3.2 Levels and Categories of Accountable Walter 

The following types of classified matter shall be accountable; 

□ All classified removable electronic media (CREM). 

□ Designated COMSEC 

□ Designated Special Access Program mailer 

□ Cryptographic (CRYPTO) 

O Marked Sensitive Use Control Information (SUCJ) (Managers and Custodians are 
encouraged to have SUCI marked documents reviewed as soon as practicable.) 

Q Sigma 14 maser 

O Designated Secret and Confidential UK "Atomic” matter. 

□ Designated Secret and Confidential Foreign Government Information (FGI). 

□ Designated Secret and Confidential North Atlantic Treaty Organisation. (NATO) "Atomaf 7 
matter. 

□ Secret matter that does not fall under one of the other categories of accountable matter in this 
section and, is processed, handled, and/or stored outside Limited, Exclusion, Protected, ar 
Material Access Areas, shall be maintained in an accountability system. 
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O Other matter daterrnioed by programmatic requirements to be in accountability. 

3.3 Handling Accountable Matter , 


3.3.1 Distribution of Classified Page Changes 

Custodians shall deteimine who shall be authorized to receive classified page changes by 
reviewing the distribution on (ha origins! document 


3.3.2 Working Papers and Drafts 

Q If a -working paper or draft has been reviewed and identified as containing accountable matter 
then the document shall be logged and entered into accountability, 

□ If a working paper or draft: could contain accountable matter then shall be logged and entered 
into accountability pending review. 


3.3.3 Coversheets 

□ Standard DOE coversheets with the required classification level and category shall be used as 
covershests for accountable documents. 

□ The word “accountable" shall be written or marked on the coversheets. 

Guidance Note; Accountable coversheets can be ordered from the 1M>4 Printing Resources Tearn . 


3.3.4 Accountable Parts 

Classified parts, designated as accountable matter (in accordance with Section 3.2 of this 
attachment), shall be brought into an accountability system. In instances where this is not practical ‘ 
because of size, composition, orccmfiguratiai;, 0® S-5 Information Security Team shall be 
contacted. 


3.3.3 Reproduction of Accountable Matter 


Reproduction of accountable matter shall be tracked In an accountability log as described in Table 
1, For the basic requirements on reproducing classified matter (includiag accountable classified 
matt®-), see C 


All copies of pages of accountable documents shall be entered into accountability as separate 
documents, and the log annotated to reflect that it is a page ox pages from a specific accountable 
document (identify the document). 


Prior to reproducing say accountable classified document workers shall obtain authorization from 
the classified matter custodian. 
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3. 3. 6 Destruction of A ccountable Matter 

Guidance Note*. See Classified Security UR Attachment 5. “Destruction of Classified Matte/ 1 for 
more information about destroying classified matter. 

□ JCNNM Data Destruction Crew personnel shall be authorized to destroy classified matter up 
to and including SRD and including all Sigmas except \A and 15. The following types of 
classified matter may not be transferred to the JCNNM Data Destruction Crew: 

* Top Secret 

* Sigma 14 and 15 

* Matter marked as Sensitive Use Control lofbnnaiion (SUCI) 

* COMSEC 

* Sensitive Compaxtmented Information (SCI) 

* Special Access Program (SAP) 

* North Atlantic Treaty Organization (NATO) 

* Cryptographic (CRYPTO) 

* Top Secret and Secret Foreign Government Information 

* UK Accountable 

* Parts 

□ The responsible custodians shall destroy the above type matter if they have the capability, or 
shall make arrangements with the JCNNM Data Destruction Crew to destroy the matter at 
die JCNNM facility. The custodians shall accompany the matter to the destruction facility and 
oversee the destruction. 

□ Custodians shall ensure a witness is present -when accountable classified matter is destroyed . 

□ Complete a record of destruction when accountable classified matter is to be destroyed. 

* Destruction of accountable matter shall be tracked in an accountability log as described in 
Table I and as indicated below. 

* When accountable matter is transferred to the JCNNM Data Destruction Crew for 
destruction, the accountability log shall note this as a transfer to JCNNM, not as 
destruction. 

* Destruction of the matter shall not be recorded in the accountability log until the signed 
certificate of destruction is received, confirming that the matter has been destrayed. 

□ Members of the JCNNM Data Destruction Crew shall have sa authorization letter or card in 
their possession signed by their manager indicating their respective access authorizations. See 
Classified Security UR Attachment 5. “Destruction of Classified Matte/’ for further 
infomnaiioa about destruction of classified matter. 

□ Accountable matter shall not he destroyed if it is covered by any current moratoriums. 

Contact IM-5 for assistance with. monitaiimns on destiuction- Guidance Note; See the 
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"Records Management at Los Alamos” page for more information about moratoriums. Also see 



3.4 Accountability Logs . 

3.4-1 logging Incoming Accountable Matter 

Q Organizations that possess accountable classified matter shall create an accountability system. 
Tie system shall he maintained by the custodian and shall identify the organization and 
custodian. Tie system shall track each accountable hem as it is received into an accountability 
log, 

□ Accountability logs shall be established to track both programmatic accountable matter and 
CREM. Guidance Note: These two types of accountable matter can be togged separately or 
combined in 3 single log document or database, it is recommended that CREM be logged 
independently via the ‘'Media Tracker' 1 application. See section 3.6.1 for more Information about 
logging CREM. 

□ Accountability logs shall include, at a minimum, the following information: Guidance Note; 

The information is organized In e table format for your convenience. You may use your own 
format 


Table V. Lagging Requirements for Accountable Classified Matter 


mmmmmmmmmmmaaoBm 

Date of the matter 

Date document or matter was originated or created (Undated 
documents shall be marked with the date they are entered into 
accountability.) jfo the case cfXANL media it is the date the 
media was bar-coded at LANL 

YES 

YES 

Title or descriotion 

The unclassified title of document or the unclassified description 
of matter. If the tide or description is classified, use an 
unclassified descriptor if practicable. For CREM, include a 
description cf the media type. 

YES 

YES 

Unique document number or serial number for material. The 
identification number can be printed, stamped, typed, etched, or 
bar-coded. For CREM the bar code shall be the unique 
identification number. 

yes 

YES 

Classification 

Includes level, category, (ifRD orFRD), and caveats (If any). 

YES 

YES 

Disposition 

For CREM: Includes destruction, transfer 10 another individual m 

YES 

YES 
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the organization, transfer to an individual in another organization 
or incorporation into another accountability record System. 

For other accountable matter; Includes destruction, downgrading, 
declassification, dispatch outside the facility, or incorporation in 
another accountability record and the date. 



Originator identification 

Includes author (if any), originating organization, address/iocarion 
of originator. An organization can be any of the following: an 
organization an office, or an activity. 

YES 

YES 

Number of conies, copy identification, and copy disnosition 

YES 

YES 

Includes number of copies of the classified matter generated or 
reproduced, unique identification number of each copy, and 
disposition of each copy. 

Authorization Basis 

Includes the letter of authorization or a contract reference to the 
authorization to retain classified document (for example, “per UC 
Contract”). Always use the UC contract cumber: W-74G5-ENO- 
36. 

YES 

YES 

I 

Date received, if applicable 

The date the custodian receives the document 

YES 

YES 

Activity from which received, if applicable 

The office, or activity title and address, from which document 
was received 

YES 


Location 

The location of the repository in which the media wilt be stored 
(TA, building, and room). 


YES 

Current owner 

Use current owner of the media. 


YES 


3.4.2 Logging Programmatic Accountable Classified Matter 

□ If classified data thai is accountable under programmatic requirements— such as Foreign 
Government faifarroatiortj NATO, SAP, and SCI — is contained on removable media, then the 
media shall be entered into accountability as programmatic accountable matter rather than 
CREM. 

* If separate logs are kept for programmatic matter and CSHM, the matter shal be entered 
in the log for programmatic matter and not eniered in the log for CREM- 
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3,5 inventory of Accountable Waiter 


3, 5. i Inventory of A eeountable Matter 

□ Accountable documents, parts, shall be inventoried during October and November of each 
calendar year (Octet® 1 tteoisfa November 30), The results of this inventory shall be 
submitted in writing to the S-5 liifoimaboa Security Tsans no later than December 10* of 
each calendar year or the last business day thereafter. See the Accountable Classified 
Miherlgy^itory' form for the information required. 

□ In conducting an annual inventory, custodians orpsrsons designated to conduct inventories 

shall 

* physically and visually verify ths oreseacs of all accoimtabla documents, parts, and 
CREM and 

* report uaresolved.discrepaticies immediately to the organization’s SRLM and to QSt 


3. 5.2 CREM Inventories 

□ Inventories of classified removable electronic media shall be conducted at intervals not to 
exceed one year. 

O Two workers shall conduct die inventory, neither of who can be fee owner of the media of fee 
CMC far the orgaibsetiou. 

O See the “Aeeoun.table Classified Matter Inventory ” form for the required information. 

Guidance Note; Organizations are encouraged tc conduct CREM inventories in conjunction wife 
annual Mventories of other accountable matter. 


3,5.3 Missing Accountable Matter 

If accountable matter is not at the location specified fa its aeeouQtaMlity system then it is 
considered, missing and shall be reported immediately to fee owning organisation^ SRLM and to 
OSI (665-3505). During aonbusmess hairs, missing classified shall be reported to fee on-esli 
security duly officer through fee Protective Force (667-4437). 


3.5,4 CRYPTO and COMSEC Inventories 

CCN-4 shall be responsible for fee frequency, conduct, sod reporting of CRYPTO and COMSEC 
documents and parts inventories. Discrepancies shall be reported to OSI and the S-5 Information 
Security Team upon determining the accountable matter is lost or unaccounted for. 


3.5.5 Inventory Requirements for Transfer of Accountable Matter 

An. inventory shall be conducted each time a change of custodians takes place for accountable 

matter, as explained below. 
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□ Wjb.es a primary custodian who is responsible for accountable matter is replaced, the outgoing 
sad incoming custodians shall conduct an inventory of the accountable matter. 

□ Only when ail accountable matter has been reconciled shall the incoimng custodian accept 
responsibility for the accountable matter. 

O Documentation shall be prepared and signed and dated by both custodians that the inventory 
has taken place and all accountable classified matter is accounted for. 

□ The documentation shall fee retained with the inventory records until the next change of 
custodiaa 

□ The custodians shall report unresolved discrepancies to the OSI and the SRLM. 


3.6 Requirements Specific to CREM 

Q Any removable media containing classified data at any classification level shall be considered 
accountable. This requirement, shall apply to ail forms and formats of CSBM (examples are 
fisted as follows): 

« floppy disks 

* 23p™ disks 

• Jaz m cartridges 

* Bernoulli™ disks 

* Compact disks (CDs) 

• digital video (versatile) disks (DVDs) 

• removable (that is f without the use of tools) hard drives 

* memory sticks 

• PCMCIA memory devices 

Q Removable media, that contain progrananatic accountable classified information shell be 
treated as programmatic accountable matter to ensure that file requirements for control and 
access limitation on the accountable Information are implemented. See section 3,3.2. 3 for 
more infomoaxion. 

Q All removable media that have been introduced to a classified Information system shall be 

* marked as CREM, and 

• entered into the accountability log for CREM. 

□ All media marked as CREM shall be brought into accourfcfeffity and fogged regardless of 
whether information has been placed on the media. 
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3.6.1 Tracking CREM 

All the reqmrernents described in this document shall be implemented for the accountability, 

protection. Mid control of accountable classified media with the additional following requirements. 

□ See Table 1 for logging requirements for CREM. 

Q A uniquely numbered LANL bar code shall be applied to all CREM, which shall serve as the 
unique identification climber. Guidance Note: Bar codes for CREM can be obtained from the 
S~5 Information Security Team. 

Q All CREM shall be accounted for ia a database or 'using a well-documented hardcopy tracking 
system. The database or hardcopy tracking system shall include all foe requited data indicated 
fa Table L Guidance Note; An electronic system (Media Traeher) meeting the minimum 
requirements is available from the Nonproliferation and Internationa! Security (NIS) Division 
(contact N1S-7). 


3.6.3.1 Interns! Transfer within a Group, Trograra, Project, or Office 

P For accountable classified media transfers, users, owners, or originators of accountable matter 
shall notily the media custodian of a transfer from one worker to another within the group, 
program, project, or office. 

* The classified media custodian shall be notified by unclassified e-mail die same business 
day of that transfer of media. 

* Tbs custodian shall annotate foe accountable matter log in foe disposition block of the 
transfer and new location, 

□ A receipt is not required for transfers within a group, program, project, or office. 

* Custodians who do not use receipts for transfers within foe group shah maintain a written 
record of all transfers. 

* The record shall contain foe to cede, name erf person receiving or seeding, and foe date 
and tunc of foe transfer, 

3.6.1.2 External Transfer Outside the Group, Program, Project, or Office 

□ For accountable classified media transfers external, to the group, program, project, or office, 
custodians shall complete LANL Form 853A, “Classified Document Receipt,” and follow the 
requirements described above, 

Q The custodian shall annotate foe accountable matter log and maintain foe receipt In suspense 
pending written acknowledgement of receipt of foe media. 



Management/’ 
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3,6,2 Destruction of CKJEM 

□ GEEM shall be destroyed accomplished in accordance with the requirements in Classified 
Security L1R Attachment 5. “Destruction, of Classified Matter.'” 


3,7 Training 

The S-2 Trairhng Team shall develop a training program for accountability, including: CHEM 

tracking and control, This program shall include the following: 

□ Institutional Training — The ITogrant Integration Group (S-2) Training Team shall train 
organizational security personnel on accountability requirements (including CREM), 

□ Organizational-Specific Trarung— Under the oversight of the SKLM, organizational security 
rspresenmives shall provide training on elements included in their organizational 
implementation plan, including organizational operating requirements. 


Guidance Note: For mors information, see General Security UR Attachment 3, "Security and 
~ ' ' Igtoi ‘ ' “ 


3.3 Records 

Records maintained to control and. account for classified matter, including those reflecting receipt, 
dispatch, inventories and destruction, shall be retained in accordance with the DOE PromsmrrMic 
Records Schedules and tire Nations! Archives and Records Administration. General Records 
Schedules . 

Records associated with control and tracking of existing OREM, and destruction of accountable 
parts and documents shall be retained as long as the media exists. Following transfer or 
destruction, records shall bs retained for five years for Top Secret, and two years for Secret and 
Confidential removable electronic media. 


4. References 
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